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Fhia HiEE

HEEZINBEEREFEEZRT 4.

MEREEEZETT—TMNIE, HEZ Twebshell, BEHSIZRNWILAE B X 4%
RRBEENKSEZL, AGERDEEATHERNFEE, Ba, BNMRKMNAE
B B B EX A9 &R SO

BE, EphplESNIEH, BWIEENGEESSEconfig.php. database.php® &R
MXHEPR, JavaiB S WINIEHR, SEA—LERN, AEENEETRESE R
datasource.xml . config.xml., config.propertiesE MU XEHR, —BREBER
T, EXEXHFPEHREENERZREFELEN, # X F hostname . dbname .,
username., passwordXEMXEF, FjavaF XS HjdbclFE. KZHEBERT,
REEEFREAREXHFPHERAXFMEN, SFEETEXHER. T&EH. KK
webshell Z GEHA MBI ERNILEXHEERNBEEER.

MERMNMKREERTENRE, EFMXINBEEEEE2MT 4. BREMEERT,

REEEZRINBEEEREEEEROEPRER, BBEIERMNZASMERNK EE
FEAMNEZMPa.phpiliwebshelIRFEIE— T, ARRERETEFIPRENIER, FEHEREE
EHa.phpiE KKK : ip.addr == 192.168.32.189 and http.response_for.uri

contains "a.php"
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javascript:void(0);
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TRIEEKOOFZEIEER, BIEREEB200MBEKRTHELR, MA R TI6FEHIEE, XFHK
BRKMEZS 7.

N ipaddr == 192168, 32.189 and hiip response_Tosur containg "a php® snd hipresponss code==200

Fusereoes B Harrow & Wide B e semiive Siring B =t
Ha. Tima Source Deatination Prateesl | Length | indo:

5466 2018-08-08 15:23:30.412661 192.168.32.189 192.168.94.59 HTTR 1368 HTTP/1.1 208 0K (PNG)
247015 2018-08-08 15:34:50. 763276 192.168.32.189 192.168.94.59 HTTP 1098 HTTP/1.1 Z0R 0K (PNG)
247203 2018-08-08 15:34:50.857089 192.168.32.189 192.168.94.59 HTTP 1168 HTTP/1.1 208 0K (PNG)
G4BZ38 201E-08-0F 15:49:12.862302 192.168.32.189 1592.16E.94.59 HTTP 1345 HTTP/1.1 200 OK (PNG)
651473 2018-08-08 15:49:55.685372 192.168.32.189 192.168.94.59 HTTR 1443 HTTP/1.1 208 0K (PNG)
733908 2918-08-0E 16:13:11.945066 192.168.32.189 1592.168.94.59 HTTP 246 HTTP/1.1 2080 OK
733534 2018-08-08 16:13:44. 442064 192.168.32.189 192.168.94.59 HTTR 388 HTTP/1.1 200 OK (text/html)
733948 2018-08-9B 16:13:47.270395 192.168.32.189 192.168.94.59 HTTP 487 HTTP/1.1 20@ OK (text/html)
733961 2018-08-08 16:13:49.128475 192.168.32.189 192.168.94.59 HTTP 487 HTTP/1.1 200 OK (text/html)

- 7340874 2015-08-88 16:14:39,810534 192.168.32.189 192.168.94.59 HTTP 437 HTTP/1.1 200 0K (text/ntml)
7340876 2018-08-08 16:14:39.811442 192.168.32.189 192.168.94.59 HTTP 437 HTTP/1.1 200 OK (text/heml)
734148 2016-08-86 16:14:44.675152 192.168.32.189 192.16E.94.59 HTTP 355 HTTP/1.1 20@ OK (text/html)
734179 2018-08-08 16:14:52.555016 192.168.32.189 192.168.94.59 HTTR 1892 HTTP/1.1 20@ OK (text/html)
734191 2018-08-0E 16:14:54.863288 192.168.32.189 192.168.94.59 HTTP 1882 HTTP/1.1 20@ OK (text/himl)
734253 2018-08-08 16:15:20.238114 192.168.32.189 192.168.94.59 HTTP 388 HTTP/1.1 200 OK (text/html)
734278 2018-08-0E 16:15:22.511847 192.168.32.189 192.16E.94.59 HTTP 487 HTTP/1.1 200 OK (text/html)
734282 2018-08-0B 16:15:23.768184 192.168.32.189 192.168.94.59 HTTP 487 HTTP/1.1 200 0K (text/neml)
734361 2018-08-08 16:16:23.896864 192.168.32.189 192.168.94.59 HTTR 1206 HTTP/1.1 208 0K (text/html)
734362 2018-08-08 16:16:23.897671 192.168.32.189 192.168.94.59 HTTP 1206 HTTP/1.1 200 OK  (text/html)
734385 2018-08-06 16:16:34.419218 192.168.32.189 192.168.94.59 HTTP 286 HTTP/1.1 200 OK (text/html)
734415 201E-08-0E 16:16:56.347831 192.168.32.189 192.168.94.59 HTTP 286 HTTP/1.1 20@ OK (text/himl)
734439 2018-08-08 16:17:04.334128 192.168.32.189 192.168.94.59 HTTR 537 HTTP/1.1 280 OK (text/html)

+ Frame 734874: 437 bytes on wire (3496 bits), 437 bytes captured (3496 bits)

Encapsulation type: Ethermet (1)

Arrival Time: Aug B, 2018 16:14:39.810534000 C5T

[Time shift for this packet: 8.000000000 seconds]

Epoch Time: 1533716079.8105340800 seconds

[Time delta from previous captured frame: 0.991272000 seconds]
[Time gelta from previous displayed frame: 50.682059000 seconds)
[Time since reference or first frame: 5992.027775008 seconds)
Frame Number: 734874

Frame Length: 437 bytes (3496 bits)

Capture Length: 437 bytes (3496 bits)

[Frame is marked: False]

IFrame 15 innnred: Falsael

b@ 19 63 39 42 ed 8@ &c 29 cb 97 B5 03 @0 45 00 [=:1:] ) E
01 a7 B9 27 40 @0 40 @6 af ed @ a8 20 bd cd 2B - 2@ + e
Se 3b @0 50 32 aa 2d Tb f2 a9 e 47 56 eb 50 18 7 PZ-={ VP
9@ BB 81 e3 00 @B 48 54 54 50 21 31 2e 31 2@ 32 HT TP/1.1 2
30 30 20 47 4b 90 P2 44 61 T4 65 3a 20 57 65 64 00 OK- D ate: Wed
2c 10 30 38 20 41 7S 67 20 32 30 31 38 20 39 38, OB Aug 2018 @3

31 34 3a 33 39 20 47 4d 34 0d @a 53 65 72 76 :14:39 G MT - Serv
T2 3a 20 41 70 61 63 68 65 27 32 2e 32 2e 31 er: Apdc hef2.Z.1
20 28 43 65 6e 74 4f 53 29 0d @a 58 2d 5@ 6f 5 (CentD S5)- - X-Po
wabene pean o Packiti: 736029 - Displayed: 38 40L0%)

BNEEERAEETNFHESE, B ERUAEEFEEXHEXINXEF, ATE2EN
REIEAZT, MMUEIMNEZEhost, dbname. paSSWOFd\ dbpwd¥F ., BR7T —%&,
,’E\/A%Biﬁ?ﬁéﬂfa‘iﬁﬂ@ﬁﬁ@ﬂ%ﬁ(#E’J%&(?E@, MEIE IR B IRLIEER B X HIB? B it

BHEARDA? FEOLOELRD, ERNBIAZAEGIIN-—TERL REEEREREE,
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N ip.addr == 192.968.32.189 and hitp fesporis. code==200

Ho.
18528
18592
18713
18722
18738

Tt

2018-88-08
2018-08-08
2018-88-08
2018-98-88
0 18—0@-’05

15:23:35.995682
15:23:36.041199
15:23:36, 146534
15:23:36.147719
13 148928

Source

192.168.32.189
192.168.32.189
192.168.32.189
192.168.32.189
192.168.32. 189

Destination

192.168.94.59
192,168.94.5%
192.168.94.59
192.168.94.59
192, 168.94.59

Prabacal Leagth

HTTP 469
HTTP 39
HTTP 59
HTTP 59

Infa

HTTP/1.1 208 OK
HTTP/1.1 280 OK
HTTP/1.1 Zo@ 0K
HTTP/1.1 288 OK
HTTP/1.1 288 OK

(message/http)
{text/hTml)
(text/html)
{text/himl)
ltextf‘l!tmll

18738
1eEze
18822
18848
18911
18979
11865
11175
11159
1279
11358
11429
11479
11528

2!18-—08-33
2018-88-08
I018-88-0E8
2018-88-88
2018-88-0E
Z018-98-08
Z018-08-05
2018-88-08
Z018-88-0E
I018-88-08
Z815-88-0E8
2018-88-08
Z018-88-08
2018-08-88

15 150186
15:23:36. 218289
15:23:36. 211293
15:23:36. 218897

136.301785
343851
- 392968

2

3
15:2

2

3

2

:23:36. 506306
15:23:36.553225
15:23:36, 599128
15:23:36. 630700

192.168.32.189
192.168.32.189
152.168.32.189
192.168.32.189
192.168.32.189
192.168.32.189
192.168.32.189
192.168.32.189
152.168.32.183
192.168.32.189
192.168.32.189
192.168.32. 189
192.168.32.189
192.168.32.189

11574 2018-88-0E8
11614 Z0l18-@8-08
11655 2013-98-08

Connection: closeyryn
Transter-Encoding:
Content=Type:
\rin

[HTTP response 1/1)
[Time since request:
[Request in frame: 106271

15:23:36. 747236

123:36.891981
UATET WeD, 93 ALY JUld wii3vie WMINmA
Sarver: Apaches2.2.15 (Cent0sS)yryn
X-Powered-By: PHP/53.4.45\m\n
Cache-control: private\rin

192.168.32. 189
152.168.32.189
192.168.32.189

chunked\ rin
text/html; charsetsutf=g\rin

@. 990516008 seconds]

192.168.94.59
192,168.94.5%
192.168.94.59
192.168.
192,168,
192,168,
192.168.
192.168.
192.168.
192.168.
192.168.
192,168, N.
192.168.94.59
192.168.94.59
192,.168.94.59
192.168.94.59
192,.168.94.59

33333133
Phbabhbabbs

[Request URL: hitp://192.168.32,18%/Tsearch==script=alert(l)=/script=]

* HTTP thunktd res»nnse
@ 19 53 3'! 42 ed 99 BC
@@ 2d eE 74 48 28 48 @6
S5e 3b BB 5@ @6 eD 58 d3
@@ 7b 20 69 90 B0 30 9d

_________

29 cb 91 B5 05 99 45 20
52 Bd <@ aB 29 bd c@ aB
T4 d5 77 77 bd 6T 58 1B
Ba 0d @a

| De-chnsad srary noay 18257 bytea)

e

-

=X
LR-T-]

O

HTTP EL]
HTTP 59
HTTP 942
HTTP 58
HTTP 59
HTTP 942
HTTP 39
HTTP 59
HTTP 39
HTTP 59

HTTP 88
HTTP 798

HTTP 758
HTTP 750
HTTP w2
HTTP ez
HTTP 758

HTTP ez

200 0K

HTTP/1.1

HTTP/1.1 288 OK
HTTP/1.1 208 0K
HTTP/1.1 8@ 0K
HTTP/1.1 Z8B OK
HTTR/1.1 208 OK
HTTP/1.1 209 OK
HTTP/1.1 28R 0K
HTTP/1.1 0@ OK

HTTP/1.1 @@ 0K
HTTF/1.1 288 OK
HTTR/1.1 208 OK
HTTP/1.1 209 OK
HTTP/1.1 288 0K
HTTP/1.1 288 OK
HTTR/1.1 @@ 0K
HTTP/1.1 288 OK

next;ntmu
(text/hTml])
ltext/heml)
{text/html}
{text/himl)
(text/hTml)
{text/html}
{text/html)
ltext/heml)
{text/html)
{text/himl)
(text/hTml)
{text/html)
{text/html})
ltext/himl])
{text/html)
{text/html}
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N ip.addr == 192 168.32.189 and Kt respen bh coda== 200

Packat bytes i Hamow & Wide B | casesensse String B oo

Mo Time So-\.n:l Drestination th:md ngm Iin
T!lﬁlﬁ 2818- Hﬂu—“ 15:1?:35.715522 192 168.32. IE! 192.168. Q‘ 59 H1'|'F 94 H'n'Pfl 1 280 'CIK ltext!htnl?
734516 201E-08-88 16:17:36.718933 192.168.32.189 192.168.94.59 HTTP 994 HTTP/1.1 2088 0K (text/himl)
734536 2018-08-08 16:17:39.411393 192.168.32.189 192.168.94.59 HTTP 255 HTTP/1.1 208 OK (text/html)
734562 J01E-08-8E 16:17:55.713928 192.168.32.189 192.168.94.59 HTTP 561 HTTP/1.1 288 OK (text/html)

734564 2018-08-88 16:17:55.714807 192.168.32.189 192.168.94.59 HTTP 561 HTTP/1.1 280 0K (text/himl)
734581 201B8-83-8E 16: 483277 92.168.32.189 192.168.94.59 P 1341 HTTP/1.1 288 OK (text/html)

734648 701E-05-8E 16:18:36.927857 192.168.32. 189 192.168.94.59 HTTP 286 HTTP/1.1 288 OK (text/niml)
734654 2018-08-08 16:18:40.435171 192.168.32.189 152.168.94.59 HTTP 452 HTTR/1.1 2éd OK (text/huml)
734670 201E-08-8E 16:18:44.272926 192.168.32.189 192.168.94,59 HTTP 1062 HTTP/1.1 288 OK (text/html)
734712 Z01E-08-88 16:19:11.290026 192.168.32.189 192.168.94.59 HTTP 469 HTTP/1.1 288 OK (text/huml)
734730 2018-08-88 16:19:13.821736 192.168.32.189 152.168.94.59 HTTP 500 HTTP/1.1 200 OK (text/html)
734750 701B-08-88 16:19:23.279515 192.168.32.189 192.168.94.59 HTTP 388 HTTP/1.1 200 OK (text/ntml)
T3-|'.I'65 2018-08-08 16:19:26.326879 192 158 32.189 152 168 9-1 59 HTTP 336 HTTP/1.1 200 OK (text/html)
B B B Wn

* Author: DouCoin

#* Release Date: 2815-86-18\n
*hn

i

// database hosti\n

$dbhost = "18.3.3.181%;\n

W

/7 database name\n
ddbname = “web®i\n
W

\n

44 database usernamein
jdbuser = "web":\n
i

4/ database passwordin
4dbpass = "eB6T{UPYI]XHVEINT 1 \n
i

Af table prefixin
gprefin = “dou_";\n
AU

B3ed 61 62 61 73 65 20 6B 6T 73 74 ®a 24 64 62 68 6T abase ho st-Sdbho
B3F0 T3 74 20 20 20 3d 20 22 31 3@ 2e 33 Ze 33 Ze 31 st = " 18.3.3.1
38 31 22 3b 9a @a 2 2f 20 &4 61 74 61 B2 61 73 @1“;--// databas
65 20 6e 61 6d 63 Pa 24 b4 62 Ge 61 6d 65 2@ 20 e name- % dbname

20 3d 28 22 77 65 62 22 3b @5 @2 @a 2T 27 2@ 64 = "web™ ;o0 d
61 74 61 62 61 73 65 2@ T5 73 65 72 fe 61 6d 65 atvabase wusername
Ba 24 64 62 75 73 B5 72 20 20 0 3d 20 32 77 65 $dbuser = “we
62 22 3b Ba @9a 27 27 20 64 61 74 61 62 61 73 65 b /S database
W BT OBl TI 73 7T 6T 72 64 B 24 64 62 TR 6Ll T3 passwor d-Sdboas

RIEETXTHEFEEZERL, ETHERRBEREENAST, REBEXRE, UFHMAM
ENMEZRIBNBERT, REEFHRBLERIAZXTHRMFNBERE, REXRITROE,

7~ 18] BRF§

WHERSHNMERKSEBZ2H+ 47

HEHNGTEELZE THEENKSER, RMNBINETETEREINELSAEZE BN
HiEE: 55—, Bdwebshel EERHIEE, MiTsqiEOEWHEE, XMAHANNR
ERhttpRE; F2M, BIRFEEERTRGG T ERSERE, HITSQLETEN
HiEE, SMAAMBRTERIRELRS, mysql —RIBFRTHEtcpE.

ME—TRNANBIEELEEGEEHRES, WIEEMNNIE10.3.3.101, BMNAEKXKESE
BEERTHOMIEHNEEE.
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[ [ip.acidr = 103:188.32.189 and hixp.sesporn_forur contsing “s.oho* and hitp.msponss code == 200

Ho. Time Source Destination Probocol Lcﬂﬂ‘l-h hhl
PATH AR MM MM MW AN Sk SRR Ahs A s A At A ST ara mww o §nmsLg s
734738 2018-95-88 16:19:13.B21736 192.168.32.189 192.168.94.59 HTTP 53& l|'|'|'F.|"l 1 208 0K ﬂtextﬂltlll
734758 2018-05-88 16:19:23.279515 19Z.168.32.189 192, 168.94. 59 HTTF 388 HTTP/1.1 208 OK (text/html)

734765 ma BB-M 16:19:28. 32M?9 192 168. 32 1&9 192.168.94.59 HTTF 336 WTTP/1.1 200 0K (text/html)

192, 168.94.59 249 WTTP/1.1 208 OK (text/htmi}

inet addr: 192 168.32,189 Bcast:l192,168.32.255 Mask:235.255.255.8\n
inets addr: TeB@::ZBc:297f:Tech:9TES 64 Scope:Linkyn

UP BROADCAST RUMNING MULTICAST MTU:158@ Metricilin

R packets: 1349938 errors:® dropped:® overruns:® frame:@\n

TX packets:2032856 errors:@ dropped:@ overruns:® carrier:@\n
collisions:@ txqueuelen:1B@8 'n

X bytes:4TE426339 (454.3 MiB) TX bytes:1841835470 (993.5 HiBl\n

ethl Link encep:Ethernet FHwaddr 8@:@QC:Z9:CB:3F:8F \n
inet addr:18.3.3.100 BCastile.3.3.255 Mask:2553.255.235.8\0

inetb addr: feB@::2Bc:297f:fech:9fBf/64 Scope:Linkin

UP BROADCAST RUMNIMNG MULTICAST MTU:1588 Metricilin

RX packets:1174416 errors:® dropped:® overruns:® frame:@\n

TX packets:1032202 errors:@ dropped:@ overruns:® carrier:@\n
collisions:@ txqueuelen:1288 'n

RX bytes:832B35972 (794.2 M1B) TX bytes:1R2428452 (97.6 MiB)wn

n
L] Link encap:Local Loopback wn
inet addr:127.8.8.1 Mask:255.@.0.8%4n
inetf addr: ::1/128 Scope:iHostyn
UP LOOFBACK RUMNING MTU:65536 Metric:lwn
B packets: 2066 errors:@ dropped:® overruns:@ frame:@yn
TH packets:2086 errors:d dropped:® overruns:d carrier:@\n
collisions:® txgqueuelen:@ \n
AX bytes:215082 (210.@ KiB) TX bytes:215882 (210.9 KiBlwn
AU
1510
SNAT i /NUR L IMAQES /ArTLC LEVA
[E]wn
<=

ANEERKENwWeb RF[BEFAEMKM T, — T35, —T58EEBE. BEDH
IHWEEEORNEERDNMEKRSES, EfhttpiiE, KBELKMNEMGTE FThttpRE
MEWRHREEREFE, FLRINBIEERER, Emysqliig, BEEMELKmysqliy
MERD,

P

HIAZBERERMRABWeb REB[EREENEERE, BUAEKEEERweb RS 251
MERNEERNEENEERERAwWeb RS[ERNEE., REEFTMNmysqliiEHEA
402 H %, BRZRFWEAEESREME, L, AT MNUER KRG ERKERLIT K
. REEREEZNBEETH, SEREEEINNEEREX G ZE, HAIEMmE,
BNANEEHEEFCRINENBEEFEEEXHNNE, RAEFHmysqlREFRX
NI EZEHNRE.

oi
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N ip.addr == 192 168.32.189 and Kt respen bh coda== 200

Packat bytes i HNamaw & Wide: B | casesensse String B oo

Mo Time Source Drestination Protocol Length  Info
e oo S imcoomeooe e S5 o cne mmoo D ooy
734518 201E-08-88 15:1? 35 '.']5’522 192.168.32.189 192.168.94,59 HTTP 994 HTTP/1.1 280 OK (text/html)
734516 201E-08-88 16:17:36.718933 192.168.32.189 192.168.94.59 HTTP 994 HTTP/1.1 288 OK (text/hml)
734536 2018-08-08 16:17:39.411393 192.168.32.189 192.168.94.59 HTTP 255 HTTP/1.1 208 OK (text/html)
734562 201B-08-8B8 16:17:55.713928 192.168.32.189 192.168.94.59 HTTF 561 HTTP/1.1 288 OK (text/ntml)

734564 2018~ BHB 15:1? 3 '-'14-“? 192.168.32.189 192.168.94.59 HTTP 361 HTTP/1.1 200 OK ltcxt!htnll

34648 16:18:36. ‘32?85? 192. 168 192.168.94.59

734654 2016-08-88 16:18:48.435171 192.168.32.189 152.168.94.59 HTTF 452 HTTP/1.1 288 OK (text/himl)
T34678 201B-08-8E 16:18:44.272026 192.168.32.189 192.168.94.59 HTTP 1062 HTTP/1.1 288 OK (text/html)
734712 Z01B-08-88 16:19:11.290026 192.168.32.189 192.168.94.59 HTTP 469 HTTP/1.1 288 OK (text/himl)
734730 2016-08-86 16:19:13.821736 192.168.32.189 192.168.94.59 HTTP 508 HTTP/1.1 280 OK (text/html)
734758 J01B-08-8B 16:19:23.279515 192.168.32.189 192.168.94.59 HTTP 388 HTTP/1.1 200 OK (text/ntml)
734765 2016-08-88 16:19:28.326879 192.168.32.189 152 168, 9-1 59 HTTP 338 HTTP.fl 200 0K  (text/himl)

 m———
* Author: DouCoin

* Release Date: 2815-86-18\n

A4 database hostyn
$dbhost = "18.3.3.181%;\n

W

/7 database name\n
4dbname = "web":\n
o

\n

44 database usernamein

jdbuser = "web":\n

Wi

4/ database passwordin

4dbpass = "eB6T{UPYI]XHVEINT 1 \n

i

Af table prefixin
gprefin = “dou_";\n
AU

B3ed 61 62 61 73 65 20 6B 6T 73 74 ®a 24 64 62 68 6T abase ho st-Sdbho
B3F0 T3 74 20 20 20 3d 20 22 31 3@ 2e 33 Ze 33 Ze 31 st = " 18.3.3.1
) 31 22 3b @a @a 2f 21 20 B4 61 74 61 B2 &1 73 @1"; -/ databas
20 6e 61 6d 63 Pa 24 64 62 6e 61 60 65 2@ 780 e name % dbname
3d 20 22 77 65 62 22 3b @b @3 @a 2T IT 2@ 64 = "web™ ;o0 d
74 61 62 61 73 65 28 75 73 65 72 Ge 61 6d 65 atvabase wusername
24 64 62 75 T3 65 72 20 20 20 3d 28 22 77 65 $dbuser = “we
22 3b Ba Ba 2f 2f 28 64 61 74 61 62 61 73 65 b -// database
7@ 61 73 73 7T 6 72 64 @a 24 64 62 TR 61 73 passwor d-Sdboas

MBI ENEEXHNINEESH8H16R18205%, BEEImysqlRER, &E
BHFRER, RAEXIHT. EFETEXTNHEZENmysqlRiE®, KRMH<E !

EiN|
pmm=]
[N

SO
m
T

R, WESEBIERONEERZINFEEENGERE? HERBI IAZINIGE
R, UEREBIERNEERENEEENERB? EZBET) ZIMNER?
WEFA ) ZHE, BMNMERE-TXITIIRE, ERXEKKKREEERNEFE
3
NERMNBELEZERATE, 17 & XTI, I 8o
e N N
— 7=
S5ZR—1, GREHKSMBEEREXNRE:
—— 3 n 5 [1]
http.request.method == POST and http contains "index.php
0 hip POST and 3 ncea she” [x] R
Trrw Bource Desvinaion Prodocal Lengih wio
52181 2005-88-88 15:19:40, 300587 192, 168.94.39 12 32.187  HTTP 533 POST /webmail/adain/ index.phpfact ionsloginimodulesadnirkreturns fwebaall/adein/ index. php HTTF/L. 1 (agplication/x
32195 IRQ&-08-0E 15; 491417 192.168.94.59 192 32.187  HTTP 624 POST Swebmailsadsin/ index.phptaction=\ogindsodule=adninkreturns fwebaall/adein/ index.php HTTP/L.1  (agplication/x
32199 2008-08-98 15:19:48.329127 197,168.94,39 192 32.187  HTTP 632 POST Swebmailsadming index.phptaction=\ogin&sodule=adninkreturn=/webaalilsadain/ index.php HTTP/1.1 [(application/x
32201 2005-BE-08 15 48.333587 192.188.94.3% 192 . 32.187 HTTP 865 POST /webmail/index.php?act ion=-1%2B0RNZAINT045~45-1=04TbEAIDN 2 1N2 B--A0Bbnodu Le=cperatebweb=1 HTTF/1.1 {appli
SI206 200E-B8-88 15:79:40.333898 192.168.94.59 12 31.187  HTTP 533 POST /webmail/adain/index.phpfact lon=login&modul e=adminkreiurnes fwebmallfadeins index.php HTTF/L.1  [(application/x
52221 200E-08-0E 15:19:40,. 672028 192,168.04,59 192 32.187  HTTP 662 POST Swebmail/adsin/ index.phptaction=loginisodule=adninkreturn= /webeall/adein/ index.php HTTP/L.1  [(agplication/x
52226 2008-98-98 15:29:40.THETI2 192,168.04,39 192 32.187  WTTP 637 POST webmailsadming index.phptaction=loginisodul e=adeinireturn= /webaall/sdein/ index. php HTTP/1.1 [(application/x
32228 2008-0B-03 48.737339 192.1868.94.39 132 3z.187 MTTP 653 POST M'Dllll.l'Im‘le!.pﬂn?!(tmn=—1\2m2m?HN—IthMmi!’Mrut:ﬁ:Dﬂl HTTF/1.1 IIDPLM:“IDII

2805-8

fwibmalls/adain/ index

FETU T Seeima | LS admng 1

praction=ioglnanodylesain;

BEEEEEEEEE =§§§§§§&
EEEEcEEEEEEEREEEREEbES

HT J/x

20150805 £E] EF Twebma1l/ index. PNp 1 aCt 1on=—1%2H0RS20 K209 70-370-1=0%2 bE%b 0% D1 4mocy Le=operatebweb=] HTTF/1.1 (applicaticn
52254 2005-0E-0 15:19:40, 597999 192.168.94.59 32,187  MTTP 526 POST /webmail/admin/index.phptaction=loginkaodule=sdninkreturn=/wedmail /adnin/ index. php MTTP/1.1 (application/x
53259 2008-08-8% 15 40, 925461 192.168.94.59 m 32.187 HTTP 740 POST Fwobmall/adain/inded.phpfact lon=loginiacdul e=adnintro turns fwtdaal | adnin/ indes. php HTTP/L.1  (agplication/s
52304 2005-08-88 15 41, 165699 192.168.94.59 192 32.187 HITP 527 POST /webmallsadainsindex.phpfact lon=loginémodul e=adninbrety s /welaall/adnin/ index. php HTTP/1.1  [agplication/s
52312 2005-08-08 15 41.271979 192,168.94.59 192 32,187 HTTP 661 POST /webmailsadming index.phpract ion=login&modul e=admintretu rn= /webaall/sdain/ index.php HTTP/1.1 [application/x
52314 2005-88-88 15:79:41,271997 192.168.94.5%9 192 32.187  MTTP 614 POST /webmail/admingindex.phptaction=loginkaodyle=asdninkreturn= wetmail sadniny index.php MTTP/1.1 (application/x
52316 2015-88-85 15 41272057 192.168.94.59 192 32.187 HTTP 668 POST /webmallsindex.php7actions=1"4200R%283%20112-112-1s02b0%2 DATD 1N2D--S206madu Lesope ratebmehal HITP/L.1 (3@
52342 2018-08-0% 15 42.150542 192.168.94.59 192 32.187 HTTP 550 POST /webmall/adsin/indexd.phpact lon=1ogin&sodul e=adninkretu s /wilaall /aoain/ index. php HTTP/L1.1  (agplication/s
52345 2005-08-8%5 15 42,159668 192, 168.94.59 192 32.187 HTTP 675 POST /webmailsadaing index.phpract ion=1ogin&aodul e=bduinkretu = /webaall/sdain/ index.php HTTPY1.1 [agplication/x
52348 2005-8E-88 15:79:42,159671 192.168.94.%9 192 32.187  MTTP 668 POST /webmail/index.phpiaction=-1'5200RNZ03%20112-112-1=0%3b0nZ b%Zh18I0—420&n0du Le=npe ratebweb=l MTTF/1.1 (ap
32351 2005-00-88 15:19:42.217715 192.168.94.39 12 32.187  HTTP 642 POST fwobmall/admin/inded.phptact lonsloginsmodul ssadninkroturns /wehaall/adein/ index. php HTTP/L. 1 (apgplication/s
52357 2008-00-0E 15:79:42.71026§ 192.168.94,39 192 32.187  HTTP 591 POST Swebsall/index. phptaction="S2bresponse. write (9210300696364 58520 Emodule=operatebwet=1 HTTP/1.1  {applicati

FEAE192.168.94. 59K MK ETRME, ETNEZMERETEMNIPT., BRE—TLE
BENMEERSMTLAFENERES, ﬂi}fﬁ'\ﬂjﬂ%'—iEB%’éﬁ?&E’Jhttp%ﬂE@E, EMAE—T
logout BEHEZHNEHIEE, EXTHIESEFRWcookieZ P LEIMETIogin_name%
W, BARXTEEMREEEZERNAFLT.,

https://mp.weixin.qq.com/s/SYFdZCrCZ_qvP9oLCeXVyA
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* | GE

Host: 192.168.32.187

ATaU]

Connection: keep-alivewrin
Upgrade-Insecure-Requests: 1hryn

User-Agent: Mozilla/5.@8 (Windows NT 6.1; WOWG4) AppleWebkit/537.36 (KHTHL, Llike Gecka) Chrome/68.@.3440.84 Safari/537.36\r\n

WPl — AT IR ER ()

Accept: text/hual,application/xhtml+xml,application/xml;g=0.9, inage/webp, image/apng, =/ =; g=8.8\F\n

Referer: http://192.168.32.187/webmall/index. phphrin

Accept-Encoding: gzip, deflate\rin
Accept=-Language: zh={N,zh;q=0.%\r\n

+ Cookie: login_domain=test.com; PHPSESSID=csmZkhafikjqsftlnl7ft7dkd5; SL_G_WPT_TO=zh-CN; SL_GWPT_Show_Hide_tmp=1; 5L_wpiGlobTipTmp=1;

Cookie pair:
Cookie pair:
Cookie pair:
Cookie pair:
Cookie pair:
Cookie pair:

login_domaln=test.com
PHPSESSID=csm2kh9f3kjgsftinlTft7dkas
SL_G_WPT_TO=zh=(N
SL_GWPT_Show_Hide_tep=1
SL_wptGlebTipTmp=1
login_name=wenwenni

BREEEXTHPENERERZEH AN, &

R B kA AR EE .

login_name=wenwennilrin

<!=- Version: 1.6.11 —>GET Imehmaill.‘lndex .php?medule=view&action=1login&mode=browse r&widthleEE&heightz?ﬁsl HTTP/1.1

Host: 192.168.32.187

Connection: keep-alive

Accept: /=

X-Requested-With: XMLHttpReguest
User-Agent: Mozilla/5.8 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/68.0.3440.84 Safari/

537.36

Referer: http://192.168.32.187/webmail/index.php?module=viewsaction=login
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Cookie: login_domain=test.com; PHPSESSID=csm2kh9f3kjqsftlnl7ft7dk95; SL_G_WPT_TO=zh-CN; SL_GWPT_Show_Hide_tmp=1;
SL_wptGlobTipTmp=1; login_name=wenwenni

HTTP/1.1 200 OK
Server: nginx/1.6.0
Date: Wed, @8 Aug 2018 06:34:40 GMT

Content-Type:

text/html; charset=utf-8

Content-Length: 16

Connection: keep-alive

Expires: Thu, 19 Nov 1981 @8:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=8, pre-check=0
Pragma: no-cache

K }
ost: . . 32,187

Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozillas/5.@ (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/68.0.3440.84 Safari/

537.36

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9, image/webp, image/apng,#*/*;q=0.8
Referer: http://192.168.32.187/webmail/index.php

Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Cookie: login_domain=test.com; PHPSESSID=csm2kh9f3kjqsftlnl7ft7dk95; SL_G_WPT_TO=zh-CN; SL_GWPT_Show_Hide_tmp=1;
SL_wptGlobTipTmp=1; login_name=wenwenni

XBEERZERET —HjsonBRANFEREH, ABEXIEKRwelcometZBRPEEEERG
BHENWTHE. FUABEERINESIRE{"success":true} XHEMNjsonFEHE, REXD

TIE, REKWEEERNMEEKSZEMH 4.

"success":trueGET /webmail/index.php?module=viewS&action=index&mode=welcome P/1.1

(http contains "{\"success\":true}" or http.request.method=="P0OST") and i

https://mp.weixin.qq.com/s/5SYFdZCrCZ_qvP9oLCeX VyA
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=/htm1=POST /webmail/index.php?module=operatefaction=1login&web=1 HTTP/1.1
Host: 192.168.32.187
Connection: keep-alive
Content-Length: 111
Cache-Control: max-age=@
Origin: http://192.168.32.187
Upgrade-Insecure-Requests: 1
Content-Type: application/x—www-form-urlencoded
User-Agent: Mozilla/5.@ (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/67.0.3396.62
Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,image/apng,=*/+;q=0.8
Referer: http://192.168.32.187/webmail/index.php?module=viewSaction=1login
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Cookie: PHPSESSID=s52u26218mkb57coh6hbdhl7j2

username=admin&domain=test.com&password=%2BZgE14UGcFcyRGLIR%2FZXP(%3D0%3D&captcha=0C87&language=zh_CN&enter=t rueHTTP/
1.1 208 OK

Server: nginx/1.6.8

Date: Wed, 88 Aug 2818 @8:23:12 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 16

Connection: keep-alive

Expires: Thu, 19 Nov 1981 @8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

{"success":true}

ERESNIRFRILEFERENERNRDT, FHBRNEERANIFEIZAZEN
HEFERSEBNNTE, MEEIBRRRSNEKS. ARINEZEERMEEANKS
ZWEE, RNEZBE-—SNENFNSE, BINIEFTERBHEBNBEX, 7T HE TR
HREERS = *HEF‘%‘?%E’JM‘EQ BREXL-TERNEHNHER, FFRMO
MTIEP AR ﬁbl]%%‘?‘i%o

I8 2015-RA-05

-

-

B6203 192, 166.94.131 HTTF ﬁ?ﬁ ﬁET Ju!hal'la’lrld!:‘ Phll?lo-dul!:vlmﬂmn:lnoln HTTF/1.1
B7 P

e

bm

WA
var leginCheck = functieniforml {wn
it form. username., value == “"*) {wn
Alert ISR IS AN I TN B 4 2 TN I IO AN Z LT 2 T 4 I TN Z L5\ 35O ZR N I T I I Z TN TN IATV IS 1N TS TAITANZRL " ) S
form.username. focus (1540
return false;wn
Fun
ifiform, password, value == "] {\n
alert (“L34N2312TII4NITIIN IS\ 25T\ 206\ 47 240020 11 3400 2T 2151 350020 N2 TR 4N TN TN 4T 2B 12T\ IS V2T 2017 T pum
form. password. focus(1;\n
return false;\wn
Hn
wtvtelae{yn
wevtyfuar key_hash = Crypto)S.MDSI'123456TH12245678° ) ;\n
stvtyfvar key = Cryprods.enc.Utfd.parselkey_hashl;wn
wtitivar iv = CryprolS.enc.Utf8.parse( ' 1234367812345678°) n
AEVEV fOrR. password. value = CryprolS.AES. éncryptitors. password. value, key, { iv: iv,mode:CryprolS.mode.CHC, padding: Cryptols. pad. 2eroPadding}] ;\n
WEALY
WERENESR
Lf form. demain.value == ""] {\n
ALErTI™AASN2ETZET VIS0 211N 3464 2130 2510 351N 202 2560 34N 2TIN 2664 3450 23T 2IM 345\ 2200 21/ 35 M2T4 201" 1 e
return false;\n
Fn
AIVTAR
WEONELT jQueryl ‘#ss1lgodn’ ). propl checked' b == truel{in
WS TVEjQuery| "#loginFarm' ).propl 'actien”, "hitps://192.168.32. 187 /webmall/ index. phpimodu le=operatefaction=1oginkweb=1" b ;n

Leleinm

RITEXBERITEZNZBEBMEBLE, SAESIZE, key=21234567812345678H
MD58hashfa, ivVIRTBE221234567812345678, EE X% T modeMpaddinghyz
B, AXE, BIMNMIUEHBEETENZBE@ERET,

https://mp.weixin.qq.com/s/SYFdZCrCZ_qvP9oLCeXVyA 8/16
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AESpES: CBC ~  H%: zeropadding ~ EsHcmE:

+ZgE14UGCFeyRGLIO/ZXPQ==

admin!@#PASS123

AXERMNBOIXMBEEEEERTREE

2561 ~

WPl — AT IR ER ()

mysgl contains "admin@test.com"

B d959caadaciblidebles09440135c WISE:

12345678123456° #iH: base6d -

#Hadmin@test.comZ B E.

M | mysgl contains "admin@test.com"

Mo. Time

580302 2018-08-88
580335 2018-08-08
580366 2018-08-08
580397 2018-08-08
580430 2018-08-08
580463 2018-08-08
580496 2018-08-88
580529 2018-88-88
580553 2018-08-88
580630 2018-08-08
580707 2018-08-08
580910 2018-08-08
581060 2018-08-08
581233 2018-08-08
581307 2018-088-88
581543 2018-088-08
581620 2018-08-88
| 581657 2018-08-08

T T T

16:08:
16:08:
16:08:
16:08:
16:08:
16:08:
16:08:
16:09:
16:09:
16:11:
16:11:

16:11
16:11
16:12
16:12
16:12
16:12

16:12:

» Server Status: @x0002

v MySQL Protocol
Packet Length: 96
Packet Number: 11
text: 1
text: admin

text: admin@test.com

text: T2035d746a5c2752e57c4478a2bbe57a

text: ALL
text: 1478789095
text: 1533715905

text: |192.168.94.59
¥ MySQL Protoco

Packet Length: 5
Packet Number: 12

25.
25.
31.
31.
31.
31.
31.
50.
50.
13.
17.
145,
148,
H
100.
108.
149,
57.

751712
765585
517531
536604
551903
566931
582206
174665
186914
416249
518366
567887
614400
786221
814954
213176
906311
887590

Response Code: EOF Packet (@xfe)

EOF marker: 254

HEEmysqlBEAG&admin@test.comiWii &,

Source

108.3.3.
18.3.3.
18.3.3.

10.3.3.
10.3.3.
10.3.3.
10.3.3.
10.3.3.
10.3.3.
18.3.3.
18.3.3.
18.3.3.
10.3.3.

18.3.3.
18.3.3.
18.3.3.
18.3.3.
10.3.3.

101
101
101
101
101
lel
101
101
101
101
1ol
101
101
101
101
1ol
101
1el

Destination

18.3.3.100
10.3.3.108@
10.3.3.1080
10.3.3.100
10.3.3.100
10.3.3.100
10.3.3.108
10.3.3.108
18.3.3.1080
10.3.3.100
10.3.3.100
10.3.3.1080
10.3.3.100
10.3.3.100
10.3.3.100
10.3.3.100
10.3.3.108
10.3.3.100

Protocol
MySQL
MySQL
MySQOL
MysSQL
MySQL
MySQL
MySQL
MySQL
MySQL
MySQL
MySQL
MySQL
MySQOL
MySQL
MySQL
MySQL
MySQL
MySQL

RS A E R & EE

Length Info

695 Response
695 Response
695 Response
695 Response
695 Response
695 Response
695 Response
695 Response
695 Response
695 Response
695 Response
695 Response
695 Response
695 Response
695 Response
695 Response
695 Response
695 Response

Twebshelli¥ EY

BEEREXHZA. #FEHEEFICRNERRERIPMERGENIp, BRNEERE

ENBEERFZAMEZZR TKSED.

https://mp.weixin.qq.com/s/SYFdZCrCZ_qvP9oLCeXVyA
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/

WEEEFvpnENipE

REXLEEESR

EZ

MNMEFHREERRBEME

ip.addr

) | ip.addr == 192.168.94.59 and http contains vpn

ND

ZZlvpn

WPl — AT IR ER ()

£ +a VPN

kS ZE,

192.168.94.59 and http contains vpn

ZE TadminRNMAEKS, NiZPMERFPNMERTUNERNT, &

Packat bytes B Narrow & Wide

Na.

33020
38195
42237
43673

45759
45928
46878
46879
50363
65246
73786

Time

2018-08-08
2018-08-08
2018-08-08
2018-08-08
2018-08-08
2018-08-08
2018-08-08
2018-08-08
2018-08-08
2018-08-08
2018-08-08
2018-88-88

16:25:49,965775
16:26:38.366555
16:27:900.551974
16:27:13.318965
16:27:32,998191
16:27:33.451656
16:27:45.659829
16:27:45.659834
16:28:21.573295
16:30:9060,171252
16:31:901. 294453
16:32:31.6908819

TCP segment data (1391 bytes)

Case sensitive String B huzhihag

Source Destination Protocol
192.168.32.187 192.168.94.59 HTTP
192.168.32.187 192.168.94.59 HTTP
192.168.32.187 192.168.94.59 HTTP

192.168.32.187
192.168.32.187
192.168.32.187
192.168.32.187
192.168.32.187
192.168.32.187
192.168.32.187
192.168.32.187
192.168.32.187

192.168.94.59

192.168.94.59

HTTP
192.168.94.59 HTTP
192.168.94.59 HTTP
192.168.94.59 HTTP
192.168.94.59 HTTP
192.168.94.59 HTTP
192.168.94.59 HTTP

192.168.94.59

» [2 Reassembled TCP Segments (4311 bytes): #80354(2920), #80355(1391)]

+ Hypertext Transfer Protocol
+ HTTP/1.1 200 OK\r\n

v [Expert Info (Chat/Sequence): HTTP/1.1 20@ OK\r\n]

[HTTP/1.1 288 OK\r\n]
[severity level: Chat]
[Group: Seguence]

Response Version:

3b 78 61 64 64 69
65 72 66 6c 6f 77
67 7b 62 6T 72 64
Bd @a 3c 2f 73 74
Bd @a 89 29 eb B2
e7 9a B4 76 70 be
88 e5 Ba 9f 3¢
78 e8 b4 ab e6
68 6f 3c 62 72
e7 Bl ef bc 9a
31 2¢c 2e 2f 3¢
af e5 a6 a5 e5
81 Pa 89 3c 2f
69 3d 22 73 69
da 3c 2T 64 69
Bd @d @a @9 3c
7@ 79 43 &f 6Be
65 22 62 6f 72
70 28 73 6 6¢
3b 61 72 67 69
38 78 3b 70 61
3a 65 78 3b 22

28
]

ORZERXUREEMBBERNEARFEEFESvenERNAF &R Bluzhihao—1, B

HTTP/1.1

6e 67 3a
3a 61 75
65 72 3a
79 6c 65
a8 e5 a5
e5 b7 b2
62 72 20
88 b7 ef
20 2f 3e
6c 75 Ta
62 72 280
96 84 ed
78 3e @d
67 6e 61
76 3e @d
64 69 76
74 65 bBe
64 65 72
69 64 20
Ge 3a 3@
64 64 69
3e 0d @a

31
74
30
3e
bd
ej
21
bc
Bd
68
21
bf
Ba
74
Ba
20
74
2d
23
20
Ge
3c

30
6f
3b
od
ef
94
3e
9a
a
69
3e
9d
09
75
3c
69
22
6C
43
30
67
78

BAvpnWRECREESE,

78 78 3b 6F 76 ;padding :1@px;ov
3b 7d 20 69 6d erflow:a uto;} im
7d 20 2d 2d 3e g{border :8;} -—
@a 29 3c 70 3e </styl e>- - <p>
bc 81 ed bd a@ ves vowa '

b3 e8 af b7 eb vpn- -

8d Ba @d @a 76 <br /> v
B6c 75 7a 68 69 |pn luzhi
@d @a e5 af 86 |hao<br / > o
68 61 6f 31 31 .o lu zhihaoll
@d @a @d 0a e8 12,./<br />

el ae al ef bc

3c 64 69 76 20 ceefps o ediv

72 65 22 3e 0d  id="sign ature">-
62 72 28 2f 3e <fdiv> <br />
64 3d 22 72 65 <di v id="re
20 73 74 79 6c  plyConte nt" styl
65 66 74 3a 31 e="borde r-left:1
43 43 43 43 43 px solid #CCCCCC
20 30 20 30 2Ze ;margin: @ @ @ .
2d 6c 65 66 74 Bex;padd ing-left
72 65 3e 2d 2d  :lex;"=  -=pre>—

https://mp.weixin.qq.com/s/SYFdZCrCZ_qvP9oLCeXVyA

Info

HTTP/1.1 208
HTTP/1.1 280
HTTP/1.1 208
HTTP/1.1 280

Continuation
Continuation
Continuation
Continuation
HTTP/1.1 288
HTTP/1.1 200
HTTP/1.1 280
HTTP/1.1 288

(text/html)
(text/html)
(text/html)

(text/html)

(text/html)
(text/html)
(text/html)
(text/html)

10/16
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==

4659 2818-88-28 a 92, » 39 Lae
466D 2018-08-28 54,55 192.168.32.131  GRE 6@ Encapsulated PPP
4661 201E-88-BB 16:34:39.315611 192.168.34.59 192, 168.32.131 PPP LCP 94 Termination Request
4662 2015-88-BE 16:34:39.315616 192.168.54.59 192,168, 32.131 FPP LLP 6@ Termimation Ack
4663 2015-08-08 16:34:39.316254 192.168.32.131 192, 168,94.59 PP LCP 58 Termination Ack

AEEE AAAE AD AR A8 ha.RA BAARAE AR RER M4 B A% adm AA 3A wen T T BT L T R —" e e T L re—

Sequence Number: 5
Acknowledgment Number: 4
v Point-to-Point Protecal
Protocol: Challenge Handshake Authentication Protocol {@xc223)
v PPP Challenge Handshake Authentication Protocol
Code: Response (2)
Identifier: 142
Length: 62
» Data
Value Sire: 49
Walue: 32aZ670c2B3fedladlifalof4694652 180000800080008890.
Name: luzhihao

@2 Ac 29 50 7a 34 bB f9 63 39 42 ed 66 OB 45 84 Vlzd-- 9B -E

BFE Bluzhihao WMk S #17T & X, BEHXREZHRID.,. XEHXRMNAT UM
192.168.32.1312vpnR B .

112 Response (NAME='xian ALUE=Rx3 154 c2b4B8bCA 554844,

149 TBAMGCCCRABESBARAIEZIIAESDIADET M=Access granted” )

4 J818-BE-B8 16
4545 2015-05-88 16:
4846 1018-08-08 16:
4848 2018-0E-88 16:
4849 2018-06-88 16:

2184
173700
<1T4e85 THY.T6H GE 5 ;]
563732 192.!53 94, 59 192 I.EE 32 131 GRE L EMJMUI&“U FPP
565792 192.168.94.59 192.168.32.131 PPP CCP 68 Configuration Reguest

14;‘.154 94.59

4858 2918-0E-08 16: < 565886 192.168.94.59 192.168.32.131  PPF CCP 68 Configuration Ack
4851 2018-06-08 16:37:29.566153 192.168.32.131 192.168.94.59 PPP COP 62 Configuration Nak
4853 2018-08-08 16:37:38.174838 192.168.32.131 192.168.94.55 PPP COP 58 Configuration Request
4854 2018-0B-88 16:37:30.373299 192.168.94.59 192.168.32.131  PPP CCP 62 Configuration Regquest

Sequence Number: 5
Acknowledgment Number: 4
r Point-to-Point Protocol
Pratocol: Challenge Handshake Authentication Protocol [(@xc223)
FPP Challenge Handshake Authentication Protocol
Code: Response (2)
Identifier: 13
Length: 68
+ Data
value Size: 49
Value: 3Tc34c2b480bcd 554844 ee5ce0aRate0a0000BR0000008...
Name: xiangh

5Z1iaeRddepRaanpean. |

ZeeScdedaba’iadanneaaananped.-)

EEEHMNREEFEARBERXinghNKSERZvpn N IINREER ., K{ERwireshark

BERFNRERTNEEEES T pIBNREBKRBER.

Ethernet- 35 IS ERUEE IPvE-13 TCP-3154 UDP-70

Address A = | Address B Packets Bytes Packets A= B Bytes A + B Packets B = A Bytes B = A Rel Start Duration Bitsjs A=+ B Bagfs B =+ A
10.3.4.3 10.3.4.96 6916 2207k 3,685 1443k 323 763k 7434.588269 TBE.2246 14k
10343 10.3.4.55 2,788 170k 1,416 85k 1.372 85K 7463199735 3141985 2172
10.3.4.96 10.3.4.255 749 72k 749 72k [¢] 0 467968969 73572658 78
10.3.4.96 10.3.4.108 6 348 3 186 3 162 76812189741 09516 1563
10.2.4.96 10.3.4.220 8 348 3 186 3 162 8138.438554  1.0296 1445
4579011114 192168.3213 32 2880 16 1440 18 1440 7443630161 7783547 14
5233186171 192.168.32131 68 14k 30 10k 38 4561 7572.863583  64.3313 1281
104.86.111.161  192.188.32.131 35 amo 17 1526 18 1484 7433.200510 120.2287 m

192168.3.3 192.168.32131 2 239 1 158 1 817920870565 0.2383 5304
5 0 179.752848

T : 6832 7431805678

192168.32131 208.67.222222 5 410 2 297 7524782553 576.8863 5
192.168.32.152 192.168.32.255 22 5731 2z 6731 0 0 676.556515 7230.8080 6
192.168.32.152 224.0.0.251 2 174 2 174 0 0 1498798001 3600.0195 0
192168.32.153 192.168.32.255 39 5748 38 5748 0 0 144002424 79516886 5

MEITHERNRE LB vPN RSB ERELEWEENIpAERER, HPE -85 E

Al

HRTEERNREE, ERNOMEREEE };zJ:van}:E’H fF. BEHEMNAITH

\/

#, 10.3.4.3[@10.2.4.96 k=T KEHIER, BAZXHTIpFNZE—T—2REEE
BvpnZEDENip, BREEWMITE2EREENIp.

https://mp.weixin.qq.com/s/SYFdZCrCZ_qvP9oLCeXVyA
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N ip.addr == 10343

Ma. T Soarce Destnation Protocol ~  Length Info
9899 I01E-RE-BE 16:38:56.B01652 |18.3.4.3 18.3.4.55 ICHp 42 Echo (ping) request | id=8xalda, seq=8/8, ttl=42 (reply in 9911)
9911 201E-@E-BE 16:38:56.891961 |18.3.4.55 18.3.4.3 ICHP 68 Echo (ping) reply id=@xalda, seq=8/8, ttl=64 (request in 9899)

9975 I01E-@E-BE 16:38:56.991336 18.3.4.3 4.96 ICHP 42 Echo (ping] request id=8xd8@d, seq=8/8, Trl=56 (reply in 9935)

9995 2018-E-PB 16:38:56.901955 10.3.4.96 4.3 IMp 68 Echo (ping) reply id=8xd8ad, seq=0/8, tUl=128 (request in 9973)
32683 I016-0B-88 16:43:17.807647 10.3.4.3 4.55 ICHP 42 Echo (ping] request id=8xba51, seq=8/8, ttl=42 (reply in 32692)

32692 Z016-0B-88 16:43:17.808060 10.3.4.55 4.3 ICHP 68 Echo (ping] reply id=8xba51, seq=0/8, ttl=64 (request in 32683)
32759 2018-0B-06 16:43:17.83%004 [10.3.4.3 -4.96 ICHP 42 Echo (ping]l request| id=@x22fc, seq=9/0, ttl=39 (reply in 32773)

32773 I016-0B-88 16:43:17.840142 [10.3.4.96 4.3 ICHP 68 Echo (ping] reply id=@x22fc, seq=0/8, ttl=128 (request in 32753)
37993 I016-0B-88 16:43:56.415225 10.3.4.3 4.55 TP 162 Echo (ping] request id=éxca34, sequz95/9945, ttl=S6 (reply in 37947)
37996 I016-08-08 16:43:56.415456 18.3.4.3 4.96 IHP 162 Echo (ping) request id=8xca3d, seqe295/9945, ttl=39 (no response found!)
37997 2016-08-B8 16:43:56.415569 10.3.4.55 3 IHP 162 Echo (ping) reply id=@xcald, seqm=295/9385, ttl=64 (request in 37993)
37998 2016-P6-BE 16:43:56.415713 10.3.4.96 ' IHP 162 Echo (ping) reply id=fwcaid4, seq=295/9985, trl=128

37999 ZR1E-BE-BE 16:43:56.4138B7 18.3.4.3 o435 ICHP 192 Echo (ping) request id=@wcads, seq=296/10241, ttl=49 (reply in 33004)
38009 IP1E-RE-RE 16:43:56.415%949 18.3.4.3 -4.96 ICHP 192 Echo (ping) request id=8wca3s, seq=296/10241, ttl=49 (reply in 38006)
380084 ZP1E-BE-RBE 56.416338 18, 35 ICHP =296/18241, ttl=64 (request in 37999)

{ping) reply id=@xcais

can—-70R./ 10741

TGR ATRRTR Enina TT1-178 (ranuact in IRAAAN

$i%10.3. 4.3 MERF, HBBHINEEHERF, EICMPERENREH, £WM10.3.4.3F
&E10.3.4.55%110.3.4.96 K T pingid X, BEBRA FRAINL#IE10.3.4.32 ARNE
il B9 AL 25 .

A jpacdr == 10.34.3

Mo, Time Source: Destination Protocol ~  Length Info.
U220V LULIO™UO0™UO0 w00 FEOMOL L. J.%. D A9 JuM.¥0 D A% MEYULLELE FIULULUL ReEyueEsL
40381 20185-08-08 108.727301 10.3.4.96 10.3.4.3 SMB 135 Negotiate Protocol Response
49386 2018-08-08 108.746182 10.3.4.3 18.3.4.96 SMB 213 session Setup AndX Request, NTLM3SP_NEGOTIATE
40387 2018-08-08 108. 746809 10.3.4.96 10.3.4.3 SMB 376 Session Setup AndX Response, WTLMSSP_CHALLENGE, Error: STATUS_MORE_PR!
40396 20185-08-08 109.243538 10.3.4.3 10.3.4.96 474 Session Setup AndX Request, NTLMSSP_AUTH, User: .\
42408 2018 US—QB W«!%BES 3.4 1.4
48413 28 . 3.4 18.3.4.9
2018-p8-08 89, 270017 3.4 .3.4.
49419 2018-08-08 1 09.389319 1v.3.4.3 18.3.4. o
48428 2015-08-88 109, 309833 10.3.4.96 10.3.4. NT Create Andx Response, FID: nmans
48423 2018-08-08 109.4065987 10.3.4.3 108.3.4.96 NT Create AndX Request, FID: @x48086, Path: \BROWSER
40424 2018-p8-08 109.487774 10.3.4.96 10.3.4.3 NT Create AndX Response, FID: @x4006
48428 2018-08-88 189.422303 10.3.4.906 10.3.4.3 Write AndX Response, FID: @x4006, 688 bytes
48431 2018-p8-08 109.612586 10.3.4.3 108.3.4.96 Read AndX Request, FID: @x4@®6, 214 bytes at offset 53
48432 2018-08-08 16:47:09.613054 10.3.4.96 10.3.4.3 SMB 344 Read AndX Response, FID: @x4806, 214 bytes
48435 2015-08-08 16:47:09.639348 10.3.4.3 18.3.4.96 SMB 129 Read AndX Request, FID: @x4@86, 370 bytes at offset 233
48449 2015-PE-P8 16:47:09.654153 10.3.4.96 10.3.4.3 SME 117 Write AndX Response, FID: @x4@0&, 72 bytes

hgxEE, K¥10.3.4.3@10.3.4.96FmmAEEZIEXR, 10.3.4.96:R BB N, XF
MABF10.3. 4.3 NEEREHNNZZ, FINKEEEAVPNENiIpZE10.3.4.3,

=

E, HMNOBTHNSTMETH. REENEITHEREARANT:

E=br el _1{Ewebshell
KiHE » webi BEne > fRSSE:
=

iﬁfr‘,ﬁf@ﬂ 1= ’3‘,{

K

=]

=

=
»

B RIRE
[EED L
&

BRFE Z VPN HiREE

S

B4 4

[ u]
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REDH, BhFZE. WEKRGTENRAE, BENHENEBARE, NN RLENE
HNF2HE. SR, EREATEMROEE, TEABER,

MNENDHEREM—TEE, KRAMNEZBTBRRLCERATEX—1TE:
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WEIP [E—Di
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aR

i)

A&k imtcobalt strikel LM AEEENbeacon BN I REMFEN —LE

SSENIN

DNSPZ &

MEBEFRS SR, MIFEBMBITE, Tcobalt strike ERIE—DNSIF82, H{EHcsERK

— M AREXH (XBEFERNREcobalt strike 3.13MRA) . BAREZHEwWindows T#H
17, BIRNFENERwiresharkRIMEAREE, EEEIMHTEZENIREFINEEFE
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external internal = user computer
DESKT!

P

Event Log X | Listeners X | Beacon@ X

beacon> checkin

[#] Tasked beacon to checkin
beacon> mode dns-txt

[+] data channel set to DNS-TXT

[+] host called home, sent: 8 bytes
beacon> shell whoami

[#] Tasked beacon to run: whoami

[+] host called home, sent: 37 bytes
[+] received output:

desktop- g™ '™ i

beacon> shell ipconfig
[#] Tasked beacon to run: ipconfig

[+] host called home, sent: 39 bytes
[+] received output:

Windows IP EdH

PAXRIEHCRE LAKH :

BRs . . . .0 L REEETER
EENEM ONS B . . . . . . L

LAAFiEEC#E Npcap Loopback Adapter:

EEWHEN DNS B . . . . . .

FihediE Ipve L. . . . . . . . : feBD. "HE

EI:JJ!E-E IPv4 ﬂtﬂt I [ ] -199
i PR S S T 255.255.0.0

MITARSENESRE, XEHHNIT T ipconfig. net user, dirm<, X&F—TF

cobaltstrike ZF2 it H F MM ITXE G LG, teamserver5miz £ Z (8] 2 U fa]

b Tirre
282@
zaze
2020
Poree

228 Standard query response B
r fticmanager.net N

os0ft.com CHAME tsfe, trafficeanager,
eu THT

Standard response 8xfSbf TXT caa.stage.14008931. icu TXT
118 Standard query @x23ed TXT daa.stage. 14008853, Licu
§ THT ge. 14008953 . +icu THT
.5 - 1k
responie 43 TX e, 14008953, e TXT
y Bx569d TXT fas.sta icu
386 Standard guery response @ d TXT stage. 14008953 Aoy TXT
118 Standard gquery @xadde TXT . STage. 1400953 lcu
query respomse @, 2 TXT stage, 14000953, iow TAT
query Bxifee TXT haa.stage. 14009353, iru
Standard query response Balbee TXT haa.stage. 14088933, cu TXT
Standard query @x3ccd TXT Tage. 1482353, Yo llu
Standard query @xdb3® A officecdn.mic com
JUETY BE1D6E ARAA ¢ BACTEEOTL . COB
quEry Fesponie B atage, 14000953, feu THT
Standard query @x7eld TXT § v dcu
Standard guery RE1B6D ARAA
83 Standard gquary @xdgbde A off
St query @xTeld TXT jaa. icu

Standard query @xlal? a
2 Standard query
# Standard query
Standard query
St query
Standard query

fon

z A

y THT

BP5333 7

https://mp.weixin.qq.com/s/SYFdZCrCZ_qvP9oLCeXVyA

[

anager.net CHAME cli

akadns.net (MAME Z-81-3120-8091.cdx.ce
61058, 226.22 A 122.156.2308.44 A 122.1
c2r.akadns, met CHAME 2-@1-3129-8881.
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BNEANRIdnsBEINMNTRERS, EREFELEIUARENINSHIES, MXLdns
HIEEMNBITHIURE, RUSENEIMUIAREANLEEES. 2REZRRTHNS
2, TRREFHELEEhexl, MEEEAEFEE. BEXMNBIEBRSE LXiE, dnskEi@
AREERRK, REREEEFERdnsBERBATZZEN, BEHRKMYEE=ENLE
Z, *FERA—E5FRAEBEEEAMUNETE R, Waliyun.comX#FH, TS HIAL
Sk, XEEMEEMEE— L E = 501 IRE X B FIBT.
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https://mp.weixin.qq.com/s/SYFdZCrCZ_qvP9oLCeXVyA 16/16



