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BABIMNEE TREIFEWAndroidManifest.xmIX .,

=?uml version="1.0" encoding="utf-8"7=
=manifest xmins:android="hitp:/schemas.android.com/apkires/android™ androidversionCode="23" android:versionName="6.0.1" package="com.android.certinstaller” platformBuildVersion(
<uses-sdk androidminSdkVersion="23" android-targetSdkVersion="23">
=priginal-package androidname="com.android.cerinstaller’>
=permission androidname="com.android cerinstaller INSTALL_AS_USER" android.protectionLevel="signature™/=
=uses-permission androidname="android permission. CHANGE_WIFI_STATE /=
<uses-permission android:name="android.permission. ACCESS_WIFI_STATE">
<uses-permission android:name="android.permission.HIDE_NON_SYSTEM_OVERLAY_WINDOWS™/>
=application android:label="@string/app_name" android allowBackup="alse™>
<achvity android:theme="@style/Transparent” androidname="_Certinstalleriain” android:configChanges="keyboardHidden|ori i reenSize™
<intent-filter=
=action androidname="android.credentials INSTALL"/>
<category androidname="android.intent.category DEFAULT"/>
<fintent-filter=
<intent-filter=
<action androidname="android.intent action.VIEW /=
=<category android-name="android.intent.category DEFAULT /=
<data android mimeType="application-x509-ca-cert’/>
«<data androidmimeType="applicationx-x509-user-cert’/>
=data android: mimeType="applicationfx-x509-server-cert’/>
<data android mimeType="applicationfx-pkcs127/=
=data android mimeType="application/applicationi-pem-ile™/=
<data android mimeType="application/pkix-cert™/=
<data androidmimeType="applicationi-wifi-config™/=
<fintent-filter=
</aclivity>
=achivity-alias androidname="InstallCertAsUser” androidpermission="com.android.certinstaller INSTALL_AS_USER" androidtargetAdiivity=".CertinstallerMain™
<intent-filter=
<action androidname="android.credentials. INSTALL_AS_USER"=
<category android-name="android.intent.category. DEFAULT />
</intent-filter=
=factivity-alias=
<adlivity android-theme="@style/Transparent” android:name="_Certinstaller” android exported="Talse” android configChanges="keyboardHidden|orientation™>
<adivity android:theme="@style/Transparent” android:name="WiFilnstaller” android:exported="false” android.configChanges="keyboardHidden|orientation™/>
<activity android:theme="@style/Transparent” android:name=".CredentialsinstaliDialog" android-exported="false" android:configChanges="keyboardHidden|orientation™>
</application>
=/manifest=

MAndroidManifest.xmI X AFB LK EEANOECertinstallerMain®, AAZE
activity, FRAF{IMonCreate REFF B P 7 :

REULE:

com/android/certinstaller/CertinstallerMain.java
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protected void onCreate(Bundle savedinstanceState) {

super.onCreate(savedinstancestate];

setResult(0};

if ([(UserManager) get3ystemService( user)).hasUserRestriction{ no_config_credentials™)) £
finishi(};
return,

Intent intent = getintent();

String action = intent.getAction();

if ("android.credentials. INSTALL .equals{action} || "android.credentials. INSTALL_AS_LISER".equalsiaction)) {
Bundle bundle = intent.getExtras();
String calledClass = intent.getComponent(). getClassMName();
String installAsUserClassMame = getPackageMame() + "InstallCerttsUser
if (l{bundle == null || installAsUserClassMame equals(calledClass))) {

bundle.remove( install_as_uid™);

String] mimeTypes = (String]) MIME_MAPPINGS keySet) toArray(new String0]);
Intent openintent = new Intent{"android.intent. action OFERN_DOCUMENT™);
openintent.setType( ™),
openintent.putExtra"android.intent.extra. MIME_TYFES", mimeTypes);
openintent.putExtral"android.content. extra. SHOW _ADVANCED", true);
startActivityForResultiopenintent, 2);

telse{
Intent installintent = new Intent(this, Certinstaller.class);
installintent putExtrasiintent);
startActivityForResult(installintent, 1);

telse if (Candroid.intent. action VIEVW .equals{action}} {
startinstallactivity(intent.aetType(), intent.getDatal));

MEERBRATNUNER, BERFANintent IRANEREFTNRIEFEHTHE, TEF=
M

1. intent kB HEMHRIE, HEMsdoard ERBIEBXHETRE, BREERAR
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2. IntentEH TIEBHNE, MEESZIntent B&hCertinstalleri#B{TIEPB L, 4l
an -

BufferedInputStream bufInput =new BufferedInputStream(
getissets () .open(“test.pla2”) ) :

hyte[] kevchain = newbyte[bis.available()]:

bufInput.read (keychain) :

Intent installlntent = KeyChain.createlnstalllntent():
installIntent.putExtra (KeyChain.EXTEA PECS512, keychain):
installIntent.putExtra (KeyChain.EXTRL NAME , ENTRY ALTAS) ;

startActivityForResult{installIntent, 1) :

3. Bidaction FIEHELZRWIEFRIIE,

MEBE=ZF9kE, TLO2WME—"FMBERLEET_M, HITUINKIEPLZENUE,
BMNEES>FRHNWEE_MIBR, BIZ—1TintentlBFEsICertinstaller activity,
BESEHIIPRASN I ntentUSHWERXEBETE.

TEHH#EENBMALE:

com/android/certinstaller/Certinstaller.java

protected void onCreate (Bundle savedStates) {
guper.onCreate (savedStates) ;

mCredentials = creasteCredentizlHelper{getIntent(});
mState = (savedStates = null) ? 1 : Z;

if (mState = 1} {
if (!mCredentizls.containsfnyBRawlata(}) {
toastErrorAndFinish (R . string.no_cert_to_sawved) ;
finishi():
1 elaa |

if (mCredentials. hasCaCerts() &&k 'mCredentizls.hasPrivateFey() &&
'mCredentials . hasUserCertificate ()} {
FeyguardManager keyguardManager = getSystemService (FKeyguardManager.class) ;
Intent intent = keyguardManager.createConfirmbDevicelredentialIntent (null, null}) ;

if (imtent = nuall) |{
extractPkeslZOrInstall () ;
} elae |

; starthcetivityForRBesult {intent, Z);
}
1 elae {

if (mCredentizls.hasUserlertificate() && !'mCredentizls. hasPrivateEewy()) {
toastErrorAndFinish({R.string.action _missing private_key) ;

} elae if (mCredentizls.hasPrivateFey() && 'mCredentials.hasUserCertificate(}) {
toastErrorAndFinish(R.string.action missing user_ cert);

} elae {
extractPkesli0rInstall() ;

}

}
} else |
mCredentizls.onBestoreStates (savedStates)
milexthetion = (Myhction)
savedStates.getSerializable ("na") ;
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private CredentialHelper createlCredentialHelper{Intent intent) {
try {
return new CredentialHelper{intent) ;
} catch (Throwable t) {
Log.w{"CertInstaller"™, "createCredentizlHelper™, t);
toastErrorindFinish (R _string.invalid cert):
return new CredentialHelper():

MRBEIUNEERIEBLETREALRKE FCredentialHelper ERRH, BHEiD
HcreateCredentialHelper®# tl# 7 — 1 CredentialHelper S,

|zlass CredentialHelper |
private X509 Certificate mUserlert;
private List <« X509Certificate » mCalerts = new ArraylList <« XS509Certificate > (}:
| CredentialHelper({Intent intent) |
Bundle bundle = intent.getExtras():
| if (bundle == null) {
return:

String name = bundle.getString("nam="):
bundle.remove ("nams") ;
if (name '= null) {

mifame = name;

mlid = bundle.getInt("install_as_ uid", -1):

bundle.remove ("install_as_uid"™):

Log.d("CredentialHelper™, "¢ extras: " + bundle.size()):

for (String kev: bundle.kevSet(}) {
byte[lbvtes = bundle.getBytekrrav(kev):
Log.d("CredentialHelper™, ™ "+ key + ": " + [(bvtes == null) ? -1 : byvtes.length)):
mBundle.put (kevy, bvtes):

}

parselCert (getData ("CERT")) :

}
| byvte[lgetData(String key) |
return mBundle.get (kevy) :
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private woid parseCert(byte[]byvtes) |

if (bytes == mull) |

: return;

1

try |
CertificateFactory certFactory = CertificateFactory.getInstance ("X.508™)
X¥508Certificate cert = (¥509Certificate)
certFactory.generateCertificate (

new ByteArrayInputStream{bytes)):

if {isCa(cert)) {

Log.d("CredentialHelper™, "got a CA cert™):
mCaCerts.add{cert) ;

} else |
Log.d("CredentialHelper™, "got a user cert”):

miserlert = cert;

}
} catech (CertificateException e) |

Log.w("CredentialHelper™, "parselert(): " + &):
}
}

private boolean isCa (X509Certificate cert) |
try {
bvte[]lasnlEncodedBytes = cert.getExtensionValue ("2.5.29.159")
if {asnlEncocdsdBytes == null) |
return false;

}

CEROctetString derlctet3tring = (DEROctet3tring)

new LSNlInputStream{asnlEncodedBytes) .readlibiject():

byte[]octets = derlctetString.getlctets()

ASN1Sequence sequence = (ASHN1Sequence)

new LSNlInputStream{cctets) .readlbject()

return BasicConstraints.getInstance (sequence) .iaCh{);
} catch (I0Exception &) |

return false;

1

MEBRBAIUNEHF, F£ElECredentialHelper LHIAE R, EM T IE P R FTiE
fE, XBEEEparseCert(byte[] bytes) RH, EPRBIEBNAB B IEH EF 5
mCaCertsgmUserCertdl XA, REHRELESHCertinstallerBiOnCreate R, 4*
Z # T® &®F X 3 ®wm W X O® # 7T K W O, H HR
keyguardManager.createConfirmDeviceCredentiallntent(null, null); K&

ERIEEEEEILE. AlEeABAIextractPkecs120rinstall &%,

Private wold extractPkcsl20rInstall() {
if {(mCredentials.hasPkcsl2EeyStore()) {
if {(mCredentials.hasPassword()) {
showDialog(z):
} else |
new PkcsliZExtracthotion(”").run(this).:
}
} elze |
MyAction action = new InstallOthersiction():
action.run(this) ;

|

https://mp.weixin.qq.com/s/MdCMb2JSf3aAdz]_ICQHVw

712



2020/7/27 N3 ) A B IR o 222 TR
PKCSI2X H—fREBZEBRIF, MUFTERH—1TEZEBEAE, BTEWARE, MER
MEEREREBIEIPHELRCALETHNRNBERAEEE elseB@E., KRESTRBE,

private static class InstallOthersiction implements Myhction |
public volid run(CertInstaller host) |
host.mNextRction = nmull:;
host.installOthers() :

£ X B o LW & F InstallOthersAction 8 B run A % T fr i 2 A B ©

Certlnstaller.installOther & % ;

private static class InstallOthersAction implements MyRction |
public veoid run{CertInstaller host) |
host.mMextiction = mll;
host.installOthers () ;

}
private void installOthers() |
boolean hasPrivateEeyAndUserCertificate =

mCredentials.hasPrivateEey () && mCredentials.hasUserlertificate()
boolean hasCalertificate = mCredentials.hasCalerts()

Log.d("CertInstaller™,
String.format (
"Attempting credentials installation, has ca cert? %k, has user cert? ib",

hasCaCertificate, hasPrivateKeyhndUserCertificate)):
if ('{hasPrivateKeyAndUserlertificate || hasCalertificate)) {
finish():
return;

nameCredential() ;

private void nameCredential () |
if {'mCredentials.hasAnyFordystemInatall(}) {
toastErrorindFinish (R.string.no_cert_to_saved)
} else |

1

AMNBIRRRIERBZALEMT —TRE, KERSHECAILD, AELESHFI
B, AES2AAnameCredential ()R #, KA showDialog()#EHRXRIEF .,
MEREBFENMUE, MREEBEANEEMEERENUER N STEN R MNdialogsd
BHITLEMRT, SHdialogr I UKHEES, XHUERZRANEERRA.
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mFREFERE, REMRANE, REBEENBRAFNETNR,
TEETFRB:
XERNTHEEEURT —PERBTEN, BTN Eserviced T,

BN % FE B B runnabl £ 5, # B H B ETHNNRAERE, WRK
com.android.certinstaller, MEzsh— TR FWactivity RE#HTEZ, X7
activityJRHIRE NdialogE R,

public class Mainlfetivity extends ZppCompatlctivicy {

Context mContext;

String pkgWName = "com.android. certinstaller™;
Bunnakle runnakle = new Bunnakle() {
@0wrerride

public void run(} {
while (true) |
if {getToplPackage ()} |

Intent intent = new Intent {MainBctiwvity thia, TestBeotivity.class);
intent.addFlags (Intent . FLAEZ ACTIVITY NEW TASE) ;
mContext  starthotivity{intent) ;
Mainletivity.this. finish()};
break;

1
1
private koolezn getTopPackage() {

Componentlame £ = ((RctivityManager.BunningTaskInfo) ((RctivityManager)
mContext .getSystemService (ACTIVITY SERVICE))
~getBunningTasks (1) .get{0)) .coplotivitcy:

String TopPackageName = £.getPackageName () ;

if (pkgWame.contains (TopPackagelame)) {

return true;

}
return falae;

}

@0verride

protected void onCreate (Bundle savedInstanceState) {
auper . onfreate (savedInstanceState) ;
setContentView(R.layout. activity main);

mContext =this.getipplicationContext () ;

new Thread({runnable) .startc () ;

i getTopPackage )RR MWHFZTHNAREZW— 1, ABELRE BB
R Rcertinstaller W AN#E, MATHEEEZH AL MNdialog, HENMBHIIRR
HARE, SHAMFRH,
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THREGoogleEFMEBEHFI.

diff --git a/src/com/android/certinstaller/CertInstaller.java bfsrc/com/android/certinstaller/CertInstaller.java
index 8b381ch..ddB84%9a7 100644

--- afsrcfcom/android/certinstaller/Certinstaller.java

+++ bfsrc/com/android/certinstaller/Certinstaller.java
@& -16,6 +16,8 @&
package com.android.certinstaller;

+import static android.view.WindowManager.LayoutParams.S5YSTEM_FLAG_HIDE_NON_SYSTEM_OVERLAY_WINDOWS;
¥

import android.app.Activity;
import android.app.AlertDialog:;
import android.app.Dialeg:
@& -85,6 +87,7 @&
@Override
protected veoid onCreate(Bundle savedStates) {
super.onCreate(savedStates);
+ getWindow() .addSystemFlags (SYSTEM_FLAG_HIDE_NON_SYSTEM_OVERLAY_WINDOWS);

mCredentials = createCredentialHelper(getIntent());

MEETRILNERECertinstaller.javafi i@ onCreate AERARMT —TEAREM”
SYSTEM_FLAG_HIDE_NON_SYSTEM_OVERLAY_WINDOWS”, iRiniLt/E 4R B
MMERRIEEMAPPINRIFE, BRASGNABEERFHTES, IHEMNBETZR
HAEERXNKE, BRIEAS REANDroid8-Android10R KB E T UL iRE.

XTFRBARARLELMEHNHFNRED, ITRSEANNFEEXH, BEANHBTREHXNERR
NA, MEIEPEERERASHNARAANANRERN. EBRERNARL, WREERER
MEMRAKAZNE, RATUNILERBREETES, RAEDAFE.
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