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MEREEE, MFRRZ2EXG LETRRRC, MEENXHEATNRFEBZENEEX S, #
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BfZZ: Win7SP1x86

1. B%R#(]E D 2EIZ/LNMNMER NI, NXHE:

https://mp.weixin.qq.com/s/SpBantJCGuPiDVKNAEF2Ig 2/32



2020/7/27 VS B JE R RTERE L T AT B | R SEARAE ..

image.jpg . video.mov . text.txt . document.docx . image_d.jpg . video_d.mov .

text_d.txt. document_d.docx,

2. ARMER

image_d.jpg. video_d.mov. text_d.txt, document_d.docx,

ZfE "BELRE",

er » Local Disk (D:)

n library » Share with = New folder == « [0 a

-~

Name Date modified Type Size

j document.docx 3/19/20201:29 AM  Office Open XML ... 12 KB
= iMmage.jpg 3/19/20201:31 AM  JPEG image 6 KB
|| text.ba 3/19/20201:33 AM  Text Document 1KB
B video.mov 3/19/20201:27 AM  QuickTime Movie 301 KB

@ IR ERE

EHTHEBIEN, ATREBRDVEMENIHRANER, HMNATNERBELLARITHE
BUE, BEMENNEINERGR, NEBHEERFMHE.

3.1 £ Kali FRIB#EREK

3.3.1 BahFlILivetEXT

. BERBESHABILEL;
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[ NN ] B d e 8 & P B & Win7x86SP1 [}

~the quieter you become; the more you are able to hear”™

Boot menu

Live (andG64)

Live (amdB64 fails
Live (foremnsic

Live USB Persistence (check kali.org-prst)
Live USB Encrypted Persistence (check kali.org/prst)
Install

Graphical install

Install with speech synthesis

Advanced options

2. BABMER, fdisk -| HEBERAIRE RN /dev/sdb1;

Disk /dev/sdb: 238.5 GiB, 256060514304 bytes, 500118192 sectors
Disk model: ASM1153E

Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 4096 bytes

I/0 size (minimum/optimal): 4096 bytes / 33553920 bytes
Disklabel type: gpt

Disk identifier: 7DC1FEFE-681C-4EF0-83C2-E07C7DBDEAGG

Device Start End sectors Size Type
/dev/sdbl 4096 500117503 500113408 238.5G Microsoft basic dat

3. EHEBER,
cd /mnt
mkdir udisk

mount /dev/sdb1 /mnt/udisk
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«/mnt# mkdir udisk
:/mnt# mount /dev/sdbl /mnt/udisk

- /mnt# 1s

3.1.2 {#HGuymager

Applications - Places ~ Thu08:14

1. EBEE EHA# Acquire image,

REBXELS. REBR. XHR, FRRAREERE.

THEHNhashREBEDIET, BEATUREER L,
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Acquire image of /dev/sda (<]
File format =
! Linux dd raw image (file extension .dd or .xxx) ]
'®| Expert Witness Format, sub-format Guymager (file extension .Exx) | Split size 2047 | MiB ~+

Case number 10086

Evidence number 10010

Examiner

Description

Notes \winTspl x86
Destination

Image directory jmntjudisk/Forensic/

Image filename (without extension) |win7]

Info filename (without extension)  win7

Hash calculation [ verification
v Calculate MD5 Calculate SHA-1 Calculate SHA-256
Re-read source after acquisition for verification (takes twice as long)
Verify image after acquisition (takes twice as long)

Cancel Duplicate image... [ Start

2. StartFrin/s, FE—EBRNE, HAEEFE. BEESBHMNMERE.

GUYMAGER 0.8.8 @ 0 0
Devices Misc Help
Rescan
Serial s Linux
= TR, Model State Size
264320132832 fdev/sdb ADATA_SUB0D O idle 256.1GB HPA:
00000000000000000001  jdev/sr0 VMware_Virtual_SATA_CDRW Drive () 1dle 3.5GB
fdev/sda VMware Virtual 5 ':_-: Running
fdevfloopd filesystem squashfs O idle 3.2GB
i [»
Size 42,949,672,960 bytes (40.0GiB [ 42.9GE)
Sector size 512
Image file Jmntfudisk/Forensic/win7.Exx
Info file fmnt/udisk/Forensic/win7.info
Current speed 29.92 MB/s
Started 19. March 08:46:33 (00:00:03)

Hash calculation MD5
Source verification off
Image verification off
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3. REHETM,

Serial < Linux

oy davice Model State Size
264320132832 fdev/sdb ADATA_SUB0OD I[:}I!dle 256.1GB HPA:
00000000000000000001 fdev/sr0  VMware_Virtual SATA_CORW Drive () Idle 3.5GB

fdev/sda VMware_Virtual _S () Finished -

fdeviloop0 filesystem.squashfs O idle 3.2GB

=

O 10
a1l 101

= e

win7.EQO1 win7.E02

1
10
101

win/.EQ3 win/.info

EHWMEREEXHKRNH4.7GB,
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_ | win7.EO1 2,096,111... EO01 ¥i%
.| win7.E02 2,096,127... EO02 34
| win7.E03 727,646 KB EO03 3%
.| winZ.info 6 KB INFO 324
| win7.xmet 1 KB XMET X4

A LIBIERE | BEX

l £uym
ET ("
uE: Z:\Shared\Forensic
Fh: 4.69 GB (5,037,966, 140 ==¥)

HHAZTE: 4.69 GB (5,037,977, 600 =)

. A A B B
a8 S M, 0 PN
WEXRERARKNEXEN,
B Desktop Local Disk (C:) Local Disk (D:)
& Downloads | — | w l‘ e
& Local Disk (C:) Properties —— . Local Disk (D:) Properties =
Generd | Tools | Hadware | Shaing Generdl | Tools | Hardware | Shaing | Securty
& =
Type: Local Disk Type: Local Dsk
File system: NTFS File system:  NTFS
[ Used space: 11.315.171.328bytes  105GE [ Used space: B0.870.656 bytes  SE.OMB
I Free space: 25279078400 bytes  235GE [ Free space: 6,185541,056bytes 576 GE
Capacity: 36594249728 bytes  340GB Capactty: 6.247411.712bytes  5.81GB
Drive C: Drive D:
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3.1.3 {EHdd

1. fdisk -1 #IMTEMHMERS
#iIf=lEEFTEHEMRZIRE, -of=lEERENNLE.
2. dd if=/dev/sda

of=/mnt/udisk/Forensic/dd/sda

‘mnt/udisk/Forensic/dd# dd if=/dev/sda of=/mnt/udisk/Forensic/dd/sda

~C2831068+0 records 1n
2831068+0 records out
1449506816 bytes (1.4 GB, 1.3 GiB) copied, 508.674 s, 2.8 MB/s

mnt/udisk/Forensic/dd# dd if=/dev/sda3 of=/mnt/udisk/Forensic/dd/sda3

“C1339327+0 records in
1339327+0 records out
685735424 bytes (686 MB, 654 MiB) copied, 231.578 s, 3.8 MB/s

REFEE, BEEFEMNIBPRLREXEMAHER S, EERNFHRAERRId-——-——-
dc3dd,

3.1.4 {£Fdc3dd

dc3ddfIddZ HERAE—HH, EM—HEREESNH, WEHESEFTKRERK, XBR&F
fpsdal3 (DE) , AIUEFEREMR 7TLH6GBK/N,
:/mnt/udisk/Forensic/dd# dc3dd if=/dev/sda3 of=/mnt/udisk/Forensic/dd/sda3

de3dd 7.2.646 started at 2028-83-19 09:31:24 +08680
compiled coptions:

command line: dc3dd if=/dev/sda3 of=/mnt/udisk/Forensic/dd/sda3
device size: 12281984 sectors (probed), 6,247,415 ,808 bytes
sector size: 512 bytes (probed)

1365806480 bytes ( 125 M ) copied ( 2% ), 4 5, 34 M/s

BARDESXEZ/KA/NS.81GB,

I
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2/ R =R
_| sda3 6,100,992... T4

ME: WP

fﬂﬁ Z:\Shared\Forensic
Foiv: 5.81 GB (B, 247, 415,808 =T1)

SHEZEl: 5.81 GB (6, 247, 415,808 =T1)

32 £ Windows T RIZMEE %G

EWindows TthEIFEFEALive R L WIWindowsPEB I #TEGE, EEHFXESEMK
NESEITAENEDE, ALEEZEERAR®RE., BUETE. CIENEEBEGXHE, #KRE
RN ESZEE L, ROUEBERTEMXERS.,

3.2.1 {§X-Ways Forensics

XTTEMEWinhexBIBIEMEAR, FULLFRE/LFH 4,

1. TER#i%&#ECreate Disk Image,

¥ Ways
File Edit Search Navigation View Tools Specialist Options Window Help

Case Data 0 " &3 B 2

File Edit

[ Create Disk Image ]
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2. ERAETHAELEREG, IBOXREGAIMNER LILM,

&

Select Disk

-

E]& Logical Volumes/Partitions
. % (C,34,1GB), HDO
% (D:,58 GB), HDO
i Logical Volumes/Partitions without drive letters
g & Physical Storage Devices
S || D0: VMware, VMware Virtual S (40,0 GB, SAS)

(V] List volumes that do not have drive letters

cer OK Cancel

3. BEIFFMIBREROKTE.
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e e
- r— . —— —r—
Create Disk Image (Hard disk 0, 40,0 GB) 'h . Si
J 0h
Image file format: Scope: sectors 0 |- 83886079 © E
©) Raw image (dd. .001. interpretable and spittable) _ g |
) Evidence ie (e01. nterpretable and compressble) |Copy entire medum ] 58
) Evidence Fle Container... L
Bytes per sector: 512 Add to [active case], Refine Volume Snapshot
Fath and filename: (38.7 GE free) [¥] Compute hash: MD5 |
i i ["] Compute hash: 1
: .| Dwmm}hamm | &
| 2nd copy [ Immediately verfy image Hard
[ Watt for imaging in other instances to complete, f any phod:
- ) Firr
/] Create descriptive text file Compression:  |fast, adaptive v | Bus:
o — :
It description: o
ks 5 | Crenksie: 5
(V] Split image into segmentsof 8152  MB
(] Encryption
- Flags/Attr: 00002000
2 0K Cancel | Q Help 9
00000000208 e 00 BO D 5 60 2 00 B0 9
4, FBREIERERG, RGEEMNEELEJIEZRRNKEZT,
‘ | Transferring sectors_ Mo 4 615 16 (2]
[ e Dtk K -%ITIC _0. 1
offset| W iz 13 14 e
Q0000000 sppro. T rin, left 00 7€ B pode: Vibware, Vidware Virtua
Q0000000 | 7] Shut down system after completion FB BS 04  Firoware Rev: ]
. AG0000000 cwm[[mm ...: 3%, currently 4% 01 83 €5 Bus _\5-
- 6.1 GB/min, read: 2.2 GB / 40.0 GB, waitterc 15 GB / 21,5 68 C
TEEM5.8GB, EtbtguymagerF M XHBTEZ1GB, XN ERUERTZANTELENE

ESNEA
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2FR D ==
| Win7x86.e01 6,099,977... EO01 3%
.| Win7x86 2 KB 3Z&FSS

| xways %

A LEIREE | BEX

‘ XWays

ME: PR

fum: Z:\Shared\Forensic
Fory: S.81 GB (5,246, 377,338 ==T1)

ERATE: 5.81 GB (6, 246, 383,616 FTi)
BE: 2 s 0 K

3.2.2 {#MAccessData FTK Imager

HTFHREINOXTRARNZFI2MAAS, R REEREES I —ax64EBNM—TeIZ
RENETR., (DEVNREEFERBNXHIESBEREE)
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Ble Yiew Mode Help

o & % = = 0 [k 32 P .

[Evdence Tree File List

Name Size Type Crate Modifed

Custom Content Sources

Evuchinoe: Rl Syrhi Pa S Pk Cptors

Custom Conte..,)

For User Guide, press Fi L8 =

1. A#AETITR#EECreate Disk Image,

File View Mode Help

Q6% S -

il

Evidence Tree

Create Disk Image

e
IS
T
i
-
Kt
e
E‘EL
S
3
r;;
e
s
ER
ER
=

I
-
S
X
O

i
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Select Source

Please Select the Source Evidence Type

() Physical Drive

@ Logical Drive
() Image File

() Contents of a Folder
(logical file-lewel analysis only; excludes deleted,

wnallarated ste

() Fernico Device (multiple CD/DVD)

Select Drive

Source Driwve Selection

Please select from the following
D:\ - [NTFS)

|Automate multiple removable media

https://mp.weixin.qq.com/s/SpBantJCGuPiDVKNAEF2Ig
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3. BEBMEE, XEFREINARaw, BBHEMBRIId—HFEE-— TN —FNREE, T

M SEFRE R = B KN,

VS B JE R RTERE L T AT B | R SEARAE ..

Create Image X

Image Source

D:\
Starting Evidence Number:

Image Destination(s)

= | ==
Edit... Remove

Add Overflow Location

() Raw (dd)

) SMART

| AFF

Flease Select the Destination Image Type

Select Image Type P T S——

4, BBESIEREESR.
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Evidence Item Information

Case Number:
Evidence Number:
Uni que

Examiner:

Hotes:

10010

10011

HinTx64Test

T—%a >

Select Image Destination

Image Destination Folder

C:\Users'Lab\Desktop'WinTx64D

Image Filename (Excluding Extension)

WinTx64D|

I

Image Fragment Size MB) o

For Raw, EOl1, and AFF formats: 0 = do not
Compression (0=None, 1=Fastest, ***, 9=Smallest) B

Use AD Encryption| |

https://mp.weixin.qq.com/s/SpBantJCGuPiDVKNAEF2Ig
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Creating Image...

Image Source:  D:\
Destination: C:\Users\Lab\Desktop\Win7x64D \Win7x64D
Status: Image created successfully

Progress

-_—

Elapsed time: 0:00:42
Estimated time left:

Image Summary... ]

DEEBZA/N21.6MB (MRFARAWIER, BE2210GB) ,
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Z . =R
__ Win7x64D.E01 22,118 KB EO1 X%
__ Win7x64D.E01 1 KB N3N

| Win7x64D Et%

wE O LNEWRE | BEX

l ¥inTx64D

pry =3
Z:\Shared\Forensic\FTK

21.5 MB (22,649,682 FH)
21.6 MB (22,654,976 1)

BBRTFTK, X-WaysHEEREMRMA . (HREELR, INREE4EABIEEST,

1. BIERHG.
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File Edit Search Navigation View Tools S

Case Data D ,
File Edit

2 Create New Case

Open Case...

| ¥
i, Close Case

Clacae (AAn't caua)
2. ENIEE,

AUSAERILERE, XERERE.
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Case Data
File Edit
3 Create New Case

Open Case...

Close Case

Close (don't save)...

Save Case
Save As...

Archive Case...

Create Report...
Open Report...

Add Medium...
Add Directory...
Add File...

Add Memory Dump...

https://mp.weixin.qq.com/s/SpBantJCGuPiDVKNAEF2Ig
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3. SAHHEENATHRE (BE2MITEHERGK. 1T x86EBHMAMNDE . 1T x64E N

D&E) .
— S E— n=|||i=||“'
< File Edit Search Mavigation View Tools Specialist Options Window Help 199 SR4xbd _ | 7| x|
Dkl S B gy AL —+ | 4= ~SdompPoP, @ |E.
Guymrager I_ dd |J-c Waye | FTK- W -.'u;.'.l
Parbtioning styles MBR : 04042 fles, 3 partiions Pk
17 Masmee T Description TType T Lize | Created I Modified
1 Stan dectons virtubl (fof ExaMIARBER PUiEs... 10 MB
4o Parttion 1 pamitan, gaisting NTFS 100 MB
2%, Partition 2 partition, exitting NTFS 14,1 GB
=, Partition 3 pastition, existing NTFS 5868
| _|Unpartitonable space virtual (for examination purpe... 20 MB
— ) Fl L ] [
| wepisk | Fle &= Predew 3 Detaile | 3% Gallery 15 Legend 4 [ Sme (B | SE | OE | Re (LOMB)
offaer 0 1 2 3 4 5 & 7 B 9 10 11 12 13 14 15 ’ : s
00000000000 [§3 CO 8E DO BC 00 7C 8E CO 8E D8 BE 00 7€ BE 00[0 Lot o guminnl. €01
00000000016 06 B9 00 02 FC F3 Ad 50 68 1C 06 CB FB B9 04 0o [eadenlymode] .
00000000032 BD BE 07 20 7E 00 00 7C OB OF 85 OE 01 83 C5 10  Totslcapasioy 40,068
d 00000000048 E2 F1 CD 18 B8 56 00 55 C6 46 11 05 C6 46 10 00 AZ7RGTTIIE0 bytes
-] SRECYCLEBIN 00000000064 B4 41 BB AR 55 CD 13 50 72 OF B1 FB 55 AR 75 09 Byes per sector 512
00000000080 F7 €1 01 00 74 03 FE 46 10 66 60 80 7E 10 00 74  Surphe cectore st end 20546
00000000096 26 66 €8 00 00 00 00 66 FF 76 08 €8 00 0D 68 00 .. g
00000000112 7C €8 01 00 68 10 00 B4 42 8A 56 00 8B F4 CD 13 A e
00000000128 9F 83 ©4 10 SE EB 14 BE 01 02 BB 00 7C BA 56 00 oo
Q0000000144 BA 76 01 8A 4E 02 8A 6E 03 CD 13 €6 61 73 1C FE  Mode keradedioal
00000000160 4 11 75 OC 80 TE 00 80 OF 84 BA 00 B2 80 EB 84  Offeetu decimal
00000000176 55 32 E4 B8R 5€ 00 CD 13 5D EB SE 81 3E FE 7D 55  Dytes per page 1Tel6=272
00000000192 AR 75 6E FF 76 00 E€ 8D 00 75 17 FA BO D1 E6 64  Windowm 1
00000000208 ES B3 00 BO DF E6 60 EE 7C 00 BO FF E6 €4 EE 75 Mo of windows: 4
00000000224 00 FB BE 00 BB CD 1A €6 23 CO TS 3B 66 81 FB 54  Cese assodation Yes
00000000240 43 50 41 75 32 81 F9 02 01 72 2C €6 68 07 BB 00 ¢ cqppo avadabls
A = 3 TELSS faldaa AT A AR feaa
Sector 0 of 53786780 Offset ] = 51| Blocks afa Size: ria
4. EEDEEBHXH .
AIMNEEERER, EEXESEEIHEMFNXYE (BHFNXEERAIFEER) .
Gu-,-magtrl dd ] X-Ways I FTK-WinTx4 Guymager, P3 I
Y 14+0+3=17 fik
1 T Name & T Description FType T Size T Created I Modified
1 1%Extend existing 21,1 MB 12.03.2020 024919 - 12.03.2020 02:49:
J__ISRECYCLE.BIN existing 321 KB 11032020 11:53:04 - 11.03.2020 11:532
11 (Root directory) euaisting 5.8 GB 12.03.2020 024919 - 19.03.2020 23:33:
4_;I5yslrm Volume Information existing 200 KB 11.02.2020 11:53:03 - 11.03.2020 11:534
] Jﬂwﬂef easting 2.5 KB 12.03.2020 02:4%:19 - 12.03.2020 02:49:
) L_].i&.m:ltlus existing, already viewsd 0B 12.03.2020 02:4%:19 - 12.03.2020 02:49:
| |_] $Bitmap easting 186 KB 12.03.2020 02:4%:19 - 12.03.2020 02:49:
] i_lliﬂuut easting 8.0 KB 12.03.2020 02:46:19 - 12.03.2020 02:49:
| |_] SLegFile easting 318 MB 12.02.2020 02:49:19 + 12.03.2020 02:49:
| LJ.i-MFT eadsting 256 KB 12.03.2020 02:49:19 - 12.03.2020 02:49:
| ] SMFTMirr saasting 40 KB 12.03.2020 02:4%:19 + 12.03.2020 02:49;
1) LJ.iSemre existing, already viewed 0B 12.03.2020 02:4%19 - 12.03.2020 02:49:
| ] sUpCase exasting 128 KB 12.03.2020 02:4%:19 - 12.03.2020 02:49:
1 Ji‘u’ulume existing, already viewed 0B 12.03.2020 02:4%:19 - 12.03.2020 02:49:
| 5 documentdocs easting doex 115 KB 19.03.2020 23:32:36 - 19.03.2020 16:29-
a).ilimage.jpg existing, already viewed lj 5.7 KB|19.03.2020 23:32: 19.03.2020
|| teoct et easting ot 8B 19.03.2020 23:32:36 - 19.03.2020 16:332
Jiv{deo.mnw existing mowv 300 KB 19.03.2020 23:32:36 - 19.03.2020 16:27:
| _]Free space (net) virtual (for examination purpo... 53 GB
1 _Jidle space virtual (for examination purpo... ?
| _JVelurne slack virtual (for examination purpo... 40 KB
1 . — - i — - . ’|
@ Partition || File | = Preview 5 Details il Galle ~ | #=|8= O Selected:
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5. FHBMERIX M,

BT HERES, ZFcdel# AR, ABRBZA, EUEBRNXGSERKIENEKREZP,

\$RECYCLE.BIN\S-1-5-21-3174665540-3755255795-4142190488-1000

F Type Y
(..
1.
1 1$1190022.jpg prev. existing, data unchanged recycler
15 $IN32V8B.mov prev. existing, data unchanged mov
I~ $INNB430.docx prev. existing, data unchanged don
1 $W11TBﬁtxt prev. e:ustmg data unchanged t
H'I--
] lj SRNEEU&B mov prev. e:ustmg, data not neces... mov
1 - $SRNNB430.docx prev. existing, data not neces... docx
1 $SRY11T86.txt prev. existing, data unchanged t«t
1 _) desktop.ini existing ini

|

- Partitiun_‘ .| File J' = Preview 2 Details. 2 Gall E Calendar_ == Legendj vC

RERBROER

IMAGE

6. AIMBRETNBEFENXMHMRE LRI —-T .
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\$RECYCLE.BIN\S-1-5-21-3174665540-3755255795-4142190488-1000

. . Name= /" Description J
1 (.
J . 1$1190022,)pg prev. existing, data unchanged rec
1 $IN32V8B.mov prev. existing, data unchanged mc
$INNB430.docx prev. existing, data unchanged do
$IY11T786.txt prev. existing, data unchanged txt
] R190022.)pg ., ______________________lnrev avictina data not neces... |jpd
151 $RN32V8B.mov | &J] View data not neces... mc
J - $RNNB430.docx Viewer Programs » | data not neces... do
1 $RY11T86.txt data unchanged txt
W | Open ini

| |_) desktop.ini

. Print.

B™ Canv "tR13O0N77 ina"

4 2 {8 AccessData FTK Imager D 4TiEiE

1. ARNINEHE,

" AccessData f

——e

File View Mode Help

R & S = o

IEvidence Tree
Add Evidence Item

2. ‘BEREGEXMH, ZEEERMENA.
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’
Select Source g

Please Select the Source Ewidence Type
) Physical Drive
) Logical Drive
@ Image File

() Contents of a Folder
(logical file-lewvel analysis only; excludes deleted,

mallarated ate 1

=& w >

3. BATHRBEMHN, XEAZIHGED

File View Mode

Qs d-

Evidence Tree File

P vint 0L N:
& sda3

- ¥inTx86. e01
& ¥inTxH4D. EO1

Help

(+]

4, DX,

FTKEIM# I AEZ T txt, jpg
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File View Mode Help

S gAHBasrm B OB .
Evidence Tree Fletist |

=) winT. EOL *  MName Size Type Date Modified
[# == Partition 1 [100ME] .

(-l Partition 2 [345954B) |- System Volume Info... 1 Directory 2020/3/11 3.

= Partition 3 [S9558E] L SattrDef 3 Regular File 2020/3/11 18...

= I8 NONANE [¥TFS) _ ] $BadClus 0 RegularFile  2020/3/11 18...

uggﬁd | Lissitmap 187 Regular File  2020/3/11 18..

2 $BadClus =l _]$Boot 8 Regular File 2020/3/11 18...

B0 $Extend L8130 4 NTFS Index A.. 2020/3/19 15..

1 1il':;.J gﬁ::z_nm _ $LogFile 32,560 Regular File  2020/3/11 18...

£ Systen Velums Information || SMFT 256 Regular File 2020/3/11 18...

) [unallocated space] | SMFTMirr 4 RegularFile  2020/3/11 18..

Q Ifm"‘“’""“ oned Space [basic disk] | $Secure 1 RegularFile  2020/3/11 18..

&1 WinTxs6. «01 ~ _S$TXF_DATA 1 NTFS Logged.. 2020/3/19 15...

Custorn Content Sources | $UpCase 128 Regular File 2020/3/11 18...

Evidence:Fie System [Path Fie Options . $Volume 0 RegularFile  2020/3/11 18..

| document.docx 12 Regular File 2020/3/19 3....

Regular File 2020/3/19 8....

= imagejpg

D teact. 1 Regular File 2020/3/19 &....
B video.mov 301 Regular File 2020/3/19 3....
keep me,

5. FHMWM BRI,

EFEEREBRTIHEBEIZTNXY, XEZERAIXRTERMERT .

csascad-Ba =R 0Om|=Ee .

Cidenc Tre

= wand B0 *  MName Size Type Date Modified
#-m Fartition 1 [100M8]

el Partition 2 [340%HIE) 81190022 jpg 1 Ragular il 2020/3/19 13-
G Partition 3 [(S658HB] | 8130 4 NTFS Index A... 2020/3/19 15.-
=8 mlil! l'l'l':#l % SIN32VEB.mov 1 Regular File 2020/3/19 15
3 [::’:;‘ Bl b sINNBA3O.doex 1 Regular File  2000/3/19 15
B $hadles ¥ SIV11TEG bt 1 Regular File 2020/3/19 15
0 $SExtend -3 $R190022.jpg 2 RegularFile  2020/3/19 8.
=4 SKECTCLE. IR
&3 S-1-5-21-317 w1 % SRN3IZVEB.mov 2096 Regular File 20207319 8-
It $Secure ) SRNNB430 . docx 12 Regular File  2020/3/19 8.
0 System Voluak Inferaation ¥ SRY11TEE bet 1 Regular File 2020/3/19 B:...
1 e R = @ t Rpiels VL
F m '
Custom Content Souroes
EwvidenceFie System Path Fie Cplons
BEENEOER
‘ ] ] L7 IMAGE
@ Edt | [Remove | Femeve Al| [Create Image
Custom Conte...

Listed: 105elected: lwin7 E0LPartition 3 [S658MBLNONAME [NTFS)/(rootl SRECYCLE BINS-1.5.21- 3174665540 3755255 795-414 21 60458-1000/$R19002 2 jpg
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6. SHXH.

FTKE# A A S HR &R RIS

Name Size Type Dat
% $1190022.jpg 1 Regular File 202
L $130 4 NTFS Index A... 202
% $IN32V8B.mov 1 Regular File 202
X $SINNB430.docx 1 Regular File 202
X $IY11T86.txt 1 Regular File 202

" i.' ‘J

X SRN32V [_D Export Eiles...
%| SRNNBA4; =] Export File Hash List...

3% SRY11T8! &3 Add to Custom Content lmagg (AD1) 3
& desktop.ini 1 Regular File 202
HEREGES

1. FTKETY5%INEE, ARNEHERGMRE N —TENHE.
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File Yiew Mode Help

@ E a Il-I_|_ MD_\.II'II.[INgtT-UI:"I‘i'\-'\c Ty
Evidence Tree Add Image
Lerusps: [Pl
\'rmevare-hoat\Shared Folders\Shaved Forensic'ddsdad

are-host Shared Folders Shaned Fornensc dd

Maunt Type: [Physical & Logeal -
Detve Letter: | ext Avadabis (F2) -.-:
' Mount Method: | giock Device | Read Orly -

L)

[ (7 Windows &2

——
Custom Contert Sources || | ST -TBMEFFIS?

Evidence:Fie System Path Fie y SR Eldos Corponation BITEW
Ay 553 1dos Corporation

L

SRS AT, RN

7| SEEERE ‘EidoS Corporation” mxwia), | 24 | [ Fmamy |

Custom (_c-m:e...| ||

!Fur User Guide, press F1

2. EEMZ T —THMwin7x86 XN E—HND KX,

https://mp.weixin.qq.com/s/SpBantJCGuPiDVKNAEF2Ig

28/32



2020/7/27 i 2 I AR AR PE R P AT | R I SEARE ..
1 e — e —

[y wEn A -[ell

Bz ERElE - HDEaEIEF BRIl ERE AN FIFTEsiER

= « B (3)
2 TS (C) S (D)
& ~ — | &< { J
EETNOE 37.5 GB pIF , 3t 48.7 GB 11.0GB FJA , #£ 11.1 GB
FIGEE (F) |
| |
576 GB o] , &£ 581 GB
f : BB MEREE (1)
» FTHEESE (F)
- Hg -
- o .

=R i Foh

|| document Office Open XM... 12 KB

= image JPEG Bi§ 6 KB

_ text AR 1 KB

&) video QuickTime EBE2 301 KB
3. TAHM & unmountBl&],

Mapped Image List
Mapped Images:
Drive Method Partition Image
\lvmware-host\Shared Folders\Shared F
11 P m | 3

https://mp.weixin.qq.com/s/SpBantJCGuPiDVKNAEF2Ig 29/32



2020/7/27 VS B JE R RTERE L T AT B | R SEARAE ..

£ foremost IRENHMEMREREN G,

foremost -t all —i sda3

- BERGBXH
-t BEXHRE
all EFIAXIFNRE, BAXKFNEEESEman,

BITER:

ZEMil, jpg. mov, txt, dooxTUMEXEN XM, RERNEIdocxMjpgMmMFNHX
.,
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audit.txt] docx jPg
”| open - 2 i s |[z2] @@ @

Imntfudisk/Forensic/dd/output

File: sda3
Start: Thu Mar 19 09:42:28 2020
Length: 5 GB (6247415808 bytes)

Num Name (bs=512) Size File Offset Comment
0] BBBHBB3ﬁ.jpg 5 KB 172032

11 02075360. jpg 11 KB 1062584320

2: 02075312.docx 11 KB 1062559744

3 P2075336.docx 11 KB 1062572032

Finish: Thu Mar 19 09:47:53 2020

4 FILES EXTRACTED

Plain Text ¥ Tab Width: 8 + Lni, Coll o INS
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