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4. X AR

B RILBAORM L2075 ER T HIHIOSE R,

INLT 6030 2 3% A RS 1~ ~

BAERIIRK RS, ENFEERE, MEFHNETAPP, BidhookAVENEEBTE
8, DUARIFAINFTR, LLMEITETRRHMELENEZD, BEBRLEXMINNREESH, M
MEFTR—TERENHEE ML HmNE. ZEON. BEHINENS, KEBREZEDUTTE

e

1. BB7%: APPTELZRAppStorelit R, ®AE—XHEHMK., REME—TBTNANEFEJumpiyEE, A
MANMAETAEtERZ, Wfrida-dump. Clutch%,

2.cycript: @—THIATEH, REMEBETEBEFIANAPPE, AREBITHIEBEFHEHAIgEED
APPHIUIERITEN 3k,

3. class-dump: ARdump .4, SEfF ERMEIEABENEITENLER,

4. Hopper: EXUIIDAMBRERKRICREIE, WOCKIFMHRLT,

5. Theos: — M RE B @FEMHAIES.

BATFISE @R — T EGRBUREZD T
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cycripto trUIE LR

EXAPP, BEBK class-dump S it L {5

R A7 S ZBPA
2441
Z3—1NAPPZfE, BilEEfridask B Ein#HRENdumpAE

E
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/var [containers/Bundle/Application 55B-5534 -9DO7-AD2

UIWindow keyWindow] recursiveDescription].toString

R E i 7< S 2BBA

RE, REBAXNBITEREEANTIAPPRANF,

B2, XTEEFR, BNAUESEBE—1E#, MERIEN; EFESHENESTAPPUIREKSE
Sl TR R, APPEIRINE,

iI0S10LF, RIFAAERLEZE I EXcodeRiRE__RESTRICFEL R ZBEMNEZE =FH #9dylib

static ImageLoaderx loadPhase3(const charx path, const charx orgPath, cc
{
ImagelLoaderx image = NULL;
if ( strncmp(path, "@executable_path/", 17) == ) {
// executable_path cannot be in used in any binary in a setuid proce
if ( sProcessIsRestricted )
throwf("unsafe use of @executable_path in %s with restricted binat
b
else if ( (strncmp(path, "@loader_path/", 13) == 0) && (context.origir
// @loader_path cannot be used from the main executable of a setuid
if ( sProcessIsRestricted && (strcmp(context.origin, sExecPath) == ¢
throwf("unsafe use of @loader_path in %s with restricted binary",
}
else if (sProcessIsRestricted && (path[0] '= '/' )) {

throwf("unsafe use of relative rpath %s in %s with restricted binary
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return loadPhase4(path, orgPath, context, exceptions);

TdyldigfaE, FHITREE®BIT010editorfEl_RESTRICH{EEE N F B RESC I 4

0813l /a, AIMNEE TENMER ERAMNEENMEIRSHKAEEBIEN.

char xenv = getenv("DYLD_INSERT_LIBRARIES");

M8 ER R RRE R R~ ~

iz T SN &RITABABRIEEITA— LR MR B, BARESH—H, 0SEE@X T2 ENIHAY

A,
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1. BT R TFE
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BIRRERBREXE:
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R 17 2 ZBRA

BITRNFERIFIER, MEAPPEGINESENEPFM —LHBEIE, WE - LEMHEEREUE
X, WMdbXHFZEINE

OWASP Mobile TOP103XER, B LAZEA (B A5 F

MRBANNEMEIRREF, BE—TGETEKR, &, B(NENA—TEAURRE, BEE, thinTER
RIS, XTER, FOMAIURE LENREER, MESRESHBREZEHHTULT,

XEF T REBEIH—IR:
1. 48, £ ssIfoaRa

HNEMSEHE, IR LERWE—THEA, RRSH[BAEF G, BIOSARRZSEFIHASRIE
RSB 2RIEFH, Missl killswitchFfi Epatchig T X MR ITFE

2. EHKEm
_dyld_image_countiR[Eldyldit 5T ZH FifYimage%

_dyld_get_image_nameiR[Elimage&FR, BB ERIERJyldiimageZFRe] DUE 4@ B
25 BMobileSubstrate.dylib A T AR

void dylibCheck() {
uint32_t count = _dyld_image_count();
char xsubstrate = "/Library/MobileSubstrate/MobileSubstrate.dylib";
for(uint32_t i = 0; i < count; i++) {
const char *xdyld = _dyld_get_image_name(i);
if (strcmp(dyld,substrate)==0) {
NSLog (@"iZIZ& S #At") ;
b
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f

SGUBRES, BIpatchBXEEfEEreturn 0 HLF.
241

TEMZEIRNIFZE S MRyl BTN, HMNRAFTEEIRS HHEILX T REREO
BOwT,

/* @class XHWUtil x/
+(bool)checkEnv {
saved_fp = r29;
stack[-8] = r30;
r3l = r3l1 + Oxfffffffffffffffo;
= getenv("DYLD_INSERT_LIBRARIES");
if (r@ !'= ox0e) {
if (CPU_FLAGS & NE) {
re = 0x1;
}

}

return ro;

E= e ird Al
[|||’l,r v _TEJ,J[’)L

&1

%hook XHWUtil

+ (bool) checkEnv(

%0rig;

return 0;

%end

3. IR

RIBHOMIXR, —AR2BIICFNetworkCopySystemProxySetting S CIE#HTH M, RRNEBEBHME:

WRmE, #35REREEXOHE;

- EELLDBRIEI, fTENEEAEMEFR0E, ARMEEN

RfERE TheostEZRREE AN .

2545 :
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#EFiRIRXER 2 G, ECFNetworkCopySystemProxySettingt T, IREITEARE, EEEEXER

EiZE.

] | ] : ] |
000000010062e508 bl
000000010062e50¢ ldr x8, [sp, #0x60 +
000000010062e510 cbz 8,
000000010062e514 orr wld, wzr, #9xl
000000010062e518 bl
= 000000010062e51c bl

000000010062e520 mov 29, x29
000000010062e524 bl m tu bjc_ré
000000010062e528 adrp x30, #0x10083d000
200000010062e52¢ add x30, x30, #Ox358
200000010062e530 adrp x8, #0x10099f000
000000010062e534 dd x8, x8, #0xf40
200000010062e538 g p x9, #0x1009b70080
000000010062e53c add x9, #0x758

e = exit(@x1);

}
{

var_30 = [CFNetworkCopySystemProxySetWmgs() retain];

Ml = [-‘ RLWithSt nos l:

ré = NetworkCopyf AL(re,

= [r® retain];

e = [ro f tobject];

= [r@ retain]:

e = [ro tForKey:#=*=_kCFProxyTypeKey)

r29 = r29;

@ = [r® retain];

= [r@ ] ~ ox
[r@ releasel;
((va & 8x1) != oxe@) {
ar_1 = 8x1;
}
{

FTABA R FEZEhooktEX {3, 1LEIREI0BNF,

%shook sendDataHttpApi

+ (bool) ewfefweifj(

%0rig;
return 0;
)
%end
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4. R

RBHNERE, —aiEfk, MERd —LrRNARSR B Wsysctl, ptrace. syscall%F, H2ilZ]i
HZEX EH A0S AN R IR E R, 38 E T @,

#import <substrate.h>

#import <sys/sysctl.h>

static int (xorig_ptrace) (int request, pid_t pid, caddr_t addr, int da-
static int my_ptrace (int request, pid_t pid, caddr_t addr, int data){
if(request == 31){
return 0;

b

return orig_ptrace(request,pid,addr,data);

static voidx (*orig_dlsym)(void* handle, const charx symbol);
static voidx my_dlsym(voidx handle, const charx symbol){
if(strcmp(symbol, "ptrace") == 0){

return (voidx)my_ptrace;

return orig_dlsym(handle, symbol);

2541 :
BAFRRKBENT RIARGEHMRKIERF:

XXXXXX:~ root# debugserver *:12345 -a AMapiPhone

debugserver-@(#) PROGRAM:debugserver PROJECT:debugserver-360.0.26.1
for arm64.

Attaching to process AMapiPhone...

Segmentation fault: 11

XXXXXX:1~ root#

BREERFEFROABRERS:
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‘”I‘I“ -I *I . — -nmmllnuurac stp _xza, x19, Fsp-. :-o.xlzlslrl- n—

Q- ptrace o

Jrexpected charscter found in \u Unicode escape sequence Found o', expect
180 pir map entry keys%d expecteds(%d %d) gots(%d%d)

ndex ansociated with UNIQUE o PRIMARY KEY consiraint cannot be dropoed
ISCAPE expression must e a single character

1ageF

OS] Z HB 2161 LAY AR L 2 L,

B = =
000000010011d790 stp
000000010011d794 add
000000010011d798 movz
000000010011d79¢ movz
000000010011d720 bl
000000010011d724 mov
000000010011d7a8 adrp
000000010011d7ac add
000000010011d7b0 bl
000000010011d7b4 mov
000000010011d7b8 orr
000000010011d7bc movz
000000010011d7c0 movz
000000010011d7c4 movz
000000010011d7c8 blr
000000010011d7cc mov
000000010011d7d0 1dp

I@T.CN,V_imagePi int sub_10011d78c() {

1o accept whie o fiest.
Jnknown interiace. Specily valid interface by name (e.g. \"enT\") or IP sddress.

rd = dlopen(@x0, @xa);
(dlsym(r@, “ptrace"))(@x1f, @x0, 0x0, @x0);
ré = dlclose(ri9);

XMERT, BAIEfr LATEZRETIdbRSETE.,

. W bW

x29, x30, [sp, #0x10)
x29, sp, #0x10

wl, #0xa

x0, #0x0
imp___stubs__dlopen
x19, x@

x1, #0x1006e7000

x1, x1, #9x1b6
imp___stubs__dlsym

x0, x19
x29, x30, [sp, #0x10]

2 Remove HILO macros (] Remove potentially dead code [ Remove NOPs o code duplicat

A=

Nty
- 2

S
=1
S|

BEME: BB I HptracefIititt FHI R, FEFFRRONEOTMER—MEMEI.
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O —

Libsystem_kernel.dylib

Ldb_unnamed_symbol1432455WelL i

Ldb_unnamed_syr

R EAF < S EBBA

S, B ATUBIRSEHNARN, ZEXIE:
#import <substrate.h>
#import <mach-o/dyld.h>

#import <dlfcn.h>

static int (*oldptrace)(int request, pid_t pid, caddr_t addr, int data);

static int newptrace(int request, pid_t pid, caddr_t addr, int data){

return 0;

if (request == 31) {

request = -1;
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return oldptrace(request,pid,addr,data);
}

sctor {

MSHookFunction((void x)MSFindSymbol(NULL," _ptrace"), (void *)nev

ERRRI D~ ~

W5 7w REASENS P RN — LR U RBENEE, BIRERH—EZES DT,
BEFNRNDH, TRTEMNTEENERENSH, MENENTm. ETIEGTEENED
i, S LEMRN—ESIFRMNEALNFER, XEXRZ TR —TRBEENRA, APPRXE
REEE, —REDAMMENRS

1. C
2. llvmf§UR &

MRZRCIESREREZE, MAZHMEMNRBRIPERE, BMNUTNET LRRRE, &
hookCER £, XEMNMERAET A AThook, MAETEAMEhookS,

7

B AFR B Ehook I ENY ffiMobile Substrate, EFRBEMmIMEED, — 1P EMSHookMessageEx, F
Fhook OCR %Y, B*B—1"MSHookFunctionFFhook CE{&EC++

MobileHooker

Mobile Substrate
MobileLoader
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241 :

HEhook—"sqlite IR %L, ®MAZEI TMSHookFunctio, fXA30T:
void(xold_sqlite3_exec) (sqlite3x aaa,const char *xsql, int (xcallback) (vc
void new_sqlite3_exec(sqlite3x aaa,const char xsql, int (xcallback) (voic
old_sqlite3_exec(aaa,sql,NULL ,NULL ,errmsg);

NSLog(@"%s",sql);

%sctor{
@autoreleasepool
{

MSHookFunction((void *)sqlite3_exec, (void *x)&new_sqlite3_exec, (voi

O-LLVMZETFIvmA RN —TAIRINE, BRIhELAXZSEREHEE T X MHITIENA,
OLLVMBZ=PASS, D3l2:

1. BEIR L IE—Lif-elseiBf), #REMdo-whileiEq)

2. LB BRRBEAEEERANELRIBRITEZTEER(+, -, &, | F1Y)

3. BERNIEHEIR: EEZERE/LEHIENEE

LLVMEFIEAXEARRE, BIEEZBMA—REXENRH,

PATR = J9 2 % R T I BB ~ ~

REBAIRHA—TIDINKRE, ELHIRE, EEXPE_RELZABHT—T, BRIBRMBOAT
ke, BARXANT AR R EFRE? FATRI U EM—T RS .
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FE—BIRTNE S RAREE:
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iR BHRAPP

LFEFETES, BAXTHEEHEDNITHOEREXREEN—TRA, NRKEM, EMERET
FRERIR SN, ERNIGTHRE, KSESEVE, EMERRMREREFNFR--KIZ,

BAREZERIRZHARANE? thXZ2EAMEIFIENRFME—1E0E?

TEA—MERARIZ RIS E R AR T — T RE M XIZ R ZE 4 KA MR &AM — 4R,
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RI% R

EHSBERe | BRI EIRE LY AREIEZIE

( gﬁ
1S B RSB

S D RMERD : BlimA /S .
imKABNBEINEIEDH, IEMARRT, TEXREEHIRSEAMN.
%, APPEIZESE —XBMMNR, MELKXFTM T WEEMIREIELHBEEME—IREID

IRz & EN

W

AR gEE—IRIR

{7fifkeychain

I
%@ EliAAE TN

XEHE-—TEREFIE: XE—TRXKAPP, EAPPEMIIIR, SER/LTKEZEENO, WTHE:
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. - ] Fi e v 7
suvcture ([ SENGR
Code Method Hast - Dl?\ . N Stant Duration Sire Sln.l_s Inte
200 GET FAgEc Y 290l mindX IhaGhbil I ZWFOaGVyL T AwhDAwMAAxNW 19:04:81 72ms 639 bytes Complete
200 GET fAgECY GBI aGVyLT 19:04:51 Tims 638 bytes Complete
200 POST v 3fcionsdcont 19:07:30 105 ms N 04X Complete
200 GET vdfihreatlisti ¥ 19:10:10 266 ms 16 56 KB Complete
200  PoST Iv3icioudcont 19:10:34  98ms  18.83 K8 Complete
304 GET Lapple Trigge: spple| VolceTrig... 19:11:08 WZms 1917 KB Complete
“ilter: Focused  Sattings
overview NN Summary  Chan  Notes
[
"organization": ""WEY ..® S 40 WWONRr",
“data®s {
)()('(j”: "20200416173040e0514158020aB853c90%e78abfd3aBaladl423edeadf fai3”,
aukver*: “2.5.0",
"os": "ios",
"enc": 1,
"md5": " " ol "W u 0 5™ "Nade77988652e2310a"
3
}
Header ¥ JSON Text Raw
[
"code": 1108,
"detail": {
“code": 4,
"ver": 1
h NN
"deviceID": " el & uhe “w " s % ol i" 3c9009e78abfd3aBa0a@14bbacB7edfee59" E X T devicelD
) S 2
g S Eb A
Hex N JSONText  Raw
Mecording  Breskgcints
| N ] Charies 4.2.8 - Session 1°
. & ® Ziclv 7
Structurs
Code  Method Fath Stat  Duaon  Size Stats wa
200 POST Moerfv3juse 17:30:37 TEms 1217 KB Complete
200 GET Bifv1base/ 3 3.6V 0. 17:30:39 102ms 25.38 KB Complete
200 POST 17:30-39 7B ms 18.66 KB Compiete
00 POST . v 3/profeeos 17:30 40 4T ms 7.88 KB Compiete
200 GET 15870 TreECEmX.. 17:30-40 134 24 75 KB Complete
“ilter: Focused  Settings
overview LB Summary Chart  Notes
[
"organization": "l = JHbWONR " ,
"data": {

"sessionld": "1587029439526",
“fpEncode”: 4,
"fingerprint": "\

“encrypt®: "1*

b
Headers Text Hex JSON  JSONText  Raw
[
“code": 1100,
"detail": {
"deviceld": . B ENE = =y s
'
"requestId": "c4766abbd4dbdff7@be63446dbclacec”
b
Headers Teut Hex JSON JSON Text Raw

:fEfcn3\/9Wgq6vQq9qq9\/bIWARRVIZOP2SApMLOG2ZAYVZM2z9IFKhNFYTc6tCI1BB7EbNN

B:320a014bbac87e4fees9"

) T S E B,

BLrERXRE, BAIUNEBRBERFENLNSHEER:

1. xxid

2. data

3. fingerpring
4. organization
5. deviceid

BAREMNFAMREEXLTZS .
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1. fingerpring: ER&F, BEAMBHRN ZEMIREEBYNEX, ENMNEKRS, RNTUERLED
POSTiE KR T — Mingerpring/a, BRS5imIREl 1 devicelD,

10S3 ] Z LT AL LIS AR 2L 2L

2. data: XBEENTFHE, GRANUDINESE.

3. xxid: FBRIRE, NXZLEMIZEE—IRIA,

4. organization: ERAHE, FRONESE.

5. deviceid: FxxidE mMBMHL, {EEFRAE,

RiE, BAFARYEE B RIS

V- EAN
y A A

EXH—EDHiRE, KEERAEAX/LTSHNLI,

F—F, NRERNEE, B THEXTAPPHIREMR —IRAZFME TV &L Ekeychain, Ff15LHE
AN E X H Rk, BRENERITAEANER.

B
o

PI_Process.fid

Kronos.fid

AliyunVideoSDKPro.fid

InkeQuic.fid

FP_IP.txt

NetworkLinkPreference.fid

libquic.fid

=2

SpeechEngine_vad.fid

NetInspector.fid

i)
51112 M

872.33 K

231M

5.68 M

288 M

62.00B

1.02M

52.45K

1.00B

203.25 K

41619 K

s
X

X
X
X4
X
X
Xt
X
X
X
X

BlERAT 8]
2020504 816H

20205048168
20205048168
2020%04R16H
20205048168
2020504 816H
20205048161
2020%04816H
20205048168
20205048168

2020%04H16H

{Ees i (8]
20204 04816H

20204045168
20204048168
2020%04R16H
20205048168
20204048168
20205045168
2020%04516H
20204048168
20204048168

2020%04716H

®  L3Zhci9tb2JpbGUvQ29udGEnbmVycy9EYXRhLOFwWcGXpY2F0aW9ulLzQOMOIWOTVELTQWN;
PR LY RN B ™A M. W0a014bbacB87e4fee59
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RAER, BB T XHE—TXHE: FPIP.txt, FIHEAIUERESHKINENZIERTERINX S
devicelD, EXEH(IM— 1T AENRIR, EEBINIREZE —RRNIZEXTdevicelD,

FTW, RTRIE, BINEHBHAPP, KRIMMXFIEKRFFIR, FTiLexxidikZdevicelD, thHIEER 2
—&HmdevicelDIYE, FIE—RBENAPPEITHIXXIdZEEMI XA,

Code Method Path Start Duration Size Status Info
200 POST . ! ol 18:10:48 8 18.66 KB Complete
200 GET "N | [apifv ice 3d432b413676e8ce=TG722094cv=GM4.3.51 p...  18:10:48 123ms 2383 KB Complete
200 POST I3fprofilefios 18:10:48 B0 ms 7.97KB Complete
200 GET | B ] time/getconfig?session=150000&Ic=8813d432b413676e8cc=TGT2209&cv=GM4 3. 18:10:49 131 ms 3.34 KB Complete
200 GET Japi/vi/base/abtest/\ogidTapp_id=gmulic=8813d432b413676e8cca TGT22008cv=GM...  18:10:49 36 ms 110 KB Complete
200 GET A jlWU‘JHIWWFﬂIUilm?lc-!Sﬁd‘-Jl‘bMSﬁ?ﬂtbcchGTZND&cv-Gm 3.5 phon... 18:10:49 19ms 110 KB Complete
filter:

Overview [ZZICW Summary  Chant Notes

r
L

“"organization": 'EE" W  RF| dHbWONRr",

"data": {
)(.)(id:' ] C N mEeE e ] [ M a014bbacB87e4fee59", e——
"sdkver": .0",
"os": "ios",
"enc": 1,
"md5": "cmm ® 161e77988652e2310a"
}

Headers. Text Hex JSON JSON Text Raw

r
L

“"code": 1100,

"detail": {
“code": 4,
"ver': 1
h
"requestId": "b6e403959b814d86@0b71cPalbdedg783"
L, A7 S H
A7 S R A
Code Method Path Start Duration Size Status. info
00  POST - Iv3/cloudcont 18:10:48 82ms  18.66 KB Compiete
200  GET fapilv i 3d432b41367608co=TG722098cv=0M4.3.61 Jp... 18:10:48  123ms  23.83KB Complete
200 POST Uk oS 18:10:48
200 GET Jtime/getconfig?session=150000&Iic =883d432b413676ekcc=TG722008cv=0GM4.3.... 18:10:49 131ms 3.34 KB Complete
I 200  GET mEEE B api/v1/base/abtest/logid?app._id=gmuslc=8813d432b413676ekcc=TG722098cv=GM... 18:10:49 36ms  1.10KB Compiete
200 GET Japijv1/sellfuser/privilege?ic=88130432041367604cc=TGT2200Acy=GM4.3.51 Iphon...  18:10:49 19ms  1.10KB Complete
‘ilter:

overview [ELILCE Summary Chart Notes

r
L

"organization": ° - 'HOWeNR ",
"data": {
"sessionId": "1587@31848587",
"fpEncode": 4,
"fingerprint": "npd4MdkaTLaQYINGG10H90bao0ZBvIBahKHbIhhD+vc7900PL1HMHbVFgHIISNrGTTZX75CYaEB81gFXRXKATaHw7Z9tZwKOL 4}
r

“encrypt": "1"

Headers Text Hex JSON JSON Text Raw

"code": 1100,

"detail": {
"deviceld": "2(EET HINEN - . . fd3aB8aladl4bbac87e4fee59"
r
"requestId": "20f2ba867378347710489a8e506e0a54"
b
° 2 serid bern L 7|
) 7S E B
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BEXBEHNMBERM— 1B, BEFBENBMXdEXTNIREARBRRR T — M AERIE?
EIHRESEAERNIE? XLQBMENIBE, BEE T RNDTPERAEEAHAE.

k

B=F, BMNFARERDH. RRAIXNRRE, Tht, BRHEE.

- IPTURY LLdd L& A
Iproxy (iproxy) ®1 npm (node) x2

X iproxy (iproxy) = X ~(zsh)

m

R E 7<= 2B

XEERBIfrida#iTh=, RER, AXEFXELZHIT, ME—THENRNFJumplEiE,

1= 150000Aic=BB13d4 3204136 7BekccT
‘api/v1/base/ablest/logidTepp._idegrubics 8813043204136 76e4c

e/ getc anfig Tee ssicn

ter: Focused  Settings
Overview .___. Summary Chart Motes

: {
sionld": @
4 HM JFX I I A
}.
Headers  Text Hex  JSON  JSONText  Raw
1100,
R
. edfe ']

R 7SN
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HMBT—RIWINE. TIRIBAREFE, RERHE 7 fingerpringlIMEEE.

(RTRIPT B, HOMALEARRERTQAQ)

0814 stur x0, |x29, var_88]

0818 mov x@, x2

081c bl imp___ stubs__objc_msgSend

2820 mov x29, x29

0824 bl imp___stubs__objc_retainAutoreleasedReturnValue ; ol 31inA elea
02828 stur x0, [x29, var_48]

082c ldur x0, [x29, var_88]

0830 bl imp___stubs__objc_release :

0834 adrp x8, #0x102fb8000 .

2838 add x8, x8, #0x298

083c adrp x9, #0x102fd2000 H fd2dd@@PAGE
02840 add x9, x9, #0xdde ; Bx102fd2d PAGEOFF,
0844 ldr x9, [x9] - t
0848 ldur x2, [x29, var_28]

084c ldur x3, [x29, var_48]

2850 dr x1, [x8]

2854 mov X0, x9

@858 bl imp__ stubs__objc_msgSend ; objc_msgSend

085c mov x29, x29

0860 bl imp__ stubs__objc_retainAutoreleasedReturnValue ; ot ta tore )
2864 ldur x8, [x29, var_38

0868 stur x0, [x29, var_38]

@86¢ mov x0, x8

287@ bl imp stubs__objc_release

2874 movz x8, #0x0

878 sub x9, x29, #0x48

987c orr wll, wzr, #0x1

2880 sturb wll, [x29, var_29]

2884 mov x0, x9

0888 mov x1l, x8

088c bl imp___ stubs__objc_storeStrong

2890 movz x8, #0x0

9894 sub x9, x29, #0x40

0898 mov x0, x9 - ;}?j‘ jf.-.;;_lr'ﬂ
@89c mov x1, xB B /:| ._|’ WSS N ) 2
08al@ bl imp___stubs__objc_storeStrong - I

rEE, BINAIUEIRZIREENESR.

"width": 768,
"sysaddrs": "8|@x1c5ca289c|@x1c5callac|@x1c5cB821ed |@x1c5c85ecd |@x1c5ca@eB4|Bx1c5¢86bed|0x1c5aedf7¢c|0x1c5bb5ced”,
""'sysname “Darwin",
"appna _
. '
nguages”: ["zh-Hans-CN"],
"13.3.

B “a@a@ldbbacB87edfee59": [1, 2]

“rmCode": "8|@x1lc5adb514|0xd102c3ff|0xa%9@94ff4|0xa%9@a7bfd|0x910283fd",
“"1from": "read",
tation": "@.000000,0.000000,0.000000",

e": 8|
@xaald@3fd|@x97010805",
"saddr": "@x1c9bab81c"

}
’

I
"mobileNetworkCode": {
c ystem\/Library\/Frameworks\/CoreTelephony.framework\/CoreTelephony",

aboo |dxde5fe3ce”,
"saddr": "@xlca645bo4"
}l
"reachability InternetConnection": {
“fname": fusr\/lib\/1libobjc.A.dylib", A
“foase": "exlcspcanno”, R Bl 7< S EBRA
"sname _msgForward",
"opcode 8 |@x1c5bcc580|0x90235111 |0xf9462a31 |@xd6110220 |0xd503201f | 0xd503201f | 8xd503201f | 0xd503201f |@xd503201f
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"networkType": "WIFI",
"riskapp": {},
"first": "false",

"appId": "",

"totalSpace":

63999954944,

"stCode": "8|@x1c5ca289c |@xd2802a50 |@xd4001001 |@x540000e3 |@xadbf7bfd",

"freeSpace":

53863305216,

"rtype": "all",
"name": "xxxxxx",
"scaledDensity": 2,
"root": "true",
"model": "iPad5,3",

- \8ala0ldbbac87ed4fee59",
"battery": 1,

"height": 1024
"sdkver": "2.5.0",
vy AR e e @™ B " e mAF23E1B3",
: "8|0x1c5caldbl4 |@xd28aA430 |0xd4001001 |@x540000e3 | 0xa9bf7bfd",
I il e r "y . I-u-lh_’n"cﬁd”
"bssid": "null",

"os': ”105",

"t": 1587033198700,

"appver": "4.3.51",

"boot": 1586776231431,

"ssid": "null“,

"dns": ["@.0.0.0", "I MA&"* '],
"riskdir": {},

"track": "true",

“SmSEq“: IlSiIII
"memory": 26 W=i#896,
"brightness":

XEHE—
M, Be1X&E

@.43571498990058899

Txxid, BXEBEX[R LM ERK1IAdevicelD,
— R, MORIKE T xxidi&E R E A organization,

https://mp.weixin.qq.com/s/Ou-OeSNugEz5YmUAdwnWWA
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R FTRYfingerpring

R BT S ZBEA

REFRESERRZNE, IMtARZBRERERYT, AF. FNEM. BESFENULTANERE?

XS RBIRNERiRA—LEREHNTE T, S8%K%E, MEE—"FENE, #HEBSHEMAN
B, fIMREXR/N. SEEEFERE, MAEEHXBIEMBESHAONSIES), BE5H—FTD
AN, AEFETBMRERS G,

1. EWRE—RENAPPRIAIR T, HEAIHARRIIREHE —IRRNSH, BEZRFEIFLEBRE
.

2. B FATBERREG, FEAPPERNAYBEE, @ debugserverskHNZI#HIE,

3. lldb i s, A,
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lL‘a\g:E ~ o~

MEMZIOSERAINETLEFARNETAE, FMNEZF-—FETHEHINORES, MERMNNAERE
TEep, iOSEMEREMESSE, XERZRTFRNELN—LEFERIT LR,

ER—TREMRAR, ARGCHESKIGHNRIRT, ENIZRFTENZSH—LEEE, tEmB(]E
ioSImE MM R, MRTEEEAZEZIRELN. BEAXKREFRTENX. EAFMERBRNTS
R, BAFREHEAPPHEHNAMBERENITES, BEENEZREE—ENNBEMEH, FMM—LaEm
RECHITMENZRE? (LEWIdbRIMIZA . fridatBXA9RIAS . 10S N % [ A9 R I 7 1%+ EI IRf L&
RIK=? )

Bt: AXFARMRUT, HESE

Frida 12.7.22
https://frida.re

HopperDisassembler v4
https://www.hopperapp.com

i0S513.3.1 checkralnig ik
https://checkra.in

sslkill switch
https://github.com/nabla-c0d3/ssl-kill-switch2

V2P % S-S -
$ERPRYE, AWLrEAET, £ 8 WAFL
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