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The guidance provided herein is the third version of the Cloud Security Alliance document, “Security Guidance for
Critical Areas of Focus in Cloud Computing,” which was originally released in April 2009. The permanent archive
locations for these documents are:

http://www.cloudsecurityalliance.org/guidance/csaguide.v3.0.pdf (this document)

http://www.cloudsecurityalliance.org/guidance/csaguide.v2.1.pdf (version 2 guidance)

http://www.cloudsecurityalliance.org/guidance/csaguide.v1.0.pdf (version 1 guidance)

In a departure from the second version of our guidance, each domain was assigned its own editor and peer reviewed by
industry experts. The structure and numbering of the domains align with industry standards and best practices. We
encourage the adoption of this guidance as a good operating practice in strategic management of cloud services. These
white papers and their release schedule are located at:

http://www.cloudsecurityalliance.org/guidance/

In another change from the second version, there are some updated domain names. We have these changes: Domain
3: Legal Issues: Contracts and Electronic Discovery and Domain 5: Information Management and Data Security. We
now have added another domain, which is Domain 14: Security as a Service.

© 2011 Cloud Security Alliance.

All rights reserved. You may download, store, display on your computer, view, print, and link to the Cloud Security
Alliance Guidance at http://www.cloudsecurityalliance.org/guidance/csaguide.v3.0.pdf subject to the following: (a) the

Guidance may be used solely for your personal, informational, non-commercial use; (b) the Guidance may not be
modified or altered in any way; (c) the Guidance may not be redistributed; and (d) the trademark, copyright or other
notices may not be removed. You may quote portions of the Guidance as permitted by the Fair Use provisions of the
United States Copyright Act, provided that you attribute the portions to the Cloud Security Alliance Guidance Version 3.0
(2011).
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Welcome to the third version of the Cloud Security Alliance’s “Security Guidance for Critical Areas of Focus in Cloud
Computing.” As cloud computing begins to mature, managing the opportunities and security challenges becomes crucial
to business development. We humbly hope to provide you with both guidance and inspiration to support your business
needs while managing new risks.

The Cloud Security Alliance has delivered actionable, best practices based on previous versions of this guidance. As we
continue to deliver tools to enable businesses to transition to cloud services while mitigating risk, this guidance will act
as the compass for our future direction. In v3.0, you will find a collection of facts and opinions gathered from over
seventy industry experts worldwide. We have compiled this information from a range of activities, including
international chapters, partnerships, new research, and conference events geared towards furthering our mission. You
can follow our activities at www.cloudsecurityalliance.org.

The path to secure cloud computing is surely a long one, requiring the participation of a broad set of stakeholders on a
global basis. However, we should happily recognize the progress we are seeing: new cloud security solutions are
regularly appearing, enterprises are using our guidance to engage with cloud providers, and a healthy public dialogue
over compliance and trust issues has erupted around the world. The most important victory we have achieved is that
security professionals are vigorously engaged in securing the future, rather than simply protecting the present.

Please stay engaged on this topic and continue to work with us to complete this important mission.

Best Regards,

Jerry Archer Dave Cullinane Nils Puhlmann

Alan Boehme Paul Kurtz Jim Reavis

The Cloud Security Alliance Board of Directors

©2011 CLOUD SECURITY ALLIANCE | 3
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Over the past three years, the Cloud Security Alliance has attracted around 120 corporate members and has a broad
remit to address all aspects of cloud security, including compliance, global security-related legislation and regulation,
identity management, and the challenge of monitoring and auditing security across a cloud-based IT supply chain. CSA is
becoming the focal point for security standards globally, aligning multiple, disparate government policies on cloud
security and putting forward standards for ratification by international standards bodies.

CSA sees itself as a cloud security standards incubator, so its research projects use rapid development techniques to
produce fast results. To this end, the CSA Guidance editorial team is proud to present the third version of its flagship
“Security Guidance for Critical Areas of Focus in Cloud Computing.” This work is a set of best security practices CSA has
put together for 14 domains involved in governing or operating the cloud (Cloud Architecture, Governance and
Enterprise Risk Management, Legal: Contracts and Electronic Discovery, Compliance and Audit, Information
Management and Data Security, Portability and Interoperability, Traditional Security, Business Continuity and Disaster
Recovery, Data Center Operations, Incident Response, Notification and Remediation, Application Security, Encryption
and Key Management, Identity and Access Management, Virtualization, and Security as a Service).

CSA guidance in its third edition seeks to establish a stable, secure baseline for cloud operations. This effort provides a
practical, actionable road map to managers wanting to adopt the cloud paradigm safely and securely. Domains have
been rewritten to emphasize security, stability, and privacy, ensuring corporate privacy in a multi-tenant environment.

Over the past two years, version 2.1 of the guidance has served as the foundation for research in multiple areas of cloud
security. Deliverables now in use from the TCI Architecture to the GRC Stack were inspired by previous versions of the
guidance, and it is our hope that this version will be no different. The guidance serves as a high level primer for chief
executives, consumers, and implementers wishing to adopt cloud services as an alternative or supplement to traditional
infrastructure. However, the guidance is designed with innovation in mind. Those with an entrepreneurial mindset
should read this work with an eye toward the inferred services and approaches many of the authors have included in the
domain creation. Investors and corporate decision makers will also find this work of interest, as it serves as a roadmap
for innovation and development already in place in companies throughout the world. Security practitioners and
educators will find elements of this book both authoritative and thought provoking, and as the industry evolves, the
value the authors have included should prove influential and timely.

In the third edition, the guidance assumes a structural maturity in parallel with multinational cloud standards
development in both structure and content. Version 3.0 extends the content included in previous versions with practical
recommendations and requirements that can be measured and audited. Please note that different interpretations of
the term "requirements" exist, which we use throughout the document. Our guidance does not represent a statutory
obligation, but "requirements" was chosen to represent guidance appropriate for virtually all use cases we could
envision, and also aligns our guidance with similar well-accepted documents. CSA industry expert authors have
endeavored to present a working product that is measured and balanced between the interests of cloud providers and
tenants. Controls focus on the preservation of tenant data ownership integrity while embracing the concept of a shared
physical infrastructure. Guidance Version 3.0 incorporates the highly dynamic nature of cloud computing, industry
learning curve, and new developments within other research projects such as Cloud Controls Matrix, Consensus
Assessments Initiative, Trusted Cloud Initiative, and GRC Stack Initiative and ties in the various CSA activities into one
comprehensive C-level best practice. The Security Guidance v3.0 will serve as the gateway to emerging standards being
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developed in the world’s standards organization and is designed to serve as an executive-level primer to any
organization seeking a secure, stable transition to hosting their business operations in the cloud.

On behalf of the Cloud Security Alliance, we would like to thank each and every volunteer for their time and effort in the
development and editing of this new release of our flagship guidance document. While we believe this is our best, most
widely reviewed work to date, the topic is still evolving and although our foremost intent is to guide, we also intend to
inspire the readers to become involved in improving and commenting on the direction those composing the body of
work have outlined. We humbly and respectfully submit this effort to the industry and await the most important
component of any dialog, your opinion. We are eager to hear your feedback regarding this updated guidance. If you
found this guidance helpful or would like to see it improved, please consider joining the Cloud Security Alliance as a
member or contributor.

Best Regards,

Paul Simmonds Chris Rezek Archie Reed

Security Guidance v3.0 Editors

©2011 CLOUD SECURITY ALLIANCE | ¢
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Throughout this Guidance we make extensive recommendations on reducing your risk when adopting cloud computing,
but not all the recommendations are necessary or even realistic for all cloud deployments. As we compiled information
from the different working groups during the editorial process, we quickly realized there simply wasn’t enough space to
provide fully nuanced recommendations for all possible risk scenarios. Just as a critical application might be too
important to move to a public cloud provider, there might be little or no reason to apply extensive security controls to
low-value data migrating to cloud-based storage.

With so many different cloud deployment options — including the SPI service models (SPI refers to Software as a
Service, Platform as a Service, or Infrastructure as a Service, explained in depth in Domain 1); public vs. private
deployments, internal vs. external hosting, and various hybrid permutations — no list of security controls can cover all
circumstances. As with any security area, organizations should adopt a risk-based approach to moving to the cloud and
selecting security options. The following is a simple framework to help evaluate initial cloud risks and inform security
decisions.

This process is not a full risk assessment framework, nor a methodology for determining all your security requirements.
It’s a quick method for evaluating your tolerance for moving an asset to various cloud computing models.

Identify the Asset for the Cloud Deployment

At the simplest, assets supported by the cloud fall into two general categories:
1. Data
2. Applications/Functions/Processes

We are either moving information into the cloud, or transactions/processing (from partial functions all the way up to full
applications).

With cloud computing our data and applications don’t need to reside in the same location, and we can choose to shift
only parts of functions to the cloud. For example, we can host our application and data in our own data center, while still
outsourcing a portion of its functionality to the cloud through a Platform as a Service.

The first step in evaluating risk for the cloud is to determine exactly what data or function is being considered for the
cloud. This should include potential uses of the asset once it moves to the cloud to account for scope creep. Data and
transaction volumes are often higher than expected.

Evaluate the Asset

The next step is to determine how important the data or function is to the organization. You don’t need to perform a
detailed valuation exercise unless your organization has a process for that, but you do need at least a rough assessment
of how sensitive an asset is, and how important an application/function/process is.

P V.7 T

COA T




miFHRBR YR L eTE R V3.0

For each asset, ask the following questions:
1. How would we be harmed if the asset became widely public and widely distributed?
2. How would we be harmed if an employee of our cloud provider accessed the asset?
3. How would we be harmed if the process or function were manipulated by an outsider?
4. How would we be harmed if the process or function failed to provide expected results?
5. How would we be harmed if the information/data were unexpectedly changed?
6. How would we be harmed if the asset were unavailable for a period of time?

Essentially we are assessing confidentiality, integrity, and availability requirements for the asset; and how the risk
changes if all or part of the asset is handled in the cloud. It’s very similar to assessing a potential outsourcing project,
except that with cloud computing we have a wider array of deployment options, including internal models.

Map the Asset to Potential Cloud Deployment Models

Now we should have an understanding of the asset’s importance. Our next step is to determine which deployment
models we are comfortable with. Before we start looking at potential providers, we should know if we can accept the
risks implicit to the various deployment models: private, public, community, or hybrid; and hosting scenarios: internal,
external, or combined.

For the asset, determine if you are willing to accept the following options:
1. Public.
2. Private, internal/on-premises.
3. Private, external (including dedicated or shared infrastructure).

4. Community; taking into account the hosting location, potential service provider, and identification of other
community members.

5. Hybrid. To effectively evaluate a potential hybrid deployment, you must have in mind at least a rough
architecture of where components, functions, and data will reside.

At this stage you should have a good idea of your comfort level for transitioning to the cloud, and which deployment
models and locations fit your security and risk requirements.

Evaluate Potential Cloud Service Models and Providers

In this step focus on the degree of control you'll have at each SPI tier to implement any required risk management. If
you are evaluating a specific offering, at this point you might switch to a fuller risk assessment.

P Y. .28

CIA




miFHRBR YR L eTE R V3.0

Your focus will be on the degree of control you have to implement risk mitigations in the different SPI tiers. If you
already have specific requirements (e.g., for handling of regulated data) you can include them in the evaluation.

Map Out the Potential Data Flow

If you are evaluating a specific deployment option, map out the data flow between your organization, the cloud service,
and any customers/other nodes. While most of these steps have been high-level, before making a final decision it’s
absolutely essential to understand whether, and how, data can move in and out of the cloud.

If you have yet to decide on a particular offering, you’ll want to sketch out the rough data flow for any options on your
acceptable list. This is to insure that as you make final decisions, you’ll be able to identify risk exposure points.

Conclusions

You should now understand the importance of what you are considering moving to the cloud, your risk tolerance (at
least at a high level), and which combinations of deployment and service models are acceptable. You should also have a
good idea of potential exposure points for sensitive information and operations.

These together should give you sufficient context to evaluate any other security controls in this Guidance. For low-value
assets you don’t need the same level of security controls and can skip many of the recommendations — such as on-site
inspections, discoverability, and complex encryption schemes. A high-value regulated asset might entail audit and data
retention requirements. For another high-value asset not subject to regulatory restrictions, you might focus more on
technical security controls.

Due to our limited space, as well as the depth and breadth of material to cover, this document contains extensive lists of
security recommendations. Not all cloud deployments need every possible security and risk control. Spending a little
time up front evaluating your risk tolerance and potential exposures will provide the context you need to pick and
choose the best options for your organization and deployment.
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®E
)

| Mutli-tenancy in Virtualized Private Cloud - On-Premise Datacenter

| Mutii-tenancy in Virtualized Public Cloud - Ofi-Premise Datacenter

v,

Private Cloud of Company XYZ with 3 business units, each with
different security, SLA, governance and chargeback policies
on shared infrastructure

2. ZH/

“ZMPT AEAFR S MERR PR EE A P ANE . SR, RMEEAA =, ARBERZR A, EE
AR H &7 I8 =J7 U Al S RN 5, A s A DL 5% ool e 228 o s e, R, 2

}‘:E “z*ﬂ}i' » R
1.5 =SEHE

BRAFE 2 T O 0] 1R D0 R AR PG T B 2 v H BT 2 4 U
e KM . laaS RFTH o k% 1A, PaaS #SLAE laaS 2 b, T
SaaS MHEVLTE PaaS 2 b, EAMIZEMKAASHE L SHEMER,
WEIXAN DS, WE = IRSS E 12 AR TIARAEE, 5 5 22 4 XU A i)
WA . EAEAERENZS, AR TR A 51X
B JZIRAERAXS N SRTTT, 2 S5 B AN 15 3 SR 55 A0 AN SRR AE

DRI ARAE i, BETTELAR 7 HEAT 2 2 0 K SR AT R 55 52 A S 2201

laaS i 1 MALpT s B A A BE A1 5 25 A A 2Rt i 5 YR
JZ . B TR RA (B EEST, R RIX
PRIV B BGE AR P 2 1, AR T2 laas $RALRTIR Mt —4 API,
FCVFIH 9 5 2R Al it AT A B A A L.

PaaS T laas < b, NI 7 —ANZE1HAHCAS R H T R HELE .
FRTEERE 7 DA B 2 . T BRI BA B & Th BESE K. PaaS UV K&
PG EH R, R MmIEE S M TR M Paas SCRAEHL.

KA, SaaS AL TJEJZ] 1aaS 1 PaaS 2 I, SaaS HEMEHEALH
FHe T Es, HUAAT 2B H PR, BFREANE. BRI, SAHM
R

)

Ny
e

ul S

Rlt, s, =0, EERNIRERIL. xS
TERE CATd vt Az RSy i Ay — e R BT . — MR
SaaS ~AE i ROV ER AL DI RE,
A Z T .

cloud

CSA security

alliance

Public Cloud Provider with 3 business customers, each with
different security, SLA, governance and billing policies
on shared infrastructure

FEANBERIARSS (laas) , RKit5AL
Sehibiveiti CEH DUESMEA BRI
8 S IR — AR kS5
ZAt. M EHW LRSS, BAt,
K b0 22 (B B 48 e, TR
LB IRIE MR 55 AR

BB RS (Saas) , AR RN
“HTRRIAT” AR A A
PRINEEEE L e G TR L VA RS
M ERAH=F) BERAFRAHER.
FH P AT DA PR 2 AL g B 4 3
Ao IR AR i R 55 o

SEEHIRS (Paas) , MiTESE& A
fift e 7 RAAAE IR KASAT . PaaS
PR N BT 7% 1B, HBR T W
SE AN B A RN A DL BB X
e LT R IR ARG . BT
B RS ) T EONTE BB R Ak
i Web B FH PA K R &5 S 4t e i AE
i JEHA S

/NI Al A DA S AR R i R S A ) 2 4 (=D BRI
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PaaS LM ZIT RELETFEZ EIFRACK MR . Bk, efim THtt saas H2 Ky @i, HAQ
W BH 1 SaaS AREEH] T EISERIFHRIZhRE . XA & i B 22 ek fiRe 70 b, BRI B 24 RE IR RBA
fig5e 4, (EAE ) A 2 1 RIGTE RS A O iRt 2 4.

laaS JU-F-AFRBUIRLEAN N SR RF taTh e, HEVERORE “Ary Rert” o X— B4R laas fERR 1Al
it E SRR 2o, RBEE A R R &R BE I INBE . laaS B EOR 2 B 8 BRI ERIER S, B
AA 2 o

ORI I — A R R 2 IR ST IR B R T AE (SR JUBAR, = g I E ST B H I 22 42 g AN E L

W AR A P AR SLA, SRR 75 A G R LR B RS A S AR R IR S5 KT 24, BIE. &
P PL S FAT IR S I R . H AT AAE RIS SLA, Rl AR AT R A . Bsb SLA B, JH S & s
TR EER S A T AR AT SLA, TR (RS 1Y 8 B 52 75 EARPE MM 1 551X — 73 . £ PaaS
B¢ laaS 1HOLT, XEENERERTMEZH I B O RGE I, IRARXN T2 & 0R3 K Z - & AR 4 14
DU RIS A R 45 (el MR 22 4, HLEARZR AT RE A —SeAH R N . DU R — i, H Pl DLR IR/ R R
71 (responsibility) A2 571E (accountability) o

0 G R 2 AR )Y Bl B AR BE 1/ 3hRE, BUEAIA BRSO A I — S ThRe 4N — T, B et ERE
RIS BIFEREE NRSS (Storage as a Service) HifE laasS ZX i i) — AN BARK) T IR %

TR T SR IEE AR, BRI E e f BB T AR, E X5k OpenCrowd
Cloud Solutions 7} KEIERLE T — MARE AR &, EReos 1241 XU 27l 1 f 3R T U S8 R AT A i ok
FIRRh SR TT 5. CSA FFANKEI SRR T BT A1 R AR o 75 58, T SR R UG 2 i T 37 LS () 2 i ek 7
RIZHEE.
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Infrastructure Services Cloud Software

Storage Compute Services Management Saa$ Data Data Compute  Cloud Management
Amazon S3 & EBS - Amazon EC2  Scalr Security  10Gen MongoDB - Globus Toolkit CA Turn-key Cloud |
Rackspace Cloud Files |- Serve Path GoGrid I CohesiveFT Navajo :| Apache CouchDb —| Yeround | OpenNebula |
Nirvanix — Rackspace Cloud Servers - Ylastic PerspecSys Apache HBase -|  Sun Grid Engine Open.ControlTier —
AT&T Synaptic I Joyent Cloud I CloudFoundry Hypertable _| Hadoop — Enomaly Enomalism -
Zetta — Flexiant Flexiscale ~ NewRelic Tokyo Cabinet — OpenCloud VMware vCloud —

- Elastichosts — Cloud42 Cassandra _| Gigaspaces -  CohesiveFT VPN Cubed —
I Terremark - Amazon CloudWatch memcached _| DataSynapse — Hyperic |
- iTRICITY - Amazon VPC Clustrix - Eucalyptus -

Cloud Broker - LayeredTech FlockDB — Puppet Labs
RightScale | Savvis Cloud Compute Gizzard | File Storage Appistry -
enStratus I Verizon CaaS Redis - EMC Atmos IBM CloudBurst |
Kaavo I AT&T Synaptic BerkeleyDB ParaScale Cisco UCS
Elastra I Sungard Enterprise Cloud Voldemort - Zmamda Zenoss
CloudKick — Navisite Terrastore - CTERA Surgient -
. CLOUD

TAXONOMY
Soﬂware Services
_ Content Desktop
General BUSIn_ESS . Dew_elopment & Financials Management Collaboration Sales Productivity
Purpose Intelligence  Integration Testing Concur Ciickability Box.net Yactly Zoho
|- Force.com - Aster DB - Amazon SQS Keynote Systems Xero SpringCM } CubeTree | StreetSmarts } Google Apps
- Etelos - Quantivo - Amazon SNS SOASTA Workday CrownPoint SocialText Success HyperOffice
L Longlump - Cloud9 Analytics — Boomi SkyTap Expensify Basecamp Metrics MS Office
| Rollbase - K2 Analytics I SnapLogic Aptana Intuit ik Web Apps
- Bungee Connect - LogiXML = IBM Cast Iron LoadStorm Quickbooks DropBox
| Google App Engine - Oco - gnip Collabnet Online
I Engine Yard - PivotLink - Appian Anywhere Rational Software BiIIing Social CRM Document
— Caspio —Clario Analytics - HubSpan Delivery Services Aria Systems Networks  wetsuite-| Management
I Qrimp - ColdLight Neuron - Informatica eVapt Ning Parature -{ NetDocuments
|- MS Azure L Vertica On-Demand Database Redi2 Zembly Responsys — DocLanding
I Mosso Cloud Sites Amazon SimpleDB Zuora Amitive Rightnow | Knowledge
- VMforce anm Drizzle Jive SBS LiveOps — sn?eucv:
B {,T;#;;:“"er Amazon RDS Sa::f?::;:r::iﬁ_ g
L Joyent Smart :
Platform 0’;;::33: =

¢
Ca) OpenCrowd

IS B R =l RAVUF AL, AATTE H AR BUE N .

Updated as of June 8, 2010

&I 3: OpenCrowd HJ= 48
N T RN AT, Cloud Computing Use Case Group & T — N EE 55 SR Atiid Fl i il

“Labm MR R ROE L TR A R

THRESE R AR LRI RE DA ER, DU OR B R E S . TR E. 7

4 http://www.opencrowd.com/assets/images/views/views cloud-tax-lrg.png
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1.5.1 =RESEHER
DR ES TR R e 2R R R, FRE AR HAR 1) 22 a4 f R R e —iE R E e . X THIREE
it T F R AR AR, YRR SIS T A 1] R DL T G 78 7 1) e BH AR PR 282 1R B 1)

= “TIRSRAUFTEENT 5 DRSS RIR UL XS R A AR R . B, A3k
SR R RER R AN B A B 2, IX R LA AN A 1 DL R #R R HER

= SRS TT R HE R RS AR e 2 e S A R GRS E ERAP KR D) o B
TR g e AR AR E E, (2,  “FRIEMIGS” X —BEx TR HHL R —
(AMER 3

NP IEE EEAHEFIL AR EA (re-perimeterization) MAZM, # = RO IEINE . TCAEATE
&R SHMIERIEEACH: . LR RS SRR RS ], X ERE X =5
(R Gk . BRI N4 (30 LB, Jericho Forum JF & T AL HIFHEE, ALFEIR 2 46104 .

ZIREREANE AR AA R “AER” 382 “ONEE” M Bk, DPUVENIAMUS B SRS B I EAL
BARK, MHEETRHHEE Y, BEfsuaE. 24, BORRMER &S .

XEARETRIEANTE S, BIFEAERLZE “HN”  (on-premise) b4E “4h”  (off-premise) XHHZR ) 224
FRSCRES A W, S RBRA 22, (Hi2, X B EAERENZXKIES T XA kK.

= FTEEEEE. BRAE B
= YEREERY AT RE

o EEE TR ? AT AR A ?
=GR

%0, Amazon AWS EC2 HLESZE (1) LAMP BEAFRAZIASON AL oM. S =T7E B 1aas s %, Rl
A RS RIS Rl A i 2 E BOEAN SR = SUE B AREAE Eucalyptus DU TNk 55 TR &5 A
FON L, R AEES FEIRNE, TRRSEOARA R, SN, BEER Saas WTR. I
THAEH] T 2= BB SR A E AR 55 e

cs"l“’x;(jumi\/
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#1: mitHEERY

Infrastructure Infrastructure Infrastructure | Accessible and
Managed By* Owned By? Located® Consumed By*

Public Third Party Provider Third Party Provider Off-Premise Untrusted
Organization > Organization * On-Premise
Private/ - Trusted
i
Cofininity Third Party Provider hird Party Provider .3, Off-Premise
Hybrid Both Organization & Both Organization & Both On-Premise & Trusted &
ybr Third Party Provider Third Party Provider Off-Premise Untrusted

I Manegement includes: governance, operations, security, compliance, etc...

2 Infrastructure implies physical infrastructure such os focilities, compute, network & storage equipment

? Infrastructure Location is both physical and relative to an Organization’s management umbrelle end
speaks to ownership versus control

# Trusted consumers of service are those who are considered part of on organization’s legal/contractual/
policy umbrello including employees, contractors, & business partners. Untrusted consumers are those
thot may be authorized to consume some/all services but are not logical extensions of the erganization.

TIPSR, B, WEEALE . EEAE E RSB R I 752 Jericho Forum
(www.jerichoforum.org) )z L7 RIS (Cloud Cube Model) , 4l F ElFs:

SALTRERURTE G R T i3 LA 25 s S AR A, 1R T HUIX s M—FPEZS (formation)
A B A — P A VU AR /4R R, DA R 5 i s 1 A 97 e B 7 3 DA B 2 v B 5 ) 22 A g 2 1) O 2

5 TR " T AR R AT IR 2 A 2R AR 34 R RE SRR AR T L 2R kR, X e A SRR v,
% 1S0/IEC27002, F#2HET “— RFIHE T Alid H R
i, HUFEHSANIES) . 55 4 Ft
FEREEH”

1E ISO/IEC 27002 1 6.2 75, “4bJ77”

(External Parties) M| HARA: “oeeee HAWE
SAUE B AL BB 1 22 AN Rz R A 5 AT
72 i BYOAR 55 T BARAEG - e 7 ,
Internal / De-perimeteriseg

PRIt =Hh 2 R S5 AR ) 2 Bl 4 A s
MBUE LA PR, XA = RS B0
T AR PR IER TAE . BRI IRt i I R
& H O 2 2w UL 3 BB AR

Perimeterised

R 55 202 H T 1 0 O s L A £ The Clane Cube Modlel
Bagh, B, 55 WO AR S R B 4: Jericho 5 7 B0
cloud
CSA security
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BRI IR B

BN RSIEEB D AR h . BRI IR 2 08, DRSS S A E A L ESR A 22 5
e AR RGE TN TSI “ e RE, BURCE IR B 1 PR AT DRI ZR IS — ik .

TES W T —AMBE RGBS 38 5 X 25 AR 5% 4 At A 22 4 3o 1) S5 W 5 (140 Pl i SR Aff s T A 2 4 s bl 2 A7
TEBCER AR, XS dHl 0 R, o RSGIRILE sEE = 7 it Xl LS A IUHE S Bl 3 s b R
PCIDSS) RKAHATELHE, AW~ EFTR.

Cloud Model

Find the Gaps!

Security Control Model

.. )\ SDLC, Binary Analysis, Scanners,
'S ] WebApp Firewalls, Transactional Sec. complia-nce MOdel

. ) DLP, CMF, Database Activity
= _J Monitoring, Encryption

M Firewalls

: T\ GRC, IAM, VA/VM, Patch Management, © Code Review
! It ) Configuration Management, Monitoring © WAF
v [ Encryption
&% 4 ™ Unigue User IDs
A [ Anti-Virus
i [ Monitoring/IDS/IPS
gigia! vune ) NIDS/NIPS, Firewalls, DPI, Anti-DDoS, Mmch/v‘ﬂnembﬂéw Management
2:3:4: _ ) Qos, DNSSEC, OAuth g Fiywonl A seaed Qcotol
RHE [ Two-Factor Authentication...
INuE
a1l 3 ) Hardware & Software RoT & API's -
i "
%;g ) ~, Host-based Firewalls, HIDS/HIPS,
g:i 5§ rage ) Integrity & File/log Management, -
£ -~/ Encryption, Masking
: '_:‘_' Physical Plant Security, CCTV, Guards -

K 5: $nBB5ZLEHRIEHES TH5G
SEMZER TR, LR T MG T A ZER, U By R e T BN USRI XS PG AEZR 17 A3,
XA AT A B PE AN X B 2z 4 “ 2R B AR - . R, BRI,

T EERBIWERE g0, AR ISR A2 B AR SR g S Ik sl A RE o X AR 2
ROE MRS P AR B DO BN SRR st 8 B HEER ERE R

A J LA HE R AR A, EAR A T bR Al R SR RS R R, BRI R A
BER/N (Open Security Architecture Group) %2R CRY, 184G Sl WIKIEE BT ) NIST 800-53 21T hi 3
- BMERARA S AN a1 (Recommended Security Controls for Federal Information Systems and
Organizations) .

cloud
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1.5.2 HARBIHHEREME?

P e, Hh O 5T T M g e miR At A AR R, BT R SRS
FE BT AT TR SRS HIHOR, 51858 1T M5 S L = v S A5 4L 44T e 1 e AN 170 R JXURS:

—AHAR 2RO (security posture) BT U 188 )= S (1 22 442 i BRAVEE, A RVE AN 52 %
Mo X ePEhl ] DE— 22 E B, ORwE (R4 |« WESEREE (M2%24) 1T RS (R
i) , —HIEMEEMBA (M%) o ok, SN RARIEE K 246, i, RS s AR s

B,

AR, EAF RS, SRAEEA ) 1) 2 2R STH IR KRIIAF . B4, Amazon f) AWS EC2 %
RtBEIAE RSS, BENIET 71 5T Hypervisor J2 LU 2RI L & THE, REWE TN R AsrEny e s, Wase
AEEM 2 X 2 ez, 5N, MPUATTE 1T RG GRED MR ZaiH, UlRRERS. M
AN .

Salesforce.com M1 R AEH (CRM) SaaS F=fmiElfMHx . HT Salesforce.com #&ft T HEANARS:, $EfLis
Tﬂﬁ TP BRI 22 i, ISR SRR At S AR AR O I A dE ] . X IRER T2 P M E RS
1751

H RIS AT — R 520, AL — N 206 1 22 AR 55 P ] S0 A A/ F) DA [0 D A SR 2 SR A
Bh], {B CsA M e HEAESS Tyt AT 5 2 o THR SR M b (14 1)

RG] Sz T AT A RRRHEL AT R RA o, 8 TSR A N, mhefiri
PRI IR S5 A6 0 2 8 R, DRSS S K AT BERI P A S RARARATTI B bR Tl AR, R 2 5 B IX i 55
T A HE SO TT R EAL

XMMEAAEAEARIE 5154 T M, EREhICERAG FISER) 22 i A . 5 2R PR R At i) il
ZA . BZ AT AR = B il 2 AR I B T BB T, R RAEMER R .
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U XA (E SaaS MBI, 4 A K HE BE I U R AR SS S F RRR I IRSSSES. BRAAA
AR MAAES R P . 1E laas G, RGN R 2 0 24P e TRt s, e
ZEPPRBSIE T2 PaaS T ZIARAL T — AP, T & A B R e hiiRftE s, mra
N R 22 A R A i) 22 ax O A A N DU Je 2 P RS

K 6: WTEKEE

- The lower down the stack the Cloud )
L= provider stops, the more security the
consumer is tactically responsible for
implementing & managing.

' Core CovoctviyhDotvey  lg'z i 2 Core Connectely 8Dy |27 5 1
: £:8:4: I i1
: Bigigh i §ig
: 1 S gt
: Avsraction i‘:.ﬁ::ﬁ- N Avzirazice u:éi:
’ a'e » (] va!
' s.2.4. i 2w
1 S g:g:g: 1 g:g;
. - . . 6'8,
: Farowirn Eég o Vardwaro EiE

B e 1 [
: ar N 3 Ei

Fariities s agiitis Fasites

PR i 2 i 55455 X R) 1) 22 S 08 RT3 M) DA R dnAn] 3R A58 28 5 15 PR AH 2 USSR I A 22 R B L ) o
1.5.3 Rz b R
HE% CSA FRrRIHT 13 NMEEENE T it H 2SR FEMIR, PUR Y= o IR o s 5 AR 22 45 10
“JEs”  (painpoints) , MM AR H T &Fhz RS A BRI A

X T K2R J5F (governance) FiZ4T (operations) . VAEFRIRVEBEIRT ™, MR =i EIREE 1%
W RN SR, TS AT 38U B DG T AR 4 1 22 475 B DL S AE ZEAA N RS2 B

20— 5 PEH

cloud
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HZG PR 8 25 v SR SR 1 il U PR

IR 2 bl P A58 5 PEAL = SR AR R I BE AT, 24 7 AT B Ak
HBAT T RE I A R I ORI BUREE (R DA, S B ads 506t B 24 i) LA ] 5 ) <5 41
FERIE R

56 P 2 T B I A R T

AT I A R BT RN AR SRR ZOR . 2% Al RS B R ik
M EDR, BRALEOR AN EPRNESE .

DRAFFATIE WAL A 2= 0 5 5 R

TR TRANAR b XU B 2R

AR A [F A 2RI

AR i D L
T A 2 T B Y B0 BN 2 B . CLROR 0 A R T R
B . WAU) . N RO A o R 0 A P 0 .
B T,

2y Sl i

RRERNSRE S I % 2 o KR I R L% T T B RO T A B 2 o 2
I RN, AR IOUE T, i 5 S e 52 AT
A

SR S HOR S5 M — RO RIS B0 5 — MR ORRT, Sl e T RS L B 0

T30 SR 1] FLARAE AR G (0 1)t AR X i

cloud
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F2b— BT

fegi gt ar . NS IESNEM R AR R

2o TR0 5 2w T SR A L M 25 3 8 R R HE K ST 1 R AR IR AR RO
FEo RVE R RTHE A& 2 THE AT AL RS, Ay BB x4l KU i PR A B
KRR AE AT 18 BET, ARG T W7 B TR 2 1AL AR L 7 T
A DA B il 22 4 XA, T SR e AT 18 o 17 X o

Bl iz

BT A B AR 7R OB h D R RIE AT . R EESQVE R B R RS IR 55 A
PR 5 DL B e O RFAE - DAL B TR AR R TR A R A RS

= LRIV = IR e

RS A I W ARG SR U TR B S R Ak
BRUGIE, £E 7 AR AL R P AR 5 2 10— 2856 B o A S DB =
LRI S R BRRR Pl R S M

N 224 PRIHE = _Ls AT = I R R R AE . 5 SRS N TR B 8% e =
BATREWAT, WRAT, AR TFERREIEN (Saas, PaaS, or laaS)
s R 2 A A B VR G 7k AR AT R S B . AT AR AHTE, Mk

PR 2 A5 BRI AT A f X 2073, R A AR b B AL, R R A
Xt BRI AU 1] LK ARG H

B Ry il e B

B G AIR A B RS RS gt Ui s . E R RALS S E Y RE 2t
BB ) B AT RS — NSRS G AT R T 2 S0 R
] & B (IEA) .

eI REAEBARE Z PN AR T 527 v™ B vM 3LE (co-
residence) . Hypervisor [ 551 AH IR XU o AN S 2 S A F R AU AL AH
R A R, AR &AMz Z 5%

Z RS PeLEE =7 et e trbE . FAE R, SIVAELL R S ;A i E . 2Rk

55 P A B RO IR I . ABERIA B R — A Bt i LR LR
MRS 20 =7 o IXM IR 55 19 P RT LAAS 2 6 DR RTINSl 5 38 45 3R &
T E R IR HOAR o

1.6 =EPEER

TR E A R 552K (SaaS, PaaS, BU laaS) , #RAT PUAN = ik 55 #B B AR 0T il AT AR A A0 L A2 4 5 76 3K

BT M A R P TR, SATETMNaER, BN — A REE, XHFm—AMi 12
“INEHZ” - — MR A = A G IR B A 1 O R e B IR B F P 25 A0 16 A 3 U
T R R S (VPND IEEE

cloud
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Wil “fRRTTZR” W B ZE LR, Pk Tr R R G, aetERRshtE, DU MERE I #E R
. AL, FENADMURER —, HL M (perimeterized) RIf# DR TT R RCRHRANIN L34 54K (de-
perimeterized) iR 77 %o

FIFEROIERE, SRR AL R TT IR 7 58 th /5 BT 405
HEEA
Az mEERHBORE SR O IR ST 4 — A AREEAS KBTI AR I ST RS AT .

" MAz: sEMROEET N AR ANEE. BT A2 B AN =07 IR T DAL T A
BAER o

Xz AR A TN, SRR E AL X A X IR L RIVRSRALE R 1 AR (5
fdr . ZAER, BUREE IS IESE) o e DUl S eI A 5 =07 B W] DUAL T 2L A e
S o

» JHED: mREMWHBEEANEREZ AN (A AEX B ARk, PIMOLSZARSEAE, (H R AR
BAA MR EE— L, XEHARMEH BN A TREE (B, =EAEET coud
bursting HiAR)

1.7 B

RS AT LA R =P AR AN R IAT AR A o IR PRI MRy “SP1” BRL, o SPI 4y
AR AT PG MRS (TEIRST)

o THARIIRS (Saas). FEAtLs HI IRE 1 F 55 IS AT HE = LAtk ¥t AR Bt o AP T 2% A
T RAIEE O iR, A AR SR U RN (S T S AR TR AED o FH P OE
AE BB R ) Bt B, Blnmes. BRdsas. BAERS. A6, SERPRAWNAIgE, W
RE I SN AT BIR AR FH 4R 1A L G £

o =FPEHRS (Paas). TRULLS 7 HIRE TR AE = Btttz b8 H - QI BOR G IR, 3 28 B 4 H
R 55 1 SCHF AR TE 5 B H TR . F 7 I AVE BEEE R 1 = St Bt , B AE %, Iedsas. #BRAE
RGL. BAERESE, (EZ AT DL B (10 N A S R 7 0 A S &

o mEMBMEEIRS (laas). Mt IR mfefdt TALRE . fff . W4 S BBl VE I THE BRI, DA
B P E S TR A, IR RGN . P IR A B B ] I 2 1) = Z A Bt {H
REAIA X RAE R GE S ARG AR B O N ], DR — S84 e Mg 4L AT BRI (5 an SRR K s

%)o

NIST ARRYRIA SCIHF VA B I IR A 2 A S5 AR R AR SR IR S5 A 0 S, i e it fe b b s . A,
TR/ REL BCEMBENIRS, BRI AN = R SR B 2 18] 5 R AR .

CSA“ 5':;"‘(;}:{{\/
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faimn 52, TR W PO IR T I K, P M RS R 2 s i Wt & APL Al RS
TR SR T L, BRSSOV BN B RS R G EE AR .

R TP PRI T R 6 2T, =SS RE R S A AR SO D AT %, 9
JHRBACEEYT 1) T B FTiB K i ok 7 S48 — i SUZ I TIRE,  FOVFH ) AT AT A 3 A ) i e i A2
AR E 7 R

[ B B R B B B T R TE R IRAAA 1) AP V24577, 1XEe APl I T 8 H ., 248Dl
HEpVE. XS E IR =t 58 10 T/E4H (Open Cloud Computing Interface Working Group) » V. Zy3#h A & [
EC2 API, Vmware A @) 7E DMTF #2242 vCloud API, Sun 7~ &) ff] Open Cloud API, Rackspace API Fl1 GoGrid API %,
T FRUERT API 2 U[E DMTFE FIFFBUERIMERE 0 (OVF) X BB R B —FE, 76 = nl R i M A B 3 1
J7 T E 2 B R

HATAMRZ TR, SR ACHAGMMIE. ERFT7 08, AP RRMEFAEERN T 2B RHI 8
TR, RERTRE S TE R EARERIRA.

1.8 FER

RS R A SEARAE, R T e S &g HONER R R X 5] -

v BERERS: M ECW DHER AShCE TR E S, B Ss S R AR A7 i, T S RS SR
R 5 N A AE L

v ZMMETIE: RS R IE N AR E LR SR, fedbR s i R G (BlinRR s iE .
LA HLIAT PDAY , RASHEAR GE 1 Bl T 2 (A A 55 O A A

v R SROLE AT R BRC AR R BRI, R AR, IR F B, R AR B B AL
BRI FCBE B Begh 2 N B A . BARAAAE MR I B AL B e o, ot & il & H
TG ¥ ) AR A T v i A P SRR I DD B B, (R JROU) B AT DATE BE i RS T R AR e B
(BlanE S M B BEESIE 0D o SR T OEAE. BT, AR, EAHT T8 UL
o HMERRAAER “z7 , (ER—HHNEA R EE ol s 5.

v BCEBPEY R B2 AE T LU R PE LGOS, (2SR T A (S S . BB ORI )
oo 38T PR, ATOORIR IS5 AT TR, T BABAR 4 I L

v RFATHE: = RAZUEEAM A ESBAEREM IO AR IR SR (BlnAA . B A TR B
BRI PS5 55) E Sl MO SR O AE A o BRI AT AT AR 4% L P OF AR Rk, xR g A
JOXT5 B o

TR 2 R R 2 A B RS T ) S A PR BT R, N B — B b 2K, X 2 R S5 AN SRR T DL
ALy, RS B AMaE A 2 AR R L XS A RESEAE B, B ad R it .
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FERE RUP RS, TR BOR. R BEA R SR T AR B QR AN A B OC L B o A %
=2 SR B — NEBE AR, A AT REREVE AR SIS LR 5 1) . A2 REE, Bl 13 ek
YUk, NEEFE VR BE. EEANG P AT E I 2 et RS SR

SERHR

[1] NIST =it E X
NIST 500-292 “NIST Cloud Computing Reference Architecture”

[2] NIST =15 € AT APL 3131
www.cloud-standards.org

[3] Jericho Forum 37 Jj R %Y
www.opengroup.org/jericho/cloud cube model v1.0.pdf
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D2: IR E 5V XS B H

Zo VSR PRI TR Al RS 67 B PR AR ) G 2% BRI AN STt >4 O 2 2R 280 A A P R 45 R 1=
Bzaini, NREHELENE. HIUENH R = BRI , HAAE 5B 2t 5 15 BN
B, WSRO B AT Y, S LS ER =7 PO .

AN R SRR B XU BE T SRUR T 583 1R B R AR B, MV SVREAR IR BE TR —
HR T L T R MBI EAL . 5835 015 B 2 Aih B EORE B R & E AR SRR S mT 3 etk RN T
HEPAT ATIE . RIHRSE. AR, PIHRSROE, I AR RO R R

FERUEEES, REARE RS RMEEME D I EENE. EERBHILT, &%t
ATV I RO o T ROR R 2 BN R, 7 SR AR 1T SR AN ATy ek 2 (AT U . TR 52 A
DR ) E R R B X RS AN (B R HE e DL S ity (il o 2 ) AR P T B R e L HR RGN 2D o B
& ERIABIER,  CloudAudit 5% STAR 2 32t INARMERIG BT %, JFERA R Rk,

RS Al 2 E A

- A
L F T RS B = AR A
A KU PR DG-01 ., 1IS-02 . GRX-XML FI

CloudAudit {2 #EEE#] o
2.1 AFNGHE

NEEEARE - BERAE, SOR, S, BUE, EEAN, il igdRs] . E R AFNaE RN
FEBEARZ A AN RE S Bhr 2 B K R RIEFFIARNAEAEAL, T AR NBIRAE N 2 7] SEFr il A & 1)
R, ARG AR N SZFE T IR AR B AR A 2 (H 2 AR LR T I0URE AR J5 )

= fENEEE T

= PR LEE R
= AFTESEN ORI

= WSSEYIAE B

o JRORGEE R RO R AT

P RSE LRI A T — A R R FORARE AT T DE I R R L . W T aib R RS, 21 RS
FEMRR A AL FoE VBRI SR TT - WERE X TEOA L, %) FSRE SR REIER SR/ WiRIX
JEA AR R, RN R R RAR D RPN R, AT AME R R R S R I AN RN A
AIRETE
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26 A 56 T BAT A% B W WL T 2 ) R R s ARG KR B RS B
2.2 NS

Al RS E . (ERMD REAR T BN H R R BRI BEOME I A& W . I AL S5 A AE A E Ik, 8 2R A Bk R
L RRE AN HL IR PR . A E PR LA B2 XU, 7T RN s A 2 R HL A
W (A

R RS B R R M X 2 L XURS Y B A ) U S P A B KB i AR 2 RE T DRIE, IR A
MRS TR, DRSS BRI E BB I PR k. se B VERT AT Ik

2wl 55 R FL LG A S B XS AL P (56 ) 7 VR AR -
FE S b, B R 70 AT R A L A RS 328 3 5 XL G KBTI 2 = A SELE )

Ab B S, HoA R DG-08 #715S031000 f1E/H, ISF AT
ISACA 755 LI #MEFE 1

= R R SR RS KIE S

= kb SRR U A O KRS (1 Rl RE 1 B2 i

= o HBEROREG: TV 55 5 EORF RS Bl HH— B0 XU
= R TR MR (175 FE AN R T B

DS BRAS 52— PR, S b R 7 B AN S BRIl T AR AR A XS A e — )
7 NP S IR = 9N

TEAEM = MR BT R, V2 A TE . R RIS, I SE AT 2> S0 21 A XURS Bl 55 WA FY) A 2
RASE BN T FIRST o B 50 A EP b BT IX L AN 5 1 LA PRE FE 75 K = T SR T 5

it R 2 APAL, B4

= UL IEA
AR R

= BT

= AT (CAPEX) HEAIZE A (OPEX)
= BPIT AT R

=GR N R P T R B 2 ) A i

o LTRSS S 1 B T

cs"l“’x;(jumi\/
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P AR 2 i 55 A 22 2 WO B 2 4 1) o 3K TR R 7 22 i KRR S 25 AN PP Al e 55 92 (46 7 110 1t 1z
CHR S5 SR LR (I SRIBRAI AR OR 2R ) o IX AR RKIRAE 56T AR 55 SR (1 B S IS = B AT o . X8 = AR S5 de fit
e PP L L AT P AR S5 SR B R AE AR B L b S5 HE S AN SMEVR B2 45T T A SRME . JRURE AR s 3B N B fE s 3t
373t (co-location) A& 473 B R o Ao X N B4 o B SR AL /2 5 3L B B SRS AT A 9 B VP A, PPAt AR
55 PR TR AR X LU H AR ] (10 STSONAT R PSR 5 B SR AR R &R

FIE RS IRSEH W (SLA) BCHARIL R M hREAT 2 3, REREAT A ShelE 1 (748, 0F B
BEATR S RGEAL I L RN 01 o SRS SO M RE S 5 RS (AR S-SR B0 =T Tedk B 1) Al e,
K2 R TR, IR,

A5 FE 5 7 e ) SRS B R R b A1 T I 55 B a3 1 3 B R AR S B A U 5 2 R — B
2.3 ¥

Permissions
w CRA A TR IL A PR HE SR DG 2 0 B i A ) KUK
o CRA R BSCR TR R AR (B, SCAP®. CYBEX®E{# GRC-XML')
= HSLEAAR AR O ARG AL R AR IR A S A 58 NAE BERIE T ) 2 A5 7T A
= MR RS — N HES I SRNL XS AN [/ w928 5 X A 22 5

2.4 il

o B M THEAR S5 A8 K B AU B BRI IR ST 4R BE I A0 22 A Re J L AR 22 A P2 A IE A REAT (K TR 20
PRI S TR A, DA DR BB RR S 2 T K

o FIFTHSURITE B ARE B AR R AR, KRR B AR, 1R AR SR R4
ZUARIAHA (due diligence) [{—#55r. RIHURH P 5 B2 & B R ELE. FRNE. A RIT
0BRSS SRBE R (1 2 A TR TR R RIRE J7. FRSS 3 R0 780 PO 125 J2 2 A T2 S T XU O W W S 1ok 4 9

o

o P FIARSHEAL RS 2 (6] i) Pp IR Ve BR AR R R AL R IR A LR, B A& R 25 28 4] (services  delivery) i 1T FITTF &
380, A URS P4t A XU & BRI, B A N IR S5 B — 3B 40 o

o EREITIRSACFIML (SLA®) e [ 3240 SUS5 I AL 22 4281 T, R IR %2 4 T SRAE & R 2 Tl L T s
PATHI

® SCAP-4 4= N 2% F Sk il
® CYBEX-¥ 4% % 4x {5 HAZ HAE 42
" GRC-XML-SEF FF N3 AN [7] S 4% GRC ThREFE A 2 045 B 3L 22 (R R bw it «
8 SLA: Service Level Agreement, 557K FHril
cloud
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o fEIEMBRINAT, HEELZEEHAMEMPICR IR R bR ER N R, Fb, AN R
HCFMATH AR, RS ETIREZTE G, RERBIRSmRs), B HE RS R
REME A CHATREAHRA) fahx.

o HIFVE R HIBE AR BEI IE ], B 5 16 5600 N SRR 25K Pt
BL(SLA) 217D 7 o SRS R P U B 38 o e o LS 0 .

o HWTmIHEPMZHRUMBA R &, EGHXNFH TR REIFAGH, Bk EE . fan, —
B i 55 S A 7 IR 1 MG 95 P PPAS RS Mk, T JE Al P D0 PR ) B o o RS AT S M A et . n R IX AR
PRSI T E R BRI, A BT 2B APPSR BRI SRR s, sG-S )R
B SR —BUR AR S SRR R B A

o WURXMHL M KRBIIREM N = Mg, MRS E B VR N AZ A S5 R AN PPl 557, R AN 20 A B A e 55 1E
LA PR 57 ORI EI 3D REAERNT, WS/ A mT RENE, B2 Stk (0 KU 1%
SOV ARREA L Z R AL B (Pl @, Feis. 38520 THRIRIT R MU AL B TR i 45 RN
HR 55 & LI —HB 7>

o JRSF PR A A RS A 7 ik ARSI 20 A AR vHE AT T RE R RE SO PR R — B0 F T AR 55 e A i M
I A M 55 IO AR 3 5, T Iz [ A £ I 55 S A 7 D PR P B 95 ) ik R P 1) 2 R 35 AR 1P Al o

o HWT iR RIS SR AW ARG, N2 AR 55 S (e i RS, il R 55 B A3 A 10 e ol 2R A
RE AT, AR AN A P ) ) R AR A AR A

o BEIH N R SCRF 7 IR S HAE MR SSSR S N B . T AR S5 SR AL R (R B SR A T % (

valuation scheme) . —%(.

o MRS HRALT I H AR 55 H R KB A I il RS IR . SR IR e RS A B, #R i S
A NS S B H AR Kol 55 H ks — 2

o ARRAAMFEE BRI, ZUHFERSHIHSMRSRARTENS SHERENEE LR, FR
2 AR BN P R R 55 SR Bt e P SR B SR S5 i AN B 22 A H A e RS SX AT LR 2 B[R] 15
JE 22 A TN XS 8 B RO SR ORI BT (1% B 6 T MR S5 SR AR R Rl Y D B B ]
REE TR T T KR AL .

o RGN D ] B X 2% R 55 XU M AT 42 32 B A XU R 728 R P R 15 B e X e

o UHRAR S5 R M AN REIE B FL AR 55 R 2 ST A R0 U B AR, I LR PP I R S PR Ak, AR
LRI B S REJIoRAMEE A2 1 XU P22

O LHLUE A RS R G ) 5 T 45 AR AR U B U TS b o 30 JXUK 15 b B (04 B 26 K8, R R
PRI R L, LA R AR T R £
2.5 ER

v R R ARG R AR ORAFIE I, FRUE DIV BURR A e /1 AL ZLE W]

cloud
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v IR U S BENBE AR FLARAT (1 KRS 55 P B 5% 5 YR8 A ) USRI % [ 9 B 3 AR BT
RS O

cloud
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D3: R E: SREHET RN

AR = T ST SR M — AT . A FRAR SO BRI AR B 2 LR e SRR R A — RO
FE R RSB B PR — B R R, DLRAE P 5 [ SR in R R W HL T KB (Electronic Discovery) Jrfi i iIHRF7k

[7] 7L

AT R [P R BEEE, TR A RERAUETRAE LI

BB AR e T

= CRECEIER B BTSRRI R A A
= SRS HHIEEAE
= RIS RREIR )

3.1 ¥EARRE

PUAER, ARZEEKEEAT AR, EMU L EMaS, ENZERASLHSAMABENER AN
BHERIRAM. EEATEN RGN Z e, flun, AT AKX, A AR, Fri=l kT2 EEC4LE
IEEHE Rl it . XA R AR 3 MK IR L A 4421 (Organization for Economic Cooperation and
Development , fij#% OECD®) MIFEAL K448 FEI, LR KRE G4 (Asia Pacific Economic Cooperation , fij
FX APEC™ ) FIFERMELL R A A HHR . W ER A BE MR B VE N N B 2 =00 A BR300

FERRIN,  RRINZE G X (EEA) ™ A& 08 1B 5% L 28 il 2 S RV R g, 28 T 1995 £ European Union
(EU) Data Protection Directive 4R {547454 . LA 2002 4E (K HL T FafA 54 (ePrivacy Directive, F.7F 2009 445
FUEIE) HEEAREEN . XA RS R RS, S AU IR R e IR SRR S R . HE SR
IMETF XA EHERRMIE S, BRI 0 EE BRI e By A AR 16 DA Ea g1 et o 1, L Ja sk T8 [R)AE of IO ) SR AuAy
1,

A3 3 Bk 5% FE SR IR AR DUPRSE (128 (B Bt fR IR . XS8R SR AVE A A A & 5 TR 255K
I HA A O/ N B B 37 A0 2 2 R B R T 8 OR8N 5 o BRI SRR A T AL, el 24 1m0 25 =5 4
o B, BRTINEERL BTAREE LUK AHE LU B R IR D22t 6 244k, B sSBv0 A, SIrEARE thil
o 7 HE R A XA T R B R E K, I HAR AT B R e A AL BB AMHEZR 1 51

FEHA, DNE BRI IERERE AL RN NE B UL EHE R 2 4. RS TAT AT T AT E 1R,
By MRS . AR LIRS B AP R S AR 25 IMTR S, ISR S ERE M I BT O G %
NI AT IR

° OECD - Organization for Economic Cooperation and Development
1% APEC - Asia Pacific Economic Cooperation

" EEA - European Economic Area

'2 EU Directive 95/46/EC
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TEFRE IR 55 BRI H AT Be 2 ) T — AN B AN BHE R IE R . XSGR EOR A S UNMA 1 7 R AT N fi ot .
BN, SRR BRI ZR (Gramm-Leach-Bliley Act (GLBA) ™) BJE 1996 4 K A7 I BT {6 & 5T/E% % (Health
Insurance Portability and Accountability Act , &FK HIPAA) BSR4 2L L4 1 & 5] i 7 2038 5 At AT T 1 0 B0 7 S FH & B
M2 A4, IS HARBE AL %K. BUMHLA . BB R )25 <> (Federal Trade Commission , fij#K FTC)
Bl 3 [ m VA K — BRSO A AT o B R AT A AR ST A . ST IR 2 45 #E (Payment Card
Industry PCl Data Security Standards, f&i#% PCl DSS) & F Tt 5 AT 5 (045 A R~ 2ds, G4 B A FE
PR S VUITE 5

PANEB - 5 N g A B b . BORAE = P AR FR N AT BE 51 K 5 A SR T2 ) R A — ] 1
HK— BRIEER

1] i1

5 B AR 2 IR 248 LUS AR S IR sE , 49041 GLBAL HIPAA. 1998 4F ) JLEAE L FEFA
#4775 % (Children” s Online Privacy Protection Act, fij#K COPPA) , ‘Bl
55 HHIPCHS BR 5 25 01 23 AT () iy A S (R BSR4 m AE AL PR AR i R I T B B RA N 22 42
T, AT TEANAT] S 56 =07 MR 25 AL RS 1065 [7) H 2SR AL P T3 7 44 it o

5% [ BRI

5% AR 2 A M ESR A 74 05 AN NBHRAR B 2 I 2 Ry, IR ERAATTH
R 5 SR AE M FIRE ) S o RO A5 U2 22 A R R N V508 o 28 /0 EOR A R S R Ss e it
e (A5 T A P B A B 2 AR Ttk Ak . 0] 2 L B i 2N 2 B R )
ZER

EIESPUIRFS

Bl g PCT DSS. B& 1S0 27001 IXFEIARTHE 5] R IR YL LA IR IRAE ) 2
FrifE KB RN . 52T PCI DSS. B2 IS0 27001 FRifk (112 & WA 4758 57 47 52 [ Am v
s TR RIS SABLI SLA5 AL TR 25 At AT T 23 B 7 AR5 A2 52 1) 240 ) I S B 7 o

2 ER OB ER R 25 HABIRE A HLR A BRI EE.
FEIREETAS, BmpEhl N R Z 5N AT EZRARIERER WilgEma

[ o 0 25 BN NEHR 7 504, B AR 2R =5 A BEEAR A DL o B 4 ) A BE5R
A RAEAT AR S A B N 105 =7 RBGGe 0 BoR . A28 E 1 22 2 it ok
TRIEd -

BV R B E BRI S B, ~ F] & R EATRER SUE GRS AT B . KR
a2 e AN AR, DA RO Sl Rt . DARCR MR 2R 28 =7 . &
an, XA T A RESR A R TEIL Web 3l pi F R A i ORISR FA 7S B

BeAk, AFATRES ER S EIT SR GRS HB0 , EaFERxEdERT
NERA R R IR BOR 2 E . AT SR LA A 7 i

AL Ok 2 IR AR AL T i, B2 B RREEIN A8 099 /2 AE KSORL 1P 18
T~ BHE A R AT PR T AT AR

o
sl
h
[y

3 GLBA - Gramm-Leach-Billey Act

cloud
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fltn, AR CaFRESSE RGEH TRE g, £ rE8dE LU TE
ISR H

AR SR B ALEIE T 7o VIR 2 N Bdls 1) B A0 R AAT TR AN N B L 2 R I ER 15 2
RS IRBEE R LAV SRR 2RSSR AR N R SRR EE AT AR T ) A SR
BRIEIBCR]

Erx s E R SR Es | R AV 2R ERERE. SO IRGIE B IZE . ERZHHRT, RA 5%

w FRE RN NEE . ALEEABGE D R IN A SeVFE B4, e th
PESRIGH IR T W DR L5 [ 5ol % A 21 ) L RS0 £ /S AR AR T DL AT 2R
AR B AN T a1 4 il P 76 [ 2K BES B2 1L (1 BEURL BRI ATSERL DRA7

PR T th R PR, R s e LR AR A S N st A Ty 4k 2
HE),  DUE REAF t [E A1 R HdiE ORI 2 AT RE TN 2 L PR AR E BR o

WHESKME, iR 7e70 0RI7 10 ESR AT RER R A% 1. RIS OLT, AIRE
i SRR AT B R R VR AT

3.2 %R

AR R e, ORI LS DR 2 4l R BRI N BRI DT, B R L T I
NIERTRE SN . B (0 DR MM =5 K5 A B A B Bt I L AR i (1 525 . 5 Bl
PR AR THE. BRI RE NS RS RMFEZEE PN GEED WIGEHER, Jf BTk LH 2.
I BGHE I E XX At BILRE,  BLRAEXUS Z 187 e 5 B A MO A2 B3

ER TR AR SR ARdE LA O 1 B S B th EORBE RS N T RIPUR S (EPIT & AR Bl e
it (FEEFBEATIIND , DA RIX L TR 2 JEAT -

3.21 REAAE

FEREE o H SRS UG 2 R RO IEAL B B R IS B oR AL RS 260, DMESHR SR = iH 5k 5%
A RIRANEEBEIGAEREOR . B, BRI E & SRR B RV 205k ST, DURAERREE oL T
FCVFo MLS5 IR AT BEAEAE AT IS 24 R BHiE (R ) 2 52 BRI PR G . B2 S B0 ™ A 7™ EL (R 22 4 k)

BEANAFINGZ S FFHAEREERSOL T AT BE R AEVAH B R R W = IR S5 SR A i AT BRI 2, AR
5 HITAEIIAR 55 RE FCVF 2 W QR SE AT DRI 517 R 5T

3.2.2 &4

X7 Wh 2 P A Rl AR AR S I, A [FIE AT Be A LLS s Wil 77 3 (click-wrap agreement)
WREFRA TR, BUEXUT R E G =S EiE. i — M E AR PSR . RS eEmE—
AT, BRSSP NAZX EE = R 55 PR AL s AR PR SEBRIS R 0 55 100715 48 RN 5 458 R X 2 [ER] 3 SRBUAET T30 57

cloud
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T RS o U SR OUTT RERG Wi 5 R, AATIRZ 2B ORAE 5 [P L DL TR 45 SR 12 B [ ) 2 s R XU ) 7 A
PA5To BT NAZ PR VEIR A AT A 26K, MO EEAE 22 A5 N ISR ity R AR /e SRAT XU

SR L o) B A AE A R PR RIR L, BIRSS %  NA% % Bk 0% B AR &I 5, SR A& FEUE A
EEAR LR ZF . flin, MRZWMESEFITEKE HPAA EREHHERI 2T, I HREIFIREESE
HIPAA BATT IR MM = IR S5 4R LR . BURIRA AR B AZ 1A 2 =

PAUR 2t “” BARR B 2R . sAh, IR &SR G0t 7 1P 2 ik 55 & R 75 2255 FE I — 10 2%
B (EAREE T RA) [

3.2.3 W, MRRFE

DU EABEAREEN . EEAWRAIF BT S 2GRN . F B0 = s 347 e I s . R pEAl
AR DR AR 25 S S PRI 1 B SR AR S e i, JF HRRE A RIS AS 2IEAG . sbAh, VRHE. LR IIE S
ARATRE DAV 5 28 R AR AR o A0 I A R T 6 1) 22 2 O« B IR BRI A 5 R . 2507 2 53 A
He sk ITrst, JF B tfic B (RFER T r& AR T T HBEA B R BORANE R B, i iR A A
Wir it 2 AL R 2L (1 22 A d T

AR ZAEAE R A 3 BRI = BN BE R P BLE] . AL, B He A 1K B R B 1 o AL A
(TU-T) AR/ T X.1500 2 8 iF RV, Ja B ARG ISl H AR« P46 2 45 B ACHAEZL ™ (Cybersecurity

Information Exchange Framework , f#F% CYBEX) o

3.3 HLFIUEHRE RIS S FIHRF IR Il

AR A 56 E YRR RF IR EOR o S BURIR R RREE BRI SRV R . 5 HAL KRS HE SR E
KIRENFE, 5EFNERGIIFFIRIE R LN DAL I T30 LB SR A SO . MU AR TR T A S
(ISCRS, I A ZRR AT RT3 T SNBSS

LK, cafa AP IFASFEAGIREAITMER. ZK. BUESAM T B M EEEEN . Bk, W
FERU 1 LA SR B 2 SN LS5, JE AT X815 B (ESI)

W+ = TSR SO VR A B & I R B A5 B E 5, RS IR BER AR 2 e 25 AL e R
TG R SO, O 1 RENE T AL R B SR VA N rh L TE A B AR K P A% R, ANt B 5 T ey
FAMYE

X E, mIRGSIE BN 7 25 B A, xR DUE R, JF BT BEAR SR HE 47
T =55 eI .

331 BH. RE 5%

FESG B AR ZHOAIRE R X, B 07 AR OGS B SR TR, RS B i B SO At . AR
BRIt E AR =07, MR m RSP, — A REr 7 BFENERE BB LSS, BOVE R REA AN &
b BRER A X LB . ORI, JFARPT A LB A S IR SR B (R A2 R IR (B, RAERE RS, =ik

cs A 3 t\:w urity
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F A M T T S QIR M AE 2L e ) o XM HIR SR LA (b 2 P R e A9 1) P AN N e
MR MRS R BERIE (S B A R = B A B, Ry 5 T K S35 AR A RIVA A8 T DX A g e 1382 Y
7]

3.3.2 R =NEAMEE

FESCLEYRIA AN A, SERRIK 2 N RTRE PP B = AR B 7T RE S O R A B0 B I A 9y % . EIRXMIBILT
0N REF A = PRI AT R L 2 T A, P BN B8 R A A% 22 A Y T A I R

3.3.3 AIERMENETERRA TR

HIF7E R R 2 7 AT RETCIRANAE B SRS —FE g B A TR R B D . gk, & IR &
AR R BT R EAE = P B . Biltn, 2w BLSZEI; RIFE B OS5 & L 52 TR r sk, 15 a4
BT E AN T HEIK S Al BERi A R XA BE 7. UL, &7 5 255 18 T SO PR UG R T AE BB S A I [R) A 2%
M.

3.3.4 {%%F (Preservation)

—RBORUL, AESRE AT SR IE B HE Bt B LEAE L AT L DR B ) 1 il A BB BB B, B
T B R DR RO B RO A R T B OR A BE UM R A BRBUR R & . RIS A I 2 iR 55 A 2
R, R R ORRE S R T SR B T OREFARH SR, AT DU R 2

FERREE, 5 BRI 2 TR B8 # 5 2> 2006 4F 3 A 15 H I8 4 2006/24/EC &45E, HA, #HE, Hm
WA R R 5 k. ER3E, EVHRPRE SR AR EEE 2 A0S, FIRIESEE R % 2004, LK
2004 % 2 H 6 511 25.873 554

3.3.4.1 WARIELE
PREFAT LB SR GE KRR SR AR B o A AR 55 S R DO ) Je R AT A 7 I SRR HF R AR 55 S 2 by

WK, SRAES ALY WRE P AR IRFF AR, WS ERAE 6%, BLR BB ? R SRS
SR VCT A AR 20 T A Rt DO 5 20T Bl AT AT DL 2 B0 26 R 1 4 2
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International Treaties and Agreements

[1] OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data (1980).

[2] OECD Guidelines for the Security of Information Systems and Networks (2002).

[3] OECD Recommendation on Cross-border Cooperation in the Enforcement of Laws Protecting Privacy.
Publications

[4] GILBERT, Francoise. © 2009-2011. Global Privacy & Security. Aspen Publishing / Wolters Kluwer (2 volumes).

[5] GILBERT, Francoise. 2011. Cloud Service Providers Can Be Both Data Processors and Data Controllers (BNA Privacy &
Security Law Report 10 PVLR 266 (2011). Journal of Internet Law, Volume 15, Number 2, page 3.

[6] POWER, Michael E. AND TROPE, Roland L. 2005. Sailing in Dangerous Waters: A Director’s Guide to Data Governance.
American Bar Association.

[7] SMEDINGHOFF, Thomas. 2008 Information Security Law: Emerging Standard for Corporate Compliance (ITGP).
Websites

[8] Cloud computing definitions and business models:
http://p2pfoundation.net/Cloud ComputingDefinition (technical aspects, business models)

[9] Cloud Computing Incidents Database:
http://wiki.cloudcommunity.org/wiki/CloudComputing:Incidents Database (Records and monitors verifiable,
noteworthy events that affect cloud computing providers, such as outages, security issues, and breaches)
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Figure 1—GRC Value Ecosystem
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" DAM - Database Activity Monitoring
* FAM - File Activity Monitoring
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MZAEFBr. MENBOME R &R SEH T U A, s B TAEE . &SR, 2 VFa].
TARREHe LR SRR B i DRSS A £ 63 T 5 AR

7.3 VBfh csp &4t
5 AR S B e R R I, B SR R R AT AE — AN TR ) LU A b O B B W e, IR Y
BT, TESBITFE, 0BRSS E S TR R o) 2 A TR AT MR VA

TSRS IR AL RS B A S B B e R B, R BRSPS R AT AR PPl . XA
et AR AU A TSR - 25 A 25 T SR 0 ) 22 ek SR AR HARALE -

Xt CSP ) “ NGy ke BOR” B EUE AT A AU AR, RO B T PP CSP IRV,
PRICIEARMERT R R, FHEHSEI 2 2RIk ARSI, XL S B e fEHEFIOCH .

CSA\ S :;—“‘1,' urity
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L) FA R RN 4 56 X AT SR A B B 2 4 R P R AT A E I A REACFEAFAT IR Kok BRAIRBANE RS
SHREHMM L ERER . B R NSCRRE N Z 23 R/ AR B MR R, e ER K5
FFEREIL,

Yyl 2z 4l i R 5 I8 2, DR AR LA R 2 L5 ) — AN G SEY 0™, B () BE O R e Bt
NN 205 N WA IR SRR G

731 BF

2 MR 55 SR AL T LA DR T AR P EESRGEAE T H SR T

BT R SRE (BE—O

= [REVHL (NDA)

= SRE CTRESNE” M CHFEAL” MBCE, ATEELE

- B

= FHPUIE R

= E SCHRAAIA (A M BTAE)

= BT AR RS RS

P
7.3.2 ZRAR

N TWIAFF 220, & T, WA N GV BER 53 H S B 22 R N DA NOZ 8 (FE T 24 X7 [R)3E4)
£ CSP I REAMh Bt A -

BRICAB IO, S AR AL AR R HE DLF 2%

= AN L. ARG TR E AL H &

o RN RS U e

= Ed AT

= BRI AIE RO N 14T 5]

w REBH L2 AR O ) LR ALY

= IR KRR RGN PN 52 R A

o PR R SRR AT AR S R AT P A E

cloud

MEA ity

' aﬂ ).l curity
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= SRIEIPAT SR IR A

= R A E

= PR

= TR A B

= AT R SRR

i & & i P  EfE e e st

= RO KR AT

= R ENEE RTINS IR

7.3.4 REZ4E

A AR S5 HR AL T ) VO T Ll i S R AR N AN S, DR EE . XS AR EAR T
TEAEE SRS, WEREN M E S K KRS
7.3.4.1 FRIEIEH]

= B RO NARYE AT I A EERRAE, A AN/ S X R B, A R e MRS, BRER AR

L
= AZRRI PR BT I R A, ORI R B B (BT E T A RS, R B O B R A AL U ] X
i

7.3.4.2 BEKAL BRI
WA E RG2S B RS, DA% L
= WREE AR LN E, DUSE DA ERTT 1 .
 MBESRAT, WRFE, SAFENL RGBT AR, TR,

= RN AN REAE L A 3 R AR R AR AERE I, B, RBITEEIRA AAEKO,  WR T e 1 AT A%
JRRARRK, B RIS

= MRS B R F R R (N, EARENES)
7.3.43 WAL
N T IR RS AT AN SE e, B R s e AT 2, B4
= PR AN P AR A AR AR 1) R ARG A R
= LSV RIS N AT B LRI AR SS
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= YR T BE Y B R R AT TS AR IE V4 RS

= HRIEBA BT EAT Y, IS A 3 2 R AR T R 2 ) RN R A A
A A 2 4 ] SR IR 3 5 AN il 52 B I s LB ERTE 2

o YEPPE Y B R ECRAR T, SRS IR AR [ER AR A SOB I SRR T A AR

ATV CSP B (58 A R 1 P BRIP4l 22 EFE P A IS8 . —RIBOL T, BT T %24,
MR NG A RIS . 2RI, B S TS K, M52 2B SN2 B NA FE. THRE—
MR AR TR 51 2 AL FFEE MR T (BTSN T) MY, W 2R E KRR L. P
G A NAR RN 5 1) CSP Wit () AL R TR B £k 2 —

7.4 V55 ESEM

fegim X b, BRZEN=RFEE RS, SR . W58k NP K ik =75 1 /% KRRk
FBy o 1) 2 R S5 AR AR 7R ) o Y A R L R 5 £ K U B TR RIS AT I TR HEAT VAT . AR TSR I R 55 7K P X
(SLAD WIREE TR 22 ), W78 70 7% R MR 55 o Wi R KV AE AR o 56 T3 19152 A SRV 38 =J5 e 55 Hh
VEF BRI IE SN YT NAE A YERR L 553875 A R OR PR o

82 ST TR T A S IR 4% O TR e . R 5 = T RIS (BN Z) ML, RS R
L PN IR 25 TSR, EL I R [0 55 T LA R SUE = 77 PR 45 AR A
7.5 RIEKE

XF T WS, AT @B —J7 AR ER R 5 RKAEKE (DR) o = &5 RAER R M55
(0 H o B SE R AR . S DA S s A S5 AR I A . = 8t 5 R R B2 — R T 58, AR B fr oA 5
BRSS . =AHfl =& 5 RAMEWK R A P i 2R n R sl vk, W RE, Wy dE, AR R AR
= RPN S5 E LML DL RO BT 2. m R M T DU =M R — s e U AT 2R A 28
1, —ANATH RSO R8BS — ST AR 25 7 B Boll 55 75 SR B IR 95 KA B o

B RAMEVR LI B 25 2 BT NAZ SR 55 R LR (0 R SR 0T H rh 805 R R 2 24 Bl A -
= TR CERT)

= SEHLE FLE A

= R R A

TR SN LA BRI AR AT A% AT L34 A IR B o

7.5.1 KREM%ER
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BRSSP T RIS THRIM AR e (R RINF) MATELS, HARNMZE &4+
ARVEIT SLA (RZE T-5 77 BT S IR S5 LIRSS HORBEFE S ) AHAT&, RPO CIKE miHFR) M RTO (WRE (] H
bR A EER RS TER, NMiZBE S ERE Tz

FEWRE I RE TP B 75 EOA BT AT SRS B 2 axdm ], X &0 /5 E5 R 45 (5 B 45«
= WA EA AN KE AR R T

= P R B 2 A R (e ST

= SRR E R R (BN R AR 55 AR

DI 6 <Y <0 TS L P ook S VA AT e S

7.6 PR

= BAORACE 1 B
= R SRR, R S L RS .
= ENTARSTEEF UL, BEEAEXT (N B i i A ) TR S5

7.7 BN

7.7.1 SREREN

o MR SF PR NIZ A LA 2 AUy T BRI B P AL D A (WA IR S, Bl AR
85D o IRUEZ AR A NG SRR R O RN, AR AR R MZ R TR, JF BT LA Rt
S5 FNUANIFAST L NNk - o & R KR TR s

o WA, ZIRFIRMLR BN AT RIS r e e FR L, B NI P RN R, TR IR
EONTREEAT TR I S AR LS 2 B AR S T X TR — AL, SRAER ROz R IR BT 28 P U TR
Se AV St i 2 A S GRS IR S5 P A B o IRSS P AL AUAE R Gt O AR 55 7 T Al 22 4 S5 AT AUAT

o mMRFIRMER MR TARIRDT, SATHSOMA, ZRIFRH] R TAE RE L, JF T B MUR
JEOUI R 1 B3 TERE 2 7 45 A2

7.7.2 ZEHERIN

o NTRWEZETTHNEE, mRSRUHTERRIRSIEVE. IS0 k5552 0t w8t A AL
I O W] LA B R P A OPAG IR S KO, BB R S R i, (R, SUHHAAEFESNS
MU SRR, MG s RS AT REA G, B RJEBS (keSS =R .

cloud
CSA 51:1(,(},'({\/
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o N TIEMBAVHERITT, NAZERAFRBRMAEL T (WERHEFLER, f5E MBI A
& TR — AR E B TR)) FE 7 25 R 55 3 446 o 0 1t Bt oo o BRI RAORBEE ) P 72— AN ) T
VB H BBEAT — RS MPPAG,  T AN 2 IR S5 R Ak re £ 2 7 BER =05 U Il I 2R [T i

o WRTEELKEE, MM ZAMNABEEZ KA IT. [EERE. WASELNE. Y2 e NE BT
CHR R 1] & I B P ) 1R XA

o FEVIRZHT, B RAZZREBO ST IESNETH IR GEME SR, BAEHRHES (BT 150, ITIL ke
GRAES=g 1w S

7.7.3 ANARFEREWR

o BINGK A LIRSS IRAE R R S OV IR BRI B AT T R AR e AN . B E — & st
SN 2T H TR &g . M A TSR] LS B AREEIE T AE N G2 7R 438 2 4= 75 T %0
PFFAE, W0 cISA®, cISSP®, cISM™, ITIL®, or CPP** (from ASIS®) . i & — L8 H A AR F M AT :

o FHINMZEI el A e ML HAHL RS . BT A IRAWNZ AL B R R TR IPUS 5
FINGL . ZAaGHNAZA T EE 8 GRC RS, AR AL T ARk, v 7 fRIEX—H]
FMSL 5200, el ar DOl e idde (il CRO B A A ) 17) CEO .

=

N

)

—

S

7.7.4 NS ESEMEREIN

o UHBEMSINELIEHE M =T EEA T M AT, FAAREEFEGL, [ &P A2 IRT
HR g i, Ry 2 AR S5 R K BE T RN B 70 b e XA N M, 3 A R 52 (1T EEK,
SRR L R 72 A1) T2 B o BV R P 55 =07 i A BE Al 55t 2 it

o B MZH A = I M ESAE RN E RIAE. Bt ARG IRHER AT REEAS T BS25999, EK5S
BB Y E bR AE . B0 A LH AR AR e AN PP 48 il %

o BRI M S5 PR AR OB EAT B A, DU IR UE AR 55 75 A ORAIE A 55 R 8 4 i SR B A1 425 )
FBl ARG IR e WS E S METHRI M SEEL,  — AN RR BUR R AN S8 15 (R AR 55w et v 0, A
RS AATHE RAE B R A A 3

o M EARIIEHE Oz IR S5 SRR AT Se AR T R 55 E S T ) o VR =TT R 2 5 AR RENS B A
FURF VLA, R 55 1 i S 3 T O B KA A R EAT DNy e e SRS R U i 55 1) RT P s
BRI, XAEVFZ RPN SRR . 207 NAZ Y 55 S AN G R It i) 1 2 75 45 T
FEEAL, TG R T AR T A L BT R I IR SS G00 o AN BRSO LI R A B A B

%% CISA - Certified Information Security Auditor, AIIFI{E B 2245 1] 5
3 CISSP - Certified Information System Security Professional, NIE[EE RG LS E X
32 CISM - Certified Information Security Manager, AIF IS B2 440
%3 ITIL - Information Technology Infrastructure Library, 15 S5 AR FRb LK B
3% CPP - Certified Privacy Professional, I\IF (&L R4 5
%> ASIS - American Society for Industrial Security, £ E Tk 24 2:4>
" \"ﬁ ua

LM Security 7
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7.7.5 RAEREEINL
o fHH =R HIRE P AN — RS IR SS, NAZSI € — AN RAEKE TR, B8 24 50 AR 55 7 2k LR 55
B JIEE,  anfarxhl 45 R EAT IE RS B V)

o RN RSN ZA S LA PLE, RAZMTGREMIIRS, HAATAT RSS2 1072 Jaw] TR
HERE ARG LA

o HHRIAIENZE — B, BEE TR E RS IR AR, LR AT DU A A AT R
AT B DR EiH (1 S B

o IR T UL R GEH T B BUE I 18] B8 9 T 32 DR3P R e BRI SR B AR o 2 W] LURSE R R Rl H
PR R B

o FLUEM MBI, BIRS I RV R . ARG BEASCIF R E RS, XA R B
RAG R FARANTRE ZR RIS A ECE RS

o RSB NAZIRBPRIE I, 56 R 555 I B R SS -

o MRA LIV BAZIIE L, B W T B AT R B RS . A R S RGN %A
30 78 LN IR E .

oSG 2 ARG IR 7E BT TR SN A 1R I S T DA A B AT A A
BEORIFIER, T4 RS .
7.8 R

V' IR RS T A 2 DR L Rt SR (A U T A B 22 A BRI
v A BN I 25 U AR B AT DA ISR AR R T S BIAR S

v ORGP LA ICRAME R E = AN E A R S . A AU I I B ) ST 2 TR
AR 1 S DB T A1 S B — ot 2 30 A BRI B N R KU R 78
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D8: HHE L IEfT

NT mUERRRE, TR AR a7 8 0 A BRI BRI 55 45 517, SE A 2T Al i) K dfs v
Do T SEBDESEEENE, SREOEOR, JRAFEITENE, Sl AN O s S B R IR 1 6
BBE S &/ RIVOVAEZSS ¥ N Clag s o M {1 R 5 AP TR 230

“CFREGETLT , —ACEEIRE I VERARE, I CE R EBOVEEE O IET, BRSO R
YR Ml REIENE, X B L B AT N AR P IR 1 A, DLRCORIB e T SRR HE A8 . Bl P AN 2 — ML
ISR, TR AN —RE R I H5 HAb s O e (O Seik,  IRIIEIR DA 2 e B B

RS A EITRT IR AN A

= CCM HASR IR 2 42 )7 THI K15 18

e CCM HERF T B LA
= H B s o B R %ﬁﬁ%jﬂﬁﬁfﬁ%’%

= CEHAREEREH O ? KE AR (Cloud computing at home)

A 4 B R R
8.1 ¥IEF.OBIT

AT A R BT R
= mNAEF  ZEEREE 0N KA B ES . B, — BT R R 55 N RS .
= HBAEFOSEERE RS AT RE R T AR SR ST A PR X I 1 2 Bt B

BT M55 B 3 AR BRI A A, AR 55 O ER L ) B AR AR A — B TR N B AE R R R Ik 55 B
(Information Technology Service Management® , ITSM) FAi{X3E, 1ITSM i {5 S H AR FA % iEZE (Information
Technology Infrastructure Library®’ , ITIL) FréEFR SEHE T OHIKE.

2 BAERHE P ONARRMON AR R EE M. S 78TO IEEBAT A PSR O F 5
AT AR — AN BEAAOR R AN R s T, Bt P D A 2278 R KK 32 2

nZEBREBE T IR RAEA F AR RS B SR H 2 AR — S B ER . HdlE L iRl
N AN BEA AR R ) “BE 24" BTl “ Sl dERE " DABR AR AR oL AR AN RO /R SR o 7 e
2%, NREBIUH T EE O RN R SRR Y AR S5 P AR ISR IE A TERMESR AL T R X5
“ AR RV A B SRR A S5 s

% 1TSM - Information Technology Service Management
3T ITIL - Information Technology Infrastructure Library
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2 1—— P HEFER

SIS sl \ Wi
By (HIPAA) © e e e B RS BCERE L R A S, B,

A2z 4 X3 1 22 4 TARR I

R/ S (PCT) it % 4 P 1l 2 B #1100 A SR B8 7 O A B il A B P R R
N SAIBLER Th g

J<H (NERC CIP) Bt 2 A A B VT 1) A LSRRI 4 (RS, B, M, ~F
T, 1, BTN, YR, AL,
ZARIZ) RO BUREEAE B RS

ERABERTIR . BHATLUSH IR JERIEA LA BT (AR HE B T8 M R .

b orhisfr e S ERE RN 2[5 82BN Ry Zebr 85 Ris . ddatois
B TREAT I B o T 45 SR AT DL AT 25 B8l P Loz T 1 10 B N P R e A U R A Rt 2 < T SR A B A vt
RKA o

FEUMERRARR “488 7 o, SEPHRE R H CIEHE T R 2R T 02 B B a SRR, %A
FREANAIAT . AEZ AL AT AR, 328 A s (R IR & A BE T X RN P DT AT # . P R BRI
e B P AR (AT R B AR

XK 7RSS Bt E TN ARSI A SRR, B, DL TSR A, SdEdbia

BB ENTI RS, B bl R AR R 2 B NIE . =i, S FE ARV CYBEX
(X. 15000 feidd — N8 M B U5 103 0 B Ao 8 45 R

A O O SERE 2 B S R s RO AR B A o A B R B B A S et e
PR, I E RO AT DA R e A P IEAE A T B UR . i SR O I PoD” s MR AL ERHE oty VMDCT Y
@, M2 Bl bt BE 20 RS A ] DORIE{E i = BRI 55

8.1.1 FEUFFNMAREY

i (2011 FER) WML THEZ LT KEE (home-based) = F& KA. XL SETI@home® Y 1]
Hemtrh A, R T AR E R S P B A Z A R EUN A TH B PR SR AR R o IX S T B

8 HIPAA-IE T {815 A R AR 47 N
P ATRAT . FAASKIE, PCI-DSS &K %2 A b
4O NERC CIP-Jb 25 Hy AT SE 1t 2 W] S H BL Al A 597 (North American Electric Reliablity Corporation Critical Infrastructure
Protection)
M poD- AXAF M. USRS T IR, TR, ARGV AR AL R BT
2 VMDC- FE L2 AL B ot . 55 PoD 5L, FHRERAL I, R S HLERAK I AL R R T Bt R
e ;/DUU’

security
LA U
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ot A SIS H KA R X EESRAL ) AL DU X O LA 1 B FEE A B 0k T A R B IE AT, (HIXFPABEA 2
PRAE R R RS . B, WR—N @ ALAE 100,000 DMFEFITHENLZ b, RS A INER H TR
— /MR E R 100,000 AN HLABOE — K B X IR A o0 o IX AR 2R L IR B B0t T A T
B I EREDD BB A5 S R AT AR X R .

IR BRI 2 AL — PR dh e — AN LR RO — SR IR L, AT A DRSS J0E 08 SR, EERAEPE
ANV S5 BB T SL SecaaS B SRR A Bt . X L4 R FHHE B 70 B IS AT FERp 58 O BEIA S b, DA R 4 41
B AH G AT I N TR PP BRI 7R 3K

R P 23 B B T T A 7 e S T H T R 0 22 L 5 T TR b Lo S5 43
B MBI, ROTRR AL I RAS IS T, (F R A T R
8.2 IR
s RO A EN B E . B NER E S SRR O S T RS O DR O R0 B
SR K B R SRRIR 5 2 ik 2

= PR OETIANFKERZ D EARERE T ERESLZ 2P LA TR SRS
AR E PR P EOR BRI S 2 B B e 7T REAE S LS D0 N AR e (O RE 2 38 73 AT LA
73 B B DL R v i o

8.3 Eil

o BT OMAIMMNE IR, SCEAPAER T ARIZATE B O SR X E AT S b

o WL MRS ML R R AR AL 7 ol IR 45 8 B R AR A S s AT H AR L, F HATH 7L EER
SRAPRAEECHE 0o 7 B YR AR R A e il R

o T MRAEEE O IEEISATMREEAE 55 . R B S HHE RO 2 AL AR RE T A B B
PRI EER

o HAF PRI E T E B, U AR AL S 2 AR T, A MR 0 2 R S AR R
o TATEZ IR ML L0 I A T B E A U BRI AN BT A, LR AT A M VA
B AU A TR AT TH 2 4 A 7 T B A €0, A R ST
8.4 EKR

=g BN 2P E BORIECR A B AR5 T = R O A e sl o A2 )RR SR — R T Ve
(2 PR ERE L LR R . 2= 2 I 2= o TR AR I [RIRE AT DAY S o0 (R 2 BV B LR L rig AT 10
BARFEHAE B

43 SETI@home - http://setiathome.berkeley.edu/

cloud
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v OB TR O TRORE B AT A A SR T B ) R R SR A P L R AT A2 KR 0 N AR R AT
%o

Vo AR IT MRS BB ORISR, A, BLRB AT A
v AREEE OO R BRI P AT . ROE I A ] B 2 A AR HERAR AT R TR A R AT R
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D9: I B

FHIMS (IR - incident Response, T ZEEZEEHWEAZ —, BIEEAERTR. SCIFRAT T H
RTAPTE 2 4t it, tHICVRsE et s BB~ BRI Ml . Ik, BV i 2 I, T A% O 1A 2 — gl
rE: B BEE R BT IR % A FH L

D EATE - DH S NSRS, RAFREAK R REF. LB TR S 2 v AR A 5T
PR X WRBE TATER SO, EHESOLT, & EE AT LA IR DIRERIE R T Z T

AR5y (Domain) FJEIBIEHIX LS 2 THEAARAEMSCH IR ZER, ft e e®RIEANZ%, AT R EmH
A rR R HE R B BRI E i BT RN ARG S . O T B T SO S A B ORIk BRATT L U R
AR IR 8B AN R 55 7 A2 S AR BT R T AT AR

AR5y (domain) %I “ Sl 2R iy i 3917 SR, X0 1 56 [ R AR AE S TE e A T S 22 A S b 2
B A (NIST800-61)5E S I¥), FFCAMM I 2 2. EAME R THEX R B EHERHERN, 285X SRR B
B A A IR B, I R 0 N 1275 R (1 1]

RS AFR R iR N H -

e RSO N CEIVA i A
= Sl A S
= HUETHE

9.1 RLMAZEH M) 2 THERMIE

REZHARZ)Z MR T2, (AHAPRE AT RRR R LA VEXS IR i 2 3 BAT H Pk

B, BT ERHETR ARSI, B AR AN BE 22 A R R AR 7T BE 2 R IR A AT B A B 55
(CSP) A AR 3 il IRSSFIFSEBAANR, BFE csp 1 IR AT RMaAF. KT 2 FHIAN. 247,
i (containment) MWK RE Jyil # O A TR B ARS AT, IX7E CSP MI%Ze 7 7 B H i SV H il Al

B mRSHIBIRAL, BR TS AR ] R A POE A S AT AN, IR B EL IR T RERRL, K
BN AT HIBGE (forensic) ESNARTY, AWAAUE = FE SN PR T SEIL, XX HEA (U HGIE TAE oK T 3%
A, BT Sl AR R SCERAR R YE . DR B B0 T8 SCE B R L HES R RRUEAR AN AR E . XS )R 2 I
ULV 2RI, XA TR ITIAE I RA S N AT (U #(F GRRRTI RN, KR RS
T BRI SCRF)

44 €SP - Cloud Service Provider
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H=, /EE5HM (co-tenants) 5t F, WIHKAE R TEAAE SAFEFZY (compromising) , BHIEMMALTI =
AR5 7730 XTI T S 3E LB AR IG5 (telemetry and artifacts)  (fil40: H&E. netflow £
v RAES WAEABUE . AAESE) RTRE T R BRAAVE M B R o X2 = PR AR T D6 20 AR BOR PR R . RIS,
MR T 2 R 551 P R TR AEA T = IR S TR AR B4 T 7@ G R USCER— A 7 B AR . RedR At pr 28R ikt
HCHF

I, R WHRIR RS AR, 25T A S B P B T KR R R T, XHCHIR,
% TR T TR AT, RS R RO A Gimplications) T fiE2% T HOAb BT A A RIBE A,
R B 0 A A 2 252 A B0 25 B R 4 77 DL/ R T B B -4 6 B A 4 — S
. SR A LA 3% Ay i S R VT A58 000 L 0

ARG FO N R RTINS, X T S RS MR, T DA AR S H b B S ST P 75 AR I (] 2
E LA

FESML AR = 1H 507 G B R R SRERS BT, 2= fovF A RCR AR & K] (containment) FIVRE . ¥
o ARG TP D BRI iR 55 TN ). JF BAESCSE 7 A3 H RO AR A 5, RN RSN AT LUR 2 5
WA BRI, RS ] DU IS AT . U S B WSO T R

9.2 mEEMRESHER

IBKFEE L, YA SESRZATN IR, HEMRSHESRE T4 1L, 2% D1 H (Figure 1.5.2a =5
R SR SRR SRR 2 i), A B TARR BN AR BGOSR R IT,  BOZ B AL 7 5T 6 5T BT
VYR

MRS (1aas,Paas,SaaS) B X 73 1 & F 6 T-2Al 1T RGN SR HETH BRI S At A2 (1 7] DL A2 BE A
PERIRERE, A F T i B A 2% NPT B AR R ) L B S R AR R X AR R AR BE

Blhn: X+ saas Ry, HHNITERATRE L2 E T M5 r (CSP) o MMXTF laas, RAFEE L
SRR S SR BE ) EE R T2 . (B, RMUSE 1aas, Xtz IRk 55w AT W it ,  JF EAL.
PIZBLE IEEMRSS . Bk 2Bl Kaum e ARSI LA CsP #Rft. A LLft i Cee fE & i
T ONABATTRI P SRR et , R B 4 IR 55 e B AR AE K D HE T A B 2 (0 X BB (O A DT R

R B E A, E DA 1.5.1¢) PR I 22 A i AR 3, B A RPAT 10 5 Ak 7= B 8 AH SR I A Bk 2 4
BHNGE), ROZKEE IR K, RZIMA. EEHLT, IR BHOGEEREMEREMIETER, B2, “e%
FAFURFFBE AT, DR R A8, ReT FKWA STEMBORIN N BT R B2 (SRR
W AT 22 R (FBO Bk dE  WRREE R & X REisa BT RI4 R Ao A AN B A
BT

FEFARAE N IR BEAHIR, NMiZHBEMERN (A1, B, RBE, XD o T EsR
o REC IR BRI SRR R AN, BA F T & R H M SUE R ANE . EIXED (domain) H1, FEIRIER]
i, EEWN, = (MDD MR, B EIFAE 2 1) 2 i 3 Bl R S i i P E 2
ZEEHTB DIREE SRR

cs A 3 t\:w urity
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9.3 EEHRA Ax B IR 5T

NIST 800-61 & 3( T U T AYSR i A= i Fo ST 3 220 B SR, A&t #f, IRER&IKE . &Y
I TSR BB BURT R IR, TS IR e R I S B AR 1

9.3.1 &

BE RGP EE AL S, vHER T RE R e A= i ) A S AR B U0 S N Bk CRIFL)
A5 B 7 ETFAER IR S 2 BT NAZAR ATEEAT ) — BUE A TAE. R TT ma kAL, ATisiE shs L 5
BEAT B, FFNAZAERE— UMb SR o R AT

NEVHe A A AP B KR RS R s, XU TR S s R R . Kedhigid
SBNE SO R, KA B IXE R R L 20 Z B AT R I

e (BB 2 AT 1 AN 4 % 200 2 7 IR S AN BE B Hedl, 25 2% 7 15 B0 & - BUEN LA Y
JERTREFS BRI T, X2 BB BB AE R AR 1 R AT B A . SRR R BIE B L AL W
&, BHEOL A BRI, w] DR T B R AR R

HIF30 R B2 B, IR S5 KT AT AN 22 5 6 [RIAR R T A S 0 2 A i A 39325 i B R A 3 A SE B STAE T
W 2R . WS R SE SR BT, IR HAR S SNV AR R TR, IR ATRE, AR 2 Ak
JNLZAE F MUK A T AA R K

W csP BRI S —ANRERI K S OR R, (B, FE S TRIEE (SLA) PP A I R AL, A
5] CSP DRSSl 7 H MR, XAERIRTIPE S GOTEHRND fIfE L.

= KRN, WIELEE, W) A Ao R A
= IRSS IR AL B AN A b AR (1 O SCRIE b E
= SRGREONE SRS SR (Bl TRIR SR, ST BRI R, A D

n E XREHEMUEER M O/TUE, DI CSP IR B Ry (Pt S SRR A B e 1R K
RSB SCHUMBOESCH;, 25/ 3R i)

= E SR & R HEAT B R Rt R ST 7 ATE BL R 85 R B 2 AT
= ESCRENTIESIRIVER (. ARV AT, Sl R, I A O ot 2 4 BEAR D
= fE SLA TSI E SC IR T BER R B g I STAE

— B OAUESIE, 20T LA ROM B IS B AR, SRABEAR A T B SR S Biltn. i,
UIRAE PaaS ML T % M ST, HaMRSrARRM (BMAriz) FarHE, &/ BAFRERLEAR/
THFN G X H BTG AFF . X5 T 1aaS F PaaS, 5 REHMARDGIRIRE ) B0t ki AL 25 BGIE (1

5 SLA - Service Level Agreements
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INERG M B R . KT/ 2% AU SRR E BRI B AT R UL AN 25 5 =T, BEAEHERR B BU AL R oK
HER, SMHE RSN —E SR/ NDA'S™ (R HM ) RE B .

S HES U ER RN NTT R IRE . N5 B AL (5 SR U, Fnes T B R M5 B 10 58 B RN s
T2 A PR AT S NS AR R e s, DME T TS s S 520 E . B0, B (ETF)Y g ] 1 4
1A 2 445 2 (1ODEF)*® S AH 56 S X [8] B 481 (RID) Y Finife, 1K S ot 40 1] s FEL BB (ITU) O A 435 7E I 488 22 42 28 #k
Cybersecurity Exchange (CYBEX)>'WiH /1. IODEF & X T — MR XML IES B, AT FE %, RID AT —
FhbRAE 7 V22K SEILSAR ] OC TS HUE B @ s, 2028 F 2 IR 55 v 2 6] B s

REFHH (IR HES I BUR A SR X TR AT REAT I, TN 2 e m i) Jf HAH el fe2 5 B A%
HMN 5T SN RS EA—EH BRSSP R B %07 ] U A G i 1) 77 Uik e kS A 55 54
EEFRRERTIZERN, X&EREMT R SIEEmIT R BT iE. H—MATaeRs ARZmz ik
S5 RE LR T AR I

9.3.2 53

SO R A, RIS AT SR O (RIERAE T A4, IR AR, B R 0 8 B8 545 )
A T AR OREE AT R E, AN B AT IR AT I RE T . W0 SO, BRI oK 1 I T Bk
e B, BRI AT REAEAR RRE S LR T = RS m SR a2 P BT, JF AT R = T S i EE B AR TR
flo S, o LR LRI, MR s e a0, AREVK . ZXEE IR AERR k.
M%7 RERA IR B (5 2, b2 iHSERsh AR, Bl rf e/ g, H 2Oy AT REMIESS .

BARFHO I G OEARDEE, KT NATE AP ATATOR S, FIERSI0xN, SRy
UEHE AUEI] D (I — T b, HFAMEE S AR R B, £5 ZBORFH R MmN,
ANEER) 2 B2 MR SE B MESR B RAFAE LA, o TH B & s FU M 45 RAFAE TR R A T I ROIE S
{1 U o

FEH I 5 7 M 2 S A DA E . D7 iR DR RENS R b R ST R BRI 2 /T, Skl 5

TR - HR DB EER . ZF S BAEGX Bk, e CO7 EEARIU T IR RN E AR (D
5N R AT R BRI A AE I, (2) AR A 2 A 85 A AT F0 o M AR SR B S HF

9.3.3 B
SR 1T B FEE RS (hosted IT service integration) HH—4F,  F s i 4] A 7 BLAf 8 & 24 1 S48 & v,

LASRBE %A R s I - DR A8 LR i L 557 (7 B S AT O . BT AU = IR AT VA, RIBIRLE ISR
CRA R A EdE ) R rTHIR, iy R IR B, Bt e i, DUTR T i B 2z iR 55 BN i 22 A+

“5 NDA - Non-Disclosure Agreement
“TIETF - Internet Engineering Task Force TL.HEM T F£4H
“8 |ODEF - Incident Object Description Exchange Format S5t ik FIAE 4t =X,
“ORID - Real-time Inter-network Defense S %] &) [5 41
% |TU - International Telecommunication Union’s
5! CYBEX - Cybersecurity Exchange
cloud
S A stei

b:ﬂ v:\::a urity i
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FEZE N, SOk AN BE e 23 B i) 32 BRI H SR R . BN LAME SR H S5 SR TR s Zi A 2N
L

= MEFRBEEE? MRHERIRGG . sitHE (WMEESIHE, KREENHE, MHEFES)
HE, m8HEMOLEGREHIHE, SOMKEEIHE, P MEEgsEsiHE) , HiRHE
(f14n Hypervisor %L BIRE HE, #AIERGIREHE, MARFHREHEE , “etEHE (F)
m, NREMAGHE, PikEiexHES , HiHE%. £IAHEERTFEEALSZL, FtiT
P, FFAINASN R H SR

» FRERET-BNTE? FEUSEICRA BN — A M JF PR AF SR 8] H S R A BRI AR,
DI XL R S EBRE Bl 2SBHE IS, kI EE iR g i A

» EXRHGBEEERBRSRBESRFEHIZIBER? 2 RSHIRNEET EE D IBUE B idxkA— Bk
AR H LR B, FER = SR CUB RIS BN R4 A8 UG AL 5 240, 75 2R 52
PR R H S SR e H S EdRR 2 e REEAE H EAE B w85 bR A i sh A2 51 4h—
ANFTREAETEM IR . B0, web RZ51ER—E 1) PaaS X —Fhwicat, (HA AT LU IX RS 1 &
Fhsfl 2z —Zha et B EA RN, B SS KER, T RE BT BORVE BT IE# 1 204, 1
s AR AN RA SR R — A R A S I H A

= SEMBRBHFEMR? LRSS HEBHEE, fiF. . e e F = =R
JUR I BEAL ], — Rk SR E . ARE € I IR BIE B IOHLE S5 . AEARRNEERXF, K
o AL BRBAT At P T B OOE AFAEZE S B WL IR T B ALK L

= HEMUMEIF T RRFRR? LA MER S BRI N SR =% ) NI SR 781 H
TORAFTTI DATHE A AT AN W7 BE 3T PR Stk 0 A AL P 75 3K

= IARTIEAE Bid R 0 SRFERMG? Jy 7T HERKIBGE M, B A8 H BRI R S R B E
B ATLAE RS ] — R Ml sl a . X0 F Tl A7 S O 55 2 A0S O AR 55 9 N st fid A H A5 R AR
Fras U R, AN — FRE SN R

= BRIERPRAMAKABITER? HEHEER AR — MERHI Bk 2 B0 Cn—%
FAFRIRTD R o S AL

PO R RSN B — A A . R DR R I SR R A AE 7 N T B S AR ) A . R R
B, RS S S R S BRI S AN, HER SR =%, AT IA B IR A S B . 22 T
fb— Loz AT RE IR I B Fl, = BRI BEAT R AT RESE AR . 22 % BOZIE PR LRl ORI 5 1k H B K
S AL A AR U B H) 2= L

mHBE P LR T RER 2R, VR BRI S IS PN R SR AL Ok H B i T B i %, M
TAER G2 B 2% ) 5% 7 A BRI . o — Lo N BRI R, o IRSS PN B A T #EAT
1M 5 SRR KT AAERGIE (forensics) Z HTTRBI R BERIF i, W1ERE H1 = IR S5 S BLRTdE AT 0 b, R4 i
AREE S THR AT ) 2R FTHA 5 -

9.3.4 HTEMLTHEFROES R ERENSRE

SRR, AR ARG X o OB R S TR PCREEA EBRF 5 2 MRE S 34
%
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B PE T AR AT SR TN B R T BGIE TR K, IR EERBI R 55 S R IX e TSR BRI, T EL e A B
EERIENRT, IS B S FRERARZER, ZXRIFFEER. NRMSRSMMEHEAXT, Ruitftss
JTE ISR R R AT R R E SR 1.

XF laas Meds, &AM E SRR LSEG A AT R S BGIE, (ETCVE R & 2 AR 55 1 ML 7R 4 1 ) Ik 45
AfF. LEAh, FRMERI A TIRGES S, WEE X TR ERRE, X TAARBITIR, B0 RS AR aE,
AR BN R PR A SRR T B RML T BN AT RE M R B T BUIEBOR, IS 30 R 48 LA O UN LIRZAS IO B4R B
HIAT M BRI, YRR B 2RSS BN R SR AR ST R .

X T 1) R A A A i SR SR RO K PaaS AT SaaS LA, =%/ LF- 58 el 2 B 55 LR S L 0
SRR, IF B2 mriR L, AR AN, (R A A AR SLA TR T E . X T Paas, 2/ 4L
GBI EAE = RN RS 7 5T 0T A BARIEAAE N T - Can B AR P BRI X753 T iS4t
o, @ ERAT R MIN A H SR XML, iR S5 SRR (1 S AT URIBCA BT H G 1724 LA
DAz I R i AP #1224 U5 SR (R AT k4R (i . Saas IR AR T 2 & P RrE M I H & $efit 4
(I LA BN 2> e D RE,  RT DA 2 7 — 5 B SRR B B 4 . X mT RERE RS I/ A 24 2 (1 82 FH 4 & AT

ARLEAE FARATT B QA BT T/ R GURE & LS iRel, R RS e sl 2B sy, JF
R LBl SR s B D iR RERIR , R ORI 95 T Al 55 4 2K B i L g

NAERFE = BT BEAT HAF T HAER, 20 KSR S BANLAE B & = (N e 32 14 2 7 10 P DA AR I8
BAE MR RLRE R EE TR RIRE R, FAQ. SRS RS, W LA Bl 2 I8 7 SRk AR 25 SR At Bt
A ZAAERETT AR 258 B R SR a0, XS5 I AT DU B AR i B A S A P 1) LS IR 2 R S
AEEAE X AT K

9.3.5 &#]. MEBEAIKE

W F A R e B R, ORI E ORI FE ] ARBRARE SR AT . mReR I, JFH%EE
T A KEEARMBAMRESR, & ZEIA A AT # UIE. Bre R IX Lm0 5 Mk 55 H bs— 2
It B3 BLRE R AR 55 i 6 o i e b o AE SRR K 2 NN, WA EREE T, XM B BEER .

FE AR S5 A5 A A L s F AR B AL SR ORI AS A, X — B BenT I 6 AR T AN [ o 63K B W] RAAT 22 b sk, ]
fE LR AR BARMER T SRR SLAAARR M« RAT AT RENITE,  NLAEHE R B BOEEAT B2 LUK 27 St AT 0l »
B — PSRRI . B BR 15 SR HRE DA B DRI S0 HARIFAE 2 4, =5 At ATT AR f4E 2 7
(PG A BRI PV NS B ' At o = w10 Wl e

laaS TEOL T, MRSSAEHE X T RE s . ARBRFIVKE 1 F 25T, = HEE 7 T R Ay kR — 2 lr kb .
filan, Ay DA 7 s R LB G0 B E AR IE SR B 5 00 K 2 s (R R AR SR BRI H . Wz AR 1,
2 EERE FOF ARSI, T AT DA 5 B DG HT, 3 R S5 AT DUAEORE 25 5 (RS, 3 AT RAKE X IR 45 i Js 1 v
BME s WRIEANFEER laaS ZF M, AR LOEFK RS TR R A — 0=, Rl m R A1 4 50
7 meta-cloud R 7 R EIE LT

SaaS Ml PaaS HfiE /7 s\ MEOLE NE Ak . IRSTAEIFE B 1 M P i i ANE B O A A0 /4 BT A e 55
WIEHE 2 4k, FTREIRAD A HRRE J)okiEH] SaaS B PaaS TFff. JuFL/E SaaS 15T, RIfHix LA i,
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FEGRD 75 R 55 LN R AL 08 SCRE R, A 55 7 A0AE 52 1 7 1) 2 ) AL 1 DA B e 55 A8 ¥ 7 3o FL e ) B U )
CMARIERE WEB Ftii) , WA LA AT BEPAT .

FEFTA MRS, BEN R AT RE S LR SR B R 4R (A B, IR RS G (DOS) o i,
kAT A2 2t T os I RIBE R et RERHIZ S T B8 (0 B B Dt O AR 2R B, Xt T Dos IR, A& £t
IR Rl R ATAIBT BC—H, BERIRT RSO, EFEBINN Mo, Beg % P S Bt ARE S, ROz e
BosttfisE . shah, R At Ol N BN AT OS5 RO B R A By, A8 RO LA R PR RE X

SLA AFEAFmi N RIS BAT RIGRE, AR E R AT B0 S S5 s B A 2 8] o g S — 4 2 - i b
WAITER MR, TR AT 2 B3R, WMn i RS HRm . UL Al Sz 52 /38 (4
o FAFRE RS FAFII RIS L O+ F AR AR A S DR 55 s 1 204« ¥ B I LRI K A2 55 P R BB i
PSR TSI 21 TEHe i e 2 1AL

A IEVEE Tt PT B 2 7 R S 8 T AT (36 L P S RF R I VR 75, PR T P S e N AT A i 4t — 1 5 FH A
WABA I T A BBV DA T i WA IR DTV o AR P 2 I 5% B 8 785 5 Rt T SR 5 P s, B2 21
BEATIERHE,  DAOT A AL AEAN Rt o

9.4 Ei¥

o IR DI ERF 2 AR S5 AN 7 AR] [X 1) 5 BRI FAS I 8 L E 2 e FAE R S LS AR R AR Ff
T AR RS AR S DOATRR SRS F (S B R (T E 2% 5 5 — M3 1T 263 45 i Ak
T AE.

o = LATEN S = RS MM M IE L2 B IRIE . SO A T LS o A AT 1 I s
RE S 7 (8 T2 R A

o THIELAT fF = M S5 PRI T H AR M R AL SCHE e (A R P B A 20 A B 2 AR
PEIITERR CABAR D RAL S R 7 S o 52 [T A K LB K el 8, e A0 T ERAS (K ] DL AT 3
PEor W BT VPG, AT H R A5 BE 6 AL T RET I B AR 55 % 7 1) L BUIE T A RVR R AR oK

o N AR TR EEA ] TR O T BGIE 2 M A AR R i R L2 (ARt T RSO S5 A B R
D7 IR R0 . REAALES I FRMNREE ) HIRLE 2 IR 5 LR, o HORAE 1aaS IS T .

oz MR N2 Ik M T TR AR A I8 ) R AU A AN B L EIGIE 20 AT BE IR 8 Hypervisor FIHRLE
R S5 R o

o XMFTEIERS, =M%/ NAIRHEE G RAMKRKIEHEI], JFNFAmEE . RERMKE R
Uy S s AR DR — 25 I 55 (L 7 RE 5 48 PR AT X L8 S0 T o 75 T B B

o IR Z RN B 75 Ak 55 H N A A N T D SR R REAT B . (NI AT DLER Ok B AT
BT IRP (Dl A HERE

9.5 EK
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v RS BT R, X B AR RS R, A FEE AN B B AR
ANALEE J7 320 CATHRI A3 o

v XEFFEI ARG ORI, 25 AN SLA o, ASBURIEREF (L SR WIBLT % AL 58
SR, RO SR PR VBT SR RURRIIESEAG BT 5L T 0 R 4
BT

v EDREAT RN I B RO A KR RET SR B I AR S N ORI AE
) IS R R i . BARREOLT, A —NEIBN CHrge /7 Rz R 55 (L e ) Al 53 3 [R] 2H R0
KA X — 3 F A S TR AT B A RS, AR L R0 5k A SO 30— R A S i 2 vl o
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D10: M &£

B, CHR A Z8E, DL RIEENIT RSB 1 VF 2 RN = e A BB, X i
—HEBOMRGFER, (HE IR AR Q. AT RS ST i B TR N A O RliEE E
A T4 iRl . IMEET MR SIAERTRAN (BFEMABE . ZE8LT5. 88 NRULBEAREHE)
DA AE BE T 23 H SRS P IS B LR, if Do R m] A 2

X T IBLEEE AR R SS (SaaS)  “FHHIRS: (PaaS) FIAERHIERIRS (laasS) ZANZEMBAKY, =
THEE — R PR BT 25 MR N BRI ™, IRRAT— AN IR B R IR 2% R AT - BT At
ZAtE, AREA LA RN BB (EE FeFE 75 2o PR AR I P 2 0T P Ja 2 32 el 1 A% e 0 v 0 o
LI . XA EHE AR HISE B, RS TIPREGER B, U AR S S

RS ] 22 4 A DL £ R AU

TP R E Y SDLC®? (FH T SDLC 224 ) —f S ik M 4 58 2= A= 51D
= E. BB A - =N A e

= BRIIE, PLKAS SRR A OGS O I UE A o SRR AN EE T UG U 1) 4 B DA R 2
R 2 SR R s

= NHIRBCEE CRISHE/ R, AT

= EXI M AREEN (RS N )

= SN R

= NMAWIE. AR RS EE R A 2 Al S S AR T R

o PR SRR SR A S 4 X )

%2 §DLC - Software Development Life Cycle

cloud
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10.1 ZERBFAREMAT (spLC)

LAY A A (SSDLC) (AL NFRONZ T kA dr A soLc™) , fE [l 2= kA AR 28 L I
HE BV 8T HAINAZH DR FEIT AL R AR N 2 i IR SIS e 4y S B, B i B RR
AR B R S B

I NI R S G E BT LA 5 AT P AN

= EAA M, YR e R R D .

= MRS (Bl AN RIS RS AN R, AR

= UG SR A IO BRI R, R AR

= ERHEET, Web IRFHIRE FEM ZENEIGIEIT 18 B

= Uil HERRE RS A, JCHRAERZRAH =, ROz H AR E RS KT A I — 70
= P SRS S 2 A AR G B VR AN L 22 SR

= ERMEET, fRE OFRREUIEE) & T AT ML ABURT A8 -2 5 A X o

FEAT—> SSDLC B, MV AUR PR I AESEE . Al EamlE ClA —E 8 . LA
ARy BAHRM AR, L.

o R R E R R 4 (BSIMM2) (BB HIFRAE & BSIMMA4)
o RAERRE AT (SAMM)
» ARG U A TRERE S R AR

10.1.1 MAZEREEF

ANV — AR R R, S ORAE A 2B PIERS . T AR EAEY N R N BEIA B AR LRIEEK
= TERWHISESCRE T, HARIRIRE . SLILLL B R .

= OB 2 A N A TS 2 s S A S RA SRS, R VAR S RIME ORISR SR AT A AL AU
55 i BN 55

=R R RS AR B e B IE IS R L, ORORIEHSE RN . BEih. TR T BL AR B 2 A
PSS $0 78 A2 1 BEJRURT 22 4 DR B D RE

= FEPTA B BT e KSR, R TR 7 SRE R .
= E ORI BRIV, T HIIT RANGES  REE BIR OR 2 A AR ER

%% SDLC: Security Development Life Cycle, 224> & 4= i J& 1A
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o AR S T AR R R AT BRAIE 1

= AT RN AN B e s XS A, EL A 2 B B A (1 U7 1] A L AR IX B K
= TR B EE IR RO O i e (S, BB IR R PTEAE B A 5

o BRI VAL DU P T HLAT R R

10.1.2 HAE R EM (V&V)

10.1.2.1 &iHE&%

AL ThREN % UK = T A Th e, BATAE AR AR — DN AATHIRIE T 58, X AR, 725
JERFIR e T B R 2 75 5K

FESAT B IRE P I 2 AVt iy, REEAE LR IR . SR TSRS o2 L X 2 JR ), A 3l 2 R
AN/ BAMERER] P UMER . I, RS0 25 T S 0 88 AT kg o )

= BB R TR N FR TR SR ) SRR N RE SRR — T 25 BT i (B B TR R
INFFRCFI B . EAR ZA5 00T, s/ DR R Be A RS 4 A5 R N R P RAVE B 5 2 2 BUR A
BIAALHI 1 DA R i

= HERITSHE SOD. X — I Heng, ARIEIXTURNE, BEAS N BIER 57 B U7 Al A PR A 428 i 43 ) B g e L
ANRE T B [ 1 358 20 P A BR 57 B U7 Il AR

» REPM (Defense in depth) o XE—/NZ RO IR, FEXFIN A, Q05 FTH K S50, 5
S HE ORI

» RFELE (Fail safe) « WRERGHIR T, EMNZAT RG24 UL BRI G KR . filan,
N TR R Z S, REFONHENZFE—MIRES, RS STE4H P e 897 6

»  PLHZBF (Economy of mechanism) . iZGINHESZ L. AT A e A SRR HLE],  RIbAE R
Ui 18] BRARANAFAE BE RS 5y RO FRHE 4

= SEAfPE (Complete mediation) o XFIENT, THEALRGH B SEART G I — AN R BT Ui 197 R #
WS BIFZAL

»  FRECEETE. TR A R VP AN AT PR BRSO R s R, A BT R N 4

= D AFVLAH] (Least common mechanism) . FRE/MUESZ AR R PRI HMLH] OUHEZ RSP HLED
%, B KPR BE IR > — AN N R 7 H Il 05 B50H e B FH R 7 A B 7 1 e

= EEFEHTT (Weakest link) o 5B 12 R 2B MY 2R H R sEsadLs], JEdEariest, Mk
F G0 RS PR B AT 4232 (17K

10.1.3 #i&

10.1.3.1 fRAgE &

M AR LR AR, B AR
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FEWAEANY ) 58 I Hat M 22 A T % . BT LA M SAFECode™ . CERT (SEI)™ B 1SO FrvH:ZE it LAt sz
BB IR I 22 A AR T R R T

AN M HARBAEIAT (1 25 BT AP AT I R A2 AR, DK 28 R AR QS (1 A1 B 45 11 5 AT AR PR A
HARRT,  DRISEAR AT S AR BRAT 322 10 rP e T B 3 B R L R I AR PR A RS R e A, AT T BAAEJRAS TR E R

MEESMAE, S8 RS R AR AT P, DGR S o B AL S s B 4L (AT N5 7
ST o/

N2 T — e 5 2 A AR A o 2 ) e S Bk

o SRS A ROZE S D B E R . JERMZMNBITRIS R, R BT EE R E A
HE .

o FIFVRACHS 0 b T E RS & s R ) gm AR A R, b . AR R R B . & 554 (Race
Conditions) %%,

= RAEFFRAT AR L RN RS A SR AT B A TRRZ N B A 2R 2
B SQL IR AN, ATRER AR N EIE A — S e .

= AT EARACED (b B, B, IEAERETEE =07 B, A H ARG LA e 8 Il A IR A I IR
%o

10.1.3.2 &R

BIEMRZ a7k, el B RORIR A b M 242 AR i % 25m . izid iR
FREBBARF N S KRG TN, XA T RAEE A LA L. CRIBCRFIF A FoEE . 50
FRAE R BUBORIE (ISR T 2 2. %M DB B & A AT, ATRE S B8 22l 1 3R AT .

RSB R 15 E M B e B @ M B AT, —BORY, TP ERIRSS (Paas) Mtk
RS (laaS) FIRERVFEENA. 210, BAFEIARSS (SaaS) FRALFT AR A8 fuvF2e 7 oxk Ho S H AN Al 5 it
BATBEIME, B T =R 000 B OO 7 A it SR 1k 38 = J7 AT A& I

BENRKIERE “RE” WP iur, meudid, BUeA TR ZENS A5t Bt . 2R W B mgo), B
EM A EHE = B

1. #E%. XNMBHTIEXREF, GRS B R DO IR rfE Ry . 240, GRGSIH
T 1P

2. PAT. ZADHBPHATZEN, WRE T HRIBERR .

3. ZAF. VG RAAT LI FE L P IR EE N, T Hs iR BE2 IEHE T .

AEBEMERE TR (A& W, &0 7 OkE) WRIERE T GBS WK, BEREMERE,
WA IS FH G PR AR KA R IRURS B AL B RT3 32 /KT o 2 A T K D ¥t L DR A 25 2 T e VIR AT 2 )
WSz, BINIHT S IRV 1A R G E A O 1T B

% http://www.safecode.org/
% https://www.cert.org/secure-coding/
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10.1.3.3 EEHMRR

HIEPENRKPPAG — D N2 A e S E A BN A s (HE) o FE PRI 2h i e N2 6 06 F a
PR Bk A Ac Bl . SR R SCPERE 3 RS A AR (7] Bip 3G TR A5 7 T )

SIS B A A R 2 PR IE AT 2 BRI 12 W TS . TS M M T K 2 M
FILE DS AT AT 2 55 T

ANELE VI — R, TN 2R A BT SO A # . DO R IEAE s Y 22 2= A5 S A
HIEPEN S U =5k

1. 2EXHR. XIS RS = ML A 51T, KR 1 A B MR TR
ERGRER T

2. MA—EAE. KI5 G I B ARBGRA R H A th .

3. PREXISELI. ST ETEBE NS HLI, I T B ibrdE, TR S 1
A7 o

10.1.4 B3t

10.1.4.1 {57

AT L 22 4 DR B 3 BN AZ SR P B AR, XS AR ] A B B R € W 5 2 20T R BPIRAS » EFE BH
LAEREFIZHTRA, AR S th g o .

IR — SRR

o R, TR KSR G 2 N RO B L

A, W ANMET RN EUE SRR, TR e A R R A

 EnTIFRBEE SR BT e S AR S 8URBUR AT
10.1.4.2 f# ] EH30H) sDLC 4R T EARE

CAARZH) SDLC 353l GRLEE. BrilAii) A BER), (X TEmERKB A %24, KRR
DEANAEER . REAAT, NAEH A CRERWIE LN, B sk eI .

XL B AR AR L AR I TR W 5 R AR/ 9 HE (integration/orchestration) T B8 . fFltn,
ARAZ AR ) B S8 AT N R H A8 B ) T B2 B8 22 4 T SRR | sh AR e (ETF R /1R 5 (mash-up) B
) .

Aok, — 28 F BRIt n] DAL A /B B Bese i, I HL T BAZE plef S5 IR B IR -

SNBSS “ BALIREN ) 247, %45 B L www.modeldrivensecurity.org

cloud
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X F E M0 AT BT P TP RBURIENN LIORAT laas ) 5ERl, si#R mIRUERIR LK,
A GIPEFRENTUE SRR , ST Paas ZRIFA.

YT SaaS, KL Bb— KR HIRIEENE. TEMNEIT. |
10.2 NIE. BRAIEM - =H RN HZEZEW
10.2.1 = RS/ R BT R AL 5Bk

Vi 0] BB AN 2R Gt A — S8 B PR XSG o 7 2 M A I FH RN 85 3855 Fh 1 AR 22 4 IXURS: X - i e 2 IR 5%
/I FH A AT ) 22 4 FNBSURL 1] 8+ 4y B L.

w BRZEH. RIE ST EE B R e A SRR AN R ]

» BREETE (visibility) o SEfE 1T D 25 20 A SRS AT AT 1 A RO R R L

o GRZEEEM. SRS W ERA LR IREE RN 4, JOHE VR A T SR

= WREER. FMASREAREEEE G, RegE AR CENRE HEE) UARME S
RIRE 1R IR LG 2 ) & 4

- AR RIFEROE G TGN AR, R, TR [RE), BECRR R4
AT A AT AL BRI 2 A1

» RREARR. PRI R SRR TURE . B, R TE S A R SE A v R A AR R = R
%, Skbr b, MATR TAE SR IR IBATHE o IREFAAE . R0 AN R 2% 7 1] £ % B 25 0 2L

= HARRY. ALBETEEE N EREE . SRR AR RIS 4, BRI BRI, SR %
T (ERRERSUEND) AR B HR AMIER 1.

 BHEHEZEOMNGROERE. =N B BB AR, Galaes L3 E &R MEs 7 mr K. Xt
BN T 22 A NARFA ISR, DRI 0 204 14025 RS 38 24 ) 5 1l 3% A
10.2.2 FARKEFMER TR
ZH MG REFES RSB HES TS S 0. BBy in & B (1dEA)>® . 38 5 K FH B I8 Ax 18
(Federation Standard) 1§ H P NIERIRMERILLE P FIHA P EH RS0 .

Xt By SRBCYT 8 B SR R 7, RO EEE IR HO8 T B 00 8 2 A Rt 1 it
WniE AN, A T AR AT RS XU .

%8 |dEA - Identity, Entitlement, and Access Management

cs A 3 t\:w urity
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Xt SRACI U7 1) B 0 SCRFAS 25 77 s SRS T T AR« XSS RO B 5 22 A AR 4 FEAE AR ZE . DS
ORISR AR A B R STI8E B 2 BRI, X8I E AR SR AN 55 BHIRA o BRIHORE B
FRUNY; ) B B S PRy et (K 1 IR 2

N IdEA fEJ) (BRBRZ"E) , MM HEEZ SAML (Z4FElFRCES) BEWEINEE ), S it 5 RS
VREE. RIS RS, BT CAERAR 2 SN R B4R 2 I IdEA 75 SR 2 TR SR 8 SIS )
R BT REE 1 IdEA FE SR ELFE:
RN EH PR B R SRR T - X S s ] DUBE R B I N D R R Gl
FmANITEIFRTF6 .
» ONIRS BRSSP AL S R S, B, PN AN T R AR 55 2 TR R
N FREAIE T RRE (B0 SAML. WS FED %5) [sScikibiEz AN S (SRR ke

= ETEETRRA SR R, 8% AR, Al RED KIS OMEEREH B ST HNA (BE AR
PRSI R 1A A8 22 T DR A PR A R o

= A FEERETRENEPGES, RIS R EIR (Flan, S EIRARLL T 2R VR 5 R
B WS/ HEE

= SR B A AE BEBCRII SRR, BT A MIRAE, B e/ NIREE R A 7 R

= R B ANE R SR ER (g SRETASE SOX. PCI ARAEAT HIPAA 158D #EAT IO AT N iAE .
SR AR

BRSO PRAE RT EIR S IR AR S E A, Lt SAML. OpenID® B OAuth®™4 i, X 64 st £ i
ZARVTEBEF. HWELE = IR N Z B A 5 SOX L B /WS RS 0IRE 1, ARG 8T E B SRR &
By IAIE BT TR UE, 41 SAML, OAuth, OpenlID 25,

P PR R B R REIE I A rh Y SR E S B BN R 2 TSRS P R e R 0 o XA B ST IR 55
WLV CIEEAE R b, AT LAENHS, AT CURI A IR XACML® 45, EZEPR R r R H I (A 22 4 SRng A
ER R T BRI GEEPERE N, XA P A GORYL, K A SRS R O 2 A S AR AT T RN
HEMERE. EoHdt. BESHME, HEEDERZEMARRE] . Kt Ger e B R R T s i 42,
FEE I Uy R BRG] e B AESIR AT E B, PR E S SR R 51 #RA B L5136 DARIEIR 570
5 10 SR AN T B

BOARZ 1, AU E SC— RBIHIN, RS5OSR IR AL R (W) AbRsE, Ko & Hufa AL Ay
SRALZUN HN R ], 3P SBURE M HL RIS THESRBERTD I8 A I 2ot SR St RS A 1

% OpenlD - an open standard permitting users to be authenticated in a decentralized manner
“0Auth - Open Authorization, an open standard for authorization, allowing users to share their private resources with tokens
instead of credentials

81 XACML- eXtensible Access Control Markup Language, an OASIS standard

cs A 3 t\:w urity
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7 1- =it H HR DA T A BB 7 61

0 Ik HR F A Al A 75 1) 4V HR, ZFKEE, Vil
7/t e (ARIZEILA)

ID: 4141 1d B HH B

ID: ¥4 AR H G

JRE: B R A G2 H AR

EF?%W(EﬁﬂM% B HE ¥

N B/ 5V > B/ 5V > B/ 5 Vi >
AT HR K S AP HR K P AP HR K P

N TG N ] B B RY, ARSSROZAE ] A s T AT AR, 10 ISAE 3402/SSAE  (HIL
X SAS70 ) . PCI. HIPAA 1 1SO 27002, H/MFriEHA 2N FAI 0], RE B = vH B PR s A0 LA
EEXEAEH RN E .

HENFEVHEAR N 2B, IFOEEAE = v R N /AR 55 R R T R AR AE A ) — A S B PUE
A b BT R T 5 RIGRAN T LR GAR 55 7K1 B bR, SRR T AR FH P A0 2= vk S 5 A3 o 1 7 T e o FH ARG L 50
FASCRE T RAEH) AU AL T

10.2.3 AHIERAEE

AR TR AR, EAEAT 5 T I N A SE B S AT — SRR R AR, T AR R I S RO T = 4R
PR SR B Ut BEA V75 ) B 0 B AR R ORI it DRI R T LI R AT SR BN L BB AR
PR B Ao X BB RO S I = T S AL R MR P AN, QARG EL T U5 R RO A £
e Ui AE. T AR AW BT i, USRS A AT AR Y o

FERR R S I T E— R R — R S X ESR 2N ERM 24, thnfei )z DA 22 n, 45
P B Aot i, B 2 A Al S A B TN . N T S bR A B R AR R A NE B T
W RRFATE SR, FELENHPTRERE G EE %A MFEA ML e M inZaThte. X THITEE s F RS /R,
FIT A PR3 e 87 P 478 i 0 A2 AE W T B B e ok, U B AT 0] DR GF B B 5 B 28R % it s AKX Be 7ok
HHT I R . EZHIFRER PCI-DSS. SOX. ISAE 3402/SSAE 16. HIPAA Al H & B FARRUE o

10.3 A TF=NAZER S BBV &

cloud
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FeGE il PN 8N AT OB I AL L T2 i 3 LAORY™,  Le i kot ARERAR 5545 55 . 1K AT LUR S Hh s
ARV IR RS S g 22 4 75 3R, DR L F RIS AT FE RIS BEAT AR (S P b o Al m] DA Aol B SRR Al B
RIGUEFL L, FFAE ORI R R 0 1) SR SR IR 0 T Al (9 22 43 TR BF € 3T o

YR P EBIX N IR, BT ERAEHIEA R LR E], BRSNS ITEARNZE LML -
(CIESHAL® . RAMFERSIRMER IR ASEF BN R Al e —ie, IF H ol bUB RS & M
T ZHh AGHAT VT A . ARHE www.rationalsurvivability.com AT, =fiEZS%UT.

s -'Cjoaa’(mfomy

Infrastructure

& 1- Z 8
MRS LA B 225208, P BLAE AT LA it/ i iy 1) X 2 S AR 5 5K A& W R TR

Devices » Laptops,smartphones,

tablets
Infostrvel + Content & Context -
+ Glue & Guts -
IPAM, IAM, BGP, DNS, etc.

Infrastructure

K 2 ZZAT4 /%

AR 7 i F R TR 2, RN AR AR R O, B A AR A Bl AR AT 1]
Ha i EF3C. IXAASAE Z B] E STl 2 e AR B E B, Uy BT SRS RE R, [EM R

62 35 JEICE de-parameterization, PREEN A de-perimeterization, 2334 74k

cloud
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B ORI R MR Uy Il R . B 1T BT AL, P IUFE IETE IR A B %% (BYOD®) "frIIsk.
DR AP 8L 6 B 0 AN 5L 5 i P 0 2% Sl e 7 il 2 ) ) B B2 AT 3R

SRR A RRT 55, ERHZICR S % 5% TP K05 ORI AT T . 5 00 B dsiB 17
REFE B4 1 8 15 5. (VM Image FORRBD + BRI VM Image FORFBUT ™ CPTAEE foll Fi  H TR A2 R S5 S
RIFF)  Z PR 7 A TR H e S R4 1 0 L R RS ST P B R, DUy
SN B R RSN RIS, Lol B2B, B2C 45) BMEEL. (HENERIOR, Ui EEH T
ST, NSRRI T R R KO S R T LI 0 B R S 1 A

TEARH, AT FTUGIE . SRR A& BE U 5 = T H RN 22 4. IdEA A] ) iZ H43 A BA R 1K
7

1. AR
2. %R
3. &H

4. Hir5E5M

5. g
10.3.1 AIE

WEFE IURAE N T B B W S . B HE D NP B. S —BrBOR R B, S PrBoRRiE o
AL AP ARIE. = M HVER) LRSS R 3 e e Ahor ik 53 B g i - B Cun) DK i A AR
— W RZARSSRUEFEE L AP FEAMEL HAR ST, 1X8E AP FE BT ERAZFR IRAF I AN 2 3 A5 o

FEH AR, AER 58 SRR T A i P 774  (AD® BX LDAP) , TAEFEIEE # & S 1D FIZhS
XFREET BN, A A AEUER A UEE R 4 . FEEE b 7E i 55 F2 AR 5 2 Aol R sl (A2 57 7 VPN JETE, ffi75
BAITAT D M P E S TGIE . R TT R REVT AT, (HAV NI B AR . s A BCP/DR MRS TS
T, HAZ o7 WA — e  = BH AEH B 8t ESCRF . M RAZRIER TR, 40 SAML Al
WS-Federation,

Al E K AR P 0 Ailb S FH 4 B AT BT in o 0 = TH SRS 2 ikt . X S8 ) P AN AR L3 =T U 1)
UeP ST By (ERIUTE R H I TCIE ) o AL RZ R A B &4 (BYOI®™) "HLfil, I Aot &
IS FH i BT SR 22 LA B S A AR 1

W1 = T SR AT 2 s g ATV R, AR SR E A T 1D A R ) R RAAIE A RO B GO — MRS
Fo AL NZA SRR AL V8 2 %5 18 T SR B 4 7 WA 55 K DE 0 2 6 A2 HL XU 5 5K ) IR

% Consumerization, 4%k
% BYOD: Bring Your Own Device, FH /' [H %%
% AD FR 112 1M#K 2> 7 9 Active Directory
% BYOI: Bring Your Own Identity, F 0 E# 5 f7
cloud
SOES A oty
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KA (RSA Token. & HFEELTHL OTPY . BHER/PKI. AMFEEVGESS) BB S Bl m A AR GIE
FHREHEAL RS =N, PMERBUZ AT LU U5 A& BEAE H 38 4 1 XU ok 556 .

AV N ZO ST RS TR 2 T 2 Y AE . RIS IERE T & RS . PRALE . ISP, R AE R
o N ANZ RO IERR I AT IIE, IR PN 2B 58 5 I AT 3 UG AR AEE

Z VN B B 1% 78 0 AR B N A ARy, Eb4n SAML Al OAuth. 1EMNATI R TR BN, =ARS: APl E1]
BT AR EZ AR AR S, Rk, 24 P B AT 3015 % U 17 2 V1 SR 5% RO IR, 06 20 St d 3ot B 1 4
BRI PIAE (5K, AlRe AT , S iRptr A — 1 SAML IR AT & RS TR AT .
SAML AR IhHLAES, S 2E—A OAuth SREFFRIEEIFE N & L. RGN B 44 S A5 1 IX S84 R 21 5 17 1)
BT RESTO =it R4S APL

4

10.3.2 FFBFOT ]

BRUT X ERAREHIAT I T BHRIAU U7 A o SRS RESEIL 17l 55 5w, 3 1 e A ot Aol B K D7
o X FRETRUFEMNA, SN RETNERIT, ENI%SH BT O,

TP O AR R &, H P R SRS R FE S (PDP® ) o HI e X BRI VI ), T AR 95 e (it 7
ALK AT 5 (PEP™®) o OAuth [ iZ MU THZARAY, HI P& BT (UMA D /UK — D HT AR

REF A A O B, Aokt PDP B SR V) sl (PAP™ ), TMIIRSSHRALRT 7Y PEP. fEJELE
THOLN, ALy PEP SEfli AT 22 M Oc. Ak 2 P N %5 R AT T XACML AIAE b () g A 2

= N AT AR 2 Fh 2R R R 45 o SR AR 45 AT RE &A% 4 1 B A8 A AR a0 R B R R B SR 9 Web Service, B
& Web RS WA RERAHAI =1 Web RS . R Web RSO LT TH%, (BRERSATHE RN % ) 2 R
WA RELE B E 204 RTINS, VABEHEE IR RIS . TEMHIRSS 15 In)iX 6 e 45 AT SR w75
Ko BATHAIRIA RS RIS « 9T A AR S5 St 22 4 PRI A v 1) AR 45 9 i $0 AT 22 A PR, DA S A% i v
. 38T RbRAE, Ebn W3C i1 WS %-ploicy SR 5E S22 4 RIS LSRG B, fdi i WS-security SRR B AT U7 1] IR
H1, A4 WS-trust SEIRZZ 4 A RS (STS™) SRIGIF AR A M. 28 # A kg 0k 48

A — LA R R, s T . TR BT EERTTE. BE T AR, BLUREETIRAL
vs il (an ZBAC™ ) o CAHHH Web Vi EHL (WAM™ )RR JT AV %R FH X e ok 7 %8 R T 4%
RPN . KA WAM 7= S8 SRR T HE A A € U7 1 45 1o

Application architects and designers should plan to migrate to Rule-based using claims and attributes as the source for
those rules via the Entitlement process described above, and depreciate other legacy solutions.

" OTP: One Time Password, — X114
% REST: Representational state transfer, FnEIR&AHH, http://zh.wikipedia.org/wiki/REST
% ppp - Policy Decision Point
" PEP - Policy Enforcement Point
" PAP - Policy Access Point
2\Ws: Web Service
3 STS: Secure Token Service, ZZ 4> Token i %%
™ Described in publications by Alan Karp, HP Labs
> WAM - Web Access Management
ud

;o fv A
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IS FH ZRAE I B v I 2 A TS RO E A2 2 TR A A ok 7 5, 383 0 b F) P R ) 3 B AR HR A A
AR B TR, T IZ AR 7 H AL GERIME T &

MAE T BT AR, SR AEE dP™ ) R MR LS 2 RS PR F TR AT . BBt
e 12 PRALE «

o SO BRI B AN TR B AR AR R Sy, dnf. . HBPRHBAESE . EWRTDVEAE P Hbhb, HERE R
FIEHL HAE SIS,

= SRR R R YRR MAZIE R, BB S SRR AT T 1]

= Al R U ] A S SRR R R B SR R VR E TR AT 1R AN 5 SR A AR N %
SRR ACE R R LT R AR R EE, XA TREE M A A eI EE R R, 1
b N iZ 2 R8BI AR R IR AN AL T B %

» NVIENEER B REM, WEfil (validation) . FIEGIFYE Cverifiability) « 45K BR%E.

» NNIZEEREFA . B R ARSIV (consent) o I, FUHE EU FEFASWEI. B R MRS,
IdP. CSP FIAH P HWERAL B CEFRERLR D Nz gy N 2K .

= Ui ESRAE R D EE R, R KR
= AP ORAR B 3 L R B AR B S

= Al B R U7 ) SR A A S A2 ) B R B AT LS . TSRS itk iR (W RES
PaaS N FHIR#E TR RIBTERIMR T EZ —.

ST A U IR 32 2 H R A2 I RS B AP G I BN SO . Ak A R RIR A 31 75
WIANIE, RO RE U0 R LA

= A S SR ] R AR T AR RO B AR )
= FEHIRSRAL RN FEEREA R (R PIAE B PR AR A A, B A% IR & TR

BERE)
= FEUIRRUEOT AL BRSO, Bl WS A RIESRIE T LS RS U AT AUBCE PSR O R A B LR A
bk 75 T A BB -

= RATRERIE A BRI (claim broker) , BUAMATRT IAE AR RO BISR BE R A0, i, Al ATTeT LA
FEESR BRI QI — AR, B W PRl — A R,

= ARG H) T SREAT e D A

®1dp - Identity Provider
TR FE T AL JF S Mash up tool

cloud
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alliance ©2011 CLOUD SECURITY ALLIANCE | 107



miFHRBR YR L eTE R V3.0

2o VN I8 AT D) He e A R 3AS R AR S5 SR S R R L ) o S S B AT IR Ao MV S AZHE & F P Wil 76 T
X e 7o N A IRAT AL, MCHEAL. B MBS P R A e b 2 N 3 52 RA5 2R 40 iU 1 42531
VAP AT Xz AS FH 2505 F P ishs i (SAML. OAuth. XACML %5 ) .

10.3.3 EH

N BB (IDM™) EEIGEEEA /7 OFE) FEH T R 5Eg CGEExF LN FD . IDM 2 IdEA 1)
— ANE B RGER, EAMERT SRS SR S U A, AT DATE P B R R B RS U 1) B AR A U B
B RRE RN R AES, S EEIEY 5EIERAE P RIS RN, HEEEE. 7R
ZHIEY, GMEHSREREENERN. BTN, e E INEEHAHFEREE 5L, BN
IDM A REANRE B3 M IR S PR AL I B E 7 i . Uhah, WBBEARER APL ATH I8, 1R 2 R34 b A K H
AR 45T ERRCIE S (SPML™)

ZHEIAG P IDM AR E B S, BRI RBVE B AT RN /RS 1 B X AN/
HR S5 B U7 1) 428 ) SR P T3 8 7 /IR S5 RS A 3 45

LA BIER S BLRR 73e H IRS5 PR B R 4 H 195 ) AP SEBL. Al IDM AR PUSH BERY AN 22 B2 TP 2= THERL L]
PO AT RE 2 Lk 5 e S R 2

fAl B 25 B HE (SCIM®) & — Pl Mebrute, L2 H 2t o ] ) B Dk (s B, DA B AR 47
B, B ANHMRARE P G0 00T saMm KA T SR H R 0o S AT B, R RO e A
7 REST APl (ARZ = RSIRMLRI ) M mimZLf, FMNF AR 2B Pl (Ebhn SAML. OpenlD #4:55)
MRS, e T X eed s (SRS A SCHIHE) , SCIM A BEME 49 B 43 AL PR FR A — M T b bs v

Al A By 6 B T B RS B (1 L Bk

DRI o4 N2 ey e o A N P 2 = o LT o S

LT AT S O R U I AL

= UfTCARTE R, RTYRE. HYEYT . ARRRASI S SRS /S BT [ S
IRZ ANV IAE IR T 22 RARA IDM J7 %, BAEI A= th R Re i H

V7T S R N L e R, EH T B R 2 e B NIRRT B 2 e B s =t
FUHEE, A 2ERa RS 7RSSR, BRI AT S LLLAPEH = v SO [ A R AR vk
PRHIA 55 RSB MR, Hanfb A 1s > 72 AR AW, BLRIRAD T2 A A BN AES A

® IDM - Identity Management, &% B
™ SPML: Service Provisioning Mark-up Language, % FFiEARICIE S
80 scIM: Simple Cloud Identity Management, ] 8. 2 5 {73 & 7
81 B9 A 9 S JF ST de-provision
cloud
~~a
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10.3.4 Fit/&#H

A5 2 Al 55 (R Al 2 B0 25 AR = AN ) 7L
1. PR LA (AW LE 25 B ?

2. FSERRVIIA] T RS 2 B ?

3. Az FHRT R Ia) S s AU D ok SR At 2

FEIHER =8 T, B G = I SR Bt (T A PR, s DLSCRP i v . Abolb 7 225 )X 6 4
i, AR T RS RENE R, Dy 1 AT AR VE A Sy R AL PE

WA DM T3 IETER ) B AT AT (IAG™) Tidg. BN BAEH SIEM (24O ™)
T RAEZ B U i) H 5 Hds A0 S 0 A AT S B A S 5 AR T, R DU ) ATl bR, W0 ISAE
3402/SSAE 16+ HIPPA. DSS PCl. 15027002 %%,

HRu N2 AERER IdEA e

= B, SRBUNYS R BN FIB NN A, ENAZ RN T AT R A I, AR R
I IT a5 .

= VTR B RURTREHAS 2 R B R i) SR ) 8 S BT 1

= EREfEH SAPM (GLEMK EAGE ) 2 SR T H R EN N R R . IX % R B ER B
(SOD) Flf/NEFAL .

o MRMVELEH Web Vi EHTHE, NERXETHITUY BRI F, Han@dasn sSAML SRR
i

» ZMNHAWTSFERARS AR RS, WHE, BREEEES. K2 RERERERSEN
Web ARSSEL APl SR KA. U7X ARSS SN 1 OAuth A J%hl. K, 2R R %% B 3 Hr 22 fh A R 5 7
U OAuth. API Keys %5

o NAACROEIEBEETE AL R, I BN B AR A A R R e IX AN FH AT DATE SR SR AR F T M AR UE, T
Modzilla FI31 % %8 ID. Microsoft [ U-Prove Fil Kantara Initiative [{] UMA (FH P& BT 1H)

EARSIUNN 125 L 22 4 B -
~ B4VES (Spoofing) o D% — I HI G 1.
= B (Tampering) o fEoit&s b vEdE .
= B (Repudiation) o RINAZFALEE (TEREUAND) ISR

& aG: Identlty and Access Governance, & /3 Al (] V5 3
B PEVE: @ SIEM 1R Security Information and Event Management, {HJE3CH{#H] T Security Incident & Event Management
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= {SBE¥IS (nformation disclosure) o RERUF HHREE .

= JE#R% (Denial of Service) o FAHi AT

= BUFRIET; (Elevation of Privilege) o fE37 1 (A B IZAL .

R BT LU I 1dEA I DA

= BAVESR - E GRRIE .

B BB CRIE SAML B R R i —FF) o

= - B CRIFE SAML AR JvE—#) |« it H &,
« fERME - SSL. INE CRJ2 IdEA RFA IR

LIRSS - AWK (Web REFZAM) .

= BURRIETT - AL (OAuth) .

10.3.5 SKEGEH

U7 1) SR B (4 DR I O SRABE L) &7 0] SR b 8 8 IR 4R o0 SRR 0 M 0l AR, BT
R P S A S B i A R A e e (I AIED BRSO CIndREe /LS5 /1T AH9S) K HARRE R
e CnPR AL QoS Vi il 5elg ) o

BRUE B AL EIRBCNTT & B — 7, B NIESHEL R RN RS MEETEZ M) g
RSP S, DA AT T S U7 7] R 55

BB B S B Je R & 1, -
= T CRGEH—BORES S MBS RE . IT REE0L SRR BIENE, SERE (EhlEg. REaE0D

N
2

o ARSI T REE (At FEATORD .

o GRYTHBRBEE AR (U1 QoS BUTTAKREK) .

— R YL, AL, PSRN S LR N T A = AE N R AT

1. AR A e SIS B0 SN ST s/ S IR 55 /SR B 95 (Policy-as-a-Service)

2. Az B IR 2L 43 RN

3. S G RIIRS EUA CEIIRSS (S A R T R SR TN Bk gD .
10.3.5.1 = A& vs. BUREH
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25 VIR /SRS BT I LA ] ™

B, HRaRBEE (entitlement management) HHFE R, 1Em Wi, = H 8 X HAREN K
W SR AT BRI, HAT, K0 = i A S At - ] e B 00 HE SR s St s (i, 2
T OASIS XACML #5#E) , HA$RMERASREEN XA (AT TR BAR ) SRR E 7 R e 1 5R0E «

Hk, ATHRIESTN S GRE) AT EREET, Uit LRz BB M ER, AR
BRI B e X B R S A E F 2 TS TR S IR IR S BERZFT (delegation) J7IHI %
JE.

10.3.5.2 #Z## (authorization) B HE B

= RS UGHOEARR (entitlement) Ay FRIRE A A2 A i) 8 44 B 2R SR (V) 55 A 7
Ko REWEOT, BLRZ ARG GHEDY O AL A B VF 5 5 Tl ANgEdr, DOy H bR R 32 OR3P0 BE, RIS
N T EHBN IS S, S H A B 2 PR I 2 R gt (WIHESRABUNIBURE B ARG o XA EDLT
SH O A AE Vs 17 SR o (8 — AN @ e, 2% RS B2 SRS 5 St AR A A2 PRI i R AL ilE BN

= HRORIER A AE B AR RIS . X ISR SRR AT, FE R R R R A, JF HER
R RE AL T AR SR AR/ 55/ N IR o G IR T A B R B, TR AU A R A PR A R
V7 1R SIS RN s PR TR Xl (1) 2 4 SR E Bk

10.3.5.3 51 M SREGHRALE TR 42H

ff AR E R Cl XACML) BXE A M CELEER Web AR5 B & A (8] 44 8 ) A4 SR W e 3R / S it s
(PEP/PDP) W LLVj I ME AR 5538 CEBEH THBRBREM « WRZREHE T — NI (ot
MR, IZZEREE R (RS EE) XFZ (PDP/PEP) ). {HZTERAIFE , W REH 1R 2 k& 1 SRmE AR 55 2%
55 TR ZANE K] PDP/PEP. JELLyy ) & 24 ™ S ILAE SCRFZAVE BN CAnde XACML H1) , IX AT R R I & 1
IR Centitlement) o 534b, HELEFZAUE HE = 5 mT F >R N EE DL H FR G55 S0 10 £ BE SR BAUR I

10.3.5.4 1jj 3] SRR& K FFIE

TE S+ @ LRI T 2 Ah, D7 I SRS 7R E0TIE (2 10.3.5.3 515 RIS SR A 2RI o 1Ak, dF
LY 0 o P 7 B T H SR AR 55 B E R MR %, P # TG 26 PDP/PEP TR, IR AAMEMIE B ME P E A

10.3.5.5 ‘BE IV ) 5RKI%

AR AN GES 5 1) SR R PR — T K Ak e 30 A R 2 TRT SR PR BRI 75 B B, A P A SREms A 5 A
JE k5 NS B O AR AN UL AL, A7 SE B AR 5 ZEA IR S, DAORIEAERRR R G S0 Ja DR FF IR (i i
TERRIE) o EBREIEHAT LB 7 5 A8 2 0 B DL BC (5 0o/ ORBE SR AR IR o DRLIE, S 247 4
R T HEANGRE, @I e AT AT i S il /g A B ahik, LA R

8 Details: Lang U, Schreiner R, Analysis of recommended cloud security controls to validate OpenPMF, Information Security
Technical Report (2011), doi:10.1016/j.istr.2011.08.001
8 YR F5 A JF S0 mash-up
8 provision from
8 provision to
cloud
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DA T R OFTER S PO I 2 4 REH Jy (IRG)D BoR U5 R N B sh i 71k, B4E:

= BAIKEN A, DAY TR SCRFIAERT 2 4 /R A B s i GUZ I B, iz R ge i e ar E B ok
P CRIHA R 2 AR OG22 o« R AR LUSR BTG S (DSL®) fiik, BEJE BT /R aE K
TR FAR AT HAT I Z M. BRI 228 H CBUR/AZED | flin, S TRHATE R %
TRAIT RGUISRNS . ShAS RIS SR, DAL M SR S AT o

o CRER Y ) U R S B B 4 LU R AR
oA SRR SRS TR 5 TR
10.3.5.6 =R AHIHRESLER
o FERE AN LS i L M TS, AR BEUE A O i BE SR G V) ) MR A I A I IR

= BAORVS IR SRS AT EE, ORI A Zh AL A R A RN XA AR E . SRS A SE ST
SR — Bk, RS B E i TR % (IR IREN 122 40D RAR RS AT T 7 AR 7 TR

= SR AT SN U E A ) S AE

= HRIRIRI SR AR SR AR AUE B PEP/PDP, W] LI IR E I I BURIR BEATHC E, I ELURI SRS R 55 4%
R UL BT (1 S A X 4

= WRIRT BN S IRFE N ATIE — MR NSRS IR 5 &, N5 RS A SR e B AR 55 " 1 D8 SR il 55 2«
MR AUIRST (A B RS2 B T
= SRBUE R e AR AL 2 H SRS R R, RN R U7 1) SRS S I (0 B KB

o RS FE BB A RER) B AR (FISEHD HORHENE (R AR B , DURGEH B2 4 5E F
Ko

= WERXS AL E AEBCR BRI AT R, IR E TR S AT, AR A REE RIS SRSk
B SR A 5 AR — N X T REAEAE X NS RRATT, RXMIFLLT “ RS EIARSS 7 1R M4 B
AL

AR IR S 2 OASIS XACML Z5kriE I SN/ S R I RE .
v TRAR S BE L B AR £ LA R ) PEP/PDP, b REIETE TSR W g w T I SRR A

10.4 =N ABENB

8 2 Il NIST IR 7628
8 psL: Domain Specific Language
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BB S VAN AR SR MU ARIRIR IR, AT Bl A & R 2 ] e A A X S o 12—
e dmxy “BaE” NMAERGR LT, I EAK BRI AT REE 8 A7 A AN R 2 A B 22 4 52 B 3B
1 S A

JFi% Web 2 FH %24 11K (OWASP)™ 7£H OWASP MIIAXFE RS V3.0 HfE#E T LT 9 AN £ 32 A MK -

1. i BB

2. M IEHENR

3. AIENHR

4. HRIR

5. SUHEEIR

6. HHE I LI

7. LRSI

8. Web fiRZ5-liR

9. Ajax MK (RIA 224010

R 22 2 K (R T L 2B 25 BB N, RO B A R, N P IR R AS AN 2 222
HAMRE = B R NSGRE, PR S HSMOE FE CXAEIE S FEERA)D -

£ SaaS HfE A, XFE—ASEU A E AT 2 AT S0, R AR IR R R 12 4TI ] OR AR 55 2 A AL
2 o T B AT P 1%

SAAS SAAS SAAS
Tenant1 Tenant1 Tenant1

Additional Threat
Vectors

Traditional Web
Threats /

Vulnerabilities /

B 3- 1 1T K

% OWASP - Open Web Application Security Project, www.owasp.org

cloud
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E)ao
2 2- B oh Jr B AR
HE N AN i S 7 451 AH I AL Gt 22 4R A IR 2 )
PRy kit il
RLIZCH 2 AL ﬁi Eﬂ j;rs %ﬁﬂjfgg B LA O
A HLIET Web R — BRAETE) AL
i CBIRIETH 2608 5 LS E AN E b
— P B PIE IR
SR
CAnS SAT TR
ROHEAT R
JE 44 B2
Web %55 i
Ajax MR (RIA 22430
PAAS FELH 2P El= Eil [k
IAAS HARRZ N 2 | BRI L ERAE (VM | ARG RO R I PP VM (8] 2z 4 /R
F SHIX ., BRE IS 24T (Gl e )
SEEELZ A 1aasS L)
VM 3. )

10.5 =H N B

Mz eI —F, £ ARG IR A M 92 2 B 2 2R AR A P A A X0
FERNHEREHA? W] M ANFR R 25 N R 2 1 TR e EAT PR 3

10.5.1 = RIS M P&

FEASC R, BAIBRE “MifE” T TR 2z, Fenli, NS Tahe RaI%E 2IE R

1. HERE. EAUMEBTEMRERMAEHE. 7@ REX S H SR M, s TR E .
BRARAAETR AR A B F i S B R A H A, 15 00N A B R A H B AT A I .
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2. fEEglfE. ERLERUEN - AEERER. —ADRAERER R E R REE T — 4% 7 Z R BT
(fn CPU. WAF. SAN f£fi#) HIEATEIL TP BC A SRR PR, Bl YR T35 52 42 (1 B B 2 A L
Bt BE It A B B PR AR AT N

3. WRBRMA . JURINE ARG W IR R R P B S PR A A BRI, Al
TIREAET fh 4. Wi HEBIULRII DD MR, BORYIE TR 20T H F8 52 R —
AL TR SRR, 15 STl A7 O g2

4. WEHBH. XEREE T AV SRR, mRot i RaE . RN R R 2, U R YRR A
e (Bl “HP A R TWIRY D, WRREREEZ WS (i, JFRE RSSOk RS ERD .
R —MREFIIBIIE, fE SDLC HB IR B BU o, HAE BHpt 2ol fi] 4

5. MFERORME OUHRVIREBHD 78, WA T — RIS RS s SR 2, fldn, B
IR S AL U SR AR AR E I TR R SR . XA T T O SRS SR A R M 50, 12T R RERE e iR S A
A 45— i A ) AL

KR H SRR R RO - TR AE R IR . RISEEERR, NI RS TN
M “g5 77 By, MR AR B AT FE L R T R GORAE TS R SR Rt AT LAk

1. SENTEI. HERZS BT MR 5 R RGBT AT (R e — DN IR A XML 22 2R %0
4 BRI RS e — DA IR R 2473 b NS H % H -

2. GERE. BRAEDOACEEEE N —#hk Aw s, S EE R, T BORT 5 BB N1
MR, H&EZHNMIZREREE B

3. RIFHISCR. UGS U HELANER . RS B, JFENZEME—R . ke HE
% HA CHPIRTT R, MZME R RS R, SRR R TS % .
10.5.2 MR E =SB R
XFF3ET laas WM H, MHEETFE AL EAE R R “BE” M, MEZENHIVER “EFRT o &
J e B s e LR i 1 S A ECR R A AL (co-tenant) XN H TSR AL VT 1) 224K

M EE AT 6 = BN ZROMO TAR. BT GR AR IR R IR CRE N T %, Sl
PR AR BEAMST 75N E R PUT T 6 AR IR, BEARHE AR - MEfElE RS, X
PMRGTLGER AR IR RS, WA g — R =07 RS .

HT Saas MR M 1) R s, WX RN I 2 et e, IR RRLZ . M Saas
dh R, B LA LR I AT AN IEE Y T

ST Qo M 4 HL N Y 2
R 2AE P KRB AR M F T HERERFELE? 7 sHAR IRt 45 8 m?
SEALR AT AT SR 2 P ABE R (Twitter? BEFR? SEHIHT API? D
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M7 NI B R — A BRI (BEE =T7 m Bk & 7 MR RGOSR
IR, (EXEEE RFIEREE LA EZ)LTAZ 7 =REEE S — bk, BARFERXA R RGN TIE
R . mRER AR, 2T RREE CMA A ERERGEE S AR BRI RGN E R, FR
BEZ,

10.6 &l

10.6.1 ZELRUFEN

SE ST REAN M 1) 22 4 e B RA 7R SRR A2 5 T R S i 3B ) 7 22

o PP R A [ B R X PR PR DA 2 T CAER AR, EL DX SR th BB S B oKk 2.
PAT IS i AU R o 1) B A S MRV S R D00 36 Rl B R AN 3
L AR TR LES FINAR S+ AT RETEANRE o

o O O O

10.6.2 X0t

X P ) 22 A AREFA RIBEAT KU 70 #r (HLEE PR Se B PEART I o JF HNL B IR 4 B .
S22 M 25 FR R 5 AR 3 4 2 SR 23 A AU I 437 AH 5 U A 7

1253 SRIFHUES 7 BRI R 1) B0 1) B AT R 20

IS A3 2 A ORFEE T REAT BT C A AR JRURSE /B 22 T8 AT R B

o O O O

10.6.3 ZEHEIN

PRI R I e 2 4 1A SRR HE SR o

JS2Z A FH e WA FEAR B () = T SE2RA AR R (o, SR “IPICE 4280 7 B TOGAF/SABSA ) .
IS FH 2] rh ] AP AR SRS B m] P T B AR AR T PR ) 2 4 S 3 R 1

IS FH 2 52 4 22 s 0 AL SR 5 CLIE B A 22 A M HE R, SORE AR DR AN T 2455 2 FD 1 iR J -

o O O O

o BHAHHE R S A I AR
o (EALRMIRIGERAD] 1 AR AE F LR AL B

o HEPIERITANES), BHEAR (TRZERE)D REGTNNHE, KB HBAEIE, R b
H1F,

o HUELAUE AN (W D12)

o HWME=IRMEARG. BURMTARAUT NIEE N7 IR ST 5, BT E & ki i TaEliise
1T,

10.6.3 = EBFENEEIN

cloud
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o  PATH I Web N HIZZE AR &+ K OWASP il .
o T ETREEE/FMXHRIREAT 22 HA B E ik
o  MZH AT T ARG IEBA ST BRI, IR Z 21037 N I i SE i & .

o XFIEME 1aas B Paas MABLMINHKYL, 7 ZPAT ZEVHARA IR VM 2> XNIRRES . KB HUML 2% 258
2 i i) QL2 RSt BAN 2 45 T A2 25 2R 4t RO R R XU
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D11: NESFEHEH

WF =gt lW AT, WR—AHNATEA Y, (B XA e ey i 3 X e, RERIX
YRR BN . RS 0, AR RE I A AR 5=, FA 7R R A — S8 B A R 10 2 iR
(1 PCIDSS) B A 2% B ds n % o

FERWHERGS, BTaE2 T AKME7, DO TARRE R, &2 M8 SRl . ke

BRI, SRR TR SO AU TR A R BT IR I S RN A R T, s
HERALTD 105 28R 75 S MR T2 R T 47 AE LA 7 s D 0 75 B TP K Bl e i
i

BB AERE A DU Jo

N
JIEBE B WE ? X 4
. TR RN T I By, B4 EBEEE? AT,
Y L =y
- SR Lt
. SRR N
N L ile:
. AR
11.1 INHENH

T EMEA R RITR, PUEREEE DATERY . BEE H R G B B AL AW TR 2 =,

52N, FTEAEFERE R TE R IZEHEE B R RIS ) 2 Ao e m gL A S R BOA R AT B
S5, BT RE TRAT AR 2 A TN ], RS IEBE RS R R, VBRI ES 2 ETt

ARZEFAMERAH E = PRI, .

A"

b:ﬂ

FERSHHEIT AL B 2= v e hn 25 R AR 7 Hidls Eﬁﬁ%%ﬁﬁﬁﬁ@éiﬂ:ﬁlﬁlﬁ%ﬂ%ﬁfﬁﬂ2%%%$§%Zi_i; (i TLS) o fE
Bl AL hmd A s A e R B AE = H RES IR . — BERE R oh, REHHRLIRAE = Pl 21t
AT IR TR B AR

Xt FAE = P ARG B N L ORI TC A5 H SO o XSO AT el A DA O L N AT PR, BR
HAERE S BN U HEAT ORI IR K I 35 RN B SR e

B R (BN A R, e B B s . R BT TR, HSNLEE A 2 R S5 PR AR
LRI, IFHNOZIE Z 3 i & R IR RS
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= IR AT LA DR DN JE 53 R URIE IR B DX R PR Bk AR 7 AT 1R (0 5L
fro WRAFIRACHEN, WA IRGHE 5 FARI S

= AESICORTOIFL L W RN S, BUONEN 2O S BURE R . BRI T B v /e 2 2 it 72
iR 4%

RS AR (W AES-256) HIMNEEEAR, WESF R4 Rl LR A0 7 2R WU A SO
A T R 2, B T B M I S 5 D 5 R A 4 =K
11.2 W] HEIRBRR NS ik
AT, G705 MR 2 R OEFR M Ik 2 SRR . DEAIR £ H SV 0 % 5 2 sk
FAY TR T RS X A
ot -3 S 2 UGS 22 A B 05 2 B A LS 3 A — e o R

= ML BA ST ESRON A SRS DA U, RAE A S8R O, HE S REE
A = BINEHEN 7%

» HAEE4L. 7EACFRZ BT E RS AR GIE B (PP AEURAN A (S B (SP1)*?
o FESHEE R U7 R EOE ARSI T A IE (S e

TEREN,  FER Bl 1A% 2 5 BT OBt B B R 2R SR B2, ANVE T B DO — M N
s HAR I AR, BURASH — SHAR Y o

PP I N B HAR T i RSB L AR VG I, Bl I R XU AT A AR P R S MR (ATT)
WA, BFELUR 5T -

= RSNATFHEEE, AR B B AT B A A A SRR 3R

= ESECGEREME, BT A R SR A S B A =T A AT
= BREATTEEB=T7, A X RINUVRARITE X EREE A THT N

= BURBATE, ARIEZAE AR - R BUR AT

= AR ERMERRIURE, Gl AT AR FE A B RO S S R B BURME R, AR R AT
N RER il B

o PR, AR5 AR MR IR R A T A AT B £
- WRAELEMEES, T S L A

0

py- Personally Identifiable Information
%2 gpJ - Sensitive Personal Information
% http://www.caida.org/data/sharing/
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11.3 =HREH LG

FEINEE B o3 8 AP BAMORES, BN 1Z:

= NERBRRINE: R P, AR B B A Ak o, R T SR B E N . e A
M email K —ME R RS RIEGHERR TN 2 B3

= GRAESINE: InE—NHEE RS RIME MRS I —A 16 A EH R RSINEETE —
A 16 ALHIECT, — A ERIE SN SR A RIS, —ANSESCRAE N 5 R — A A

AN A BB R 25 LI, I R Al DA R B TR DR e e e A i iy e A SRR RE A B P UK,
WA AT RE LRt A ZINE s, INE U] AN REST” http S35 3R BI A H = N SEUE: B4 1)
KA 7 75 (DLP)™ B2 S50 A2 7™ it AT 3K RS SR R TT MV B GEFEEL email JE3O MIfRI7, JRE
HE BT b 2 frine . XA E BT m 8RR, AN Bl D kR 7 S R P A . — AN R ERIIR ST 7
TR A AR T AE B 1

g 2N 25 e N 2R BN S — 25, G I B PO BB B SR ke 58 N 25 S R B m A% QORI E Y L ol el P A%
gitnaE, —AMEHERRS WS E RS- —NE L, BEARE— 16 AMET. & mss =4 m
S5 ) 16 A7 55 08

S PR PR R AR, X RS REAE A D I VM A B 7 ) R IR 2 B . DR S 25 (1 G Bk ik
TR NN KA B SCHUE, A E = P emailo RAUBEIN S8 W 2 A I BB 5830, 0 SOAR B R 4T
FEORIE SRR o, 7 EEAE B — 2 I AR — > Sl N a8 M RS BE R 4 ef o AN, I e (R S0 45 R e R
JEUUE B SC— A Ak £E AT R R SR R ) SR

o N A N R b L A S R, N SR S AR R, AR R

» R TFEAWICFEE NG, WAL T (primary key™) KU BIRE A GEFE: BS0EK
HRRREIVSIRREIRNZ)

= WERENMASEAS TR SRR (A PR, JCHGE PRSP Bl X LEAL B AR
Bl mif, ZABOR PR EARS R R

— AL T BRI R BC SR B RN, TGRSy Ah— RO B AR GEME— IO, I hitk. R
PSRBT, DU RAE F R A5 52 R P SRR P A0 17 o MBS mh o A2 (e — R R e T T 2
WL, XEFRTUERNH = LN, A 22 i BUREE .

EOCETT 114 $OSERHBH, (ETRRIIN LT, B RRAERETE 2, T AR LA 5 oA (3
BT R S5 S T

% REST: Representational State Transfer, RiRMEIREHER
% Data Leak Prevention (DLP) products have an enforcement mode that detects data leaving a secured device or the enterprise and
encrypts it.
% Cipher text - The result of an encryption operation. The input is known as clear text.
o Ciphers - Algorithm based software/hardware that perform encryption/decryption and signing/verifying
% Primary key - A database column/field/attribute that is used to uniquely identify records in a database
cloud
S A st

b:ﬂ v:\::a urity )
alliance ©2011 CLOUD SECURITY ALLIANCE | 121



miFHRBR YR L eTE R V3.0

b, SHEAN R AR — R AR RE, R &R S, ySe I ThRE, W ZRETT 1) # ]
kS5 . HEZHEMARS I 114 ZHREPIE .

11.3.1 =HAEEINH

TR RN B R L . P RO PR R TR AU R D RE . SRS IE SR C 2 2 LR
BB E

At R L3 A R ORAP Ak A 25 P B R R 3R A

o OOPER EE R P (AN PR R 51D B AR

N TESHEEEI Canhn AR JE TEANVE R B 1386)

o HURIA A AR I K P SRR S B s U R CanfsE A SRR P

M =G, Rl R MR T BAE R Saas RIS, B R IE R DIRER SR, e F el s
REFHREVS F 4, BRAFRELE % O L34

a2 R B2 EAERE EIIRA . B TN ZAh, A — L5 1A X071

 ERNSRRZE. [ sQu HEVE LR R L LRI U X SR . I e RS AE VR ] R 2 2
Az, AR OR R AT BB A RE VT 1]

» FREREEHE. XS S A A A B IR e, KRRV IR REIE A& A
IE BT AN A SEBR A E o

11.4 FHEH

NS i E R —AMBE A R e B S, AF =2 P RS L F s 47 1 fE 75 B e % 4
B A R

I RO RAE NG = A NMAREFIEAT, s i Ak A SR B AT =, S A A &
. IR SR —E o IR A, AT RN 5 S RENE AR BRI RN, AR RN R . B A B AR
WePRRERE, GIAHEACEE, R BT A P R AR, M R 1 B R R A Rk

Alb s I T EAA AT SRS, AN AN RER T U5 R A Al i B g S . e T R R i R
THEFER M — AN 51 4%, F TSk B oE RO — DN P BRI (B —MEY. uﬁﬁﬁﬁ,ﬁ
NSRRI AR B A — AR BT 4. IR — AN REA A SRR B, IR AT DOV B
VIR A RE 23 Bl — MR O S, FFERRAR N A SR T3 E 2 B S Aol A R A2 AR X — 3B 20 i THT i+
WHIRAEREAT L

% Entity - For the purpose of identity, could be a user, code, a device, an organization or agent
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MEARAFEAE N AT, EERX A, IEM A SdE O3 P B SPE Bl B R A ENE M
(s CaMNNH ZAE %, SREHAB A S IS, SRR I 4B 3 91 P AR I P
HAGPIRRR (BUNBREGER) 9, DU ORAE TR R B A = I BE AS REB AR, ORI X —RIIE.

11.4.1 FHARGENZERH

IR ZARSFIR B B — MR E SRR, SR sscs 2 K E.

FEMRSSFRALT, TEQEMR R, RS S MA IS W8, [R5 1 %5 R 55 2 S b BT R 401 Bl
e B G RE VT I N4 A e Al 55 A M T B — 3

B PIMEH ™, RN E S, DR RS PR SR 4, R e m A (R4 4]
A B AT R SRR AR5 5 o REPEATART AR DR 5 SR N 1% 7% R IR 2

BPERE R, RSN AR RE (&) ERIPEY], B A BOE 15 2 R 5 2o 4%
i, HETREEGEMHF R,

11.5 &il
BpREY
O YA FELAEAR 2 1 S A P S P B T 2 A R
o WIETIRE, FOAZAE SRR B A, DA sk
o [HFHRUFI B IS, SREEARRIRE W Fnss . flas. B8, FEMNAEER .
o LB TAEY AT E O O I8 X R RS K TS B RS
o R ANHL TS AR 7 P IBIRIZ T O SO b EE, XA RIZ R T — A & 101 Hadoop T

Ko M BRI 3 AR, XM AT G, B8 Hadoop, 2ATEATH O LA, HIXIFIEAR
ERINA.

o HPMERE BIREAE N NEERIR G 4E S

o RV RN MEHIURIER, W DRM R4, B HAhS T AR mEE LA B, H US4
SN email Y SRR AT

B P I E R

o MEMbRHER L. AT LR IAINERIEAR, L RIS S5k B5 BEIE W1 LA 5 45 B0
8 G Ao FH T AR AS 22 2 (R0 s A o el I s b (DES) o
X Gz, BEAEINEIEOLT, N AZ R A e 4 (sQu EVF SRIRERA BT 25 BHIEXT %X
Pa VI o

o ANENE EREERGIH. mFINE LR, RBLdUnEira fZE NI RIS RS 5], HIRE
AR AUE R, B S RE.

o MEFEBRKIE RN (KO REHE RS EHRA T2 .

100
101

SOD - Segregation of Duties
KEK - Key Encrypting Keys
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11.6 E3R
VORI T AR AT I S B ERE T, VR AR T B A, Bl ok T S R L
B B A AT RS

v BUEINEBCR A E S0 DRM IR0 7 fh S AE A N ES, A S PR BOR R P B, 1
PR A N AZ ] TR ], DAL EIN & B om i . 25 AME Xss

v A A R IR A D SR R Al (s AR AN A AR ], D BRI 7 LR N/ A A Y
RN B PR AN B R G

v BT HMVAERMPTA A, BERME RS AT RS, AR PR E
v ARG B R B AR )
v WA ATRE, SEELE R RSN E-DRM BB B iR (DLP)

Vo ORINE R E S E ERA R AR K S ERSE L, NHSRMER N REENES, DUREAHLAC
Al NI R B UYL R 52 NS

102 E_DRM - Enterprise Digital Rights Management. A process that protects content such as internal corporate communications or

copyrighted material.

cloud
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D12: Btfir, BBV B

ZIREE IR Sy, SRAUNI; IR P S A PR AR Gt SR R AR A RT3, W] RA 2 = AN AR IR ST )
gre S, SRR E R (dEA) .

KT REZENRKUL, HE MR HEEREE DMZUXEHE — GRS a, PUTERZEEM T R —A
HAkgs (DS ) (ELm Microsoft Active Directory, Novell eDirectory, 5¥ Open LDAP) FH-THI ' iAIE. 7EH- L
R, BEWETE AN HECRHAMINE RS ET WEB BIARS, T2 B0 E— RYEIE (HEHE
L, 2 HA ] BB A S S E AL IR AE D) .

B, —ANERE e 1AL T 2 IO IR 55 BUS r I FH f5 2217] 5 A1 R RIR B AR 55 7F RIKAS R SR - (B AMY
FLHT P (Users™™) , RN 345, AT (Codes™) . HUMAAEHINAG S MENE) o E—TiES T, 20
BLES M ARYE, R REREIROELF . HAM AR T RIS, LRI RS0, SR AAE 4R s ) i) s
(FESBOSRE R, IO U5 A& BT -

FEIRANREAE R 2 b B0 R S AR KRR V17> FEEN, 52 2 25 N AT AT RE 2 T (70 TLICRA, - [RJAAT
A BE R ZH AT R “ESL” MRS LR AEE DMz F R B ML B AR R 8 B A N3 H SRS, HRE
Te AR L E G .

XAEB TR G B Sy AL Ry ) B L T R T AN RIE M 2 e TR R AT
LALE £l pAY 0 74 2 S i

MR TR T ESERINET Sy BRABUNTS L A

» SHE RS HAA

" 9 HAEH
5B ( 1dentity Federation)
= B s SR AR

= PFEBURI )

= 550 AE PSR R R A S

103 bMz- DeMilitarized Zone, JEZEFH[X
1% Directory Service : DS By, H 545, AR gl 4k B SRS, T 44 R s i 5 5

105 Ty pically humans; for a wider definition and expansion refer to

www.opengroup.org/jericho/Jericho%20Forum%20ldentity%20Commandments%20v1.0.pdf
106

Code includes all forms of code, up to including applications and self-protecting data.
7 Entitlement : “FZAL” AN B B AR SR AR IR T RO RE (st — AN R SR U D
1% pe-perimterization: “ il FAL” JELE Jericho Forum H i F #4417
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= B RUR PR A2

" ZARGIKS IR

= BRI

= ORISR
12.1 Rig

G S PSS R S R, — B T AR R A BRI M B 76 AR 2 it 72
SEREHON T IR B, A B R R SHOMAE, HE 0 R

= Bfy  Tdentity. nJBL—HORIA T HUM & — AN ST I ME— PR T i

= ARiR Identifier. AfLUMNSEHUMT & — NSy, H M APIHAR.

= Sk Entity. AR P, 8%, FURRRED) et i &4 .

= PR Entitlement. HHUJ1 CBIHIXS— AN BRICHCHE MV 0D WS4 B KM OGPk Fry ik 7

»  fHj4LFF Reduced Sign—on (RSO) . i IK*5 A ik AP T By H P R AR EIESE (P42
FERS) , KON & —FPrh 2 a7 %

» B Single Sign On(SS0) o fff KAl SAML "1 OAuth " XFEfIZ2e 2 brvE, BT = IRE A AT
5T B 3 A e

»  BEF Federation. — N EEIREER A — A G40 51RO HIiERE .

= ffifh Persona. M5 IINESE R VESR BN STARERAE . A1 CT LORAMA S SHLE S S UKL e 1k
i (g, —A40 Fred Smith ke, w7 RLZ ACME AW ) CEO, trLAZJE T ACME A
AMNIHEHL .

= Bk Attributes. MASEJT IR S 4.

12.2 =HBE TR SHNH
A GRS RS R P (AT DUAE S M — N NEIRR A KRBT BT . R S5 R
45 WP T LB R B B = 3 B R AR R, BENS T — Tib 55 A0 B F bR IR BT A S AR AR 45 K bl PR

R, SRR, RSB UHERE T, XTI RO SEARAE A B R A S R B, ANURT DAZE
PSS RIS RT CATERAE AR 2 A ko

109 SAML: Security Assertion Markup Language, %4 Wi SHFidiES

110 0Auth: Open Authorization, FFTSEZHL
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BEERH S ME RSN, f5 BRI 2 A

= SO A RIREEAT MR THL, AF A2 B R e o (B, BAREAE, HEREK, BEA
K144 PRS2 LA 25 T U B 0 1R 55 7 35 IR

= RN, Bl ey, SN O ORBREEAT S TR, AE A IZJE PR GRS E o W E SR
B ETKBIR B BA K ARG L T 1IN

= BT OAEETRENZ A RIERMRS, P %/ s R HERZ R 2 A TAIRIESE AL S 43 A
J 1 Al 55 1 g

= AN REREPERT R CEBREERIR IR —E) .
= JAENES TR (GRS .

12.3 =514

.

FEAE G TR INRIR R T, 7 N R EE rho JE TR G 55 28 1O N B2 Mz LA LA 3R £t 2 98 1) R
IR, ANEREE AN AN (A=) ERINE AL S (Saas, Paas, laaS) , BT AHIE R

AT LASR AL BT 22 1) R

B RIGRASARIL T G 80F AR AR 2R T BB AR 2O B R 753K -

cloud

A sccurity
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R RRH

PR/ A

K1 -BHBRHE

fegiik &

RN H SRS, N
S FI ) By H e3P AE A
A H AR, LRI AE] RSO
Ji %o

mFE R % 216 V3.0

nikF&

] A Z AN RIS B 4
8

W R/ ZB T

B, R AR
2% I 75 BLAE X i K B VPN Fi
B, A ANEBCKH IR
E

56 P T 5 4R 3 B o IR kR
] 2= g%

bR/ 1L T

SMESENLSEE R AL S i
ISR IE TN S5 ORI . &
By e B Al e B b
i, AR EEHHE A H
SFMRS5 LLARAIE AR IR PE R o

15 FH T 5 S0 B 40 A 1Sk v
]z IR 5%

NER/ S3L 5

A ER EMLFEAE A X i
BB VPN, HNE ST s
SRERAEE . By RBIAR
FAE I TR B SRR
B, ARAE T EE S H RS 2
SRERASEA, DRI B

15 FH T 5 $2 045 5 40 AU ok 5
w2 AR %%

FEAEGEH) “TAM” "MAR T, T AR N — & BAUIRSS 85 0 — MR ST AEAE . B R T IELR 2%,

S MR TERISRITAR 2, AL/ V5 1) 8 B e S0 1 — 2 e B BUE AR € SRR PRE

W 1 o, B AetE GEEHD REZAKIE, RN/ U5 R BRI, R RSO ik

Vi,

ML AM- B 43 AT i)

cloud
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Vi I EERL I (KA 5 /22K, LA 1aas |, PaaS 8 SaaS BI=EFEED ) KB TAE: ;

= W% AWERBGN, WETRETGE ORI (Bl Ping BY route) RS, A, HANELLE
BV AR %

= RGRE. RPGINGE SCRVEDT R AESCRGE R E S, 51 40 24 S i 55 45 o D e 25 4% o
= MHE. RPN B 6 K i R E N AT RERBIL R, R fa] RS R L T

= KEE . SAGNET DU RGE AN NS AT IR (BRIIAE) o SBUE ST A EHIMAE (7]
PAERESRHEAT S5 S 1ok g aaThae (BIInMWAES RGP E) .
= BARE . SOBUII AT RE PR U7 1) A R DI BE RS R, BRSO RSO BB (N s
PE) o FEEEBKIRME, ST LI R A b 48 SRS, 0 gy F P R B 7 1) 4 FR] ) SRS 2
HUEAFB N (ISR E KEhS KB ERD .
BRI IR T2 XSS M2 2 K, AR o I AN IR X FH SR PP A5 SN (1 5 43 A1
PEHEAT 5 SC, TR S SRR AL /3R RS -

12.4 S4B

B LR UE, BRIRRARE AR A M H R ARST IR R . BEEEHUM R B oE C “BF 7 B “ BRI
Hub” ) RSN ERERHL I HRE o IR S e — AR o B B B RN, 3R B — DM IER I & ],
FEVFHA A AR AR PEAE I FEATR 4 R — SR A B A5 P S8 20E 3 AN BAT R AT .

MEAR FRYE, BRHCRA SAML SRS A 43 BRSO R 22 A3 nl R R, —SShLA s F AL ] SAML I 5 1)
WSGP iR 78 HSR ARSI T o 5 — SENURILR R IR B B 63 Ak 55 R A H SAML B 55

FE_ BRI T, A7 2T S AR VEIRT 5 1 AL

IR ARERS ) V2 N T SaaS B M S BRG] 426 . 7E PaaS X TaaS A RBIIRE. =
WHRU TaaS HE AN 7 E % B AT B Aoy B I8 (EEKS . fEeks . fFBUk 55 o ik
FEMOEE R S0 (PIM) T HEBATEIUH P& B (SUPM) FISLZEH P57 (SAPMD #1EY B3 = &
BN IR . AU A B 2 A58 38 1 e — > 56 328 10 R AL 1] (HPA) S

125 H4FBEHEKTFE (Provisioning) FIVEHE

RBTFE, FATRKESEBH IR, BXEAE, WIET S RRE R, =28/ MHFES 5
Gy AR SEAR I S g v, DB TE RSk B Hth R Ge/ 1 FE i HoAth sS4k

N — e R E R GEAR RS -

 HPAWE: HP AR A3/ RA M A SR

b:ﬂ B‘L’L urity )
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~ B4 (HPSRS AR

»  RIUESREEL /(B

= fIEWE; IP bk, MFEAIE, GPS, MEMRSIE

= B S BRIR-E0S) BLAHINT 5

= WSS (BRIR-EAD) MRS WS ThReioK: Thagiktt; WHae/), %%, Hhk&
» RESE G BRR-%0) MRS S

= FRdR/ A REE

S MG A SR R R (AT REAFAE 2 A SRIED T ZAERBGL AR et b A ok

PRI, T BETE et 25 ARk 55 Bz B AS SR D9 B 0 10 ORI (BRAEZE T 20 HR 55, BdR 4t
Identity-as—a-Service MI=Mss) o ARM, ERSIRFGIER T GXIFARRAELED) , M55/ N AT RER 2
A By R BOR & A BRVE R

AR JE R T B — S B I, WERAN SRR IR M AR R AE SRS, RYEUIE MR . X AT RES HL A
HE, PGSR 5R EAE T SIS 1 DL 2 b 5555 I 45 LA R4 FH 0 2% A, DAL JE i kI L6 J
CHHIRSAAFR IR IIRBCRIE (OB ) o 280Kk, .

= MRS U, REESMU N B
= Al SEAR RN T BRE A RS SEAR 4
= 5 H ARG QoS BT RS . ARG S 0

12.6 FRIRE

BURR Centitlement™) SEREURTRik 55 75 KA 2 4 5 KA N T LA 2= S GEAS [F) U5 T EAT 3 BRI U il v 2L
M — RPN . 32 TR, IXANEREHRE R SORT LA A2 I Al s SO () S AN 1 o B REAN S Hh R AS
LT B IRBIXS = RGP G R B, RN EATTRT DU E X =R R 2 80 = T K o il /SR REE -
FEVF IR/ B AR G J2= I P 32 1

BUPR I 7% 75 Z 4R 2 i A7l 55 7 SR SCRE MBS R F RSO b e [, @R EAE KRB =) Mg fte “ L4

(customer on-boarding) ” JRFEHI—/NHFEB -

mkss—BRsAEAT R, SEREREA 1L, (B2 200 ST RN S A IO K L Jm SR k47
SEMIRIR A VR o AT R AR 55 75 KL 5 1) “ RGN E " BEATH T AT AT o 06 20 BL A5 B A0 X
Sz DAty LA R T Y 25K

W2 0%, BRPIRATH entitlement BIPE AR, authorization B N#EAL, Bl authorization 244 3 entity % T F
entitlement [T F2

cloud
CSA 51:1(,(},'({\/
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40T, B R R ARy (R BORTT RN T B 4

= BERAWERRE ", LA e R, 72 &R R R G r] A5 1 H A SR
CH At R 2 A R S )

= CREEOR VT RPN R & D RIS 50 4R PR AR R 2
= (BRSNS A 5y R Y AT LA 2

BB A8 5 EERE AT 7] SR B A B ISR . B AE I T 7€ o RIS, 75 BN E ARy id 72 v [
W) —&85, EABAIENR S ENE T E X, vt EAgeid—E i IR 8] R 5 RS, s s fih Ak 3k
5o

U R AE BT e SO B A YER B ST 012 Ak, A B fe s (SR KU S (BRiD b
ML, IF (FEZJRRIZEADIR) T

B, BRI AR =ANHoh 22— Bt 7 R

L P A/ A R TAAT 0/ SR IR 55 2/ SR B 55

2. AENE RN —E#HRN

3. B RIRSS (1DaaS) Using a central/external Policy Enforcement point / Policy Server /

Policy—as—a-Service

12.7 BRSURERE

BAUEV AE BR R AR GEERBUZ) oy i & BRI A .

RIS ET M RGT, RAUZTREE > “ R RH AL (PDP) ™7 BPPAL AR AT SRS 1 i, [
V1R R AERAT PDP RIS ED,  “ RS IE R (PEP)

PDP FI1 PEP /&f# ] XACML" (eXtensible Access Control Markup Language) #ZAUERRGAH—EH 5, 1EN
7 XML FF T A TP R 0 1 2

PEP fE = N R AR TF CGGRfF) ER)—FEAfa R, WAl DUR &R, ARISAT A — B Rk 55 45 BAE —
A XML 953 g & 2 SRR U7 103 SR AQEE, St b R8s (gt LA TRl BAVPUr s BOIEN, - Il e A1
PATIX LR

XA RESRAE A N FiH FH XACML, PDP F1 PEP HEAT#ZAN, HIhaetha] DLs e HAh 7 (AT REfE — A4t
A A SIS ) SRSz,

118
119
120
121

www.modeldrivensecurity.org
PDP-Policy Decision Point
PEP-Policy Enforcement Point
XACML- eXtensible Access Control Markup Language
cloud
CSA security
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PDP AJ LAE =BT AN P B AT o FLIEAE S A 5 Y 3 H SR 5536 2 BLRCKS BRI SR DRI ABUIT il R 5
HEERBINEH SRS .

12.8 55 E R AR MR R

AT =T 5 B A7 R kSR AL X R R B AHE SR

L S S A e YRS B S 8 2 5% sz B B3 (i AR A 7

2. WILAMC B 75 IR 55 S 2 B SRR N A RV 32 S 0 AR E 1 B e A
3. WIEHEE MBS HMRHmREG TR,

TR A HAF AL, IR 2R %

= RS IR A O R B

= BIRSSIEEERE T Identity / Attribute Providers
- GABROUE I I SRR A <:::>
12.8.1 HIEIERY ‘4r?’cral Broker
Proxy or
Repository

AR OB R RS, DT RRAER TS P, W@
OAuth & SAML, FELFEmt5 0 A8 VE S5 AH N LA B 1

LIR30 R G SRR BT P . A Se iR . X (R — A o
Fet5ii T G5 BRBCH TALIRUL, BREEDNRETREE e 2 b & Spoker Model
7735, TR 8 T 25 5 LDAP B0 4% S5 SAWL O

TEIXAMERI R, ARG RE AT PLEENLA P B — AN SRS HAT AN SRS IR 55 28 R AL BEFEiE 1T XACML BHTIEME (R
EIXFEEH XACML FAE W) « W 2 Fios.

EATTANGF AL — (6T, FENU RGeS — NSRS ST RO VRENLI A RR4E B S R0 ST H &, B & RT Bl
HHMAM KK FHES (DB ZAEOR B A Z 38 RT3 I s B R s Bk . Bl 7R Bl 5170
125 SOD R M A B ZER IR S RE S

242 ) A R AR TR T D e A rh e M S R A P R i . T AT TR R Y BT AR
MR, RIS WA LA (R, BliEs R thn] DUt B 6/ Je VE SR 8 AR

XAt — U ) —A> B B B ol RN AT LR A A A 7

CSA“ 5':;"‘( urity
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12.8.2 HHESHERE

EHHEEET, RS/ NS4 S in /BRI, X Identity / Attribute Providers
M REFEEERN— DR AL T R —MFAERE AR EE
HMTR.

ZFEIA BB (B0 SAML R, B HIES I AE T
U, (ERARMT R 7 AT DR STl SR AU DL e VR e 21
KEM.

— AN JTVEREAE RS O 1 5 A SR A 2 1) 57 0 S BB 1
£ 5 CRA#EW SAML A1 OAuth T80 , {HAEIX A J7 2535 X 4
P B2 AN 2R R

Service Providers

Figure 3—“Free Form” Model

B SRR 7o P R HE G, TSR, JERESRAL Ad-Hoe MBS, XHRBGL AR 41
BT A T XA A s R & 3 s .

12.8.3 JEEIER

TRERA A B ARG TR AN B RS PTR R . 286K, SRBCIIN AT LA SR AE AR A B i) — A
fefit POP M SRS HEIL . TR, IXEEPSKIR A AT NAF 2 IR ST BB 7 I 2 A AR PEP. 78 B KR
HE T, AR 2 AR SRS IR 55 4% Ik 25 TR Z AN F) i) PDP/PEP. VRS AL r] LIFFAE THLI N, Sl m 35
(AILERAD 51EGMN /B0 B T IR

TRARATT PR O — DA R IR A R, B 2 i B A 2 R R OV E 2%, Bk
P EARIIGE T R AR 2 i R CENAERTAT A SERt N SRR BT AR A, Tl SRR I (0 B BRATS I 2 2 B e D
REBRAE AT H SR, BLUECK P B S DL R AR SR B — 2 AT 48— 1 T 8 A W SR AL HE ]

ITE@Q

T A BB 8 8 PSRV T WAL TIOR3 DL TCRDIS 51 G MU AL 0SB S B

12.9 M HEERIEESR

SRR VER B AFREREE, BT TSR S 4 DR T X i JEth. £ bk ([HER
R Z G U L B T AT 5 Z 0 R LRGN Sy, AT REDS KT ETT AR e RO HEE E A .

R CERA/ R, H12555) FRESRM “MF” B0 “HBIR” (B 12.4 %) 5 DFEREFNEE
SERORMR, RN, IRAFEAE B0 7R B B A A R RIS AR R R 1

FERBOLRE S, — NIRRT Ew M, RN 72X e Jw MR, eI, LU aT
B s eI (SEESD .

cs A 3 t\:w urity
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M A BEEEEF R SNBH R BUR T, 20 E2d i, RINHUAR S il K
PHRBAT IR VERIWT S

PEJIRUN,  H AR SR B 0 o 1 AN T SR Bk 2 Je P O BBV RS, JF BT B e P B i B 4ok
BATW S . BT RVEPIEESFHA AT DU E T+ S0 o+ R VT S R RS

R E 25 B G P —TE IR S, VA BRI R AR A B LU T 0 B A B ) DL B R 2
e dr R L,
12.10 =AR&SGH K-S KT E

NERGRME A K57 ROER GERZN DR, HERNEMSARRA) , HRdt GG
RS I T PRA . SEHORUL, FEHUA A AT A H LR “ 3R 7 B+ 2 S R A — AT s

o

241k, M) A e EE S EAARE; SPML™  (Service Provisioning Markup Language) E¥EH # =it
MR 2 K4, [FEF, SCIM™  (Simple Cloud Identity Management) 1 &1 i 7E B bn AERITNI H B

TEm R G BRSOy OCHE, M KB A8 R GRS AR PER SR LA R, 78 T 0 K5 4 A i i 1)
R, WaEeE, EEMRENHEER (EREMERURARED .

KT IRPEL Oy FUR VLAY, 75 5T 1 SB[ e T

= NHBHE (EON-F S B AIRBCRIED A2 R, AARBUE N IR 2 H W L8810 B T3k
= B AR R LB IR AU BORIR .

= ERZHEAMT, MRS CREEHUR ) I8E

= NIFR SO RSS2 R SR B iy BT S IF RN, TASREY ™ B A s SRA

= QUHIRGLTEEY B A R, RS E RS, SURBUE RGP A AE R ACH B O AR I 5 2
T ERARRGI , K2 B AL 4% N e AL (1 g

EaA AN LTS SRR AE, NAE S ARSI B N e RIS EL B, R, KSR s
PRSI A= i o 00 B AR RS I 1 s

12.11 HHAERPAR S

ZHAERIRSS (IDaas™) & —AN" UIARTEH S OO MRS I Sy« AR R 3R B B vy 1) 8 B e (4
T — B R B A

122
123
113

SPML- Service Provisioning Markup Language
SCIM- Simple Cloud Identity Management
IDaas - Cloud Identity as a Service

cloud
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PRI 55 BAE 1A IRSS T B IR SS SRR it S5, RIS s A A o AR Bl S A E K
SRBENS LN TR B CRAMERTT SRS A ATRER) 15 IR Ak JFA ft 2L A48 B DA O 5 e T 1) e 5% 4 %
ZERIIMUAY JE o IXAESEPR ERLEE A G B SS SR LM T 2 (0 S IR SN B 7 IR .

HL(EBESE D14 “Secaas” 1IN B UIE R RS 4> . .
12.12 S5

e G M e A E, SBCHIN )4 U 5 2438 W AR RE P AR i P — il k. SRME it O
SO ERRINGE . RBA EEN S HAEE R, MIEERERE S M. FiHEHESEN SRS,
IR DR LA S AERSE, fEHHC SO HERAR /N

12.13 SAER N ¥

ARy E 1T R BHE B S AES,  NiZ 5 D10 (N 22 42) ek —e [ 3.

BTz RSN 2 HERGE R B IEE R, R T Z RGN AR, 722 S & S AR,
IS ORFE T G e T, Herp oy 77 T A] e /5 EEAE R A I (8] (B T IR AT REAS & — NS B
JREGE AR E RN — M, HEEREAFRMEREEX, Ba—PMHIREX S6 . EHERS AN, &
TSR IR H AR o

B FBR LR 2 UE S A R R . AR L, SR AEEARI L 1 LR — 24K 5 1)
BB RIS, SRR LN T . 1T

= AR VR S ME— A 1E, BB IP Hukk CBRE 1P MUBETTRER AR EiME— 21

Cookie

= RO RO C 2%, AFHEMEEBELhRS IE; AREMBB A (Persona) F 2 5
RHEIK S HRE

= A UGB MR (2 R eEFEPRGIEFINE , R N EASEKS . QERRXMIT
It ZE A BOH A ED

o AR R RS AR RERE, MR R AT 187

7 AT — IO I, 7 BRI R G T REAH BB SR SN — AR IRAT B R A E R E A S
PR (WIH A S HRT) .

DA TR = RGP B AL BB B S TR = P K S 5 P B I Hoth R 4
(NEBELMT RS KSFRD, THEBESERS “MAENMEITE” SR, L) E AR 3 5%
AVG I RAA . Beih 25 R G0 L P  (scale) IO 7R 22, JE Sp ol il A 3L H Bhid R, 45 Faheik: A ahFp
AR EAD R R AR . A E E R S EE A, X EEARA4G Tk DV B AR B IR Y B
et B .
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WY A ES DS B ik SHhAN/EE I DS BIMZ% B GEFARE A4 s mn aiEiE (¢
LB REAN L IR, PUNIRFEREA SRR DS ReFa AR H LR Ml A5 o[RS thyHO e fb B (RSO™)
PR R ORIE, (A RSO JEH DLIR SR G S5 (K N AR 2 9 AR I AR, =506 RSO SRR B A8 N~ B n™ .

75 JR55 T 25 E FAE 9 — A 0 U 2 12 452 52 S 5 v B 05 8 5SSO B R RS =0, 2 W 5 451815 5 (SAML) Al
OAUTH i3 (Bl 828§ /N [ PN 22 52 1 X 28 iR 45 B 1 AL i (W S-Federation) )

MW R S GE BT — R, EAAG SRR SR AN 2 A, ZeR eI R A
B, WEAE: MEE. 242 MHE. REEREIEZ GEL 12.3) o 2B H R DS R #8000
(TER B FE A R SO BT SR VR PR FE B AUE RN T, {8 Web/AJAX/Java BY3 Citrix “Screen-Scrape” 1%
o

12.14 S AERBER R

AP SR AIE R NS 7, BN AFTRBIER (P BLEIASEONBUR N AE R (SPI') HIRRIK
58, RPradALmiEf LR R . EHLIMEISATEE B 2 55 B L XAV SRR AT & A
AR

FE5 G A ERE IS, TS HBEART N RIIE:

= BREIEERNETA E X

= HIUZE P EEK

= HPE SRR E X

= AL PTIE LR B SRR B B R AT IR S A X

= SRS E T A E X

= FSIEEYE . RS R R (0 PCI-DSS:  STAFRAT WA 2 4 hrife)

12.15 JH B XS HAESR SR
FEHT R ARST AR, 5 ) B 2 I RE e ok 1 — SE BRI o P A0 2% o 4% -5 T 1) TEL BB )
Mz MRS5S RE IBbid 7 B8R, (ERRAR T — R AR 2 Bk, X SRR R AT LU B A IE 5 220

ERAE 206, AimAT R B IERIARHE R A S B, AR — SRR HELL KT AR, XA A W] )
MBEHRENE MR

ANSERFE, KHRIY P A AL B B AN By BANFER HE 2D BRAE BER A% I AIE R 48 P 5 AR ATT A 28 97 5
HHER, FEA 7S S ANERRBUEREXER . H2 7 H— MK 22 B & 780 IAIET AU (iR
TEED » WL — IR EF . XSSO0 S B AT RO IR . BURIERNT, i

114 RS0: Reduced- Sign- On, faifk & 5% 5

15 p||. personal Identifiable Information, N AFJIHAI{E &

116 5p|. Sensitive Personal Information, &N A(E &
cloud
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61% I LT RERI TR 00 T AR e EAH R RS, XA B DI AGE M SO IEAS AT R & il — &R 7B A
M ER.

iR AL 1) P TC SRR A NI, IREAE L AERI AL, TSI 20 3% 7 B G A TE AN SR ACRE 5 R A S )4 A A,
ean so v — N NBBUE RS =07 A A B (persona) JEHERIIE—BARMER &, REFE=77E5.

12.16 HHHAERS HIHLN R

A AN AR 55 EAT VAR R A ST 9045 B 2l REL B S — 28R AL (N R A ) {5 0 A P ) A it e
PN LR o K 2 B TR0 58 B0 SEEBR S 491 P At Y 119 4 T R 482 B (i VANEAE SR 2 Fh S N AR IA1 A8 57 1) e B35 A2 1T
Ky AR B AN B HARAL X (175 2

JUF- P AT A A T 0 S AR AE AR 55 R AL BT A S6IE, S8 I Y B B s ok B AR BUBIR Y e PR S it
PMNEE UL INE .

B D AEAN & PE SR IR 2
» [EEKEUN
o ZEME, NSTIC (BZERHEER)

o fBE “HTEIR(EID card)”s WAFL “WlERR" « BWJE “HOrE” S5 U RGE
7 EmE RS MR . SRATE ERER

= DT AP AFLEERL
o Facebook fit; i
o Amazon Y. L4
o Google %k
o Twitter #E4F
o Windows Live ID f#GEATIE
o OpenlID 27
= XA
o ST RE A E VKA TR
o RS T T 56 UG FRI RS 2 B HE Al vt 2244

Y http://www.guardian.co.uk/technology/2008/jan/17/security.banks

118 \paww.thedbf.com
119 REBCA: Research / Education Bridge, www.hebca.org
cloud
CSA security
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o RS A F0E B LR ERER [ bR A AR TR
o ST AEMEZS BANKMIN LWk 2iiha

o  BHIERSS (Identity Service offering)

o AN CHEB GGk

o Experian. SREMEFHT (Equifax)

o 3D RiFH (Visa/Mastercard)

o eBay/PayPal / X.Commerce .

12.17 &N

12.17.1 BRI
o mitHEAEH#E (consumer). =iFHENEHE (implementer) « =iTFHEIRAEE (providers) RIiZAEHN A “BE
7 L EIE R — 5L
o SEHEHE MAZFRH A RGERR. OF NEEEEAN SRR T R
o FIREMIMEDLT, SEE Nz s T R ARE W22 42 81 5 AR i i 5 (SAML) AT OAuth #4i%

o WURAEH] “Mrik” s “BRIRAXAL” , SEME B EE O AR AE TAX AL AN R R 2 1) A AR B A 5T 5 5%
o MR BB HADM S BT, FERAR N B SR 00 .

o SEHEMNMIZHAAF B EIRALE U0 Facebook. Yahoo BY Google 24t T & A HIRK B IERIR, X
BRI ESES . WHE EIRM S (self-asserted) , T FUESRAA TS B6 S HoA iy SR AL 3 o

o SEMEE NAZI AT BB, WEWMNE =7 U5 BIER AR EM I S 05 B XFEEIF
T P Y R L FH X RTTRR) # o 2R 26
12.17.2 FREMIGEEL

o JITA I PERLZ R L AT BERUB B 57t 1 B

o AR, = M55 BN ] B B 2% G BN B IE B2 i
o RS ENIHT B B A% A DU D 1 B A TR

o A JEIERITE 2 NIZA —A CRIEEE K

120
121

CertiPath/Transglobal Secure Collaboration Program: www.certipath.com / www.tscp.org
SAFE-BioPharma Association: www.safe-biopharma.org/

cloud
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o P RYENI SN %S SR VAR

o —MFE AR IR AR NAZARC T (VR 1RV 2

o AR —ANEYENIZA — T A H AR dr )

o AR—AE OAHRIBIED SizA —AFFE H bR AL drE .

12.17.3 PR (entitlement) EEiX

o BUPRAERE A A5 5 70 2% 75 W 52 S

o MZI[A RS I AT AR AL I AR IR DT

o H TR PRI AR M7 M 14 R SC

o BUBRIEHE ML 12 B FEAE (Y doe /N AL U B v 7 A= Tij S0 dme /NP AL R R

o ANPRIIFENLIZ I AR AE VLT3 e foe /D (10 S 45 B B0 3 B — i 2% S {5 2 (KB BR AL

o FEMENME AL EEA) FEIE ST 5 A RO A B AN A 24 S S I o A A

o BURHIN R %t A FREAT AR (SR IELTE I, BB X SR RIS RS ) . 77 S BRas
AR BB 7 BRI eSS M D Mo 76 SOABROBRAE, BT T 3 A ) 0 ) B
S, IR R A BT IS AL 7

o SENti# (implementer) MIZHTRXUFMIMEAERRLUMAE LS PRI ZERR, KFFEAIRS RS2
173 o

o MURFLN BT R AUIEL T ZHE (Delegation) ' A BEHR IR FE SR M I 70 CARETERD ER,
111 EL B SR RE U7 1) i A (5 5 AR

o JREBIRMNK B IHE FEEERG . HENW R mRE R, BUR BB R Z B4 U7 1 #5U
CEAERNE ST o FESKBUEAT UG R B2 /i, R A BG 55 75 T 1 7L

o TESEPREEIEE. T HBCHAD P TAME AR T, 75 EM 15 PR, B Bheh R B 2 S
TSR EGEEYE (G SOX HUER TR/ 59D

12.17.4 2 (authorization) Ik AEEX

o S LRI 55 — N LTSt 130 A A bR 0 A4 FE U 1 450 7 32 7 (OASIS XACML:

eXtensible Access Control Markup Language)

o MTEZ U FIIREE S S YA (POP), ARV ) (R R ORI S M S R B (] A s H A
AR B B MU

2 XACML 3.0 1 E.37 5 %4E (Delegation)

cloud
CSA 51:1(,(},'({\/
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o SEHEE NAZEIORILA EEE) RS RENEfH HH SRS G R £ (PDP) FISRBS AT i (PEP) HAT X H.
o SEjitE NIRRT AR SRS L 3K 55 (PDP)RE A 24 I A B AE B2 B AR A 7 U BN
o WIRTFEA ORISR ARET, STt N 1% 5 BT RIS R %S (policy-as-a-service) 1ENTRBE RS 2% (11
o, =EFE cloud mashups).
12.17.5 BRI
o SEHtEE NAZM AT = RSP P RE S R LR AL (Authorization) B2 PEP /PDP, 1XY&n] ik AR
(Entitlement) A0SR &

o SWitiAE MNMiZHE S M. AR (Entitlement) . #Z4 (Authorization) AV in) & B (IdEA™) BT ZHAFREA
B E E TAE

o SEJiEF N % FE A P S S (PDP) A HENE $hAT s (PEP) S A I AOARAE B (e XACML™) i 4 fak ]
BRI Con B4 WY 48 ik 55 B0 v ) A

o SERtFE NAZH AL PR UE MRS AR 0ATH i), (M 577& OATH MUERIMERTT 5, HSRehsi 4
BHE — FVEIR ST AR i

o RS AR Z B A SRR B A SAML (AR IR R T 2 AR g

o SEMEE ROZH RIS A — A S ANECT DI S AR AE AN XACML

o SEJitFE NAZMA E AR 5% BENE I it 2 S TE 25 LA it L %) PEP /PDP A1 - SI2 B AS I 5l B 11 1Y) SR M A I 55 A8 L

o S FAZHA E IS T HRAL R E AN LR BRI A FoVF DA —Fi i DL P o =0A8 P A v 22 2 T U8 i
12.17.6 PR (entitlement) EiX

o SRRt BZ M E AR AE T E RSB O B MR VL BCAH BB AR 0], XA S /@ 1 B & /R 2

117 H. 22 5 P B 5 P AR DL AC

o SENFE NAZHE N IS /SR AR A LR B 5 2

o SEJEFE NAZHA E JC I AT R AT BE 78 o v AR A FH E HEAE S

o SEEFE NAZM R JE I B4 BE IR b S IER RIS (URIV_E TR SCRTBERIIR AL B M R — R

o SEHE NZHA E B/ & R AR PR AR b, SCEAEVR B 2 AR 7 oK

123 | dEA: Identity, Entitlement, and Authorization / Access Management

XACML: eXtensible Access Control Markup Language, W ¥ BV M #EHIFRICIE S, OASIS e
OATH- Open Authentication Reference Architecture, http://www.openauthentication.org/

124
125

cloud
CSA security
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o VHE N ZY AGERGEENH P E LRI WA E X, 2 N R B AN AR 2 5k
G EAR RN, X A] R (A5 B 5 IR AR A 5 U -

12.17.7 JFiE (provision) &Y

o FRALTIRIZFEMATCIE SPML BE SCIM 1] B2 2 305 H (4] S AT 47 348 10

o HUERIKTI, S NAZEE N (least privilege) FURIN, FEARTHE ML & I SLAA SR BT, 214
G B P E MR I BERE (link) AR IIGE

o REZBHAGMNHAM AN LA X —1KR, BARERNES

o SLjitiH NiZHfiE JTIE (provisioning) FIELIH (de-provisioning) X1 FH ' B 31 = A TR, ZE D206
FERTA SEARR T 2 AL

o SN NiZHhE provisioning Al de-provisioning N 1% S}

o UNRBRAPR LAURKER, IS4 X6 B 4 FE P O 4E 7 TAE JE 5 o
12.17.8 B &R EH I

o SRt N AZAA E K E BRI BB R (R H TR

o SEMENZME HERMESE-DNENTZRS, CWRHEKTH. ki, ez et id
ih]

o HIURBERREN, SEHtiH N JE M S AR RUE R I AUE R —BA S, AR BRZIER

o A= S5HMNZiIclE, £ A da B A, AL B A G N A 400 8 7 2 3 A
(revalidated) FIEE#ricskEERE

o Hidsk PII Bf SPI W, WEAGAIRE, SLHEE 7610k B %48 B A (derivation) PAE/ME PIT B
SPI K2R

o VHBEBNIZEINAMUA PIT B SPT il T & T HEAR 9 E .
12.17.9 MBI

o SEHfiE MM ITU X. 805 KTHF . RGMEHZN =2 E LA RIS
o TERLFHVCTIET, SR B AR X B 47 R 1 1 75 B R MK

o WIREMITEIL N, Witz RGN S AL F A G5 ) B 4 R g 1

o SEMF MIZMIR & RGSCREARAE SSO BEHEMS L, 4 SAML F1 0Auth

cloud
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o SR MAZ KBRS 4, K S h MBI T Ra 22

o SEMEEMNY T, TINEENTARERERCHE, EaARh R EE, IR0 s P52 SN Al
RGEEWIE—FE, = RGHIRIFERR R 5] K 5E

12.17.10 HARRIF R

o SR Mz MU - AIEE PIT 8 SPT, FESRABUS R BB BON AKX PR, A ORTE R AE B 0 F & 1 1)
A R

o SEMEFEMNIZFERE TIREAR, LU/ PIT B¢ SPT (1) 2 28 I FE
SIS
o A
o« FEME"

HEZHEES DL “ns s s

o SEHH NIZE RS M VAR R SPT, WERXCES L, — MR (B RTINS
3, A MR G R

o SEJtH NAZ B 2 R e s A B G ) PTT AT SPT

o SEJiti NAZPEARIE W ZHAC A A VAN (] HARR Py dn ] Ab B “ B4RV RE SR, LR MBI = RS E
(held) , WA EWENERFHLINE (owned) B (managed)

o WIRFFE N PIT B SPL, ¥ %434 75 EHAR W 3R1S PIT/SPI I AR R &
o SEHEHE MAZIKAFE PIT/SPT, JEHAZIERUEI IR, RESHFHALRE FRUREIR, AR EA]
o SHEH MAZEE PIT/SPT CANE &G M e @) E4ed TIEh KA A2 i

12.17.11 SN UESEBLE X

o SONtEE NAZ M S B RO SRITTAG, A W7 B 24 e — V0
o VM NAZEMEDAT K By SR RESR it L 08 X (5 AR 200 A EE
o RUEFINIZEMEA AFERIH A R IERTH T S (asserted) WS EAEZUN A T2 5)

o TEEMAINHE, I %RE NAZ VRSO VGIE SRR AE 5y o HAESE G AN E /AR 38 i, 3225 7 2%
(escalate) FrFmHIH 14y

126 {203 (Homomorphic Encryption) S4RTIEAL T 7= AL I B, AN ot
2T EAAD7 IR (Subject Access Request) , fERCEEE 5K, %R T H CHEAT Pl BY SPI & A kLA
cloud
CSA vty
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o MHEM AP AR, ERBL Centitlement) JEFEH, FLALTE ROZSLHE T & 1 FE Mk (K BV A
o fRUBtRINIZEMERE T H 7 Bk U IR BT IIBOR, JCHGZ AT A B8 /TIIHOR

o VHBE NAZEMEM i E B REAA BT TS, IR BRI RIRG],  OREE SN T REMARA T R
e BT ARG 1) PR it

o VH B H NAZ ML R M R IESON AL SUEAAAER, HP B R B FENT#E (issue) HIL

12.18 ER

v St AR AN ALIE AT I A SRS R, NI A RIUVE (5 B 2 BN P IO HTIR T, IR
M AH B B IR 7 o

v A2 5EBESENEER SR, SEIA RS HMUIREE (TAD fHit. A0k
Ay SERNEAIHE RIS E R . R BT A BN A/ SR AR R TT R O 28 IS5 GRS, a2
TRAF S VA S B A 1

cloud
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D13: Bk

HE A R A BRI AR 55 (1aaS) = ANRAA 5 T SRBE R R 22—, T ELBOR B 22 s g B AT 1 &5 BT R % (Paas) Al
BAFRI S5 (SaaS) PRI a5 o HESMEAB R A 2 BUFA A 25245 A REAR SR 1 1) — TR R R

MEAMERIE il AR ARFT R, B2 AT . AR RSS2 A R A OB 5. mIRSTIRAE AT R
L) SCBLRE e L, A TG R s Al mT AU R R 4 A2 I 55 25 B8P LI BEASCH, R STt 8

SR KA AR [F] B 5 SR BT LA 8 07 s ATHAE KRR L4, Hypervisor ZE5I ANPIHT %2518 PLAHT
TR SRR A 122 A b, B, ERL(Virtue Machine) B X FIE 5, A ThAEIHFE CPU A1 A7 S 2L RE
W, EWLELE (VM SprawD) SIIETERE . B @wiBhd e (Instant-On Gap) , ##fEiE4+ (Data
Comingling) , JNZEFIPL (Virtue Machine) AR HIMERE, Kok A BUEG R5 IF O S,

B EUMCEARE T 2T iR RG B R, MR AR E RN ARSI AR
A, WIS ARG BIFERE R RER TR IL (VM) R, X8 VM ZR G TR 14 B B ) 2 L 2R R

= R E N v
LB TS LB s (TR

»  Hypervisor %4 TERZHI T/, LUREMLHF
BT LB o

» EWLIA S AT A

» PRREOCH

o ERIHLEZE (VM Spraw) S B EE L E

= [3AIFR (Instant-On Gap)

= RIS

= HHEIEA4 (Data Comingling)

RIS R

» EIWLBR R

o IERBHERIML (n-Motion VM) Hypervisor security
13.1 Hypervisor ZE# Al &5

13.1.1 ERMLINE

oud
VoM v?rf‘”u"v' ity )
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X R FUATL AN R S Bt 33 24 1 n [ A0 ORGP B REB kB (NSl /), FEHNRBIE RS (HIPS) , My E
TRy, Biies, SO IR iR A H S I S v g i A I A R LR P AR, BOR A P R ) B R T
HypervisorAPI*22Fp [E] $2 1 .

13.1.2 Hypervisor &4

Hypervisor 75 #¢8E I 2 W fie S BRBEAT N o A A RE UL A A AR 7 220 )2 Hypervisor FTIZATH)
HENRSAHBLORES B, Sy 4.

13.1.3 ERHLEIBHNE R

JE A Y 2% 22 Ay SR R, R $ULHTLIB) AT B el A A2 5 A T AN A X 4%, 3EAT IR, Rl el T =
X R AE ) 0 24 22 A R LR A T LT, eV B AT I B R . PSR FL s 2% ] DA B I A (]
F— MR R IRA A L (Hardware Assisted Virtualization) , ‘EfF %5 Hypervisor g4k & HHELR
HAT AP RIS . BRINLER 2 NGO . — AN ATRERI B g 52 — AN nl B B N LS 35T
X3, TEAEGE LA 2 il 1) 2 A4 il i T, BB R e A 9178 (misbehavior) o TEREANEINL E %2
RKEBEMZETH, RINBRIER S —&%.

13.1.4 P:RE R

P A B AR 55 28 BT ) 2 e A 2 B R B R IR &5 28 Ll SEURERIMERE T, BoN—22 (15,
BEMMAIER 5 cPU IR . EBRMCIRSS 8 DRI S 8T RIS Rl R 0 R U0 T B 2 A
B, BT RSB IR RE I ECE T BRI — & BN LT 2 e T RE Rk S R Al R L .
13.1.5 BHYLEZE (VM Sprawl) SBFIEIEERE

R AR Ak b, AL AT SRAEROAESENE, SEURMALT RGN, X408 1 E KRB, HR A B ik
PERIR P ECL TN LR B2 ETb o Stk SRS ) BT R FOLAG T B SR AA (R FH 2 I 75 1)

13.1.6 P3P [EIER (Instant-On Gap)

JERWLIE A B EE, a8 GBI, AT M SRR I B 24 {2
e ERA SN, B E Ll T, RN T BE LRI RS T . B S B S I T SR 1 e A
FCRBAANT 7, AATIFE X 2 B IA BT BOHT R SR RNLET, 6 E A AT AR TR A . BT ARSI
IR 28 15 1] 478 11l (NAC) PR it DS 5 10 A BT PO R 40UTL . 2 R D AR 2K 28 0 B el PR A T 58 B A 55«

13.1.7 BRYLInE

128 AP - Application Program Interface

129 NAC - Network Access Control

cs A 3 t\:w urity
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FERL LR TE Ve 7 3 A0 A AR I T S B A BT I ke A2 7 AT (06 20k AL B 4%
(image) HATINE, (EIX & SFUEAL . 75 % 20 SR B o IS BRI T, NI PEAEA R
(AR, A B . MR R GRYY (DLP) RIS EREIE & LABY 13547 B HLLEG PR (Snapshot)
“HRFIEFSL” . T e IR R L4

13.1.8 FIEEI: (Data Comingling)

A R A R s (BURNLEFE A RSER N EE) TR R R e R — G EiLs . £
PCI 4k, FATRZ MRS S2itii, (Mixed-mode deployment) . FRATTEIAH S EF 4L RI M (VLAND
Bl k3, NARRCI/NAZDTH RS (IDS/IPS) SRARUE K FUALRR B L SCHRFR G 9Lt o FRATTEHERE 3 s 432
AT RS E B (a0, DLP HRMtER IRy KRIBIEIE R . it ERSE Y, E—RIKz2 Ry e,
Hoaz ] Be iR 22 F0 P METLIA S5 Hh i #EL P LG I 22 4 1tk o

13.1.9 BHRNBIEER

BN — DD HEARSS 25 (AR 2 5 — W PR SS 28 0, b 75 B DR R — A Ee e B s 18t e AE G A b
BB s T BERE oAb R B R R BB IR S . X AR /AR TS 22 B 6 A S B i a5 A I ) R R T
Ko MEEHN GG BT LA — AN TR M (1 B B AR 55 7 b o BEAh,  an iR A i B sbs 2 i 2 bis
B, BUNEZITHPIRES N, B S nlae il XU .
13.1.10 BHNEBZER

TSGR B A AR S MR, 7EAR)E Bl 2 /I nl e B A oy 3 okt .
13.1.11 AR BRI

FEFUAL AT AN — A0 EEAR 55 2532 78 2] 575 b — AN EE AR 45 23 O URERE J1 N s T H R 22 4 s n 7 =2 24 . 7E1R
ZIEWR, RERUNLAT DALE A7 A4 45 2 a5l 2 v 1 ER B (audit trail) TS L P E T 2 B T B — MRS 2 (5P
MEILK) .
13.2 &il

o WRAMIE, T RNAZEIN 7 6 N A A R SRR
o SRt N i% A R 73 X 5 2R A A S M/ I e DA v P BRI /b 55

o HITMEREZERIRAK, S £ 25 B % 4 TR NiZ25 B VERE 8. 25 8 HAT RE LG IR g
T3 I 55 5 A0 W 2% 22 4 T F A [ o

30 pCI: Payment Card Industry, X HL3E PCI-DSS, SCATRAT AL BHE 22 4 vl

cs A 3 t\:w urity
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o TEEIMLRIIREE T 7 NZ S B RS PR 9 B e BT
o IEITERENT R S5 H R A AL B e B LT Hypervisor 1) AP I IR B DL, St Bz AR B REAS

HEAL I HRAE R G 24
o MEMLIIRIE RGNZMT NN B L3, T80 R =07 RAeRR ST R ) 2 s, b X
EREIDTEIE LRI i

o SEHtH N AZHA PRAEERINIC B T 22 2 it ik 1) sl B BUAT b A B HE KT
o SEHtH NAZXTAEAE ] o RE AL R BEAT I

o IEMTEDE IV PR IE IR ST A%, AAAESE B AR IREIE AN ] (e vs RS AS) BRI
CRetnwthe, A=, RASNGAD AU, St N 98 306 REFUATL A I 88 AT 37 22 4= X A CR AT AT
(£

o SR N A% PR 2 AR VAl R AR 55 BE A o B PR B RS BOR

o SEHtH NIZ G FEAE AN A AR B B A K BNbRZE 77 % (Eedn DL Bt (R, BLHE N
HURIIA S 1] ) Bodfa 7 AN ]

o S NZH FEXTAE AR RS M BN LS F 347 08 T B 83 6 MIRIIZ 4T 1 2 S0 LR B B AR 45 it
HEMBAIHE AT BN T

o SEtEE NZH A TE RSN AR R A A3 i 22 A FE R OR PP T R P P O BB 1 (3T web B
API 1))

13.3 ER
v R T Hypervisor API ¥R ULRLAS 52 B¢ A hLAI T e LTS B 0] (O Pt HEAT AR JEE I 7, (ke
B 0 TAE B 28 22 Ao ) R T LA
V' ONT RN R R T e Ao, S T T T 2 A S
VS R BT AN ) A R 2 ST AL 1] BB HEAT N A B PR 25 5 LR 8
JERRES.
v PO RE AT 2 RO R, W8 T AT SR (A B LA RGBS

v P A ZEGIE SR B AT A =5 IR U LB AR B8 AR P SR I AN se 38, Bl B 4 s 2 ST LI R AL
SEA

v B ERE RGOSR kB N/ D) o ENLNRBIE RS (HIPS) « M NIRRT & St
(NIPS) « web BRI BhiHEE. SCHFse B AT DL K H BRGIEE . 22 40 5 ] DL i 4N 15 25 1 #
S Y A BB 3T Hypervisor B AP B PN R REFIATL A AR SR AR 056

v’ SRR N R K S LB BRI 20T 22 B B & A AR 364k (failover) R 4¢

~eoa ,f‘,,, ity
b:ﬂ § ] -
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v RBERT AU AR ML AR BR BRI, AR AL AT CLER GRS B AR A T

cloud
CSA security
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D14: Z 4Bl iR%% Secaas

TR A TS E B AREAERNE e —. B EMBENE M A H e — R oise, X AA
R M8 I AETE T R0 & S o — Tt 2 < B L. 2 T CaRRE— MriEtL ) %
SMELLRT LN R 55 R it RV F 2 1 SR I B Ak e AESR B S5 (I8 2 10T 5 LI 22 0 SLA 1, AL ) 22 24
PA— 03 UL B SR AL EE . DU B o] I A2 AT AL F 43 22 Aok 55 1 SOR TR s o A 2 T AR vEEAE SR 1K) 22 4 R 55 7 d 1
JEA, RS A A AR B SR A AV B R T S I AR P I 2. AR L5588 6 IS 1
RERR . — LA A BRVE N % 2 B IR 5% (SecaaS) A ML A LA T 22 B o] REAS iy b 15 2148 5 (R A ko 6 T 57 Vi
PR 22 S — RSN IR AN ASEEL, R e A A A Z2 7 A 2 R R/ Mo

SecaaS ;& Mz AT R R B b 224, IXAEZ AT T REZHLEH R LN TN, =2t
WEEERENMER R TG, WREEH R 5Bk W APERBEL I E . SecaaS WM 55— £
JEAER, T R RRG KR =P, gl e i), LI RSB P RGEAMEHE . 1XLE Secaas
MARGATREE = AR DRSS E = MmN B8 BB AR B 1 JE w2 SecaaS (19—
Bl7

BoR  ASUER e LR 3R

» T3 I SecaaS 13 ik
Z I F SecaaS( &2 EIRS)
. S2H Secaas IS LR CSA CCM( =5 2215 4B 1) 10
‘ KR
= S2F) SecaaS I

» W42 SecaaS FIZ MRS
14.1 Secaa$S P P

BN T E KRR AL . AT S 2 o SRR R BEAR B A SO OBLIE L 217 SRR At 1
Tt BRI LE T AL S I MINL 2 o JEHAE NSRRI 5 SR s R (BB E P . DL RCRT R A 0 SR PR R A5
S BR335SR 5 B RE T MR BB o AR 1T %5 7 RNt 5 F SRR 22 4 XU BL R R B ARATT BT 4 53 &%
G810 2 A ) BRI T R B AE R A0 . NS 2 2l 7 =1 & e i 2 e IR 5 R R X — X T % &I /K,
EAEDRUONIZ e 55 K TR Z AR, I Hgt QB M el S5 sk 2 E VIR, kT 7 i iigil, Jf
AR BERR I, REHRMFICHSNIERT RN ZERFS G TAHRIKH . SecaaS IEFEL I — IR
HAHME K, Gartner HEI 2013 FAEMR B M i, T ZM LRSI K =1F L.

NEARZ 2 A BRI IEAE M 2= AR ORI AT 2 T 5o IR — AR B Z AR I, B SR
B K EA AL 58 FH 22 R 22 1) T 25 X S L RSB ATAE B S T N 0 22 At LR 7 b AT PG
fot. 3 & EEPE T ZAAT 2 2 T A ARR . 2R, BB ARePE, I AT B 7 a2t AT A7
I T RENTRTRE 2 H SR K.

oud
LOA v?rf‘”u"v' ity )
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14.2 SZF) SecaaS HIHi &8

RE w7 li5ok T mahasy e/ BRI IR B LUk S BARBE AT AR (7] A7 7 1R 3R
MR i NN RIRZI KRB AE, M T 2 SRR 2 A REBUE. —S2aBEs G, 27,
PAR A B R BE AR o TRV IR R A 51 T 9 22 43T M B = vh A LA R 2R, S [ 0 At RS 7 A% e 0 v 0 o
[FIFEAFAE

XTI % a5 FRIE T BT RS, — RS R B Z 0 DS 1A P 1T VR ERE RGN
REBAE ML GBI O I REE P, DL b RS RIS EERTS R & . SecaaS fENE R IRE T R RIS E,
FFAEAEAER ORAATT AR T RS AKX — i B AN AR . A AT S XA AT T N A AT S A, X AL
FE 0] UG FON I BUR N A i A AHILEG 0 HART ISR AT . AN A %4202 SecaaS ML) 25
Tz

HIEREERIE L, RSSOV T S Z — . SecaaS FIBEMRIHEIRE] T IX— &, JEH 21
TAREKINBS 77, KRBT A8 3 AN RE G 2L 1 HLRENS XS S R RE R, B 2 i IR BE RS SR A B & ) 10
W& rhJi . SecaaS AV N E 5 AR B BERZMAHL AR 55 AR 551 938 (RIS L B AN XIS E VA ERRE , JFRER 2N
BB AR S S . RO HTEY SecaaS BN R4 W A BT HANEHAR ST M B, Se kil N A — "R
FERUA B DR VE L E SRR R A I MR T oK . e — A2 B P4 AT L B A B h #5%8 SecaaS I,
FIVARE SCIE B H RR I ae AR 55 AT (0 B F bR AR 28 (A S0 I, 5 € SOIR S5 1 SLA SRS RN 2 AT ik

FUER RS, 2 ARG 1A RS 1 [0 B R R RS - 4% Y O BE T 4H L OIS i, Secaas
(14 7 e th 4 T IR M BT R VR R B T X s BE S U e SR T 7 R PR 45 SR A — AN ™ il T RE 2 RO B
(39 73 6 e A A DR St v P R B, R DR A e S N e 2 B A4 AL 0 RAORP L B Al X — DI RIFEIE 1
Hi SecaaS HENIF T if= UKHE, LA HABMIPT R ISR B THATRZE R R4 (W& AR D) K8,
B H R A

S — RG22 AL I VR VA RRPE ) A A2 1 R 51 AL FE (semantic processing) FHZE SR HT. BIRHIA R
N HERE2E (legal reasoning) iR HERR AR AN &1 2 ME & FE AALES nT Seak a0 s ik A2, mT RAE Bl n BA
N2 FH DAY Bk 5 e =2 SR O AT AT VAR iy s Sk

B AAEH T SecaaS UMM, 2R T REEGE &M% e H IS, SRR E TN
RN, MEHFAN A RESMH B A MbstE. aBAZAer SR BERIR, A A0 5 SO I BEAT A7
Frifedte, FFBLEAIRBIRENE LR DR FRE G Rk 005 208 B S A B A SCPFEAT IEF R 1R K T

WEEREMN— a2, BT 2P X—0z 4, FTEE R R L m e AR A S = B E 1, T A2 N A =R A
A A FEIREE R . Rk, FEIFELHEN . &—R2eEH, s SE =365 % (Cloud
Control Matrix) ATt iz, kA B AL R M SecaaS IR 52235 .

14.3 LI SecaaS KL HE

HR L WA B H H RGN BOR & 5 RENS 4T AR B FH 4 A 1) 22 4 IR 55 £ s /2 18 P BAT TR AE L 3
BN TSR Dy fe g R 2 3R A T8 245 b —#F, & SecaaS AR TRZ B AJUAE, XLLUaT IR B4
TR 2R WMAHRARE. TR REER . DURBER AT AU B E e Tl A 5. Bk

b:ﬂ v:\::a urity )
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258 e i AR SRR AR RHEAL AR L 2 =], 38 % #8 2 [A DR R0 ik (9 i T R A 02 35 ) AR K B AT, B
Ll s o F b F I SE P o 2 A RS A AT 45 2 4 e 55 1 AL P REAS LB — (AR EOR B B g — i
T AT SE S [ T AR AT ISR AR I FE e R A4

14.3.1 ZHLH

28 =7 e AR 5 PR (1 24 7] 2 LUARATT ) [RIAT SE L SE 4 AR 95, Rt AT T BASE L (R 3R B 8045 2R Bl At
AR BIZEE 1T B R KRS 5o thdh, (i S b i) & ax S Ak e i, AR 553 93 vl ASE S S BH AN R Y
BHHEN . AT M =07 RAREZ S IURDL . LR SS WS (4R TN RIS S AEEE AR R A AN & F]
55D, ATRENE L REN B AT SE 40 i 2 T 2 RS AR vt B IR A AN AL £ — FUREAR ) 22 IR 5515 AR
FIRISEEL, AR e s DR D e 08 ORI AT 0 7 7 A2 22 e (SR B MRS S B OPRH o Ao P I i 55 1) % 7 U T
PRI AR SR — AR 4R 1) 22 A BN R, IRl 45 17 25 =7 DRAIEAR 55 B2 A SR AR BHIE B L B Bk SLA L5511
EE

14.3.2 EBHMEE P RR

Secaa$S AEMRIR Z I B AVIFAb . 55 =T DRAE IR S5 BT B A 1OIE W BE 159 % 7 BE G 1 DI BE A At AT T PR A5 10 2
e, I TRBENR IR S5 BEAT LURL,  [RIHAE BER S M. — BN AR SSARE . A% ARk 5518 il e o s K A
W5 N — R BEN RIERE 21 55— Ko MIATIERE ST, AR 551 P 3 A 43 2 0 e 0 5 2 X KT At AT T 10 585 = 2 A3 2 e e o
W77, HINAE P IX S 55 i abolk B SR fEL,  JF ORI LN BE R 2 4

14.4 A SecaaS =i K B REM:

SecaaS MU R A& % e BN — A AR, B ORY L 55 FERESENE () — DA AF 555k
H—Fhdi, SecaaS Rt TIRZUFAb. - TIBIE = Prag AT IR I ] RAEARAAARE A, & AL i fr o, i i
SR AR FORAT %, T AR N SCHE R Al AR S5 N SR PR R B AN 534 3% . — D RET R a5k
HERE AT RE T, BB NN MR BN TR L. f&a, f 0SS BB 55
i, BERETTAIRIAGER, W RLELAE H LTS ) BN 2 B,

Gartner T, #1X T EIBERN HHZ T Z L aif], FIanSER P mu i Ege, 2 2013 445
FAAEZAT AT 60% K B .

MR 2 A b N i A Al REROS BRI 2 T 5 1Y) Secaa$ [ 4TUAT -

= ARG RN 1) B AR 45
s R4 (DLP)

= Web %4

*  Email %44

Lo e i

= NREEL DAL P (1DS/IPS)
- EAE R

cs A 3 t\:w urity
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-
oSSR RN AL
. A

14.4.1 B4y TRV W EEARS

S B HE RIS (1dentity-as-a-service) & —MEHAM A, BE—ANEHEZ MRS EHESRENR
%, BN SREE AT SRR 25 (PEP-as-a-service) . TRt 3 fUED IR 55 (PDP-as-a-service) . R W& 1 A 1 B Il 55 (PAP-as-a-
service) [\ SEARSE LS IIRSS « SRt BRI SS DAL BB A IR 55 -

FITA 3K 28 B 3 e 55 W] AR — AN B — (ST AR S5 oR S04, A AT LA RA 2 AN (A2 R 55 1) — VR 15 FE O OR 3R A2,
B, fEWS, EAWREU-ANHAES. BA . LGH IAM FIEET 2 BRI & B J7 Sk it

XL By AR 45 NAZ SR HEXT T B U I AR PR B4 ) o B 0 AR S5 7R B P SR A A M BEUR U IR N R
MEMARGEER, CNEIHRE SR SO ERE I AZ S FF B XX A LRAE ) B 40 4% 7 IE6f 115 17 26 ) o
TV FAT N T H &, PRI e RIS E . Uy R 2R A, NN/ R F 8 SIEM RS AT
B, By BRI AR S JE TR AT 2K (Protective and Preventative) HiAR$E .

14.4.2 BB MIRHH

Hdfe it Ordm (DLP) AR 5518 W 1 s/ 55 #s B LA P om i aUIa AT, AT Xy s Bt A 2R 43 AR LD SR
Xtz T AIA L R G i S B L AR i B DL A i B AT A . R BLR TR R s . AT T
W “CANRE FTP” B “ANRE_LARBIRGE” SXFE 58 IO, ol kiR By 37 e s BEAR Bcdl . 94 A P T BLE X
“EERUE RS SORARERE RSN R« “AEMTAERER] USB A BRI B BTN I H R RE AR L
Wi2e%e DLP B Ip AN RS o “RAE2H T DLP B B AR IR LA oT AT FF3k B TR &5 23 9 5C
F7 o fE=H, DLP ARSI DIAENbRIE Build [ — NG R IR, XFERTAT A% Mgt (1 AR 55 45 R AT LA
PS4 DLP HATIFTE B CAERMN . 45, DLp af DRI F ) 1D 50 2= 0/ kg sl 1 54
o M FH — T3 A 55 SR A2 A A 5t A A3 17 5 R 55 BN AN R R KT RE 7, T AR Doxt A8 Mt (P
WP G AR JE SR — MBI SRS R . DLP J& T B SRR SR

14.4.3 Web %4

Web ZA 2 fRIEA SR, Bl I ANt 22 B Bk /R P AR At B a4 A B Bl E M AR R &
SRR ED S8R gt. XEHANK R L (BB S SRR 14T — EEME, AT LA Ik
TEREFETHEE W W Web W% 2 AT Bh3E N BN 30 8 X A AR IS AT AP AT IR LE FEl 58 Web 7 [l R AT 78
VU7 IR B ) 5 1 SRS AR o B AR A BE AT AR SRy Web RS2 FH 345 B8 3E— 20 B 4iRL BN R S 22 4245
#. Web Z4 @ TR, K2 (detective) Al 2 (reactive) HHE AR .

14.4.4 Email 24

31 p-personally Identifiable Information, M A AJ iR 5{E K

alliance ©2011 CLOUD SECURITY ALLIANCE | 152



miFHRBR YR L eTE R V3.0

Email %2 NAZSE R T NGl Wl PF R3], R Al S 2 R e Re . BRI RO BUNY,  IRAT Al S
bean & AL A RN SR AEPER . JF HAR Bt S5 S T I A AT . J34h, Email ZAT5 RN ZAR R T 5K
WS IR AN DIRE, IR RE S A AR Ik 525 B o BT A4 TR AL S IR AN T HIRAS 2 VR 2 B 22 4207 S
BETIRE. Email Z4JE T ORTIE. RLISEANI B R HIBAR SR o

14.4.5 ZE&VEG

GV AR T = RS S =7 8& P Uk sh e i, B2l I 2= B 1 258 T AR 1R 7 X P Al &
SIPEAL o X TR B A G Z VS LR AR T, A CE AN E X2 AN FRAER SRR, W
NIST'™, 180, CIS™. LA PEA R &M AR TR, —H T HCiE Secaas AT L. 7E SecaaS 21
IR, IRSST 7 Al LSRG o i AR R g R Ak - e Jg . JU-F 2B AN 22 35 B i ) . B A B R4
FAE A 3% LA S IR aa F %

i X8 TR T S T B R T #AMO kAL, BRI X TR IFASEME L. Wi CSA fENIZ
MNHL, CAAEEUT TSR E ST T R AR RS B 4 P X Se i b ) Bk ik«

o T HPEIMLEENGE T, 1aaS P& & i W

» X7 PaaS BN H ML Web HEZE ) SR

= X} l1aaS. PaaS fll SaaS V- & K& 4% il

»  HIMI RS RUE A TR, CLSRAED 2 N 1) B AR
» N XaaS S MARHELL PR E A, FHDATE B T

I N AZ AT A7
2 AL IR B P e ity DR Ao o 2
A 0 [ S Bt Bt R 7 RS S 2 R 7

RE TR = R 55 AR A I 4 R 2

14.4.6 ANZEW / B (DS/IPS)

IDS/IPS FHEE TR B8 KA BEEAT R R IS 3 W 247 X, Rl X Aol A7 78 XURSE ) St Vi
Blo HT M IDS/IPS BEMSHE LAY W25 Py Bt & 2B A Atk BERL T, PRI I 5 -4E 15 8] 17 246 H . 1DS/IPS
WP LR, R TR B 5 BB St AT AT N S IR AT L. IDS — R N A, X )
U B e AT e B A s IPS T3y 2 B AR SR AR B 2 I 2% . FEAE SR B SERE A T, T8 Y B T DAL FE
A K Bl B i 28 0B . BB /A 7] Web BRSS 2510 DMZ (X (AEZEZEIX) , B 75 20 N 5B 50 2 R 55 28 113
P, [ERINIES, DS W L7 TR IEAL S EREE B Hypervisor TGS, [ROATEIX BRI ) B BE S R 2
P HFBARGIREL. 1DS BRI EARIES], TIPS WA LRI A N A HAR P ).

132 NIST: National Institute of Standards and Technology, 2 EFrAEF AT T T, B 75 MHEZE www.nist.gov
33150: International Organization for Standardization, [EFrbriEZHZE, B 77 MEEE www.iso.org
134 CIS: Center for Internet Security, HIEM %2 4mly, B 7 PIAESE www.cisecurity.org

R oD

b:ﬂ B‘L’L urity )
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14.4.7 ZEEEMBHEE (SIEM)

ZAFEEMEMER (SIEM) RGA%E G HESI BB SIHUED HEMFIEESE, XEEHER A T MG
BRI 2 N AR SE . IR IXEE AT QI AN 70 AT, SRR 7 BEREAT T sl AE Hh HL e SR A i 2 (45 8 el =
PEARBESCI PR T AN . X8 H R DAB B 5 UBEAT ISR AN VAR, DAAE S5 1 I A JiiE o £ B
PAE RGP 524 o SIEM SecaaS 7 it J& TG TN SR MBS, (B th m] 3 I Pic B 1 ok o9 Bl 477 S AT 2 S5 AR il o

14.4.8 &

T R A P 0 28 SRR BE AT B AL ] / SRED LR, RIS (FRAE SO« R TR EL
HERARGATAE EHNES, R0 B CHTARRD (%) o BRI RGN % Thae il w A& 78 T 5B X A
CEURAE) BRI — AN L. AR AEYH. ULEHNE . MEMNEHAN RS RIEEMEF
(processes and procedures) o &E—#or&RER—ANAT, QIR GFEA I RS AT LA R %8, BV S L it n
SRR T R .

FER N RITEOL T, BRI e Ay (H . PR NS AR A Moy IEBAERATER . P&
WIS, X RGUE T B DN AE G EHMERE GRS DU RS BEIRAEMRE P . H Saas
SEAEE TR AL AN AR S5 AN ORI ARSI SR B A% il o

14.4.9 M FESHEM R HERE

My 55 BN G AN T R ORAEAE AR IR 55 Hh W7 i ZE I PRAUE IS & S Ty e E AT SE IR i it . 182 H ORI
A NNHIAR S RS, XA IR T RS PSR (failover) AURAEWE 5. filtn, £
RRAE T RME, FEF AN A B ENL AT LRI BT E I b N 1847 X AR SecaaS 77 g — PRI R |
7S aE Rl I & N il

14.4.10 P&RZ4

00 2% 2 e B 35 IR B0 70 U5 () 1 22 R 55, DA IR Ry MR AR ORP R BHRIR 55 (1 2 2 AR 55

MZERE B E, 2% e iR AR IR 28 B ) T AR FR I N 2% b i e At B — JiC 2 BRI B I 4% R 1) )
ZaEfl. ffn / BUHEREREGHAE S, M2 ENRSAERNYEESE —kZiggt. 5
Hypervisor (FEFUNLEFFERF) BEER, MAREDNG ERER T, XM T RS I REE . ML
SecaaS ;= fre RS . ARG S A B A AR i o

14.5 A

. ST T LR AR AR
o ST T B AT SLAMS IR B X B A R A

135 SLA-Service Level Agreement

cs A 3 t\:w urity
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ST T LA AT S AR I AT .
14.6 EiX

o SEHETT NAZHACRELT 5 5% A 2 2 T 22 A A A A IE

o FRMENIZAESRIRNEEAL 2 b, EBEANMNEE EIRA AR e MIFEERE R I RE .

o HRBLIXNIZN SLA H IR A EERAE R T EE R H il 5.

o JRESALE A RO E R M NS = J7 B 1A SLA AR EIRSS .

o K75 BB ARAEIL 22 458 11, 0 SCAP(NIST). CYBEX(ITU-T)Ek# RDI&IODEF(IETF), KX AT 4 11 )8 F #F
SR

14.7 ER

14.7.1 SHEEEIRSE FNR

v SOy BRI R 5 AR A A 0 R R SR A T AT /B (= RS R AT BERD
v S E B RS R A LA R IR AHAER S (ZMIEAMZET) .

v SR BRI 55 SR A A2 R B AR M B A e B B

v B E R S5 SR AE AR A SR H R AR ST o

v S BRI S5 R A A R s 7 BRI F SR FRIB RS CGRERITE OL M R IAFE)
v B BRI R S5 4 it A AR B R BB AR B R 3 (SS0)

v B THEN AR SR LA 2 SR AE Web B S B S (SSO)  CHBRLEE VT [ AT A SR B - X5
T ss0 BEHD) .

v B R R R 5 SR A A R (A R 2 T R

v B PR 55 S A A R AR S Y R A P

v SO BRI S5 AR i AR B B TSR AR (R AT SR IAERIETD o

v B E HRRG IR AEE DRSNS (EARRAUGE L. OB SHURIREED
v SO BRI AR S5 AR i A A R R R B BUE B (P AN/ R SD) .

v B BN AR 5 4R it A AR 2 3R SRR S BT AR 55

v B BRI AR S5 AR i A A R B R B P I EABRAE B P AN/ R S .

cloud
CSA :;cumiv
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S 03 BRI AR 55 S (3t 0 A 25 4 (3t SRS AR R M M % 5 /B B A 75 SCH

S 3 BEE AR S5 S it 2 e A 2 3R it 2 N RIS T i AR 55 (federated provisioning) o

S8 BLED AR 55 S G L R BERR AT A D & 2 (R BERT . 10 RGEMAMBI AT HIIK)
03 PR 55 S A 2 a2 ) 25 4R T A E R T 425 1) (RBAC) (RIS 1 Y R G2/ i 55 5 2 5 HF) o
S 38 BB AR 5 S it e A 2 AR B PTE  BE I R R (DLP) BRACHF

S 3 BEE A 55 S (3t 3 0 ) 25 3R (3t T SE PR ARREFRE 70 g8 B AMAARAT N o T IR S HF

S BRI AR 55 S it e A 2 3R A B BUR (9 SRR 20

Lty BRI 55 2 A 0 ) 2 4R (I TR SR 5 AT S 3R 75

008 BRI 55 S (5 a 20 ) 25 7 S (1 S 1) S s L

S0 8 BRI AR 55 S (1 a2 m) 2 P R 44 vl Y 1) 8 B 1

S0 8 BRI AR 55 S (15 e 20 ) 5 ) 4R A Gt — [0 Uy ) 42 ) R -

By e BB e 55 4R it 6 0 R 2 ) SR A RIS (4 2 1] ) T4 A AT S A e 1

3 BRI AR S5 4R i A 2 R BT R

BAEME R (DLP) SecaaS FHK

“DLP BIARSS " HRAHLE 0620 1) 25 S R 7 AR o

“DLP BVfIR%S " FRAL3E 2010 7% 7 42 S UBEE R

“DLP RIIRSS " $RALAE W20 i) 25 /- 4 A E 0 R M T LA SR

“DLP BURSS ™ $RALFE IR % ) S AL SR T R T RE -

“DLP BIARSS” $Rpt 2T & PR LA M SR (M IC R Th RS Gl
“DLP BIfIRSS " $RHEF A2 25 1R A sQu IE I Z ik s o

“DLP RIARSS” #R {2 LAl m 2 FAR R SRS T (Bhas et i) Kl
“DLP R 55" $R Mt H Al 2 ) R At Seit F P I D RE. (Real Time User Awareness) o
“DLP RIARSS” R ML AR 25 P iR 2 2 RR o

“DLP RIARSS” #R Mt 2 n) 25 4t B o U PEA .

“DLP HIfIRSS " $R ML Wb 2015 25 3R A E S R FA i Y

urity
~



cloud
e A

miFHRBR YR L eTE R V3.0

“DLP R S5 ” 1R Mt H AT 7% IR B AR 2 44
“DLP RIARSS ™ SRt w620 F 5 - B Boin s Sl DR A i 42 o

“DUP B S5 kot A A1 P R LB T SR s i

Web k%% SecaaS FHK

Web 5% Secaa$S #RHEF 5011 %% 1R Web W42 F1L i

Web 55 SecaasS #ff:# 0 Ailm) % F SRAE IR RCARAF . TRDSESA IR D9 286 (14 53 BT 70 7 i -
Web 55 SecaasS $ {0 Z 1) 5 1 S £ 10X il i i o

Web /R4 Secaa$ #4044 ) 7 7 St (it RIS S8 A5 41 4 o

Web [R5 Secaa$ #4244l ) % F SR LB A 22 4 o

Web fik%5 Secaa$ #4044 [r) 7 F St ity 5 5 BEAN It B 25

Web fli55 SecaaS FEffF w2t % 1 f2fi DLP.

Web [R5 Secaa$ #4064 i) % 2 SR (LT MR VE T BE -

Web fIR55 Secaa$ #4242 % 7 S fit Web 15 1] #2511

Web /R4 Secaa$ #4344 ) % 2 SRAE A 3 R 55

Web Ik 55 Secaa$S $2 L& A 20 7§24k SSL (fift s /28 (hand off))
Web /R4 Secaa$ #4506 40 ) 7 F 2 (LA P SRS SR 1) 4R AT

Web /R4 Secaa$ #4044 ) 7 1 44t 22 4 Ui i) B

Web 255 SecaaS #2020 ) 24t Web B REMR KRS -

Email SecaaS &K

Email Secaa$S $ fit & 2 7 2 ) SR ARG HE 1 I LU e B2 3 AN i R A PRI B D RE o

Email Secaa$ $i& fit & 20 [ 5 /- 4R AAL00 5 AL R B A IR EE BT 377 BABH LR FEE N Albin 7
Email Secaa$ $& {it 2 [ 2 ) SR A3k R 1 SR DA 1) S AL FZ Fr) R A AL e A s o

Email Secaa$ $i2fit & W iU A %5 ) R At R 1932 T AR 75 A Sy SCIB AR o

Email Secaa$ S it & AU 2 7 R IR 5 P9 7 45143 LA S s

Email SecaaS 2 fit & A i) 5 )7 4 (I - SRS 07 B 22 N 5 IS PF PR B 03T
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v' Email Secaa$S $ Mt W Ji A & BRI 5 AN R MR AF R 55 a4 ik 5 RAE R e
14.7.5 Z4 VA SecaaS 7K
v AVl SecaaS HITRMLHE WM PR AL E R FVE B AE AN BB (St B g S DA D R 15 8
TR A PAT IR IRAD)

v Z AT SR S S O B SC L A SR 56, DLE AR AR RO B A S I E A R
LA RIBE AR5

v ZAPHG SecaaS AUFRBLE WA 7 BRAIE 2 I KU B B (Sl N E SOF ASCRIE RiRE, AR R EE
FHDY S5 FREAT A DRAFAE AT SRR MR B VFEE D

v ZaTEfl SecaaS HIFEMEE WA R AR HE G R AOLETT (S g DA SCRY 1 00T MR 1 SR ) 18 AN

W .

v ZAVHG SecaaS HUFRBLE LU I BRI MAEEIITE S FRF . #oRERE SMBAEE . AL FRrEA
PSR HETR HY 1SS

v VPl SecaaS HISEMEE WA FARMEEOR BRI S T s #RAE RS Bl AN A BC &
BEMAT AR E D .

v AVl SecaaS MR HE UATA % IR BN AT 2 1P RS T2 P B 3D .

v RV SR BRSSP Sh KSR O AT = 1 AR I 58 1k VAl AR 55 - 2% i TSR
BEAT B AL AR ISR S I R0 e 55 A G B

v BAPA SecaaS MBLELH WANZ FHRGLEEMIAMSS ORI 58 URME B WA T3 — 3R 88, W%
NPl B R YN 11D

v 4l SecaaS HUBRALE DA & P R AL 2 4T
14.7.6 ANRRM Secaas TR

v NIZAI SecaaS MFR ML A B SR AL T AR ARSI AR o
v NIZHI Secaas MUFEMLH A A B SRR T AR (1 H 2L BT T RN
v NIZAEI Secaas USRI AR B SR A T BN AR B B (VMM/Hypervisor) )7 i .

v ONRKEI SecaaS MIFRMLE LR Z PR T Giit b AT T FHIET . 8 AR TR TR
TR FE AL CDPD)

v NRIEI Secaas HIFR AL AT 2 7 R AU T 2 e FH A A%
v NRIEI Secaas HIFR AL AR 2 7 Bt R 48/ 8 A H & Hr il .
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v ONIREEI Secaas AUFRPLE WAZ I 7 BN THRAE R G e AR R AR COCPF FEMIL 3w, 3. 2
TR

v ONZKEI SecaaS MIHE AT A1 25 P FRAE X T VMM/Hypervisor 5E3 M (1 1545 .
v MR SecaaS MIHE AL A A1 2 P ERAEXT T VM BiAE FE I I % .

v’ Providers of Intrusion Detection SecaaS must provide cloud customers with VM Image Repository Monitoring.

14.7.7 SIEM SecaaS &K

v’ SIEM Secaa$ $& AL A ) % 7 B ARSI 1 H /AR . EEL B PR 5L,
v’ SIEM Secaa$ #R it F W5 i[5 25 7 R At F 7 BIGIE SO

v’ SIEM Secaa$ # it F WA il [a) 25 7 3R B R AN SH

v’ SIEM Secaa$ R ft& AT % IR AL IR (FAFMIRD SR

v’ SIEM Secaa$ #0675 ) HR A ANBR T L7 B G S R R

v’ SIEM Secaa$ $#RALF A 2 ) R AL PR AH A

v’ SIEM Secaa$ #3505 20 i) 7 ) R SR 1A SO LA 5cdiE O B IS [R) st

14.7.8 1N SecaaS TR

v IN% SecaaS FEALHE WA 7 SRS T4 H b B TR
v N Secaa$S FRALHE WA 2 RO T S HAE PRI .
v N SecaaS FRALHE WA 2 FROL N S A P

v WZ 24 SecaaS TRALE LA B S RGN T A HAR I R

14.7.9 W5 ESME S RAEK R Secaas TR

v S IESNE S KAMEK R SecaaS FRMUEE WA Z ) 7 7 HR A1k R 1 RE Ak Bt -

v WS ESNE S KA SecaaS $RALH R B P R A ) &

v FIESNE S KAV E SecaaS FRAH LA SR 2 IR RO ERAE .

v M ELNE SR AEKE SecaaS FEMEH AR F R M5 5 =7 RS I EIETE (connectivity) .
v SIS KUK Secaas FEUHE LA 1) B 7 AR A ST A B S At Bt 2 1«
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v FIESNE S R AWK E SecaaS FRALE ML AA M E BRI EEE (Bob/ R ARG

VoML S R AEKE SecaaS FEAEE WA B fe SOt T e A/ N YRR

v MG IESNE S KAMEK R SecaaS SR LA A 7 P R B AT 1045 P b A

Vo ML S R AEK R SecaaS FEAEE AU 2 S S I Id A AR T A AURE AR DB DR 1A 0
VoML S R AEK R SecaaS SR A 2 e S ER Lo Af T I edE /B A Vit

v MG IESNE S KAMEK R SecaaS FRMEE WA [ 7 F R LI 44 1 AT A7 1

14.7.10 ML 4 SecaaS =K

v 2% 224 SecaaS HRAUEE W2 % S R AEEICHE P IED I U R0 1Y

v 2% 224 SecaaS AL E W25 B S HRAE 1] 25 1 i T 0 SR (0 AT

v W45 72 4 SecaaS PR WA % S B AL ) FIUAIE R 1) o

v &% 224 SecaaS fe it LA % R Bt M SE (7 kBE. WAF. SOA/APD) .

v 4R 4 SecaaS FRALH AR R BRIk 2 4 pE b (IDS/IPS ARS8 2B kb . SCbse 5. DLP. B
JRER BRI

v %% 24 SecaaS Rt AR Z ) SR A 2 A PR AT SR A R R
v W44 SecaaS TRPLH L e ) B4 Dos B/ Gz

v 4524 SecaaS BRI LI PR AL 4 1 FEAE AR S5, 1 DNSSEC. NTP. OAuth. SNMP. 53 FX %% )
X F22 4,

v %% 24 SecaaS fe it H A B S R LR

v %% %4 SecaaS TR 2R % P &AL S Hypervisor JZ HI4E .
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