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To... name. surname @bank, example. com
Cc. |
Send
Subject [IMPORTANT] Bank of Russia Qrdinange No, 3976-U "On Assessing Banks™ Economic Situation”
Attached ﬁ‘hﬁ?ﬁ' 3.pdf (131 KB
Hello,

The Bank of Russia issued Ordinance No. 3576-U, "On Assessing Banks' Economic Situation" registered
by the Ministry of Justice of the Russian Federation under No. 41608.
The text of the Ordinance No. 3576-U is attached to this message.

Be aware that failing to address the information from the Ordinance No. 3976-U poses financial risks on
your organization. Distribute this message to all employees that may be affected by Ordinance No.
3976-U.

\_ﬁg’/ The Central Bank of the Russian Federation (Bank of Russia)

: H—""': Press Service
RO ] Neglinnaya Street, Moscow, 107016 Russia

Figure 4: The spear phishing attack is conducted by means of email messages
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"8 Windows Task Manager EI
File Options Wiew Help
Applications | Processes | Serwvices I Performance I Metworking | Users |

Image Name i User Name CPU  Workin... PeakW... Wor... Memoar... Commit Size Page... NP .. *
conhost, exe SYSTEM 03 2, 76K 2, 76K 0K 7K 1,080 K 60 K 4K
CSrss,exe SYSTEM 03 4,290 K 4,256 K oK 1,338 K 1,912K 132K 11K
CErgs. Bxe SYSTEM oo 11,092 K 19,3358 K oK 7620 K 14, 144K 124K 13K |_
dllhost.exe SYSTEM 00 11,180K 11,288 K 0K 3472K 4,136K T2K 15K |2
dwm,exe 1 o] 5, 752K 6,132 K oK 1,390 K 1,696K 128 K 7K r
explorer.exe 1 00 E9,680K 71,960 K 0K 35/168K 53,680 K 834K P
jusched.ex= *32 1 [iv] 12,612K 13,8649 K oK 3,024 K 4,416 K 233K 20K
lsass. exe SYSTEM 00 14,2490K 15,392K 0K 40K 5,528K 109 K 36K

! [sass.exe 1 (1] 4 428 K 4,428 K 0K 1,236 K 1,512 K 134 K TK
lsm.exe SYSTEM 0o 5,800K 5,896 K 0K | 1L7E6K 2,655K 61K 9K
msdic.exe MNETWO... (o] 7908 K 7.9649K oK 2,812 K 3,372K 67K 17K
SearchFilterHost.exe SYSTEM 0o 6,036 K 6,052K 0K L712K 2,036K 104K 3K
Searchlndexer.exe SYSTEM 00 17,9490K 18,096 K 0K 8456 K 24 768K 215K @ HK
SearchProtocolHost. exe SYSTEM 0o 8,036K 8,076 K oK 1, 744K 2,848 K 118K 10K -
1| I | F

Show processes from all users

Processes 50 CPU Usage: 10% Physical Memory: 31%

Figure 5: The bot soffware disguises itself as Isass exe
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B mimikatz 2.1 364 (oe.eo) (o] @ |ws]

Authentication Id = @ ; 129733 (AUBBUAOH-BOA1f ach)
9 i : Interactive from 1

: User
:1-PC
: 1-PC -
: 18-11.72816 21:37:-35 =
: 5-1-5-21-3578219197-2409441428-3426689166—-1880

msy =

[BBOBBAB3 1 Primary

#* Uzername : User

=* Domain : 1-PC

= LM : c2265bh23734eBdacaadih435h51484ee

= NILH : 69943cheb3b4d2ciB4dbhbec15138b72b

= SHA1 : e91fel73f59hB03d620a?34celallBf 2h114c1f3

tspkg =

#* Username : User

* Domain = 1-PC

#* Password : SecretPad$Sword

wdigest :

#* Username : User

=* Domain : 1-PC

#* Password : SecretPa$Sword

kerberos =

»* Username : User

»* Domain = 1-PC i

HH# K 1E A mimikatzi2 57 3R E ERBE AL B AR AT EAERE ZHOA AR P R
P %A B (86Microsoft®ActiveDirectory®fl P 45 ) o & £ 69 B A7 Z R
Active Directory & 3 5 7k /7 89 % 75 o

FEMBc: T EARGESE (LHFATMH X)

K F A Abotik M k15 FIATMM % o botik #H4¢ A a] — M- B3k 13 69 & 22 5 545 & R BT ATM
M & FER] o KR EFHAR ©

LATMR % % Bl 325 B > botik # T 8,31 B AT K & & & 09 TR R A & & RATME 3% o suigik
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N-BARAT A 7 FE P 2 30 do RIL G [ Bop 76 o

PATH AL RS RIT 0T TFRENEE o

Figure 7: Corporate network of the bank
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o XhFH MR ERFEN GRS S HIPIIE 5 B AR TIPSR o £
BT » kAR ERNBEBIRT o

o THEBFPHMHWEREEEZURLEAMFRITE o £RZXFAFLT » HELTEREMR
#| o

o EF|C&CIR % % 69+ KI5 5Botnet C&C URLEM F R LB o £ XA LT » HFE £
oo Fo YR B AAR B o

o mimikatzZk A4 AR TAESER F A sk B R AR R H M Fa M M o J2 XA
T AT AARREGNE T AT o

KETRKTERART » AAB LR HEEKREHAGEAI (Kill chain) P AE4T M AT 5k FLE
-’% o

SIEM ¥ % | 2] 4 Botnet C&C URL
AT ZABF B 8 B FRP| I dEH N o

Lz A AR R AESIEMA 4 P 3K 2] F44AR R B > IRT A28 5] R4 -

Event Nams Log Source CouR Time = Low Leval Category Souree IP
melcn KL T il Feed Barvic J01@, T30 st Agdress 1048 A5 45
-- Oct 13, 2016, 7215 -
Figure 8- Requests to the Botnet C&C URLs are detected in the SIEM system
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24 H AR R ARt 5 B Wiptablest2 5 8 & 2 B 42 09 1H B AL o

Bl4e » Z R TFEMAIPHAE£192.168.0.3 « A ALK R EHITATHASTIAG LS
R e 6 T B AUaA 3 W 28 R 1% Fe B A AT $03B

iptables -A FORWARD -s 192.168.0.3 -j DROP

A AR 2 Be it EALi5 F #9Botnet C&C URLA B Z 435 o o RMEME P LA
AM 2R EMY ARIRD o MAER5C&CREEZRITRE -

DS BL &b ~

A TRPKEHF %k A HRIE 9 5QRadar SIEM & 4P % B3 1+ HAuAn % 09 BT A F 4
(event) °

Event Name Log Source
KL_BaotnetCnC_URL KL_Threat_Feed_Service_v2
KL_BotnetCnC_URL KL_Threat_Feed_Service_v2
KL_BotnetCnC_URL KL_Threat_Feed_Service_v2
KL_Malicious_URL KL_Threat_Feed_Service_v2
KL_Malicious_URL KL_Threat_Feed_Service_v2
KL_IP_Reputation KL_Threat_Feed_Service_v2

Figure 9: All events that are related to compromised computers and that match thread feeds from Kaspersky
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Jo gz A B PAST VA B HE 15 1] 5 B e 0 T b 0 W) 22 A H BA B9 xR 3k 9T vA B AT Autoruns 52 A2
B o

T Autoruns [1-PCA1] - Sysintemals: wrawr.sysintemals.com
File Entry Options User Help

R MAEXE mee |

l_:" retwark Providers I ﬂi M1 |
2 Bwerpting | 2 1ogon | W eoerer | @ meretesporsr | (4 schecuedasks | % sevices | S onvers | [0 codess | [ moatee
Autorun Ertry Di=scription Publsher Image Path Timestamo “Wirus Tolal
@ HHELM\SOFTWARE Micosaft \Windows \Cument version' Run 9132014 06:27
B Vihware User . WMware Tools Cors Service  WMware, Inc. c:progrem filssbsmware'w. . 2712014 18:25
ﬂ HELMWSOFTWAREWowbkA32MNode Wicroeoft \Windowe \Cumert Verson™Hun 1012016 21:50
[+ B Adebe ARM Pdobe Readerand Acrobat... Adobe Systems Incomorated  ¢\progrem files (c6comm. . 71772016 0218
[ &1 Sunlavalpdat... Java Update Schacuer Crack Coparation c:\progrem files (c@6)veomm. . 8/5/2015 03:47
i ] 555 e i o \wserstlsass exe 10-15/2016 01:19
ﬁ HELMASOFTWARE Micresaft\Active Sctuptinataled Compornents 1222014 07:21
,_;J Microeoft Wind. .. Windowe Mal Mizroeoft Comporation c\program files windowe m... 74/2008 07RE
ﬁ HELMSOFTWARE WowB432Node\MicosoftActive Setuphingaled Components 1/28/2015 18:58
Fg’_l; Google Chrome Goodle Chrome Instaler Google Inc. c:progrem files &86/hgoagl. .. 84252016 10:07
W1 131 Micrnsoft Wind  Windvas Mail Mirmsnft Comoration cnminm files feRRfwandn 771477006 747

Figure 10: Analyzing startup programs with Autoruns
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Eie Wew Mode Hep
® 6 % . - Fex t.
Evidence Tres | [File List
PMame | size | Type | Dete Modified
Memary Progress
Destnatan: I F \memdunp. e
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EEENNNEEERENNNENNNEEEEER
Cancel i
- - - II

Figure 11: Creating a memory dump of the compromised computer with the FTK Imager utility
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olatility 2

C:\Users\User\v

——profile=Win75P0xc4

.5>volatility.exe pslist —f C:\Users\Us

Volatility Foundation Volatility Framework 2.5

Offset (V) ame PID PEID Thds Hnds Sess
OxfffffaBl03ctcl80 System 4 9g b R
Oxf£££f£fa8004400850 smss.exe 264 4 2 I =
Oxfffffa80048e3b30 csrss.exe 352 344 ) B2l
Oxfffffafl04b37420 wininit.exe 404 344 3 76
Oxfffffa8004b45k30 csrss.exe 412 3596 10 28 1
OxfffffaB004b7atal winlogon.exe 448 396 3 it 1
Oxfffffa8004becc2el services.exe 508 404 i 224

Volatility T £ #7 1 £ 7 % Msass.exe# #2 - LA PID 51647Isass.exeit #2 LA PPID 404 (%

PID) - & &% & € dwininitexei# 2 (PID 404) B # o A APID 23364 - fulsass.exe 42

AAPPID 1976 » X &k 4% € wexplorerexe# 2 # (PID 1976) ° % =/ lsass.exeit#2,T
=BT 564 > B Hexplorer.exe# 2 ZWindows # R E L 9 —3 4 » LA TETA%L#

#2 » dolsass.exe °

—2 15 kK ERM (Isass.exe) *» BEHRLA AR ZIKMAH LN TEHCKCIRE HE X E#F
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__native startup state == initialized
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To... newvirus @kaspersky.com
| | Ce... |
Send
Subject New malicious software sample
Attached ”! lsass.exe.zip (53 KB
Hello,

A sample of malicious software was detected in the corporate network of our organization. The
software attempted to interact with a known Botnet C&C URL (http://subbotnet-domain_19.botnet-
domain.example.com/page/c).

Please analyze the attached sample and issue an anti-virus database update.

The password for the attached archive is "infected"”.

WER,
Chief Security Officer of the Bank

Figure 12: Sending the malicious software sample to Kaspersky Lab
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Figure 13: Autorun manager of the AVZ utility
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rule silent banker : banker

description = "This is just an example"

thread level = 3
in the wild = true
strings:
Sa = {6A 40 €8 00 30 00 00 eA 14 8D 91}
Sb = {BD 4D BO 2B C1 83 CO 27 99 BA 4E 59 F7 F9}
Sc = "UVODFRYSIHLNWPEJXQZAKCBGMT™
condition:

e
5

$a or b or 3Sc
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Figure 14: GRR Rapid Response
GRR&y £ 2451 ¢

o {# FRekall sz A 42 )7 A2 9 A WindowsiEE A 4 LY N A A4 2 M & -
e 1%/ The Sleuth Kitiz 42 5 #7282 & F 4] o

GRR Rapid Response T M https://github.com/google/grrF #% ©

Forensic Toolkit

BOE LR, (FTK) £#—£ATRFRENGE A TR o Bk LR H EHEFTK Imagers: A #
oo TR TRl R &EF A G456 o

FTKX &AL IUANZIA o Blde s F—ALABTEEHER > HPELFTHA R
F R TG T % 0 LR TFEEGFE@LAFILE o FTKEA T T34 %10CH %42
FH| & o

FTK™ M http://accessdata.com/solutions/digital-forensics/forensic-toolkit-
ftk?/solutions/digital-forensics/ftk T # °

dd utility

dd (##EEE L) TEZER TUnixA= £UnixEE A GGG SITEARF » 120G TR
Fa B B T o

GERARFTATEARENRR » AEREAAAREAGRER o Hlde » BT & A ddSE A
BEPRAERENSRRGENS K o

BT A 2 HLinux A L ZATRRAR IR BE Tdd s A2 )5 - dd 92 A A2 F-1F A Cygwin ey — 3 -4 14 2
Microsoft Windows ° & 7T ¥A K https://cygwin.com T #% ©


https://github.com/google/grr下载。
http://accessdata.com/solutions/digital-forensics/forensic-toolkit-ftk?/solutions/digital-forensics/ftk
https://cygwin.com下载。

Belkasoft RAM Capturer
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Boo RIEGABHBEEREE -

= Relkasoft Live RAM Capturer IM

Seledt output folder path:
D:\.,MemDumps".,Euspe:tAI

Loading device driver ... -
Fhysical Memory Fage Sze = 4096
Total Physical Memory Size = 4095 MB

Figure 15: Belkasoft RAM Capturer
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Figure 16: Threat Lookup — Kaspersky Threat Intelligence Portal
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e Raw / padded physical memory

e FireWire® (IEEE 1394)

e Expert Witness (EWF)

e 32-bit and 64-bit Windows Crash Dump
e 32-bit and 64-bit Windows Hibernation
e 32-bit and 64-bit Mach-O files

¢ Virtualbox Core Dumps

e VMware™ Saved State (.vmss) and Snapshot (.vmsn)
e HPAK format (FastDump)

e LIME (Linux Memory Extractor)

e QEMU VM memory dumps
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S5 python wvol.py —f stuxnet.vmem --profile=WinXPSPZx86 dlldump -memory -D stuxout/

Volatility Foundation Volatility Framework 2.5

Process (V) Name Module Base Module Name Result

0xB20df020 smss.exe 0x048580000 smass.exe CE: module.376.22df020.48580000.d11
0xB2la?dal csrss.exes 0x0735b40000 CSRSEV.d1l COF: module.&00.23a2dal.75b40000.d11
0xBZlaZdal csrss.exe 0x077£10000 GDI3Z.dl1 Error: DllBase is paged

OxB2la2dal csrss.exs 0x075be0000 winsrv.dll OE: module.&00.23a2dal.75be0000.d11
0xBlda5650 winlogon.exe 0x001000000 winlogon.exe OK: module.624.1£fa25650.1000000.d11
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userfcomputer:-/rekalls rekal -f ~/images/win7.elf
The Rekall
Memory Forensic framework 1.1.0 beta (Buchenegg).

"We can remember it for you wholesale!™

This program is free software; you can redistribute it and/or modify it under

the terms of the GNU General Public License.

See http://www.rekall-forensic.com/docs/Manual/tutorial.html to get started.

win7.elf 12 47 07> pslist

————————————————— > pslist()
_EPROCESS Hame PIQ PPID Thds Hnds Sess Wow6d Start
0xfa800089590 System 4 0 B4 511 - False 2012-10-01 21:39:51+0000

[1] zeus.vmem 00:10:03> hooks inline proc regex="serwvices"

—————————————————————— > hooks inline(proc regex="services")

Pid Proc DLL Name Hook Disassembly

676 services.exe ntdll.dll NtCreateThread 0x7e3b47 0x7c90d7d2 e9%7063edB3 jmp..

0x7c90d7d7 bal003fe7f mov..

0x7c90d7dc ££12 call.
0x7c90d7de C22000 ret. .
0x7c90d7el 80 nop
0x7c90d7e6 80 nop

0x7c90d7e7 836000000 mow..
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C:\RR>rip.exe
Rip v.2.8 20130801 - CLI RegRipper tool
Rip [-r Reg hive file] [-f plugin file] [-p plugin module] [-1] [-h]

Parse Windows Registry files, using either a single module, or a plugins file.

—r Beg hive file...Registry hive file to parse
L Guess the hive file (experimental)

—f [profile].......use the plugin file (default: plugins\plugins)
—p plugin module...use only this module

ol e list all plugins

o N R e b R R Cutput list in C5V format (use with -1)

-3 system name.....Server name (TLN support)

= paeTrname. ol s User name (TLN support)
“h....0occnecen.....Help [print this information)

Ex: C:\>rip -r c:\case\system —f system
C:\>rip -r c:\case\ntuser.dat -p userassist

C:\>rip -1 —«c

211 output goes te STDOUT; use redirection (ie, > or >>») to output to a file.
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