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Who We Are?

Terbium labs is a dark web intelligence company made up of an
elite group of information security professionals with expertise in
everything from cryptography to large-scale information
systems.

The Royal Bank of Canada is the largest bank in Canada, and
one of the largest in the world (by market capitalization).

Vanguard Cybersecurity Research is a group within RBC with
the mission to perform cutting edge research into future
cybersecurity threats and innovations.



Introduction

« Losses from credit card fraud amount to more than $10 billion dollars
annually.

* This money feeds into organized crime, gang activity and terrorism.

« Combatting credit card fraud historically has been a reactionary
process.

By using intelligence gathered from online sources such as the dark
web combined with transactional data, we can:
« identify who the next fraud victims will be
« where card data is being stolen from
« before any fraudulent transactions have occurred
« Without any criminal financing



b.Qckhat Traditional Point of Compromise Detection

 Algorithm/Customer/Payment service flags transaction

* Purchase histories of victims are cross-correlated for Common
Points of Purchase (CPP).

* List of CPP leads to a Point of Compromise (POC)

* This approach is problematic:
 Allows fraudsters to purchase and use stolen cards.
« Requires waiting for more victims to confirm POC.
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Finding a Needle in a Haystack

« Often a breach can affect a large number of clients.
» Each group can have many candidates.

* Need to find the right combination of clients out of possibly
trillions.



Finding a Needle in a Haystack

« Set the haystack on fire!

* Ruthless reduction of CPP via various
thresholds.

 The CPP is only shared across less than g
groups.

* The popularity of the merchant in the control
group is greater than some value p.

* The number of transactions at the CPP is
less than n.



Case Study

 POC spread across ~10 bases.
» Popular restaurant chain — let's call them “Bob’s”.
» Large impact on many clients.
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Conclusions

* The dark web enables convenient, one-stop shop selling
sensitive information such as credit card details.

* Traditional fraud detection is reactive and permits a thriving
criminal ecosystem.

* By leveraging dark web intelligence we can detect data
breaches, prevent fraud, and eliminate criminal funding.
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