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https://computersciencewiki.org/index.php/OSI_model

Human-computer interaction layer, where
applications can access the network services

__ Ensures that data is in a usable format and is
where data encryption occurs

__Maintains connections and is responsible for
controlling ports and sessions

=
__Transmits data using transmission protocols
TRANSPORT LAYER including TCP and UDP
-

NETWORK LAYER

DATALINK LAYER

PHYSICAL LAYER n — Transmits raw bit stream over the physical medium

— Decides which physical path the data will take

— Defines the format of data on the network
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setsockopt(sock, SOL _PACKET, PACKET _RX_RING, &req3, sizeof(req3)).
#Efpacket_ring_buffer { struct

pgv *pg_vec;
o]
T 51K *rx_owner_map;

struct tpacket_kbdq_ static int packet_set ring(struct sock *sk, u
coreprb_bdqc;
¥
3
struct tpacket_kbdq_core NE%Z 22 8]
{ struct pgv  *pkbdq;



O

blar’

char *buffer,
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setsockopt(sock, SOL _PACKET, PACKET_RX_RING, &req3, sizeof(req3)).

#Efpacket_ring_buffer { struct

pgv *Pg_Vec;
BXHA{
o =R

*rx_owner_map;struct tpacket_kbdqg

static int packet_set_ring(struct sock *sk, u
coreprb_bdqc;

%

3

struct tpacket_kbdq_core NAZZ2(8]
{ struct

pgv*pk
bdg;
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char *buffer, EikEIESI=YEa=A
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static int packet_set_ring(sk, reqg_u, closing, tx_ring) { if
(reg->tp_Dblock _nr) {
order = get_order(reg->tp_block_size);
pg_vec = alloc_pg_vec(req, order);
switch (po->tp_version)
case TPACKET_ V3.
init_prb_bdgc(po, rb, pg_vec, req_u),
}
if (closing || atomic_read(&po->mapped) == 0)
{ swap(rb->pg_vec, pg_vec);
an % (po->tp_version <= TPACKET _V2)
swap(rb->rx_owner_map, rx_owner_map).

}

bitmap_free(rx_owner_map);

If (pg_vec)
free_pg_vec(pg_vec, order, reg->tp_block nr),
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static int packet_set_ring(sk, req_u, closing, tx_ring) { if
(reg->tp_block_nr) {
order = get_order(reqg->tp_block_size);
pg_vec = alloc_pg_vec(req, order);
switch (po->tp_version)
case TPACKET_V3:
init_prb_bdgc(po, rb, pg vec, req_u),
}
if (closing || atomic_read(&po->mapped) == 0)
{ swap(rb->pg_vec, pg_vec);
4% (po->tp_version <= TPACKET_V2)
swap(rb->rx_owner_map, rx_owner_map),

}

bitmap_free(rx_owner_map);

If (pg_vec)
free_pg_vec(pg_vec, order, reg->tp_block nr),

FEinit P LR FF XS pg_vecHI 51 H
struct tpacket_kbdqg_core *pl = GET_PBDQC_FROM
pl->pkbdq = pg_vec;
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static int packet_set_ring(sk, reqg_u, closing, tx_ring) { if
(reg->tp_Dblock _nr) {
order = get_order(reg->tp_block_size);
pg_vec = alloc_pg_vec(req, order);
switch (po->tp_version)
case TPACKET_ V3.
init_prb_bdqgc(po, rb, pg_vec, req_u),
}
if (closing || atomic_read(&po->mapped) == 0)
{ swap(rb->pg_vec, pg_vec);
an L (po->tp_version <= TPACKET _V2)
swap(rb->rx_owner_map, rx_owner_map),

}

bitmap_free(rx_owner_map);

if (pg_vec)
free_pg_vec(pg_vec, order, req->tp_block nr),

FEinitH Xfpg_vecH) 5| A

struct tpacket _kbdqg_core *pl = GET_PBDQC_FROM
pl->pkbdq = pg_vec;

REHSE
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static int packet_set_ring(sk, req_u, closing, tx_ring) { if
(reg->tp_block_nr) {
order = get_order(reqg->tp_block_size);
pg_vec = alloc_pg_vec(req, order);
switch (po->tp_version)
case TPACKET_V3:
init_prb_bdgc(po, rb, pg_vec, req_u),
}
if (closing || atomic_read(&po->mapped) == 0)
{ swap(rb->pg_vec, pg_vec);
4% (po->tp_version <= TPACKET_V2)
swap(rb->rx_owner_map, rx_owner_map).

}

bitmap_free(rx_owner_map);

If (pg_vec)
free_pg_vec(pg_vec, order, reg->tp_block nr),

first packet_set ring()

FTPACKET_V34rfidpg_vec
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static int packet_set_ring(sk, reqg_u, closing, tx_ring) { if
(reg->tp_Dblock _nr) {
order = get_order(reg->tp_block_size);
pg_vec = alloc_pg_vec(req, order);
switch (po->tp_version)
case TPACKET_ V3.
init_prb_bdgc(po, rb, pg_vec, req_u),

}
if (closing || atomic_read(&po->mapped) == 0)
{ swap(rb->pg_vec, pg_vec);
% (po->tp_version <= TPACKET_V2)
swap(rb->rx_owner_map, rx_owner_map).

}

bitmap_free(rx_owner_map);

If (pg_vec)
free_pg_vec(pg_vec, order, reg->tp_block nr),

first packet_set ring()

FTPACKET_V34rfidpg_vec
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static int packet_set ring(sk, req_u, closing, tx_ring) { if
(reg->tp_block_nr) {
order = get_order(reqg->tp_block_size);
pg_vec = alloc_pg_vec(req, order);
switch (po->tp_version)
case TPACKET_V3:
init_prb_bdqgc(po, rb, pg_vec, req_u),
}
if (closing || atomic_read(&po->mapped) == 0)
{ swap(rb->pg_vec, pg_vec);
4% (po->tp_version <= TPACKET_V2)
swap(rb->rx_owner_map, rx_owner_map),

}

bitmap_free(rx_owner_map);

if (pg_vec)
free_pg_vec(pg_vec, order, reg->tp_block nr),

first packet_set ring()

FHTPACKET_V34rfilpg_vec

fEpkbdgH R pg_vect 5| A,
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static int packet_set_ring(sk, reqg_u, closing, tx_ring) { if
(reg->tp_Dblock _nr) {
order = get_order(reg->tp_block_size);
pg_vec = alloc_pg_vec(req, order);
switch (po->tp_version)
case TPACKET_ V3.
init_prb_bdqgc(po, rb, pg_vec, req_u),

}
If (closing || atomic_read(&po->mapped) == 0)
{ swap(rb->pg_vec, pg_vec);
an % (po->tp_version <= TPACKET_V2)
swap(rb->rx_owner_map, rx_owner_map) .

}

bitmap_free(rx_owner_map);

if (pg_vec)
free_pg_vec(pg_vec, order, reg->tp_block nr),

first packet_set ring()

FTPACKET_V343fidpg_vec

fEpkbdgH R pg_vecht 5| A,

fErb->pg_vecH PR1Fpg_vec
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static int packet_set_ring(sk, req_u, closing, tx_ring) { if
(reg->tp_block _nr) {
order = get_order(reg->tp_block_size);
pg_vec = alloc_pg_vec(req, order);
switch (po->tp_version)
case TPACKET_ V3.
init_prb_bdgc(po, rb, pg_vec, req_u),
}
if (closing || atomic_read(&po->mapped) == 0)
{ swap(rb->pg_vec, pg_vec);
4% (po->tp_version <= TPACKET_V2)
swap(rb->rx_owner_map, rx_owner_map) .

}

bitmap_free(rx_owner_map);

If (pg_vec)
free_pg_vec(pg_vec, order, reg->tp_block nr),

rb->pg_vec = NULL

first packet_set ring()

FTPACKET_V343fidpg_vec

second packet_set_ring()

free pg_vec with tp_block _nr equal 0
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static int packet_set_ring(sk, req_u, closing, tx_ring) { if
(reg->tp_block _nr) {
order = get_order(reg->tp_block_size);
pg_vec = alloc_pg_vec(req, order);
switch (po->tp_version)
case TPACKET_V3:
init_prb_bdgc(po, rb, pg_vec, req_u),
}
if (closing || atomic_read(&po->mapped) == 0)
{ swap(rb->pg_vec, pg_vec); rb->pg_vec = NULL
an i (po->tp_version <= TPACKET _V2)
swap(rb->rx_owner_map, rx_owner_map) .
}
bitmap_free(rx_owner_map);
If (pg_vec)
free_pg_vec(pg_vec, order, reqg->tp_block_nr), G /l\ﬁai%él’ﬂpg_vec

first packet_set ring()

FTPACKET_V34rfidpg_vec

second packet_set _ring()

B Jitpg_vec, tp_block nr&-F0,
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first packet_set_ring()

—+

-

FITPACKET V343#itpg._vec

static int packet_set_ring(sk, req_u, closing, tx_ring) { if

(req

~>tp_block_nr) { second packet_set_ring()

order = get_order(reqg->tp_block_size);

pg_vec = alloc_pg_vec(req, order);

switch (po->tp_version)

case TPACKET_V3 %3% paCket_Set_ring()
init_prb_bdgc(po, rb, pg_vec, req_u),

free pg_vec with tp_block _nr equal 0

}
if (closing || atomic_read(&po->mapped) == 0) MTPACKET_V2/;fidpg_vec
{ swap(rb->pg_vec, pg_vec);
an i (po->tp_version <= TPACKET _V2)
swap(rb->rx_owner_map, rx_owner_map),
i)itmap_free(rx_owner_map); — ’ YE?%rx_owner_map%ﬂpkbdq, SEH A
if (pg_vec) ERIE,

free_pg_vec(pg_vec, order, reqg->tp_block_nr),
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static struct pgv *alloc_pg_vec(struct tpacket req *req, int order) QT /' YT |
{
Jo/FEint block_nr = reg->tp_block_nr;
struct pgv *pg_vec; By B
pg_vec = kcalloc(block_nr, sizeo) -
__GFP_NOWARN) .
for(i=0;i< _—
block >
pPg_vec|
}

AT LAFERDY B B EEH) R/
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254 msg_msg {
struct list_head m_list;
long m_type,;
size_tm_ts; ¥ HESCAR KRN *1
struct msg_msgseg *next;
% AL,

I*SERRAfE B EBE S */

m_list.next

m_list.prev
m_type

T
g7ecy



Hjij l {L[ﬂ‘ Ijﬂ*%imiﬂ: m_list.next

m_list.prev
m_type
AAA L4872 4096 2 Bl K/ Ny il HE,
%5 1) msg_msg *alloc_msg(size_t len) A
{
Z5K) msg_msg *msg; &) Za -
msg_msgseg **pseq;
size t alen;
18 B R

alen = min(len, DATALEN_MSG),
msg = kmalloc(sizeof(*msg) + alen, GFP_KERNEL_ACCOUNT) ,

ELS
J #define DATALEN_MSG ((PAGE_SIZE-sizeof(




AIRT - HER N EZ i m_list.next

m_list.prev

Z54 msg_msg *copy_msg(src, dst) m_ t_yf)e
{ SN

size tlen =src->m ts;

- - %4
alen = min(len, DATALEN_MSG);
memcpy(dst + 1, src + 1, alen);
ERsY et

for (dst_pseg = dst->next, src_pseg = src->next;
src_pseg !'= NULL;
dst_pseg = dst_pseg->next, src_pseg = Src_pseg->next)
{len -= alen;
alen = min(len, DATALEN_SEG);

memcpy(dst_pseg + 1, src_pseg + 1, alen) ,

Ix[rldst,
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Z54 msg_msg *copy_msg(src, dst)
{
size tlen =src->m_ts;
alen = min(len, DATALEN_MSG);
memcpy(dst + 1, src + 1, alen);
for (dst_pseg = dst->next, src_pseg = src->next;
src_pseg !'= NULL;
dst_pseg = dst_pseg->next, src_pseg = Src_pseg->next)
{len -= alen;
alen = min(len, DATALEN_SEG);

memcpy(dst_pseg + 1, src_pseg + 1, alen) ,

Ix[rldst,

m_list.next
m_list.prev
m_type
AAA

T /\
A
ElsY s

[ e e e e e

=m_tsER
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fd_ctx

VY2
fd_ctx

pg_vec

Hy s
fd_ctx

VT2
fd_ctx
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HEFI XK,
o BB pg vec, Fimsg_msgE,

R
fd_ctx

VY2
fd_ctx

pg_vec

Hy s
fd_ctx

VT2
fd_ctx

EEE
fd_ctx

T

o fd_ctx

msg_msg
RiNES

fd_ctx

EEE
fd_ctx
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HEFZ MK,

B ER ipg_vec, Himsg_msgklE,
- ¥ Hpg_vec,

#E#) msg_msgseg {
Z5K) msg_msgseg *next;

AR BT A5y R R ¥

static struct msg_msg *alloc_msg(size_t len)

{len -= alen;

pseg = &msg->next;

while (len > 0) {
Z54) msg_msgseq *seg;
alen = min(len, DATALEN_SEG),
seg = kmalloc(sizeof(*seg) + alen, GFP_KERNEL ACCOUNT),
*pseg = seg;
seg->next = NULL;

BENE
fd_ctx

#Hfmsg_msgsegl = sEm _ts I #8_ctx

pPg_vec

T AT #R_ctx

TRy & ctx

g

Q d® O

T &% ctx

AT #R_ctx

msg ms
ooBfys oY
TR &% _ctx
->next; len
T2
fd_ctx

| msg_msgseg
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msg_msg ST msgsegmsg_msgseg
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254 Timerfd_ctx
{ BXEA {

struct hrtimer tmr;
struct alarm alarm;

HE;

wait_queue_head_t wgh,

¢
254 hrtimer {
struct timerqueue_

nodenode,;
ktime_t _softexpires;

enum hrtimer_restart(*function)(structhrtimer *),

VY
fd_ctx

VY2
fd_ctx

pPg_vec

VY2
fd_ctx

VY2
fd_ctx

BHIR

L

TR &8 _ctx

Y #R_ctx

msg_msg

A &S ctx

A &S ctx

TR &5 _ctx

V2
fd_ctx

msg_msg
e

fd ctx

BEE
fd_ctx
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o PRl AZbugHfikEpipe bufferfE N &

struct pipe_buffer
{ struct page
*page;
TRF A1 offset, len;
const struct pipe_b
unsigned int

B R

BXR,
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FhEFER X

. kit AbugitikFEpipe_bufferfEA% EH N4,

« fif FHmsg_msgsegX 4 3kEEOPS, H{#HOPST&IA]

timerfd_ctx,

BN REE

—

& ¥_buffer

NNES
fd_ctx

VY2
fd_ctx

msg_msg

VR
fd ctx

EEE
fd_ctx
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. FRAhAbugitiEFEpipe buffer{fE RS EH W4,
« f#Fmsg_msgseg X4 k& #0PS,

o BFTimerfd_ctxFf{# FHmsg_msgseg ki il
i — /M pipe_buf_operations,

struct pipe_buf_operations {
int (*confirm)(struct pipe_inode_info *, struct pipe_buffer *);
void (*release)(struct pipe_inode_info *, struct pipe_buffer *);
bool (*try_steal)(struct pipe_inode_info *, struct pipe_buffer *);
bool (*get) (struct pipe_inode_info *, struct pipe_buffer *),

FB AR

il

#ME
€
==
JHEMR
7S

& ¥_buffer

R
fd_ctx

T2
fd_ctx

msg_msg

T2
fd_ctx

V2
fd_ctx

msg_msgseg

msg_msgseg
Bk

MSg_msg
ERaES
fd_ctx

SRS

msg_msgseg

PN
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rsi e Hpipe_buffer

push rsi; jmp qword ptr [rsi + 0x39];

= pOp rsp; pop ri5; ret;
add rsp, 0xdO; ret;
pop rdi; ret; // O
prepare_kernel_cred;
pop rcx; ret; // 0
test ecx, ecx; jne Oxd8ab5b; ret;
mov rdi, rax; jne 0x798d21; xor eax, eax; ret;
commit_creds;
mov rsp, rbp; pop rbp; ret;

i

UXoY

g

H_ZBPIX

fifirspfa ) pipe_buffer
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fiErsifih] 5 PEHpipe_buffer

push rsi; jmp qword ptr [rsi + 0x39];

pop rsp; pop rls5; ret;
= add rsp, 0xdO; ret;

pop rdi; ret; // O

prepare_kernel_cred,

pop rcx; ret; // O

test ecx, ecx; jne Oxd8ab5b; ret;

mov rdi, rax; jne 0x798d21; xor eax, eax; ret;

commit_creds;

mov rsp, rbp; pop rbp; ret;

>z

g

B

YMHERSHEZR,  firspfaal

pipe_buffer
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fiErsifih] 5 PEHpipe_buffer

push rsi; jmp qword ptr [rsi + 0x39];
pop rsp; pop rls5; ret;
add rsp, 0xdO; ret;

pop rdi; ret; // 0 <
prepare_kernel_cred,

pop rcx; ret; // O

test ecx, ecx; jne Oxd8ab5b; ret;

mov rdi, rax; jne 0x798d21; xor eax, eax; ret;
commit_creds;

mov rsp, rbp; pop rbp; ret;

HETA AT LUIE & ## 1 Trop,  LMEUOARRYHE

>z

0x8

0x39

Oxe

g

B

YMHERSHEZR,  firspfaal

pipe_buffer

f:eFargs
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[v4,01/17] add support for Clang CFI

Message ID 20210331212722.2746212-2-samitolvanen@google.com (mailing list archive)
State New, archived
Headers show

Series Add support for Clang CFI | expand
Commit Message

Sami Tolvanen

This change adds support for Clang’s forward-edge Control Flow
Integrity (CFI) checking. With CONFIG_CFI_CLANG, the compiler
injects a runtime check before each indirect function call to ensure
the target is a valid function with the correct static type. This
restricts possible call targets and makes it more difficult for

an attacker to exploit bugs that allow the modification of stored
function pointers. For more details, see:

https://clang.llvm.org/docs/ControlFlowIntegrity.html

Clang requires CONFIG_LTO CLANG to be enabled with CFI to gain
visibility to possible call targets. Kernel modules sre supported
with Clang’s cross-DSO CFI mode, which allows checking between
independently compiled components.

With CFI enabled, the compiler injects a __ cfi_check() function into
the kernel and each module for validating local call targets. For
cross-module calls that cannot be wvalidated locally, the compiler
calls the global _ cfi_slowpath _diag() function, which determines

the target module and calls the correct _ cfi_check() function. This
patch includes a slowpath implementation that uses _ module_address()
to resolve call targets, and with CONFIG_CFI_CLANG_SHADOW enabled, a
shadow map that speeds up module look-ups by ~3x.

https://patchwork.kernel.org/project/linux-kbuild/patch/20210331212722.2746212-2-samitolvanen@google.com/


https://patchwork.kernel.org/project/linux-kbuild/patch/20210331212722.2746212-2-samitolvanen%40google.com/
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static int packet_mmap(file, sock, vma)
{ start = vma->vm_start;
for (rb = &po->rx_ring; rb <= &po->tx_ring; rb++)
{if (rb->pg_vec == NULL)

for (i=0;i<rb->pg_vec_len; i++)

{ struct page *page;

void *kaddr = rb->pg_vec]i].buffer;

int pg_num;

for (pg_num = 0; pg_num < rb->pg_vec_pages; pg_num-++)
{ page = pgv_to page(kaddr);
err = vm_insert_page(vma, start, page);
if (unlikely(err))

HET,

start += PAGE_SIZE;
kaddr += PAGE_SIZE;

pg_vec

L&

b3

~
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int vm_insert_page(struct vm_area_struct *vma, unsigned long addr,
struct page *page)

{
i (addr < vma->vm_start || addr >= vma-
>vm_end) &[] -EFAULT,
if ('page_count(page))
return -EINVAL,;
if (! (vma->vm_flags &
VM_MIXEDMAP)){ BUG_ON(mmap_read_trylo
ck(vma->vm_mm)); BUG_ON(vma->vm_flags
& VM_PENMAP); vma->vm_flags |=
VM_MIXEDMAP;
}
return insert_page(vma, addr, page, vma->vm_page_prot),
}

EXPORT_SYMBOL(vm_insert_page).



B A A RS H Y ek
static int insert_page(struct vm_area_struct *vma, unsigned long addr, struct
page *page, pgprot_t prot)

-

o

struct mm_struct *mm = vma->vm_mm; int
retval;

pte t *pte;

spinlock_t *ptl;

retval = validate _page before_insert(page); if
(retval)
HET,
retval = -ENOMEM,
pte = get_locked_ pte(mm, addr, &ptl);
if ('pte)
HET,
retval = insert_page into_pte locked(mm, pte, addr, page, prot); pte_unmap_unlock(pte,
ptl),

X |=lretval,
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static int validate page before_insert(struct page *page)

{
if (PageAnon(page) || PageSlab(page)
|| return -EINVAL;
flush_dcache page( ix[A]
0;
}

#define PG_buddy 0x00000080
#define PG_offline 0x00000100
#define PG _table 0x00000200
#define PG_guard 0x00000400

« X EAARITUH

© B MRRSEHI T

_|_

- I T

NEZ AR DL A DL 577

5

15 2
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static int insert_page_into_pte locked(struct mm_struct *mm, pte_t *pte,
unsigned long addr, struct page *page, pgprot_t prot)

{
if (Ipte_none(*pte))
return -EBUSY:; « Prot/Zvma->vm_page_prot, Fl1r] LIFEEH|E,
* 5FHY, wfa AFRHRAZ AN RN,
get_page(page); o PRSI EIH P =B EEE ST,

inc_mm_counter_fast(mm, mm_counter_file(page));
page_add file rmap(page, false),

set pte at(mm, addr, pte, mk_pte(page, prot));
return O;



s NS

static int packet_mmap(struct file *file, struct socket *sock, struct vm_area_struct *vma)

{ start = vma->vm_ start;
for (rb = &po->rx_ring; rb <= &po->tx_ring; rb++)
{if (rb->pg_vec == NULL)

for (i=0;i<rb->pg_vec_len; i++)

{ struct page *page;

void *kaddr = rb->pg_vec]i].buffer;

int pg_num;

for (pg_num = 0; pg_num < rb->pg_vec_pages; pg_num-++)
{ page = pgv_to page(kaddr);
err = vm_insert_page(vma, start, page);
if (unlikely(err))

HET,

start += PAGE_SIZE;
kaddr += PAGE_SIZE;

|

- vm_insert_page/~EEiE[E]—/MEIR,

« i Hret2dirgifuse+setxattr i #2=iilpg_vecl: 5| BT A 5713,
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G — Nt kL sys_setresuid()IBKEE H W2 45, sys_setresuid(),

retval = -EPERM,
if (Ins_capable_setid(old->user_ns, CAP_SETUID)){

if (ruid !'= (uid_t) -1 && 'uid_eq(kruid, old->uid) &&
luid_eq(kruid, old->euid) && !'uid_eq(kruid, old->suid))
goto error;

if (euid != (uid_t) -1 && luid_eq(keuid, old->uid) &&
luid_eq(keuid, old->euid) && !uid _eq(keuid, old->suid))
goto error;

if (suid !'= (uid_t) -1 && luid_eq(ksuid, old->uid) &&
luid_eq(ksuid, old->euid)&& !luid _eq(ksuid, old->suid))
goto error;
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B — N FT kM Z sys_setresuid () FIBkEE K KB EE sys_setresuid(),
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unshare(CLONE_NEWUSER|CLONE_NEWNET),

« ffsfRvm_insert_page()~REK[Elerr,
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