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How we think about mitigating software vulnerabilities

Attackers transform software vulnerabilities into tools for delivering a payload to a target device

Stack Buffer Overrun N T EREI
Heap Buffer Overrun ! ! code execution
Generic
Use After Free ploitati xploitation Data-only
primitives primitives corruption

Software
Vulnerability
Type Confusion

Attackers typically need to elevate privileges At some point, we lose containment as a defense

This means applying the same defenses to privileged attack surfaces This leaves eliminating vulnerabilities & breaking techniques
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Technologies for mitigating code execution

Code Integrity Guard Arbitrary Code Guard

Images must be signed and load Prevent dynamic code generation,
from valid places modification, and execution

Control Flow Guard

Enforce control flow integrity Enforce control flow integrity on
on indirect function calls function returns
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if (is_allowed_by_mitigation_policy()) {
do_sensitive_action();

} else {
fail_fast();

}
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if (PTE(address).NX == 0) {
execute(address);
} else {
fail_fast();
}
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f3 0f 59 c3 f3 0f 58 86-8c 00 00 00 3 Of 11 86

f30f59c3 mulss xmmO0,xmm3
f30f58868c000000 addss xmmO0,dword ptr [rsi+8Ch]

59 pop rcx
c3 ret
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ATL Thunk Pool [a]§&

" I%I%'i —-Al | OCStd Ca | |Th un k—C mn ’%ﬁj\ﬁaﬂii:’ﬁﬂ = Virtualilloc(@isd, exleefuisd, GxlG88u, 8x48u);

HITHFRETRE Thunk ifritirz Hllut
== Int%’l:cHEdP:pEnt’yS_ist{__ﬂtlThunchclj;

A e (P, A % ow
, Blgd4, @xSeseu);

= + @xFEB;

{
InterlockedPushEntrysList(_ AtlThunkPool, Is
+= @xiie;

1
i

while { < |H
1
¥
return
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ATL Thunk Pool |[aJR{EE
2 g I)\ atlthunk.d” ifmii?E51ﬁﬁgﬁg§j\% FARPROC fastcall GetProcAddressAll AtlThunkDatal)

o AtIThunk AllocateData " HMODULE atlthunk; //
o AtIThunk_InitData e o
if ( loaded )
return DecodePointer( catelata);

® AtlThunk_DataTOCOde = LoadLibrar atlthunk.dll”, @is4, B@x586u);
if (
311 ngle( "At1Thunk AlloccateData™, &AllocateData)
» AtlThunk_FreeData L% GetP dc 5i ".-'l'-.tlT}':l.Jr':l-::_I ", E'-.:Ir'|i1:IZ:'-E|t-E|:l:I o
L% GetP 5i { "At1Thunk de™, &DataToCode)
&8 A =3 " eeData", &FreeData) )
1
_InterlockedOr(&
loaded = 1;
return DecodePointer{AllocateData);

1
¥
return 8i164;




BT

ATL Thunk Pool |[a]JR{Z2E

o FHERAZY AtIThunk AllocateData {XEEAZL
__AllocStdCallThunk_cmn 35582 Thunk e (*ALiocstebate (void); /7

Thunk *Thunk; //

sHeap();
P T By,
, Bu, BxlBulbd);

= GetProcAddressAll AtlThunkData();
-»fallbck = == @ig4;
)
= ()3
else
=  AllocstdCallThunk_cmn();
-»thunk = ;
if ( )|
return
= GetProcessHeap();

HeapFree( » B, |

1
I
return @igd;
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ATL Thunk Pool |[aJg{ZE
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« ERZEL AtlThunk_AllocateData
- M EIHR SR

« JEFERZEL _ AllocStdCallThunk_cmn
o |BRHTEH R ST

JEARRZET _ AllocStdCallThunk_cmn
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ATL Thunk Pool BhBIZH

s EEHERIRIR
« EFHERZY GetProcAddressAll_AtlIThunkData FiIf

* LoadLibraryExA("atlthunk.dll", 0i64, 0x800u) f¥%Ih
GetProcAddressSingle(atlthunk, "AtlIThunk_AllocateData", &AllocateData) %I
GetProcAddressSingle(atlthunk, "AtIThunk_InitData", &InitData) fkIh
GetProcAddressSingle(atlthunk, "AtlIThunk_DataToCode", &DataToCode) FiIf]
GetProcAddressSingle(atlthunk, "AtlIThunk_FreeData", &FreeData) L]
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ATL Thunk Pool BhBIZH
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* TAFERZEN GetProcAddressAll_AtIThunkData F%IH

LoadLibrary("C:\Users\user\Downloads\atlthunk.dll")
LoadLibraryExA("atlthunk.dll*, 0i64, 0x800u)
X GetProcAddressSingle(atlthunk, "AtIThunk_AllocateData", &AllocateData)

.C:\Windows\system32\atlthunk.dII

C:\Users\user\Downloads\atlthunk.dll
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* Microsoft Edge ANERFAIEEHITAF
» Firefox M 46.0 FHEAREIFAIEENITAF
» Chrome M 64.0 FHIAAER IS TATF
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* JIT FRiFAAERARTE

PAGE_EXECUTE PAGE_EXECUTE_READWRITE PAGE_EXECUTE_READWRITE PAGE_EXECUTE
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JIT dmiEla)RR
* JIT FRiFAAERARTE

JIT Code

VirtualProtect

PAGE_EXECUTE PAGE_EXECUTE_READWRITE PAGE_EXECUTE_READWRITE PAGE_EXECUTE
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JIT Code

memcpy s >

PAGE_ READWRITE PAGE_EXECUTE_READWRITE PAGE_EXECUTE_READWRITE PAGE_EXECUTE
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shellcode shellcode shellcode shellcode

VirtualProtect

PAGE_ READWRITE PAGE_EXECUTE_READWRITE PAGE_EXECUTE_READWRITE PAGE_EXECUTE
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if (CFG_Bitmap[address] == 1) {
call(address);

} else {
fail_fast();

}
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CFG Bitmap HE{AYHBLEE T{SRY
CFG EFRYIEET 2SR
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CFG Bitmap FRE (ALt ERR aI{ZA91S ?
* >KIEH CFG HIRIR
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CFG Bitmap FRE{MAYELIERZ AI{ZAINS ?
* RIGA CFG RYtEIR
« CFG Bitmap FRTBEXINE#EE{
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CFG Bitmap FRE{MAYELIERZ AI{ZAINS ?
* RiaH CFG HURLR
» CFG Strict Mode PELEINERIBRA CFG AURELR
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CFG Bitmap RE{uAIELIERE SRS ?
* SHRZEL

« CFG Bitmap FESHREI N EEM

 BEBISHREL

* NtContinue
* WinExec
 LoadLibrary
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CFG Bitmap FRE{MAYELIERZ AI{ZAINS ?
. ST
* CFG Export Suppression ft—Er2E RS HREL D)
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CFG Bitmap FRE{MAYELIERZ AI{ZAINS ?
o JIT GRIBLERAONTD
« DECHHITAFRZE AAIHITARFIIEAIASTE CFG Bitmap RAEXINAIE(
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CFG Bitmap FRE{MAYELIERZ AI{ZAINS ?
* JIT JRiFERAIES

o EITIRE PAGE_TARGETS_NO_UPDATE £t P&

« B/RAA SetProcessValidCallTargets I {7E&1I
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CFG Bitmap FRE (ALt ERR aI{ZA91S ?

» BlFEFA™ JavaScript 5 |ZE#HT JIT fmiF
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CFG Bitmap RE{AYHIEERZE RI{EAIIS ?
. BIEF— 38 , BERNREETENTIES
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CFG Bitmap RE{uAIELIERE SRS ?
* HRURINS ST B | SRR —PTE
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CFG Bitmap RE{AYHIEERZE RI{EAIIS ?
T AAHITEURAS , FE CFG Bitmap B E(I

SEE NREEER?

diinl




BT

CFG (ERRESTEIE R (SRINS ?

o KRBT RIEEHTTIRIP
« __guard_check_icall_fptr

« __guard_dispatch_icall_fptr

uard_check _icall fptr dq offset Js::JavascriptFuncticon::Checkalignment(void)

tch_icall fptr dq offset _guard_dispatch_icall_nop
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if (WAX(address, fINewProtect)) {
change_protection(address, fINewProtect);
} else {
fail_fast();

}

— Rix

INEENRS R RS IS




BT

A LANMEAEEHNSHHEFA ?

* NoRemotelmages [EIEINETFESZS



RRFSIT

JLANBATSENSHEZEA ?
« RIS B S R A S N

= | 4WB0ZMRV
Home share
- T « AC » #0011 » MicrosoftEdge » Cache » JWBRIZMRV

g - Mame B Date modified
#F Quick access

2| exp[1].htm
2| th1[1].htm 0/24/2017 &58 PM HTM File

@ Onelrive
A This PC

¥ Metwork

2 itemns 1 itern selected 308 KB

Search 4W

]

B0ZMRV
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if (is_signed_by_microsoft(file)) {
create_section(file);

} else {
fail_fast();

}
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; Exported entry NtContinue
; Exported entry 1731. ZwContinue

; Exported entry 43@. NtQueryDefaultUILanguag
; Exported entry 1811. ZwQueryDefaultUILangua

2
EE

public ZwContinue

FwContinue proc near

Mow rlé, rcx ; NtContinue
eax, 43h
byte ptr d
short loc 1

public ZwQueryDefaultUILanguage
ZwQueryDefaultUILanguage proc near
MW rlé, rcx 3 NtQueryDefaultUILangua
eax, 43h
Low latency system call

'+ internal - EXECUTE COMMAND
> counted CR-terminated command string

ZwContinue endp

ntdll.dll version 10.0.15063.0
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R E RIS HEREE Al (FAYIE ?
+ FRIERET ntdll.dll SEERIRER S

« JEFH 6.3.9600.17936 Y NtQueryDefaultUlLanguage
- Z[EFVER 10.0.15063.0 A9 NtContinue
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* Launch IE

-+

O af.ackr

This website needs Internet Explorer

This website uses technology that will work best in Internet
Explorer.

Open with Internet Explorer

A

Keep going in Microsoft Edge
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* ActiveX

This site says...

ReferenceError: 'ActiveXObject’ is undefined

OK
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Technologies for mitigating code execution

Code Integrity Guard

Images must be signed and load
from valid places

Control Flow Guard

Enforce control flow integrity
on indirect function calls

Arbitrary Code Guard

Prevent dynamic code generation,
modification, and execution

Return Flow Guard w/ CET

Enforce control flow integrity on
function returns
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Technologies for mitigating code execution

Code Integrity Guard Arbitrary Code Guard

Images must be signed and load Prevent dynamic code generation,
from valid places modification, and execution

Fine Grained CFI
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Fine Grained CFl HAE=iE7H#

* Fine Grained CFl FYSCINH B SATFEIRIR
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