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Business value-add, adjusted for uncertainty

TechRadar™: Intermnet Of Things Security, Q1 *17

g
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c
3

Negative

Trajectory: Time to reach next phase:
— Significant success .@ <1 year (»»> 1 to 3 years @ 3 to S years

— fModerate success P
At B \ID S to 10 years C.) =10 years

loT network security o
IoT authentication e

IoT encryption °

loT device user
privacy controls

C1oT network
segmentation

Creation Survival Growth Equilibrium Decline

Ecosystem phase
Souwurce: Forrester Research, Inc
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IoTAEA R -Firmware(§)52)-3%a T 1%

https://www.youtube.com/watch?v=A9ea9fliInME

- Binwalk fBootusesluimagalneadersko] dentifylditerentimemonyfsegments
- IDA Pro

- Firmware analysis toolkit

[Welcamelacross}
thiststinglinRartt)

sudo ./fat.py

/ _| Il

= =
L)
IS (SRSl
I (XA |\ |

Welcome to the Firmware Analysié Toolkit - v0.2
Offensive IoT Exploitation Training - http://offensiveiotexploitation.com
By Attify - https://attify.com | Qattifyme

Enter the name or absolute path of the firmware you want to analyse : wnap320.zip
Enter the brand of the firmware : netgear

Now going to extract the firmware. Hold on..

Firmware : wnap320.zip

Brand : netgear

Database image ID : 1
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= XSS-https://www.youtube.com/watch?v=iMSUb9wq-qo

= SQL injection
= CSRF
» Open source = &1 & fw

CSRF SOHO ROUTER ATTACK
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FEF}Elastic Services Controller[ii&H

» 5% E-2018/2/27

" Fll:ﬁl ;ﬁk
- {58 A BA IR A

- FEE O] Dl&EmEwebVEEES 0 HEHZE AT TR S A

HEE]Elastic Services ControllerBE KGR , AR IBRIEEAS IR
SER

EElastic Services ControllerfR AN EEHBRAAEESRER  BERETHHBTEAL  FEXOR
RRENE  (BREEESEEE#IR  IRIFFFAEESANNTHmS -

CEDEE 750 Thomet 4 o

X/ FEE | 2018-02-27 B

st

Home / Cisco Security / Security Advisones and Alerts

a Cisco Security Advisory CI Té“’cjd iedge

~ Summit 2018

Cisco Elastic Services Controller Service Portal Authentication Bypass
Vulnerability

2013 fﬁ?ﬁ 16 B (=)
TicC B4tEFEERP O

Advisory ID: 2-20180221-¢ 0
First Published: BC Cisco Security
. Vulnerability Polic

Version 1.0: @ Ay Y
Workarounds: No workerounds svaiable To learn about Cisco security
Cisco Bug IDs: CSCvg29809 vulnerability disclosure

- o policies and publications, see
CVSS Score: Base (v]

the Security Vulnerability
Policy. This document also
Stimmarv contains instructions for

— BRI E:ITHOME
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My location

Robust sensor devices Dependent sensor devices

s 0 O

J > O & ¥

Coca-Cola GE’s Nest John Deere Philips Hue Chamberlain Fitbit Location
vending myEngines thermostat tractor garage door beacon
machine opener

. /0 - __-“'-o -""'--0
’ LT =TT -7
7 - -
loT network controller
s

dlld(e - Dilane
= v
R
device
directory
. External identity
Enttle_rprt|_s.e =it provider
applications :
Systems of: Enterprise IAM system g

Identity and Access
Management

O,

Insight

Source: “The Future Of loT Gateways: Evolving To Enterprise Grade In 2016” Forrester report
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Governance & Management &
Administration Authentication

Simplicity Through-l
Intelligence

Management Monitoring &
Behavioral
Analytics
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1 #8)-OpenWRT

|Summa[¥ | Audit Guide | Scan | ReEorts

Filter Set: Security Auditor View ~ [ ] My Issues
®1571[06540| 0| 7954 ... ®16365
Critical (1871) |

Group By:

Category R

> 1 Buffer Overflow - [0 / 1299]

> (1 Buffer Overflow: Format String - [0 / 70]

» [ Buffer Overflow: Off-by-One - [0 / 4]

> 3 Command Injection - [0 / 34]

> 1 Key Management: Hardcoded Encryption Key - [0
» [ Path Manipulation - [0 / 452]

< >
B Advanced...

W Project Summary & \

=

g

Summary Certification| Runtime Analysis‘ Build Information‘AnaIysis |nformation|

Build ID:

2,050 files, 107,632 LOC (Executable)

openwrt1 Scanned:
Scan Date: 2017/6/19 Total Issues: 16,365
Warnings: None Certification: Results Certification Valid

All Issues by Folder

Critical (1871)

High (6540)




a5 & FHZ TV RIS RE- (72 #8)-wireless router

& HPE Security WebInspect _|=] =]
File Edit View Tools Scan  Enterprise Server Reports  Help

L}S'ﬁrtfResume Ay Pause Skip T Audit |@}F‘.esmn - |L2F Compare I ‘:‘ MNew - Eopen - | mCompliance Manager P-:::Ii-::g-I Manager :]Report \i‘ Schedule Gﬁnau.bdate I

StartPag}/v router-1 I router I aswm I eBillingTest I

Site Scan Info (&) @ Scan Dashboard
= [ http:/j192.168. 1.1/ = Dashboard
=y - | Crawled: 190 of 190 | Network Scan
o F5 colendar &) Traffic Monitor Type: Site
E]---.E require EAttachments Status: Completed
i [F]ET switcherplugin . False Positives - . 0.008 Agent: Mot Detected
----- [F§ <script=alert{TRACE); </soripts ) - Analysis Client: =
----- [Fl§ <script=alert{TRACK); </script= g Duration: 2.22:04:23
) ) ) Policy: OWASP Top 10...
H-[#] 3 AdaptiveQoS_Bandwidth_Monitor Host Info @ Reflection Audited:
udited: 0 of 0 i
M-[F [ Advanced DSL_Content.asp [ l . Deleted Items: g
#% P3P Info Crawl
M- [ & Advanced_IPvé_Content.asp —_—
[& AIAX Vulnerabilities Hosts: 1
m-[F [ Advanced_Modem_Content.asp oo
-3 Advanced_OperationMode_Conte [o ] Certificates u;?S":’”S-
=-[#][5 Advanced_VPH_PPTP.asp = Comments nm_tlt .
acks Sent: 10,357
..... [ Advanced_waN_Content.asp & Cookies - —
3 sues:
EEI"'D Advanced_WAMN_Content.asp s I N ork
) ) : E-mails etw
----- EE aqax_stab-IS-XW 0 A — e Failed Requests: 30
-0 'flJlf"‘(—StE”J-'S-}(""I| % Hiddens Critical High Medium Info . Bstgt Seript Includes: 11
""" % aJax_stab.ls.xm: 'Q) Scripts ractiees Macro Requests: 86
----- ajax_status.xm _I_I .
= T . - {0 Broken Links 404 Probes: 1,087
Attack Type Attacks T [ (W) (W [T : .
| [ y B offsite Links vanipulation P o - - - 5 404 Check Redirects: 392
Iﬁlﬂccluded Hostsl@mlnwed Haosts Cr’rherial Verify Requests: 0
@ Parameters Exploratary 4,438 0 3 0 3 0
h 1,158 0 3 1 4 0 o .
e I - o , ot 1
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SampleApp - 2016-10-05 - Build Report

Summary Policy Violations Security Issues License Analysis ol
FILTER: m Exact Similar Unknown Proprietary VIOLATIONS: All Waived
Policy Threat = Component « Filename Popu... Age  Release History
Search Name Search Component Search Filename F———— 1years ———— @
Security-High () commons-httpclient : commons-httpclient : 3.1 commons-httpclie. . . 9.1y I
_lorg.apache.geronimo.framework : geronimo-sec...  geronimo-sacurity. .. ® BBy '

Component Info Policy Similar Occurrences Licenses Vulnerabilities Labels Audit Log

Group: org.apache.geronimo.framework Older This Version Nower
Artifact: geronimo-security

Popularity
Version: 2.1 | I
zl: N/
Declared License: Apache-2.0 ; . %ﬁ- ):II& J:/R
. License Risk EEENEEENEEEEEn LA
Observed License: No Sources l Bu‘n
. . Security Alerts 432 AN
Effective License: Apache-2.0 e
Highest Policy Threat: n within 3 policies
i i 2.1.8
Highest Security m within 3 security issues

Threat:
Cataloged: 8 years ago
Match State: exact
Identification Source: Sonatype




[oTE 4 FE1%— Mirai Botnet

log /home/vac/logs/vac.log-last | egrep "pps\|.ceecennnnn.
bps" | awk '{print $1,%$2,%$3,$6}' | sed "s/ /|/g" | cut -f

1,2,3,7:8;18,21 . —d “[" | sed ™S/ cevinone bps/Gbps/" | sed

R ok pps/Mpps/" | cut -f 2,3,4,5,6,7 -d ":" | sort | g

rep "gone" | sed "s/gone|//" \

Sep|18|10:49:12|tcp_ack|20Mpps |232Gbps A\ Greertara

Sep|18|10:58:32|tcp_ack|15Mpps|173Gbps \
Sep|18|11:17:02|tcp_ack|19Mpps|224Gbps \
Sep|18|11:44:17 |tcp_ack|19Mpps|227Gbps

Sep|18|19:05:47 | tcp_ack|66Mpps | 735Gbps 3 ’\w
Sep|18|20:49:27 | tcp_ack|B81Mpps |360Gbps ' "\./
Sep|18|22:43:32|tcp_ack|11Mpps|136Gbps Q

Sep|18|22:44:17 | tcp_ack|38Mpps |442Gbps
Sep|19|10:13:57 | tcp_ack|10Mpps|117Gbps
Sep|19|11:53:57 | tcp_ack|13Mpps |159Gbps e
Sep|19|11:54:42|tcp_ack|52Mpps |607Gbps ;ﬁpﬁ

Sep|19|22:51:57 |tcp_ack|18Mpps |115Gbps Oeean
Sep|20|01:40:02|tcp_ack|22Mpps |191Gbps =
Sep|20|01:40:47 |tcp_ack|93Mpps | 799Gbps @

Sep|20|01:50:07 | tcp_ack|14Mpps|124Gbps
Sep|20|01:50:32|tcp_ack|72Mpps |615Gbps =
Sep|20|03:12:12|tcp_ack|49Mpps |419Gbps ~;;:3'f e
Sep|20|11:57:07 | tcp_ack|15Mpps |178Gbps
Sep|20|11:58:02|tcp_ack|6@Mpps |698Gbps
Sep|20|12:31:12|tcp_ack|17Mpps |201Gbps
Sep|20|12:32:22|tcp_ack|50Mpps |587Gbps
Sep|20|12:47:02|tcp_ack|18Mpps|210Gbps
Sep|20|12:48:17 | tcp_ack|49Mpps |572Gbps
Sep|21|05:09:42 | tcp_ack|32Mpps |144Gbps
Sep|21|20:21:37 | tcp_ack|22Mpps|122Gbps
Sep|22|00:50:57 | tcp_ack|16Mpps|191Gbps
You have new mail in /var/mail/root

2016-09-21 DDoS vis Flooding, DNS AMP and GRE
Flooding Attack 49,657 unique IPs which hosted Mirai-infected devices

Indian
Dcean

Pacifie ) Atlantic 4
Qcean m@
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4 ArcSight Console

Yiewer

oB

Process Control Metwork Situational Awareness | m Real-Time Event Yiswer |

Active Channel: Real-Time Event Yiewer

cSight Internal Ev

Total Events: 6,335 —
¥ery High:

) And Generator LRI

Radar
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S Policy Server
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Symantec Jcom|EFW Arcgight
SNS Policy Berver Correlatign Engine

3

Windows Terminal Pl @EGSP @
Services (Citrix Server)  Historian Qg
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a HPE SecureData
" R

Virtual Appliance(s)

IS

" : Authentication &
anagemen Authorization Systems
Console

HPE SecureData

i

HPE SecureData HPE SecureData SimpleAPI HPE HPE SecureData Partner SaaS & Paa$S Apps
Web Services API Command Lines ( Javapc# NET) SecureData z/Protect, z/FPE Integrations Saleforce.com
’ e Native UDFs

Data Protection and Masking Services

Business Applications, Data stores and Processes

g © i

ETL & Data
Integration

3rd Party Teradata HPE Nonstop Cloud Mainframe Web

. Applications & Hadoop Applications & Broker Applications & Applications
Suites Databases Gateways Databases

Custom Production Payment
Applications Databases Devices
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ArcSight

Fortify

Voltage

Atalla

fEHRE &l pEEG
B Y BB B A(ArcSight Data Platform, ESM — Security

Information and Event Management, AppView)
BT (ArcSight Interactive Discovery, DNS Malware Analytics, User
Behavior Analytics)

JERRERFHE (Source Code Scanning)
ZavEIEH (Black-Box Scanning of
Web-Applications)

1B 8 A2 =0 R Bk fRae-
(RASP)

%A Wh\ﬁ
%Wh\
Wh\ﬁ%ﬁ

ﬁfgﬁﬁﬂmgﬁﬂﬁﬁﬁﬁi@ﬁﬂ “ERHEE ~ AR B DI A e L
filg

Enterprise Secure Key Management (ESKM — Public Key Infrastructure)

ImAGET &

IoT #20m
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