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Who We Are?

• Security in Silicon Lab (SSL), University of Florida 
• Architectural Security 
• Side Channel Security
• IP Core Security 
• AI Security 
• IoT/CPS Security 

• Published work on S&P, NDSS, AAAI….
• Actively hiring Ph.D students!
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Remote precise touch events injection 
attack against capacitive touchscreens 

using IEMI signal
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TL;DR

§ Invisible Finger
§ Remote precise touch events injection attack against capacitive touchscreens 

using IEMI signals.
§ Effective attack distance ~3cm
§ Can induce short-tap, long-press, omnidirectional swipe gesture
§ Works on different touchscreen devices, different scanning methods
§ First practical attack with out-of-sight screen locator and touch event 

detectors
https://invisiblefinger.click
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Touchscreen
§ Touchscreens Prevail in Modern Portable / Consumer Electronics

Most of modern 
smartphones, 

tablets and 
laptops use 
capacitive 

touchscreens

Capacitive 
Touchscreen
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Capacitive Touchscreen

§ Advantages
§ Touch operation can be done with fingers, no need 

for touch pen to cooperate with;
§ Longer life, easy to operate, easy to maintain, wear-

resistant, and low-cost;
§ It can support gesture recognition, real-time feedback 

can be realized when the current of the finger is 
sensed, without generating a signal through pressure;

§ After the production is completed, you only need to 
calibrate once.

§ Security
§ Content stealing (microphones/EM/mmWave/..)
§ Fault injection? Hmmmm…
§ Tap’n Ghost (S&P), GhostTouch (Usenix)

Security

Advantages
?

?
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Capacitive Touchscreen

§ Self-capacitance based
§ Sense the changes of the capacitance between the electrodes and the ground 

to register

§ Mutual-capacitance based
§ Sense the change of mutual-capacitance between two electrodes to register

INVISIBLE FINGER / Background 

Self-cap
based

Mutual-cap
based
(Very popular
in  consumer  
electronics)
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§ Capacitive Touchscreen
§ Self capacitance touchscreen
§ Mutual capacitance touchscreen

Mutual capacitance touchscreen (no finger)

CM

Capacitive Touchscreen
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§ Capacitive Touchscreen
§ Self capacitance touchscreen
§ Mutual capacitance touchscreen

Mutual capacitance touchscreen (with finger)
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Capacitive Touchscreen
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Charging

Sensing

Reset
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Vth OVD

Capacitive Sensing

Charge transfer topology
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Simplified Touchscreen Design
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q

External electric field can lead to increased VO.

Touch Events with IEMI signal
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Simulation of External Electric Field
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Validation with Preliminary Experiment

Experiment Setup
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Conditions of Successful Attacks:
§ Minimum Electric strength EZm

ThresholdThreshold

No touch

Finger touch

No touch

IEMI
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Conditions of Successful Attacks
§ Electric field frequency fE

The duty cycle DS is defined as TS/T,where
T=1/f is the period of one full touch sensing

T

At fEmin, external E-field has no impact:

k=1,2,3,4….
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§ Minimum required Electric strength at frequency fEmax

Conditions of Successful Attacks

k=0,1,2,3…

Condition 2b: The phase angle j0=p/2.

Condition 1: frequencies
n=0,1,2,3…

Condition 2a: The phase angle j0=3p/2.

The duty cycle DS is defined as TS/T,where
T=1/f is the period of one full touch sensing

T

k=0,1,2,3…
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Theory Validation

Calculated:

Measured minimum E-field leading to false touches
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Conditions of Successful Attacks
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Theory Validation

Impact of environmental 
calibration as a function of 
time

Measured minimum E-field leading to false touches
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Open Application with IEMI
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Open Website with IEMI
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Precise touch events generation and thorough experiments

INVISIBLE FINGER / Contributions
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Precise Touch Events

§ Challenges from different driving mechanism (measured on different 
row/column)

Parallel Driving iPhone 11 Pro Sequential Driving Pixel 2

INVISIBLE FINGER / Precise Touch Events Generation
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Precise Touch Events
§ Precise injection time or precise injected location?

Precise Injection Location
Precise Injection Time

IEMI Start 
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Precise Touch Events§ Challenges from different scanning mechanism (measured on 
different target devices) 

Nexus 5X Touchscreen Driving Signal

Pixel 2 Touchscreen Driving Signal

iPhone 11 Pro Touchscreen Driving Signal

Precise Touch Events
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Antenna design

§ Spring loaded copper needle vs copper plate

Copper Needle Copper Plates

Copper Plates Antenna E-Field Simulation
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§ Common material
§ Medium density fiberboard(MDF)
§ Solid wood
§ Acrylic 
§ Marble
§ Copper

§ Difference?
§ Dielectric Constant

Table Material
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§ Importance of the tabletop 
thickness
§ Finger size copper plate antenna
§ Acrylic sheet
§ iPad Pro
§ Repeat 30 times 
§ 40% success rate

§ Real tabletop thickness
§ 1/2 inch, 5/8 inch

Table Thickness
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Precise Touch Injection (2cm away)
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Stable Repeatable Clicks
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Unlock iPad with Simple Clicks
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Utilization of Clicks

§ Sparse antenna array  
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Utilization of Clicks

§ Dense antenna array
§ Interference between antennas? 6mm minimum distance    



#BHUSA @BlackHatEvents

Utilization of Clicks

§ Modularized antenna array
§ Programmable controlled antenna array
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Omni-directional Swipe
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Utilization of Swipes

§ Linear gantry mills/Robot arm

@sprtool.com
@MIT Tech Review
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Complete practical attack vectors

INVISIBLE FINGER / Contributions
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Now what?
§ Established the theoretical background knowledge and actual setup 

needed for inducing precious touch events. 
§ Missing?

§ Attacking device is under the table
§ Phone is randomly located

§ Phone locator
§ Attack scenarios

§ Multiple touches at multiple locations
§ Even swipe (gesture unlocking)

§ Touch event detector

INVISIBLE FINGER / Practical Attack
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Phone Locator
§ Locate the phone and know the orientation by placing multiple antennas 

under the table 
§ The excitation signal from touchscreen leaks info (which row/column pointed at)

Parallel Scanning iPhone 11 Pro Sequential Scanning Pixel 2
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Phone Locator

§ A quick but reliable KNN classifier 

Evaluation using iPad Pro 2020

INVISIBLE FINGER / Practical Attack

Antenna location/screen location transformation matrix
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Phone Locator

§ A quick but reliable KNN classifier 

Evaluation using iPad Pro 2020
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Antenna location/screen location transformation matrix
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iPad Pro 2020

reduced scan without IEMI

failed IEMI attack

successful IEMI attack

Touch Event Detector

§ Scanning signal behaves different if a successful touch event is 
recognized by touchscreen controller

INVISIBLE FINGER / Practical Attack

IEMI Signal
Extra active scanning
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End-to-End Attack
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Attack Scenarios

§ Click based attack
§ Malicious application installation (Android)
§ Malicious Bluetooth peripheral connection (iOS)

§ Gesture based attack 
§ Send messages (bank fraud message)
§ Send money (press-and-hold on PayPal icon)
§ Unlock phone (omnidirectional gesture unlocking)

INVISIBLE FINGER / Practical Attack
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Attack Setup
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§ Only 4 antennas needed for locating 
the phone

§ Malicious Siri on iOS devices
§ iPad Pro 2020, 6/10 success rate, less 

than 12 seconds
§ iPhone 11 Pro, 9/10 success rate, less 

than 9 seconds

Attack Evaluation
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§ Only 4 antennas needed for locating 
the phone

§ Malicious application installation on 
Android devices
§ Oneplus 7 Pro, 3/10 success rate
§ We should click on OKAY but instead we 

clicked on CANCLE
§ Denser array design can fix this issue

Attack Evaluation
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Mitigations

§ Pressure/Force detection (Vendors)

INVISIBLE FINGER / Practical Attack
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Mitigations

§ Faraday Bag/Pouch (Customers)
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Mitigations

§ Faraday Fabric + Case with cover (Customers)
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Q&A

Questions?
https://invisiblefinger.click

INVISIBLE FINGER / QA

@Zeropwnedlol

haoqi.shan@ufl.edu
shuo.wang@ece.ufl.edu


