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Motivation
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=>Before executing toJSON

evil_object | 1 1 1 1

=>After executing toJSON, set R = random value

evil_object R map properties | elements byteLength | BackingStore R

=»SerializeElement(BackingStore) BackingStore is even, leak the the point

0:024> dd 11110000 )

11110000 562853c4 063b75¢0 00000000 00010005

11110010 00000000 11110024 11110024

11110020  05a25ae0 00000000

11110030 00000000 0cOcOcOc 0c0c0cOe 0cOcOcOc o5 || |normi iﬁ,ﬁ?ﬂ . e
11110040 0c0cOcOc 0c0cOc0e 0c0c0cOe 0cOc0cOc :

11110050 0c0cOc0c 0c0c0cOc 0c0c0cOe 0cOcOcOce ﬁ%@g'?éiﬁ

11110060  0c0cOcOc 0c0cOcOc 0c0c0cOc 0cOcOcOc

11110070 0c0c0cOc 0c0cOcOc 0cOc0cOe 0c0cOcOc
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BEEIBl] © CVE-2009-4270
int outprintf( const char *fmt, .. ) Main()

{ int count; char buf[1024]; va_list args; ¢ %Eﬁi%ﬂﬁlﬁgg%

va_start( args, fmt );

count = vsprintf( buf, fmt, args ); Wiile ngféég%
outwrite( buf, count ); // print out

} B a5 1 IR

int main( int argc, char* argv[] ) Sw.tch
A

{
const char *arg; %ﬁ:}%ﬁ;’f: Y
while( (arg = *argv++) =0 ) {
switch ( arg[@0] ) {

case ‘-’: { SWi-l-.:h

switch ( arg[1] ) { 1R
case 0: / R

default: :
outprintf( “unknown switch %s\n”, arg[l] ); Outpr'ﬂ.ntf()

¥
} /\A
default: .. /.

"_} vsprintf()
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int outprintf( const char *fmt, .. )

{
int count; char buf[1024]; va_list args;
va_start( args, fmt );
count = vsprintf( buf, fmt, args );

miR FHAVEEER
LYy

~X &4

outwrite( buf, count ); // print out L7 Egﬁégggﬁ
} e c AR
T ENEEES
?nt main( int argc, char* argv[] ) G *Uﬁﬁi’?ﬁﬂﬁl
const char *arg; Shellcode£JzR
whilei ﬁazg = Fa;g;+;) =0 ) { - EIPZg5R
switc argle -]
case ‘-’: { g% “ NEZRISEAES
switch ( arg[l1l] ) { e E Bﬁﬁl]z%'ijé"];ﬁ
case O: — =
Q o
" wn =
default: > (@)
outprintf( “unknown switch %s\n”, arg[1l] ); %ﬁ;j&j‘j_ﬁ
}
}
default: .. B TE%HIJHMK

}




AEG (Automated Exploit Generation)
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Router glist[32];

int count = 0; | = | =,
typedef struct { *E,% v1E
int (*func ptr)();

TR + RERRE , IRIERP RS
 sostes SIRIEINBE.,

void main(void){
while(1){ /ITHEERE
int ¢ = read num();
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How to Exploit ?
int size = read num(); *Uﬁal_*i .

Ful er *router = malloc(0x18): +0x00 name ptr Lli \$ﬁﬁmeE$UAFEIJ/_~EROUter
e e 8 1 | ERouteriH s & EAS

+0x30 func ptr
.

router->func_ptr=show; Router "
glist[count++]=router; =11V

AAAAAAAAAAA

AAAAAAAAA o (FERFIERIEMrouter->nameh1{iz
e ZEmaHIRoutersE s, FEId AR
free(router->name); IR EREUEET.

free{router);

\I

void Dump( ) {

* BT DumpINeeEHREGEET | Bk

int index = read num();

glist[index]->f une ptr -r Ve S/ENAFIES igéu:[ﬁfﬁ%j:gfﬁ EI\J 1?[%;;‘:{[3—-1‘%63 °
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Our Solution——Maze



Overview of Maze
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IEFIIEERAELZI(Function Dispatcher)

* INEEiAE 45139 (Function Dispatcher)EiB{FE
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FIRIERIR,
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* PREH:
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0->1-> ->4->5->6

Concrete path Path Symbolization
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Function
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.

Delete
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Exec Trace 1 x
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> Addl‘! $i§§“ﬂgmﬁtﬂ!ﬂt :“\*TK Trace index
malloc. calloc., BSS...
Exec trace

> Index : REFRIBHERENFABERERR
TR ERRGIE

1'5'_'—__'7':]‘ .
SEEZ 950 M lR R AT SR B A S A, e
Trace_indexAgcall mallocfEHFHESHITRAIFHIFE
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Function Dispatcher Loop A

A_Func 1

Function Dispatcher Loop B

PoC Trace
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SSSSS w — malloc —malloc —free—malloc......
Program tag:1 tag:2 tag:1 tag:3
Memory Layout Operations List

* Maze BE— M FIEFBE IR HRmIE
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> MIBEHRZRE—MEY malloc ...
free ... malloc B9=751l.

> IRIERFHIRRSSIRE | WERF
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> (BB EREFRIRTHEE
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* Dig & Fill
target location

> tRiE BRI BIiTREAERIRTS | RE
-F_LV *1’Eo
E7i#1T , BEERFERREEBIFAENR

> 8ik -

if M1l.status == Busy and M1.alloc_index == MZ2.alloc_index:

Memory layout

Win()
else if M1.status==Busy and M1.alloc_index < M2.alloc_index:
hunk Dig()
target chun else if M1.status==Free or M1l.alloc_index > M2.alloc_index:

Fill()
else if M1.status==Free and M1.size is not suitable:
Drill()
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Example : EFEEPAFTHMERE "IR5 "AILIE

routeri i name1 i Top Chunk

Create(1)...Delete(1)...Dump(1)

Create(1)...Delete(1)... ...Dump(1)

|
router2 | name2 | router1 | namet i Top Chunk
I

Create(hole)...Create(1)...Delete(1)...Delete(hole)... ...Dump(1)

Create(hole)...Create(1)...Delete(1)...Delete(hole)... ...Dump(1)
size = 0x30

Create() & Deletel() T RHEUAFRINT =R

Create(hole) & Delete(hole) : iR TZILE
© BT SfIfYRouter4sty
C AT AANFRESH
. BEBAVHER

* CreateIJEEHRE B 1 mallociEiE.
ZxBmalloch “IE5H"

> M1 : router1 , M2 : name2

» M1.status == busy,
M1.alloc index( router2) <
name2

> M1.status == free

» M1.status == busy,
m1.alloc index = name2



int size = read num();

& miRFIBIRE

Router *router = malloc(0x18);

router->name = malloc(size);

router->func ptr=show;
glist[count++]=router;

int index = read num();

glist[index]->func ptr();
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Maze

* Maze@IEEF DA RNESBRAFHRIRERIENERIEE.
* Mazef$fDig & FilliA , fHiFIEAFENR , EFEEARRARERR.

* MazerdiERFiftimth, UAFEFRBINRER . AILIEXER D PoCRIMIIGAITF
mRBMEEIRATRIRIRE.
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Path Exploration and Generation

Exploitable Diverging
Path Paths //

Path Combination | [Exploit Evaluation
——
_ i Exploit Tech,
Domain-Specific Language <../> Knowledge

[ bavs A
Paths
Constraints Solver

Exploit Primitives Composition
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