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| am working at @4 G5 LABS

GS GROUP

® Specialize in ICS security of embedded devices

® Dedicate a lot of time to programming industrial controllers for ICS

® Took part in smart home development projects




® What is BMS

® Introduction to KNX

® ldeal world

® Real world
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News about cyber attack on BMS

Ransomware

= Locks Down
| el

N Hotel Rooms

ya

Hacker Shuts Down Apartments’ Heating System
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What is BMS

BMS is destroyed by “smart button”



Building Management System - BMS
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Main objectives of BMS

Reduce power consumption

Control operation of different systems

Ensure visitors’ comfort

BMS is destroyed by “smart button”
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Environment of KNX

Al Maktoum

International Airport

Welt Museum

Wien




Environment of KNX

-l ] Room Thermostat
Heating,

Ventilation and Air

Conditioning

Transponder reader
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Environment of KNX

ABB KNX solutions for hotel applications

To the other rooms

BUS KNX line
230 V~[230 V~ o
t4
SV/S 30.640.3.1

== Line power supply

230 V~
11

| | |
{ ROOM 101 N
: o
5
24 V- E
Transformer g
i

(o>

‘ Power supply

Thermostat f Transponder reader Transponder holder
< lectric lock \

Room load control Bathroom pull cord
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Physical communication media

KNX -TP KNXnet/IP
\_»(Twisted pair)

>%_ 9600 bit/s

/
KNX - PL
KNX - RF Power Line (PL110)
- 16384 bit/s
_ T 1200 bit/s
IML_J 868 MHz
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KNX address space

Gateway line

..............................................................................

max 15 areas

1 area — max 15 lines

1 line — max 255 nodes

L»PRT 255 l»PRT 255

BMS is destroyed by “smart button”



Control | Source Receiver N_PDU Check
field address address field
8 bit 16 bit 16 bit 8 bits T_PDU 8 bit
6 bits A_PDU
Vaus A
30 V
>

AN AN

g
J 104ps
N
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Control

field
8 bit AL e ot
1|0 1 0|0
11 Low
o 0 | 1 | High
Control byte Priority 10| Alarm
0| 0| System
1 No
Repeated 0 Yes

BMS is destroyed by “smart button”



Caww Source Recener | o ek
tout address arvess T . bty A PN .

L 16 bit AL R
Byte 1 Byte 2
Source address Source address
Source
address
nin/nin/n/ nln|/n|0.255 node
nin  n|n|0.15 line
nin n|n|0.15 area

BMS is destroyed by “smart button”



= = |

Receiver
address

4 e

16 bit

n|n[n/n/n[n[n[n[n[nln

0..2047

0..15

nininin/ninln/n

0..255

0.7

ninjn

BMS is destroyed by “smart button”
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It depends on Group Address Style



Receiver

address

e L] 16 bit

2.3 Zieladresse (Byte 3, 4)

Das DAF (Destination-Adé
oder an einé Gruppenadresse (DAF=1) g

teuert ob die Nachricht an eine physikalische Adresse (DAF =0)
richtet ist.

2.3.1 Physikalische Adresse
Die physikalische Zieladresse ist identisch zum Format der Quelladresse (Siehe 2.2) aufgebaut.

Hinweise:
= Die physikalische Zieladresse wird nur verwendet wenn das DAF Bit (Byte 5) auf 1 gesetzt ist

Hinweise:
= Die Gruppenadresse wird nur verwendet wenn das DAF Bit (Byte 5) auf 0 gksetzt ist

=  Gruppenadresse 0 ist Broadcast Adresse

i nininiﬂ.r.?l
n/n|n|nfo0.15

dress Style

BMS is destroyed by “smart button”
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AL 4 e

R N PDU
"V eas arVess 8 bits

4 e

NPCI

Byte 5
NPCI

Length n/n|{n|nj0.15
Routing counter ninjn D..?)
1 \Gro essed telegram
(DAF)

0 fIndividual addressed telegram
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Byte 6
TPCI / APCI

APCI XX X[ X[ X|X|X|X|X|Xx
TPC'/APC' sequence number nln|n|nl|0.15
UDT (Unnumbered Data Packet)
UCD (Unnumbered )
NDT (Numbered Data Packet)
NCD (Numbered Control Data)

TPCI

Q=g
== 00

BMS is destroyed by “smart button”



APCI Name
0011 IndividualAddrWrite
0100 IndividualAddrRequest
0101 IndividualAddrResponse
0110 AdcRead

0111 AdcResponse

MemoryRead

MemoryResponse

MemoryWrite

UserMessage
1100 MaskVersionRead
1101 MaskVersionResponse
1110 Restart
1111 Escape

BMS is destroyed by “smart button”




KNXnet/IP frame

\ J \ ) \ ) \ )

| |
1 byte 1 byte 2 bytes

Multicast @ 224.0.23.12:3671

BMS is destroyed by “smart button”



KNXnet/IP frame

message Al = source” dest. APCl/
code additional control field address address lgr?t?h TPCl data data
info length 1 and 2 1.1.213 0/1/40 s |
— / \ \ 7 \
29| 00| I 11/D5| |01 28| | 03| | 00| 80|19/ 0e
0 1 2 6 8 9
N\
| 8C
29 = L_DATA.ind data bytes, w/o
2E = L_DATA.con 1011 1100 1110 0000 TPCI/APCI bits data - EIS5
1= L DATA req 1000 1100 1110 0000 ~20.64 °C
if > 0, Add.Info comes ext frame format
next, after byte 2 = standard frame

rout1 ng, hop count

extended frame : 0 0 individual address
standard frame : 1 : group address
reserved L. 0:noerror ( Confirm)
. 1 :error L_DATA.con
o omotrepeat 11 | | L— 0110 ACK requested Second Control Byte
1 : ACK requested
system broadcast : 0 == o
broadcast : 1 priority I N Kan et I P
0 : system
1 : normal
2 :urgent
3:low

BMS is destroyed by “smart button”
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KNX Position Paper on Data Security and Privacy

RECOMMENDED A RECOMMENDED B

C:b C:b http access to object data via
I manufacturer specific solution
0

KNXnet/IP Messages , ,
through VPN connection or via KNX'Web Services

Manufacturers specific device
connected to Internet
reflecting status of

(some) group objects —
manufacturer specific
security measures

|
@ . Router with VPN functionality .
T or Router + VPN server T
I
I

- KNXnet/IP Router or
Tunneling Server(s)

|  TPArea TP Area
I I I
5 * Line Coupler f * Line Coupler
) y
o _|S a_|S
" & - &
End Device End Device
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KNX Position Paper on Data Security and Privacy

4) Save FDSK —
ETS PROFESSIONAL no longer used

3) Send tool key encrypted
with FDSK to KNX device

on the bus ?
_______ | A
A 1 (E (i ftomTmToooTooes ook (E ;
(] I ) 1
2) ETS creates tool key i , ! KNX Device :
per device i ; 6) Distribute runtime keys encrypted _D i
. i with tool key via the bus :
5) ETS creates ! G G EE R eIl -=-p !
runtime keys ! 1
1 1
; (E 1) Input FDSK into ETS :
, —not via bus — only visible to installer .
] ]
Factory Default <E Tool key ? Runtime key
Setup key
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KNX Position Paper on Data Security and Privacy

M ETS5™ - Example_1P

ETS Edit Workplace Commissioning Diagnostics Apps Window

© Reports Workplace *

Q Close Project ' Undo Redo

o

&= Add Areas | ~ ¥ Download | * O nfo * ) Reset Unload = 4 Print P g‘
m Topology Backbone Area * Name Description Mainline Mei Domain Address Settings Comments Information
New area P - Backbone Name

[ Dynamic Folders

4 1 1Newarea Backbone area
4 [g 1.1 Newline Description
4 ﬂ 1.1.0 IPR/S3.1.1 IP-Router,REG
'E 1.1.1 Additicnal individual address
'E 1.1.2 Additicnal individual address
Status
Unknown

4] 1.1.3 Additional individual address

4] 1.1.4 Additional individual address

Backbone Medium

'E 1.1.5 Additicnal individual address . P
Areas Lines Devices Parameter
Network Latency
Catalog ~ A~ O
WAN (< 25)
3 Import... b 5 Export... » ABB -, Multicast Address
12
! The online catalog has not been updated for your market or a market is not selected. Select market ~ 5 ity
ecuri
< Favorites - Se Manufacturer + Name Order Number Medium ' Application Version On
=& Device Templates i1 ass IPR/S3.1.1 IP-Router, REG ~ 2CDG 110 175 R0011  TPIP IP-Router/2.0 1.0 Bus Connection
X Previously used e
2 Previously imported
—
R — . #- Find and Replace

ABB

GIRA Giersiepen

ETSS5 provides security connection
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Expectations and reality

Security Notice

Cannot add plain device

BMS is destroyed by “smart button”



Shodan, Censys,

www.zoomeye.org Zoom

<!

(£ 185.92.238.4
Server
Conten

<!

.

(' 84.45.103.16

HTTP/1
Date:
Server
X-Powe
set-Co

4

(¥'84.10.28.43

80/http

<neau>
<title

<body>

O<0000

L, censys

Quick Filters
For all fields, see Data Definitions

Autonomous System:

24 COMCAST-7922 -
Comcast Cable
Communications, LLC

15 ATT-INTERNET4 - AT&T

Services, Inc.

HI3G

CENTURYLINK-US-

LEGACY-QWEST -

CenturyLink

Communications, LLC

6 TNF-AS

B More

~ ®

Protocol:

151 80/http

101 443/https

64 21/ftp

57 23/telnet

49 22/ssh
B More

Tag:
188 hitp
99 https
64 fip
57 telnet
49 ssh
B More

Register
Loytes SignIn
= Results @ Map i Metadata |ml Report & Docs
IPv4 Hosts P Reaulle @ Mep
Page: 1/8 Results: 194 Time: 128ms
B 50.247.4.218 (50-247-4-218-static.hfc.comcastbusiness.net)
COMCAST-7922 - Comcast Cable Communications, LLC (7922) Ferndale, Michigan, United States
LOYTEC electronics GmbH LIP-ME201C 443/https, 47808/bacnet, 80/http
47808 .bacnet.device_id.vendor.official_name: LOYTEC Electronics GmbH
Lo conreo. 3 scaon 3
B 96.65.136.164 (96-65-136-164-static.hfc.comcastbusiness.net)
COMCAST-7922 - Comcast Cable Communications, LLC (7922) Sarasota, Florida, United States
LOYTEC electronics GmbH LINX-203 21/ftp, 22/ssh, 23/telnet, 443/https, 47808/bacnet, 80/http
47808 bacnet.device_id.vendor.official_name: LOYTEC Electronics GmbH
CITEIT €5 €2
B 96.65.136.162 (96-65-136-162-static.hfc.comcastbusiness.net)
COMCAST-7922 - Comcast Cable Communications, LLC (7922) Sarasota, Florida, United States Y
LOYTEC electronics GmbH LIOB-584 21/ftp, 22/ssh, 23/telnet, 443/https, 47808/bacnet, 80/http
47808 .bacnet.device_id.vendor.official_name: LOYTEC Electronics GmbH
CEIEE CD €
1 87.144.182.71 (p5790B647.dip0.t-ipconnect.de)
DTAG Internet service provider operations (3320) Unterfoehring, Bavaria, Germany
443/https, 80/http
loytec.local *h)
zerland

443 hitps tls.certificate parsed.issuer.organization: LOYTEC electrenics GmbH

B 93.146.245.98 (net-93-146-245-98.cust.vodafonedsL.it) '
VODAFONE-IT-ASN (30722) Rome, Latium, Italy
LOYTEC electronics GmbH LVIS-3ME15-A1 21/ftp, 22/ssh, 23/telnet, 443/https, 47808/bacnet, 5900/vnc, 80/http
47808 bacnet.device_id.vendor.official_name: LOYTEC Electronics GmbH

BUILDING conTroL I EBEDDED ] Remore_DispLAY X scapa T vwc )

B 50.208.3.241

COMCAST-7922 - Comcast Cable Communications, LLC (7922) Denver, Colorado, United States
LOYTEC electronics GmbH LVIS-3ME15-G1 22/ssh, 443/https, 47808/bacnet, 80/http
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How to connect to KNX TP

stand-alone device

“smart” transceiver

(NCN5120 or E981.03)

Design self-transceiver

BMS is destroyed by “smart button”



Tools to work with KNX

ETS software

Press button to switch

“Program mode”

Commit/configure node

BMS is destroyed by “smart button”



Tools to work with KNX

Ethernet (via IP gateway)

connection < 9 ‘f,?' Ethernet/Wi-Fi (based on esp32)

_ / KNX-TP (based on esp32)

https://github.com/Xarlan/pwnknx

BMS is destroyed by “smart button”



{ ¢ pwnknx

sniff To get information about number line, address format, which used
[ scan To find all nodes in a line, because ETS5 sometimes can’t display all
of them
® read Read configuration from node (APCI “memory read”)
®  write Write configuration to node (APCI “memory write”)

® set key Setthe authorization key (APCI “Escape” + extended APCI bits )

BMS is destroyed by “smart button”



Attack to field level

Connect anywhere to KNX TP

100}} |

¢ Listen the traffic and slightly

understand the type of devices

¢ Replay attack ‘(:

100} Z

100} ¢

m—— Ethernet
KNX-TP

BMS is destroyed by “smart button”



Attack to field level

¢ Discover KNX-TP segment

100}} |

® Manage nodes in current KNX-TP segment

100} Z

©OE
OO
@O
Bers o

m—— Ethernet
KNX-TP

BMS is destroyed by “smart button”



Attack to field level

¢ Use APCI “Read memory” to get info

100}} |

IP 192.168.1.222

Mask 255.255.255.255

Gateway  192.168.1.1

100} Z

Status router Lock or Unlock

S=ere=ae=ak
(o) 0140h: ©0 01 00 .00 .00 00 CO A8 01 DE FF_FF FF 00 CO A8 ' ...... A .byYy.A
) & & e1seh:m5£moeu63_m G 00 FF 00 00 00 00  ..W........ Sy
@ =0 =0l =® 0160h: 00 00 DU BUUU DU 00 33 OD AS 58 OA AE 42 59 4B ....... 3.7X.7BYK
0170h: 21 04 78 62 01 01 01 00 00 06 00 07 00 08 00 0B = '.Xb....ououvuns
®HH-® | HE @ 0180h: 00 51 C3 06 00 07 03 FF FF FF FF FF FF FF FF FF  .QA....yVyyyyyyy

m—— Ethernet
KNX-TP

BMS is destroyed by “smart button”



Attack to field level

¢ Use APCI “Write memory” to change

100} Z

the configuration node or IP router

i celizell toll e
O o O RO
OO O HO

m—— Ethernet
KNX-TP

BMS is destroyed by “smart button”



Attack to field level

¢ Use APCI “Write memory” to change

100} Z

the configuration node or IP router

i celizell toll e
O o O RO
OO O HO

m—— Ethernet
KNX-TP

BMS is destroyed by “smart button”
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® APCI “User Message”
we can to send up to 69 bytes, not 15 bytes,

some router can transfer 69 bytes form knx-tp to KNXnetIP

Padding for Ethernet frame

Ethernet Frame Format

8 6 6 2

for some KNX IP router don’t forget about

BMS is destroyed by “smart button”

Attack to field level




Attack to field level

® No needed to switch to “program mode”

in ETS5 you need switch to “program mode” to change configuration of node

in real life — use APCI “memory read/write” without “key authorization”

® APCI “Escape” + Key authorization

use to “memory access-protection”
However, some nodes can confirm that the

authorization key was changed,

but in reality nothing happened!!!

BMS is destroyed by “smart button”



Update firmware via KNX-TP

= Line 1.5 5th floor Line 2.5 i
Line 1.4 Q’- : e | | dificar Line 2.4
Line 1.3 E‘m 39 | A Line 2.3
Line 1.2 I“"; - - 2nd floor Line 2.2
Line 1.1 Eﬂ o i T T Line 2.1

KNX-TP KNXnet/IP

BMS is destroyed by “smart button”



Update firmware via KNX-TP

Line 1.5 5th floor Line 2.5

Line 1.4 l dificar Line 2.4

Line 1.3 E‘m 130 A Line 2.3

Line 1.2 I“"; > 2nd floor Line 2.2

Line 1.1 Eﬂ . T T Line 2.1
KNX-TP  KNXnet/IP

BMS is destroyed by “smart button”




Update firmware via KNX-TP

Line 1.5 5th floor Line 2.5
" 1] 1.4.0 "

Line 1.4 m dihfoor Line 2.4
" 1.3.0 2.3.0 i

Line 1.3 @m aid oo I Line 2.3
; 1.2.0 2.2.0 :

Line 1.2 I“"f 2nd floor AE“ Line 2.2

Line 1.1 110 e L Line 2.1

1] 1st floor [T}
KNX-TP KNXnet/IP

BMS is destroyed by “smart button”




Update firmware via KNX-TP

/\

25.0

Line 1.5 ﬁ" 10| A > I Line 2.5
Line 1.4 i_ dificar = E" Line 2.4
Line 1.3 E“ 10 A 2-3'°I Line 2.3
Line 1.2 I1’2'° s E“ Line 2.2
Line 1.1 E" 10 A | s E“ Line 2.1
KNX-TP  KNXnet/IP

BMS is destroyed by “smart button”




Update firmware via KNX-TP

How to update firmware on IP router from field side ?

Use APCI “User Message”

® to read firmware: ® to write firmware:
APCI = 0x2C0 (User Message) APCI = 0x2C2 (User Memory Write)
Data = [0xXX, ..., OxXX] Data = [0xXX, ..., OxXX]
where where
0xXX — the part of firmware OxXX — the part of firmware

BMS is destroyed by “smart button”



Update firmware

How to get control over the device

Connect to the Ethernet

1 N=IE}
Fle Model Yom Femrs Sefings Coonncion Toch Heb
[I=Eel=1) wo AHODL NEEES Connected Devee [Iru-t50, 152,168, 10.20 (TCPIF) [ R =
OW13901ts | aameters | Laca Cormestions | ot Comections | Connection Ovtve | Staistcs | LogiCAD Fls | LIOE | LWES rjecs | et teice |
N o L e B e
UKD b Sytem Registers e =l 2] «|
B canapon Corsguaton Mo CPC_Fwa. ACn Acot Drecion (O 1 8 [P Decistion Fegster hame e e 2]
TP r m Devce stat cum._Stae Summary Soreaines 27
2 B r n ‘System tme UTC) . System Time ot 1
1 F r n VIC Tme Time urc StemTimesta. 23
4o ¥ r In Time Lacat System/Timesta. 6 I
s ® r n Lo sysem Sqmoimew 1
s F F F F o it Sstem Set Sgwalnege 18
TR r n cPuLoas Doutle 2
[ r n ree Memary Doutie 3
5w r n ez hesn oounie 4
o sunply Voltage w F r n - oo votae Dot 5
o Sytam Temp u R r n System tamperatr. System Tema Dol s
o Aaplication vendor 2 W r in ADIication wenB0r- ABBHENION Verdar Doutle 7

. — o “vendor name”

Display Name

B Update Tool

L ra——————
9 212 Log Ceiect Confiuation 1 Bems:

BMS is destroyed by “smart button”



Inside the IP router

Possible MCU: Possible OS:
® ATmegai28 ®* Nut/OS o’ & o
° AT91SAM9G20 N * Linux & ®
* NXP LPC2366 o *  Custom firmware

Possible transceiver:

* FZE1066
¢* EIB-TP-UART-IC
* E981.03

BMS is destroyed by “smart button”



Antack to Automation level

Linx 150
> programmable automation stations

> program connectivity functions to
concurrently integrate:

* CEA-709 (LonMark Systems);

® BACnhet;
®* KNX;

®  Modbus;
® M-Bus

BMS is destroyed by “smart button”



External interfaces

Linx 150

Manual control microSD

) L-INX
Au omatig\j\ Serv_er

|

Output
24VDC/15W

V POWER SUPPLY ONLY!
NETZTEIL VERWENDEN!

USB Ethernet

BMS is destroyed by “smart button”



Connecting to the Linx 150

Linx 150

Serial
38,400 bps / 8 data bits /
no parity / 1 stop bit / no handshake

Manual

Ethernet

® http web server
* ftp
® ssh
[ ]

BMS is destroyed by “smart button”



Manual connection

State: Mot present
Eackus

Save Trends
Festore
Load Config
Load IEC&1131 Frogram

Device Management
TCP~IP Setup =
HTTF Seruer =
HTTFS Serwer s
gil CEA-rB9 over IP »»
| Lizense Activation s
gl =0 Card @

LY IEC L1508
LIME-158-280886 1 4B0C0C
192165, 16,28

LIOE Conn s FT 5 IF
£f EX 539U E =3°

DE

;
o

:__I mamEms
ot T e o

You can do anything!!!

BMS is destroyed by “smart button”



guest
a1 N1

Device Info
Data
Commission
Config
Statistics
L-WEB

L-I0B
Documentation
Reset

Contact

Logout

networks under control

« 9 ¢ @ 192.168.10.20 192.168.10.20 - Device Info

General Info

Product LINX-150, firmware 6.1.2 2017-04-06 16:14:00

Hostname  LINX-150-B0000014BCCC, 192.165.10.20

Serial number (17906-50000014BCCC
Free RAM, swap, flash 20376 KB, 65532 KB, 155684 KB
CPU, temp, supply 6%, 33°C, 394V

NTP status out-of-sync

Uptime 01:53:29

Device Status

Warning

Hardware Supply voltage (39.4 %) too high
Network [MTF out of sync
LJ0B status X LIOE-Connect  «/LIOB-FT  +/LIOB-IP
IECE1131 status X Logic stopped /170 driver active
IEC61131 program source Mo program on device

Port1 + CEA7DY
Port2 /LIOB-FT
Port3 Disabled
Port4 Disabled
LIOB + LIOB-Connect

 USh
X no link 192.168.10.20

W WNC for LCD UL & FTP &/ Telnet  «/SSH
Ethernet 1 (LAN + Global Connections (CEA-852)  «/ LIOB-IP
¥Web Ul «/HTTP  HTTPS  + Modbus TCF
" KNxnet/lP «/BACnet/IP & RNID (CEA-709)

VENMP o OPC XMLDA
Ethernet 2 (WAN) A ————E

Wireless 1 Disabled
Wireless 2 Dizabled

Firmware Info Primary (ACTIVE) Fallback
Firmwardll LINX-AT31 Primary Image LINF-ATA1 Fallback Image
Versiorll F12 450
Build date 2017-04-05 16:14:00 2012-04-27 14:00:13

HahuPlant00 linx Remate config

Project name§y AHU System Hwplant001

BMS is destroyed by “smart button”

Linx 150

A lot of information

for guest




« | ¢ @ 192.168.10.20 192.168,10.20 - Firmware Update

DLOYTEC

Device Info
Data

Commission

ent
Statistics
L-WEB
L-10B
Documentation
Reset
Contact

Logout

networks under control

Account: admin Linx 150

Password: loytec4u

Select a firmware file (.zip, .dl) suitable for this device and click the 'Start update’ button.
The device will verify the firmware file and start the update process.

Bribiepute dafin | Dain He Belfpau Start update

The device will reboot to finalize the update

« 1 ¢ @ 192168.10.20 192.168.10.20 - Port Configuration

DLOYTEC

Port1  Port2  Port3d| Pori4| LIOB  USB | IPHost | Ethernet

[ = History I &, search I U alerts i'T || Output m

_O :
= . :
E’ o $E:;;n;dg Use DHCP @ g : j
o v WNC for LCD UL IP Address: 1 o
Device Info ) v FTP 1P Netmask: * - ¥ @ Alerts (8)
o Tol . —_
Data K7 M 1P Gateway: * 1| » [ Cross Site Scripting (Reflected) (127)
ieai + Global Connections (CEA-B52) B B
Cemmission g CEA-703 aver I (CEAB52) DINS Server 1: 3 = [ sQL Injection (144)
Config © A DNS Server 2 ¢| » U X-Frame-Options Header Not Set (176)
| Port Confi - -
D = v HTTP ONS Serer 3 » U Cookie No HttpOnly Flag (171)
] 7 HTTPS
2 @ Modbus TP \TP Seer 1 (| » FPassword Autocomplete in Browser (166)
v net;
g Remote packel capture R 1| » FU Private IP Disclosure
IECE1131 online test NTP Status o "
v BACneiP » [ Web Browser XSS Protection Not Enabled (178)
RMI 0 (CEA-709, . - .
v ’ MAG Address c » [ X-Content-Type-Options Header Missing (191}
v 82@5"1\;&& The entries marked with (7 &
Statistics Save Setlings | Get Setlings

L-WEB

Don’t forget, that the communication happens via HTTP, FTP
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[ /D 1921681020 - ConfigF x +

« 9 ¢ @ 192,168 .10.20 192.168.10.20 - Config Passwords

DLOYTEC

Device Info
Data

Commission

networks under control

BMS is destroyed by “smart button”

Enter the desired passwords for the administrator, operator and guest accounts.

The administratar has full access to the device, whereas a guest can only view the status
inforrnation but not change the configuration.

In order to clear a password leave the password field ermpty.

Account adrmin v

Mew password:

Retype password:

Change password m i n : 1 Sym bOI

max: 15 symbols

Linx 150



Bruteforce

Analyze /etc/init.d/S35firewall and other network settings

fw_start()

ssh_port
ftp_port -

- -
ssh_port=$(ltreg -- "sys.srv.sshd.0.port=0x[0-9a-f]+" ' ru Ies In ’ptables

ftp_port=$(ltreg -- "sys.srv.ftpd.@.port=0x[0-9a-f]+"
[ -z "$ftp_port" ]
ftp_port=21

ftp_port=5(( $ftp_port }) N OT < fa i |2 ba n

nf_conntrack_ftp
nf_conntrack ftp ports=$ftp port

fw_clear

sshguard

iptables -t raw -A PREROUTING -i lo -j CT --notrack \—_
iptables -t raw -A OUTPUT -o lo -j CT --notrack

iptables -A INPUT -1 lo -j ACCEPT
iptables -A INPUT -i ush® -j ACCEPT

iptables -A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT if you m iss - engage in brute fo rce

iptables -N INPUT APP
iptables -A INPUT -j INPUT APP

[ -z "$ssh_port" ]
iptables -A INPUT -m state --state NEW --proto tcp --dport 22 -j ACCEPT

BMS is destroyed by “smart button”



Step aside

< 1 ¢ @ LWEB: Mousiko_graph.lweb2

.20 - Device Info

AIATPAMMA ZEXTON NEPQN XPHIHZ

DLOYTEC Device Info
B 2

LINX-102

Loggedin as General Info

Product  LINX-102, firmware 6
Hostname  LINX-102-0004
Serial number 029503-000ABO0S8EA3
Free RAM, swap, flash 212248 KB, 262140 KB, 958168 KB
CPU, temp, supply 14%, 39°C, 23.5V
NTP status _in-sync
Uptime 68 days,23:23:54

Device Status
< 1.¢ 01 - Port Configuration
- ANOEYAAN -

Pot1 DLOYTEC Port Configuration Aarkondcrison

Port 2

guest 2018-03-08 18:17:00
2019-04-03 13:23:44 2

Device Info
Data

Commission
Config

Statistics

L-WEB

L-I0OB LINX-220
Logged inas

Documentation - 2019.0403 143034

PYOMIZEIZ AEITOYPIIAZ A2

TPOMOE AEITOYFTIAT . Auto

Ethernet 1 (LAN)

Port Mode
Use DHCP:

Tcene

Reset -

VNC for LCD Ul 1P Address: * 1 i

v
Ethernet 1 (LAN) FoRWegni v FTP &
Contact ol 1P Netmask 2
Data 2 son 1P Gateway:* 1
Logout PTG Commission + Global Connections (CEA-852)
LIoB-P
[EEEN Config = e DNS Server 1 q
Wireless 2 [P, Contig HTTP DNS Server 2: . |
n: ¥ HTTPS DNS Server 3:

L-IOB status
ModbusTCP [ e AR

KNXnevIP

NTP Server 1. ¢ -
Remote packet capture

Firmware IEC61131 online test NTP Server 2:
BACnevIP
SNMP
OPC XML-DA

OPC UA MAC Address: ¥ Use Factory Default

Version NTP Status:

Build date

Project Information
Project file Save Settings | Get Settings
Project name Statistics
Project timestamp (UTC) [ElliaE)
Project status JiSlelz}
CLIOTCUN Documentation

The entries marked with (") ave required for proper operation

[CEA-709 application unique no Re5€t
Contact

Logout

BMS is destroyed by “smart button”



Inside firmware image

Linx 150

101000 linx_at91_6_4_6_20190213_1030.dI
0001/

Download from official web site

https:/Iwww.loytec.com/de/support/download/linx-150

BMS is destroyed by “smart button”



Inside firmware image

[ base_1.6.0-2_arm.opk

= bmstp_4.4.122_5.2.2-2_arm.opk
= bootstrap-loytec9g20_3.2-2_arm.opk
= dropbear_2018.76-1_arm.opk
= fcgi_2.4.0-10_arm.opk

= freetype_2.7.1-1_arm.opk

=3 hostapd_2.6-3_arm.opk

= iptables_1.6.1-1_arm.opk

= iw_4.9-1_arm.opk

= jpeg_1.5.1-1_arm.opk

= libconfig_1.5-2_arm.opk

= libftdi1_1.3-1_arm.opk

= libnl_3.2.27-1_arm.opk

= libpng_1.6.28-1_arm.opk

[ libstdc++_6.0.22-1_arm.opk
=y libusb_1.0.20-1_arm.opk

=y lighttpd_1.4.49-1_arm.opk

1,9MB
18,2 kB
55kB
191,2 kB
213kB
2824 kB
4089 kB
2934 kB
64,8 kB
100,2 kB
473 kB
252 kB
2342 kB
90,6 kB
3954 kB
39,8 kB

292,4 kB

Debian package
Debian package
Debian package
Debian package
Debian package
Debian package
Debian package
Debian package
Debian package
Debian package
Debian package
Debian package
Debian package
Debian package
Debian package
Debian package

Debian package

Linx 150

linx_at91_6_4_6_20190213_1030.dl

A lot of Debian package

+

Loytec package

BMS is destroyed by “smart button”



Inside firmware image

Linux Kernel 3.18.45 CVE-2019-xxxx
CVE-2018-xxxx
dropbear 2018.76-1 CVE-2018-15599
proftpd_1.3.5d-1 CVE-2017-7418
sudo_1.8.19p2-1 CVE-2017-1000368

CVE-2017-1000367

J

BMS is destroyed by “smart button”



Inside firmware image

: /firmware $ file linx at9l1 primary.exe
linx at91 primary.exe: ELF 32-bit LSB executable, ARM._EABIS version 1 (SYSV),
dynamically linked, interpreter /lib/ld-uClibc.s0.0, not stripped

/firmware $ readelf -1 linx at91 primary.exe

E1f file type is EXEC (Executable file)
Entry point 0xe2f08

There are 7 program headers, starting at offset 52 File doesn,t stripp9d

Program Headers:

Type Offset VirtAddr PhysAddr FileSiz MemSiz Flg Align
EXIDX 0x95abb8 0x0096abb8 0x0096abb8 0x1d3d0 0x1d3d0 R  0Ox4

PHDR 0x000034 0x00010034 0x00010034 Ox000ed Ox000e0 R E 0Ox4
INTERP 0x000114 0x00010114 0x00010114 Ox60014 6x00014 R  Ox1

[Requesting program interpreter: /lib/ld-uClibc.s0.0]

LOAD 0xb00000 Ox00010000 0xOOO1OO0O Ox977f8c 0x977f8c R E 0x10000
LOAD 0x978000 Dx00998000 0x00998000 0x12718 0x1dfc28 RW 0x10000
DYNAMIC 0x978014 0x00998014 0x00998014 0x00170 OyTOITU=RW=—Ux®

GNU_STACK 0x060000 Bx0OOAOEOO OxOOAOEH0O 0xOO00O 0106060 RWE Ox10 Stack may be executable

Section to Segment mapping:
Segment Sections...
.ARM.exidx

.interp

.interp .hash .dynsym .dynstr .gnu.version .gnu.version r .rel.dyn
.plt .text .fini .rodata .ARM.extab .ARM.exidx .eh frame

.init array .fini array .jcr .dynamic .got .data .flashdata .bss
.dynamic

BMS is destroyed by “smart button”



Inside firmware image

/usr/bin/linx_at91_primary.exe

Funictions window O & x | 104 View-& x| | [ Strings windowe x| I Q] Hezx Yisw-1 % | I Struckures B I i
Function name I Seqgment ;I .data:®a999838D DCE 2]
rE61499P0U: inputCallbackiuint const*, dpal_value_s... .text .ja:a : ggggg::f %: g

I ) .data: F

I rEG14990servar: :getCachePtr{vaid) . ket dats:@B999500 DCE 2

I rtE14990serar: FromDPAL{dpal_value_s const™) et | data:@@099891 DCE a

|l rt614990serYar i koDPAL(dpal _walue_s *) ket .data:e@999892 DCE 8

|l rte14990servar: isEqual{dpal _value_s const*) et e — T =

| rt61499UserYar i sekStatus(uint) et .data:@e992894 username.12745 DCB "admin”,@ ft_login_cb:loc_136C7CTo

=

rEG1499POLL; initUseryar(rkal 499U serar &) text [ .data:8e9995894
_ rEE 1499POL: HioInputivoid) et jatagggggggz i irrae .;Ic_;ﬁrflq. e
PG 1499P 0L io0utpUt;void) text Ldata: password. oytecdu”,
I . N PR I U R e o T e HLJ.\JI !
rBL435POLL: gt Status(Lint) et .data:00999843 webui menue 5  DCD aStatistics @ ;
[|[F] ree1499p0Lr::setStatusiuint uink) et data:@Eo008AS . Ltext 13FDE
F61499POLL: swasUpdated{uint) ket dats:EEO008AE . "STATISTICS"
I —

Hardcoded password and user

BMS is destroyed by “smart button”



Inside firmware

Function “firmware _update from file”
,ﬁn fie - finx_ato1_primary.exe)

R NEEAT

LS

L text:008161d401d

. Text: 0081614460

. Text: 00816145 53

-text:008161de 3C

B . text: 0081610 FO
. text:008161ed00
L text:008161e60d
.text:008161ec 00
. text:008161£0 26
.text:008161£48C
. text:008161£8 00
r-| .text:noslelfcls
| . text: 0081620004
I

I

I

el

96

96

ElL

2D
pul
E3
50
an
an
50
an
aF

oo

oo

oo

an

local::PTR_s_Updating firmware from_image buf ... XFEF[1]:
addr

local::PTR_3_no_data written 00516144 FREF[1]:
addr .todatars no_data written 00963960

local::PTR_3_Update failed: %s_008161d3 FREF[2]:

addr .todatars Update_failed: %s_ 00963958

local::PTRE_s_Firmware_update_complete. 00816ldc @REF[1]:
addr

.rodatars_Updating firwware _from image buf_ 01

.rodata:s Firmware _update cowplete. 0096393c

Bl

o FUNCTION
L

int _ stdcall firmware_update from filefchar * file name)

rl:d <RETURN
rl:d file_name
ro:4 £d_fuvmupd Drimary

firmware update from file HREF[1]:

studb sp!,{ rd r5 ro r7 8 r9 rld lr }
nov rl, g0x0

bl pltiopencd

suhs r&, file_name, #0x0

hlrc LAE_00316290

bl fuw_update_open

7, £d_frmupd mrimary, #0x0
heq LAE_00316255
ldr rl=r.data:magic_const, [->magic_const]

HRE
HRE

48
49
50
51
o2
23
o1
25
26
27
28
59
60
=18
62
63
=3
65
=13
57
58
59
70
71
72
73
74
75
76
77
[7a
79
al

G0l @l

puts ("Updating firmware from image file.™);

while (sVard = read({ fd, buf, =size), Ox0 < sVars) {
iVars = Oz0;
do {

iVard = fuw_update_write(fd fwvmupd wrimary, (int)_ buf 4+ iVars,sVard - iVars);

iVars += iVard;
if (iVard < Ox1) 4
sleep(0x3);
if (1iVard == Ox0) {
printf ("Update failed: %37,"no data written™);
fuw_update_close (£d_fvmupd wrimary);
freef  buf):
close(  fd):
return 0x5;
}
po¥arl = screrror(-ivVard):
printf ("Update failed: %37 ,pcVarl):
fmr_update_close (fd fumupd nrinary) ;
free( buf);
close(_ fd);
return -iVard;
+
} while (iVars £ sVar3);
¥
puts["Firmware update complete.”);
fww_update_cloze(fd fwwupd wrimary);
free({ buf]:
close(_ £d]:

iVars = Ox0;

+

return ivars;

no checking of integrity and authenticity
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Inside firmware image

Private key

NI1E0GTBARKCAQERZCIN// qOWDO1 723 Ivarl/lib/opcualcertificatestore/server/private

letcllighttpd/ssl/

The same “Private Key”

for different version of firmware

Perhaps the same “Private Key”

for different devices

BMS is destroyed by “smart button”



Inside firmware image

010110
1399351 What is it Linx 153 firmware ?2?
0001/
Some new specific package for Linx 153
Linx 153 <
firmware Old packages from Linx 150

\_ with older version

for example “proftpd”

BMS is destroyed by “smart button”



Additional info

® “Learn how to control every room at a luxury hotel remotely: the

dangers of insecure home automation deployment.” by Jesus Molina

¢ “Security for KNXnet/IP” by Daniel Lechner, Wolfgang Granzer,
Wolfgang Kastner

® Hacking Intelligent Buildings: Pwning KNX & ZigBee Networks

https://conference.hitb.org/hitbsecconf2018ams/sessions/hacking-intelligent-buildings-pwning-knx-zigbee-networks/

BMS is destroyed by “smart button”
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Conclusion

y




DoS for any node in KNX network
® Opportunity to manage any device in KNX
® Change router configuration

¢® Update firmware for some node via knx-tp

® No checks are present in during update
® Using not secure protocols (http, ftp) to communicate with Linx 150

® Using old packages in Linx 150

BMS is destroyed by “smart button”



¢® KNX Position Paper on Data Security and Privacy

GIRA

Productdefinition

14 @ KNX Secure

The KNX IP router is prepared for KNX Secure from index status 114 in combination with Firmware 3.3
(additional firmware update required). The necessary FDSK (Factory Default Setup Key) is located as a
label on the side of the KNX IP router and is also included as a Secure Card.

O Important notes
— Store the Secure Card carefully.

D — We recommend that you remove the label on the device for maximum security.
— Restoration is not possible if the FDSK is lost.

BMS is destroyed by “smart button”
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®* Dimitrii Viktorov, CTO, SENSORMATICA LLC

https://sensormatica.ru (((S ensormatica

® Kees Jongenburger

@KanlkFFdoen
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