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Android Mitigationy&E i3 1/2

Evolution of Android Security
Feature 2.3 4.0 4.1 4.2 4.3 4.4

~

ProPolice ] - ~
Safe_iop / / / ~ / / ~
Calloc ) ] ) ~ ] / ~
Format-security / / ~ / | ~

Mmap_min_addr / / ~

Dmesg_restrict

Verify Apps

Premium SMS Control
Always-on VPN

Cert ate Pinning
Installd harde a

Init script hardening

ContentProvider default configuration
OpenSSL Cryptography improve

No setuid/setgid

ADB Authentication
Capability bounding
KeyStore&BoundKey
Text relocation protection

Per User VPN

Smart Lock

Guest modes

WebView update without OTA
Runtime Permissions

Fingerprints
Clear Text Traffic
USB Access Control:
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Android MitigationJ& i3

2/2

Android 5(<=) PXN,Selinux
Android 6 Device-mapper-verity
Android 7 Integer Overflow Sanitization

Post-init read-only memory,Hardened
Usercopy,PAN,KASLR

Android 9 llvm-cfi,Integer Overflow Sanitization
Android Q(>=) lld linker,protect more of CFl

Android 8
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Mitigation vs Vulnerability

dmesg_restrict

DirtyCow
(CVE-2016-5195)
KASLR
iovyroot
(CVE-2015-1805)

exploitsQuadRoot

=
>

PXN

PAN QuadRoot Vulnerabilities
(CVE-2016-2059)

Mitigations Hardened usercopy

QuadRoot srsssnnas
(CVE-2016-5340)
calloc StageFright
(CVE-2015-1538)

format_string

ASLR

ProPolice
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exploits

ooB uaf

Race condition

Interger overflow
Double free
Improper input

Infomation Disclosure

Copyright 2019 Trend Micro Inc.

Get root

@ Close selinux
@ addr_limit
€ Mod cred
» Uid,gid,Suid

» Capabilities
» Security
» u:r:init:sO
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Kernel Hook
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Pattern Set

Vulnerabili

Sourcing channel

I

Stage 1:

|
i
| .
———————————————————— g ! : Sourcing -
| i Security - . Vulnerability POC:
; ; Rescarch "~~__ Sourcing process CVE-XX-XX, .
1 | | S Exploit EXP:
: : ! Monitor HeapSpray, Rop gadet, execution bash- 4.
| | : Expert analysis 10C: !
1 | | Crawler .
I

System API:
Open( “/dev/xxx” ),
ioctl(cmd),exec( “/bin/bash” ) ...

Pattern (Scan or Rescan)

Stage 3:

Vulnerability point

Log Exploit trace

Kernel behavior trace

|
|
|
|
|
|
|
|
|
[ | |
| | !
| 1 :
| ! I
I : String: : |
. .« “exploit” ... | |
: Static analysis | pa: ! ittt T
| : Wi JEMp4, bash script ... 1 : * drl: : |
| 1 Misc: : : Rul 1: vulnerability rule CVE-201xxXx-XXX [
I : Ob i e "' : When : |
| : R e : N | openDevice( “gseecom” ) and ioctl(cmd]1) : |
| | RN N : Then | |
| ! ! . . | modify(HuntCVE-xxx(True)) : |
| ! ! Stzmc_ ! *py: End b
| : : Analysis | CFGMatcher, Rule 2: : |
| 1 1 data : StringMatcher, When HuntCVE-xxx == True and Match(ExploitTricks) | |
| : : N : MataDataMatcher, Then : |
I ! ! N VulnerabilityScan, int weight=80; modify(LocalPrviledge(True)) : |
| : : | ExploitScan, End e ]
| e e e e e ——— - } MiscScan Rule 3: :
ynamic Analysis /! I
' et ! s i
| | | / | :
| : Behavior Raw log : Dynamic : :
! H | Analysis ! I
: : Vulnerability.js : data : :
| Exploit.js | / i !
o o |
: Stage 4: H gocy DebugTrace.js | , 7 i !
. 1 Toor | |
| Dynamlc : Misc.js W : :
| 1 | i
o I
| analysis | : '
| 1
[ |
! !
| 1
1
1
1

?
Sample Trigger and Management : Stage 4:
[
[
1
[
[
[
[
[
1
[

Intelligence Feedback
]

AL L L — — —
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Google Play Store
Third-Party Store

App Crawl system

[1] Crawland save Dynamic Analyzer
Android app(*.apk)

APK unpack:
1. Dex

2. *.50 HildOO]) ' ROP/JOP I HeapSpray

3. Misc Binder

. File System
Static analyzer i System Network >0
Affiliation and D /App

[3] Filter suspicious Session control . Behavior

Native code analysis

sample to dynamic anslysis

| Vul and Exp Rules

—

CFG | DFG | OpCode *.apk

analysis | analysis System Call Hook

LB L R Privilege | Tieap Spray | ROPIOP
TR Escalation | Detection Detection
- . Bug trigger detection (on SafetyNet)
[4] Dyanamic
analysis for . . I
[2] Static analysis for valnerability and Anti-Evasion
vulnerability and exploit exploit Root Android Device

Full system emulation
VM for Android Root Android devices




- 2018S EHRBEE

2019 Security Development Conference

Agenda

MBERNA

PR
LAY
' i S AT 5 A e
B2 40T 5 e T
Misc
Summary

14 § Copyright 2019 Trend Micro Inc.



L 2018S EHRBEE

2019 Security Development Conference

APK sourcing of Google Pla

r&Emac address, IMEI code, network type, sim c:
carrier information, hardware information3& ;= 4= gsfIl

PlayStore
Y Download

K HUmarket tokenZs £ L3 APK
Google Mobile Suite (Aka. GMS)

GooglePlayService.apk
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Pixel, Nexus, Samsung, Moto ..
Xposed,Frida+E #
7E HllROM

29
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Description

imei

androidld

digest

checkin

wlsInChina
LplWearableDeviceRelated

yFetchSystemUpdates
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Pattern %2

N-Day ¥ Vi 41k
ODay ExploitZ&: 4
B

Hack tool

Bash

Pattern Classification

2019 Security Development Conference

00B Write
Heap Overflow

Double Freee

Root cause

E

InformationLeak

Remote execution
Priviledge escalation

Sandbox

primitive
Heap Spray
- Datastructure
ROP Gadget Subtopic 1

Generic Payload Subtopic 1

—_—
. |
‘ Exploit execute bash

Metadata

Post exploit
—  Subtopic

HackTool

malicious URL

Suspicious signature

X

Subtopic 4

Developer
email
telephone

DNS
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Yara Rule
FE (EEAL T, (More for researcher)
FE> 7 T CFG, xrefto, xref from
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DirtyCow in the wild

Viobile, Vulnerabilities Author: N

platform:
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Exploits Dirty COW
when device connects
online or to power

\ Malicious website }-{ App Installation |

—— Connects to C&C Poses as User to
(updates itself and load Performs Information Manipulates device
transact with the device
to the device) upon theft data
- carrier
launching

300,000 malicious apps that carry the ZNIU malware in the
wild by September 27, 2017

Appears as a porn app



DirtyCow$& B POCHF1IE
dirtycow
mmap
* Madvise, 4
pthread_create
pthread_join
Open

mmap{8LL,
fFork{va);
vy

4896LL, 3LL,

33LL,

{ & 0x80000000) *= 8 )

1] or{"fork:8x1 root err
exit{OLL);

1
if ( tu? )
goto LABEL_15;
sprintf{&uv1
u9 = open{&uil
if ( v9 == -1 )
printf{"open™};
viB = 8x1800080;
do
{

2LLY);

1seek{v?, ul,
write{v9, vz,
--uil@;

aLL);

u5);

H

while { viB );
kill{vs
wait{&ui13);

“iproc/%Zdimem™,

uid;

printf{"Parent is over..status ==

close{v?);

result stack_chk_guard;

t= _stack_chk_guard )}

12 = @x100000;

madvise{ul, uS, 4);
——ui2;
H

while { vi12 };

c0I9EEHERSBEE
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BxFFFFFFFFLL, BLL);

%dywn");


moony
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Exploit of DirtyCOW

Race condition in copy-on-

write

Main pattern:

“madvise” system must be

contained in user mode

Affiliation pattern:

map memory (e.g. mmap),
multiple thread/process (e.g. fork,
pthread create) are optional.

2019 Security Development Conference

6 = mmap{8LL, 4896LL, 3LL, 33LL, BxFFFFFFFFLL, BLL);
fFork{uva);
Uy
if {( {(v7 & Ox800008008) *t= @8 )
{
perror (" fork:8x1 root error:");
exit{OLL);

H
if { tu? )

goto LABEL_15;
sp-intiﬁﬁJﬂhpiUﬂlIEf%iinemiF%Wﬁ'
ud = ppen{&uis, 2LL);
if { vo == -1}
1_im..om..),— _— _— mull
vild = Bx10080008;
do
{

1seek{v9, vh, BLL);

write{u9, u3, vs);

— 18-

fniTe= oy, = =
Kill{ve, 10LL};
wait{&ui13);
printf{"Parent is over..status == HFdin");
close{vd);
result = _stack_chk_guard;
if {( v24 *= stack_chk_guard )
{
ABEL_15:
v12 = Bx180080;
do
{
madvise{vh, uv5, 4);
-—y12;

>
mmiih il wilh ) D
O 1 [ -
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Yara Rule

1

2 rule Linux_DirtyCow_Exploit {

8 Ea

4 description = "Detects Linux Dirty Cow Exploit - CVE-2012-0056 and CVE-2016-5195"

5 author = "Florian Roth"

6 reference = "http://dirtycow.ninja/"

7 date = "2016-10-21"

8 trir :

9 $al = { 48 89 D6 41 B9 00 00 00 00 41 89 CO B9 02 00 00 00 BA 01 00 00 00 BF 00 00 00 00 }
10 $bl = { E8 ?? FC FF FF 48 8B 45 E8 BE 00 00 00 00 48 89 C7 E8 ?? FC FF FF 48 8B 45 F0 BE 00 00 00 00 48 89 }
11 $b2 = { E8 ?? FC FF FF B8 00 00 00 00 }

12
13 $sourcel = "madvise(map,100,MADV_DONTNEED) ;"
14 $source2 = "=open(\"/proc/self/mem\",0_RDWR) ;"
15 $source3 = " ,map,SEEK_SET);"
16
17 $source_printfl = "mmap %x"
18 $source_printf2 = "procselfmem %d"
19 $source_printf3 = "madvise %d"
20 $source_printf4 = "[-] failed to patch payload"
21 $source_printf5 = "[-] failed to win race condition..."
22 $source_printf6 = "[*%] waiting for reverse connect shell..."
23
24 $s1l = "/proc/self/mem"
25 $s2 = "/proc/%d/mem"
26 $s3 = "/proc/self/map"
27 $s4 = "/proc/%d/map"
28
29 $pl = "pthread_create" fullword ascii
30 $p2 = "pthread_join" fullword ascii
31 S
82 ( uint16(@) == @x457f and $al )
33 g : This file is an ELF file."x/
34 or
35 all of ($bx) or
36 3 of ($sourcex) or
: 37 ( uint16(@) == @0x457f and 1 of ($s*) and all of ($px) and filesize < 20KB )
24 i Copyright 2019 38
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Module Components

1. Kernel Mode Detection
Focus on kernel privilege escalation
Such as UAF, double free, oob,...

2. User Mode Detection

Focus on sandbox escape
Such as RCE, mediaserverd vulnerabilities
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2 A5 IS sy O A IS s

Runtime
memory
analysis

Affiliation and e Daemop/App
Session control e Behavior d

simulator

System Call Hook

Heap Spray ROP/JOP
Escalation | Detection Detection
Bug trigger detection (on SafetyNet)
0
QEMU Root Android D

Copyright 2019 Trend Micro Inc.



Frida internal

Android real
machine

Runtime
analysis

Android

USB/Wifi

[1] Set up frida trace

c0I9EEHERSBEE
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Host (e.g. Linux/Windows)

'
l SystemCall!* js
I
| Network!® js
| Fol® i Binder!™,
| Y d is
* o 7 I
-PY
I
Frida Controller | - >:
| : |
| | '
| I
: 4 LogStream \
\

4] Behavior decisio

Zniu_exploit_.js

Common_root__js

Nools Decision
Engine

[3] Trace log collect

N\
nl
|
|
|
|
|
|
|
|
|
|
|
|
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SaftyNet - CVE-2016-0846 for example

Sanity

s underlying mmap

Google SafetyNet
detection log

ithInfo

Exploit

94-25 17:01:50.372 873 3214 I am_proc_start: [0,3243,10086,.com.example.cve2@1
60846 ,activity,.com.example.cve20160846/.MainActivityl
#4-25 17:01:50.403 873 3214 I am_proc_bound: [0,3243,.com.example.cve28160846 ]

#4-25 17:01:50.405 873 3214 I am_restart_activity: [0,124732844.,601,.com.exanp
le.cve20160846/.MainfActivityl

94-25 17:01:50.544 484 2823 I|snet_event_log: [26877992,.-1.1]

#4-25 17:01:50.548 3243 3243 I am_on_resume_called: LW,com.example.cve2@160846
Mainfctivityl

94-25 17:01:50.550 873 3934 I force_gc: Binder

#4-25 17:01:50.653 873 926 I am_activity_launch_time: [0,124732844,com.exanp
le.cve2@168846/.MainfActivity,297,2971
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Strategy of Kernel Mode detection
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Heap Spray Features

|.Allocation:
malloc/kmalloc/vmalloc/new/mmap...

I1.Copy/Mapp:
memcpy/physmap...
I1l. Socket

sendmsg/sendmmesg/...
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0x1000

0x1000

0x1000

- 20198 EHRBEE
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0x1000

Pagel

Page?2

mat

matc

match

Page3

PageN

34 i Copyright 2019 Trend Micro Inc.

Return when find x match
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Heap Spray o il £ 5 cosznuss

Runtime Allocation 5 =,

Hook kmalloc. HF5k 45 famallocH ik NZAPIZE, 1
SRR IR . BRRFERERI /N SRR R/
Je ik IR

RS A
SERT WS 2 N AZ 25 (0] Y Page . slab%% PN f£Pattern
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44 44 44 44
00 1E co 08 74
01 00 00 00 AD
30 00 DO 41 BE

44 44 44 44 44 DDDDDDDDDDDDDDDD
33 67 40 00 DO 41 18 oo DO 41 ..A.tx3g .PA..PA
DE CO 28 00 DO 41 10 00 00 00 ....-UBA(.PA....
OD FO 00 00 DE CO 04 00 DE CO 0.DA%°.5..PA..BA
08 00 DE CO 50 00 BO 30 00 FO FO 50 00 DO 41 ..BAP(.°0.55P.DA
98 2A 00 BO B3 00 BO 00 00 DO 41 00 10 00 00 ~*.°%8.°..PA....
07 00 00 00 03 DO 00 DO 04 DO 00 DO 44 11 00 BO
90 00 DO 41 5C 00 FO FO 60 00 FO FO 64 00 FO FO ..DA\.85".85d.38

[w IS IS
Mmoo

w N W

0700000003 dO
0700000003 do
0700000003 d0
0700000003 do
0700000003 do
0700000003 do
0700000003 do
0700000003 do
0700000003 do
0700000003 do
0700000003 do
0700000003 do
0700000003 d0
0700000003 do
070000 0003 d0
0700000003 do
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DABox - CVE-2015-1538 detection(2/3)
Intercept the buffer allocated

Check the buffer contents through the
algorithm

Check the match results whether hit the
threshold
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DABox - CVE-2015-1538 detection(3/3)

Detection results




;%'k( c018SEEHREES
2019 Security Development Conference

Strategy of Kernel Mode detection
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Arm Call Stack

Stack before Stack after
calling a function calling a function

A

Parameter area Parameter area Caller

Stack grows Saved link register (LR)
down

* Saved frame pointer (old R7)

Local storage

Stack grows
down

'
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ROP Gadget

Flow of execution -

>

ESP at start of gadget‘

Stack addresses

41 Copyright 2019 Trend Micro Inc.
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ROP Gadget il /7 %
Vulnerability N o Point N Callee/primiti
Point &8 ve detection

~

execute primitive
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Strategy of Kernel Mode detection
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Privilege Escalation &l /7 %
monitor the target process status after:
Process creation (“exec”
Shell command execution (“/bin/bash xxx.sh”)
System file modification (inotify)
Logcat |grep “root successfully”:)
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CVE-2017-13315 Report

Detection results

bash-4.2# cat 21EB716E6608A181317946087D62C68E7B4C79A7A00078F889DE85383B63E762. j
son

{"engine": "", "errorCode": 0, "result": 1, "endtime": "1562667999780", "comment
s": "test", "confirmed": 1, "pattern": ["CVE-2017-13315"], "virusName": "test",
"rule": "test", "begintime": "1562666928694", "sha256": "21EB716E6608A1813179460
87D62C68E7B4C79A7A00078F889DEBS5383B63E762" }bash-4.2#

bash-4.2#

bash-4.2#

bash-4.2# &

45 Copyright 2019 Trend Micro Inc.
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e.g. ChromeFuzzer
e.g. nduja Fuzzer
e.g. FileJa
Browser
JS Engine e.g. ifu
PDF
Adobe Reader
Adobe Flash
Window Driver e.g. ioctlf
Bitmap
Font

Metafile

Attack Surface Direct3D

Keyboard layout
libStageFright
Qualcomm
Android
e.g. android-tegra-3.14 for Pixel C
Android Kernel Binder
Driver IOKit
e.g. OSUnserialzeXML
Kernel
Mach Message
Safari PDFKit Framework
iOS
Linux © System Call

Embedded System

General Application
Network protocol
Sqgl injection
XSS

....Too much

Business Remote Authentication e.g. private ke

L 2019SEHREEE
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Fuzz Components @
Fuzz Scenario @

File Format
e.g. Peach

Base on Template Network Protocol

e.g. Sulley
Compile Time &

Static Patch @

Instrumentation

1 [ Dynamic Binary Instrumentation }

DTrace

No grammar e.g. AFL

Mutation With Grammar e.g. afl-fuzz-js

e.g. syzkaller
API Sequence
e.g. Triforce

clang -fsanitize=memory -fPIE -pie

e.g. MemorySanitizer Compile-Time Instrumentation
Set MSAN_SYMBOLIZER_PATH environment variable

Hunt Vulnerability ( Fuzz Method | Base on Code Coverage Feedback Key Tech ©f e.g. ThreadSanitizer @

anitizer

e.g. AddressSanitizer &

i e.g. Kasan of Linux
Kernel address sanitizer O
| Shadow Region

Rondom e.g. AFL

Guide code coverage Frequency priority e.g. afl-fast
e.g. driller

Symbolic Execution
— eg.angr

Passive fuzz Instrumentation framework Lilu ®

Base on passive Hook e.g. ioctl hook
Pattern search

Base on post trace analysis Emulation e.g. Bochspwn Hunt double fetch of TOCTTOU
Mematyjaccessiiisce e.9. Xenpwn Hunt double fetch of TOCTTOU

Hardware assist
e.g. DigTool of 360

e.g. android-tegra-3.14 for Pixel C
Android Kernel

S @i e.g. source.codeaurora.org

Tool e.g. FindBugs
Code Review 3
Assembly e.g. Fortify

Machine Code
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Q&A

50 Copyright 2019 Trend Micro Inc.
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