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ATTOR operation timeline

First traces 
of ATTOR

Modernized 
architecture

Jun 2013 Feb 2018

Old versions

Jul 2019

Major code 
upgrade

May 2017



• ATTOR’s targets
• Platform architecture
• ATTOR: Network communication
• ATTOR: GSM fingerprinting

Agenda



<30 TARGETS

Government 
organizations

Diplomatic
missions



ATTOR platform



ATTOR platform

Network communication pluginsAudio recording pluginInstaller pluginScreengrabbing plugin



Targets?



Social networks

Office software Text editors
Blogging 

platforms

File sharing
services

Archiving 
utilities

VoIP and IM 
applications Mail services



ПРИГЛАШЕНИЕ 
ДРУЖИТЬ 
ВАМ СООБЩЕНИЕ 
ОДНОКЛАССНИКИ
ЯНДЕКС.ПОЧТА 
POCHTA
AGENTVKONTAKTE
YANDEX.MAIL
MAILRU
QIP
WEBMONEY
RAMBLER
…

Russian search 
engine

Rambler

Russian IM
application

QIP

Russian online 
payment system

WebMoney

Russian email 
services

Yandex Mail.ru

Russian VoIP 
service

MultiFon

Russian social 
networks

Odnoklassniki VKontakte



Russia
70%

Ukraine
11%

Slovakia
11%

Lithuania
4%

Turkey
4%

Geographical
distribution



Privacy-concerned users



TC_IOCTL_LEGACY_GET_DRIVER_VERSION

TC_IOCTL_GET_DRIVER_VERSION



ATTOR’s targets (recap)

High-profile users
in Eastern Europe

Russian-speaking,
privacy-concerned users



ATTOR platform



ResourcesUpdatesPluginsUpload folder

Installer/ 
watchdog

Dispatcher

Device monitorScreengrabber

Audio recorder
Key/clipboard 

logger

File uploader

Tor client

Command 
dispatcher

SOCKS proxy

ATTOR platform (simplified)



File uploader

Tor client

Command 
dispatcher

SOCKS proxy

127.0.0.1:5153

127.0.0.1:8045

FTP

Network communication (recap)

• Split into 4 components

• Selective activation of plugins

• Tor: Onion Service Protocol

• Customized Tor for anonymity 
and untraceability



ATTOR’s 
plugins



ATTOR’s dispatcher



•Functions implemented by 
dispatcher

• Indexed by function type 
and function ID

•API wrappers, crypto 
functions, config data (30-
40 functions)

•Reference passed on load





Plugin ID Analyzed versions Functionality

1 14 Device monitor

2 (no version), 12 Screengrabber

3 (no version), 8, 9, 11, 12 Audio recorder

5 10 File uploader

6 10 Command dispatcher/SOCKS proxy

7 2, 4, 9, 7, 10 Key/clipboard logger

10 3 Privilege escalation

13 3 TOR client

15 3 Alternative network communication

16 1 Installer/watchdog

Collected/recovered plugins



ATTOR:
GSM fingerprinting



Request
software version

Request
model number

Request IMSI
unique subscriber ID

Request device 
manufacturer

Request IMEI
unique device ID

Request MSISDN
phone number mapping

ATTENTION!
start of communication

Prepare for extended 
AT+ set



Device monitoring plugin (recap)

• Detects a connected device

• Communicates via AT commands

• Collects information about
o The device: unique ID (IMEI), 

manufacturer, software version, 
model number

o The subscriber: unique ID (IMSI), 
telephone number (MSISDN)

AT 
commands



What’s 
ATTOR after?



Smartphones fingerprinting?



Residuum from the older ATTOR version?

• Plugin still included in 
the newest ATTOR 
version, first seen in 
2018

• 64-bit version detected 
in 2019

• Only targets devices 
connected to serial port 
(or via USB-to-COM 
adaptor)

• GSM modems, older 
phones



Affected devices

GSM/GPRS 
modems, phones

ICS devices Specialized GSM 
communication devices

Smartphones



Implications

Device fingerprinting Data theft

GeolocationDevice 
compromise



Conclusion



ATTOR

Privacy-concerned, 
Russian-speaking targets

Professionally 
written

High profile targets 
in Eastern Europe

Unusual 
functionality
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