KCon

LIRBRIRE TIEEEF

A4G/LTEMEuiEfE SRR AN E

SEIFA . Seeker




F

CONTENTS

01 02 03

PART 01 PART 02 PART 03
PABEN BERLWFREE  EUGRE

04

PART 04
[EHEMRE AT

05

PART 03
LRI

KCon



("4 KCon




AT

 EE R R S M
- PIRFERETA
* RAHBAL R F R IPARRAC

s W =: 70772177
* Callsign: BDA4ET

KCon



KCon

[ER2ARES



%, TEEBERARIEE on

1G 2G 3G 4G 5G
3GPP 4-7 8-9, 10-14 15, 16
Releases
Era 1980s 1990s 2000s 2010s 2020s
Services Analog Digital WB Voice, | Voice, Video, | Everything
Voice Voice, Packet Data Internet,
Messages Apps
Devices [__Fw \
Data Rate 0 100 kbps 10 Mbps 100+ Mbps 10 Gbps
(GPRS) (HSPA) (LTE/LTE-A) (NR)
Delay 500 ms 100 ms 10s ms 5ms
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* UE:
* FOSS UE: PC Notebook + Ubuntu + srsUE/OAIUE + SDR ( USRP B210/X310)
* COTS UE: Android phone, iOS iPhone, 4G modem
* eNodeB:
* FOSS eNodeB: PC Server + Ubuntu + OAI/srsLTE + SDR ( USRP B210/X310)
* COTS eNodeB: Huawei BBU3910 + pRRU3912 + RHUB3908 + ETP48100
* COTSHeNB: ZTE. Ericsson, Comba
* EPC:
* FOSS EPC: PC Server + Ubuntu + OpenAir-CN/srsEPC/NextEPC + Kamailio/OpenIMS/Clearwater
* SeGW:
* FOSS IPSec Server: PC Server + Ubuntu + Strongswan
* ACS:
* FOSS ACS: PC Server + Ubuntu + GenieACS
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* EPC: Gigabyte Brix i7-5500, 16G RAM

* eNodeB/RRU:
e UP Board + USRP B210/B200mini
* ThinkPad T440s + bladeRF/LimeSDR

* UE: Samsung, iPhone, OnePlus, ZTE, etc.
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GPRS Tunneling Protocol

HFUDP

AT EREMNEGEMERSAIFFE MY

GTP-C/GTP-U

GTP-C/GTP-U

ubDP

ubpP

IP

IP

L2

(W)

L1

L1

$1-U/S3/54/511/512

HEEUE

BHMHEEER

B R
I

Modify Bearer Request MME/S4-SGSN->SGW, SGW->PGW
Modify Bearer Response PGW->SGW, SGW->MME/S4-SGSN
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EFSCTP, BFEEFIMMEZE (S1-MMEEO) BIE

S,

FFSCELA T IO8E:

S1 Paging function

S1 UE Context Management function
Initial Context Setup Function

UE Context Modification Function

Mobility Functions for UEs in ECM-CONNECTED

E-RAB Service Management function
NAS Signalling Transport function

NAS Node Selection Function
S1-interface management functions
MME Load balancing Function

Location Reporting Function

Warning Message Transmission function
Overload Function

RAN Information Management Function
S1 CDMA2000 Tunnelling function
Configuration Transfer Function

LPPa Signalling Transport function

S1-AP

S1-AP

SCTP

SCTP

L2

L2

L1

L1

S1-MME
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Elementary Procedure:

Initiating Message:

Successful Outcome:

Unsuccessful Outcome:

Response message:

Response message:

Handover Preparation

HANDOVER REQUIRED

HANDOVER COMMAND

HANDOVER PREPARATION FAILURE

Handover Resource Allocation

HANDOVER REQUEST

HANDOVER REQUEST

HANDOVER FAILURE

ACKNOWLEDGE

Path Switch Request PATH SWITCH REQUEST PATH SWITCH REQUEST PATH SWITCH REQUEST FAILURE
ACKNOWLEDGE

Handover Cancellation HANDOVER CANCEL HANDOVER CANCEL
ACKNOWLEDGE

SAE Bearer Setup

SAE BEARER SETUP REQUEST

SAE BEARER SETUP RESPONSE

SAE Bearer Modify

SAE BEARER MODIFY REQUEST

SAE BEARER MODIFY RESPONSE

SAE Bearer Release

SAE BEARER RELEASE

SAE BEARER RELEASE COMPLETE

COMMAND

Initial Context Setup INITIAL CONTEXT SETUP INITIAL CONTEXT SETUP RESPONSE | INITIAL CONTEXT SETUP FAILURE
REQUEST

Reset RESET RESET ACKNOWLEDGE

S1 Setup S1 SETUP REQUEST S1 SETUP RESPONSE S1 SETUP FAILURE

UE Context Release

UE CONTEXT RELEASE COMMAND

UE CONTEXT RELEASE COMPLETE

UE Context Modification

UE CONTEXT MODIFICATION
REQUEST

UE CONTEXT MODIFICATION
RESPONSE

UE CONTEXT MODIFICATION
FAILURE

eNB Configuration Update

ENB CONFIGURATION UPDATE

ENB UPDATE CONFIGURATION

ENB CONFIGURATION UPDATE
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Elementary Procedure

Message

Handover Notification

HANDOVER NOTIFY

SAE Bearer Release Request

SAE BEARER RELEASE REQUEST

Paging

PAGING

Initial UE Message

INITIAL UE MESSAGE

Downlink NAS Transport

DOWNLINK NAS TRANSPORT

Uplink NAS Transport

UPLINK NAS TRANSPORT

NAS non delivery indication

NAS NON DELIVERY INDICATION

Error Indication

ERROR INDICATION

UE Context Release Request

UE CONTEXT RELEASE REQUEST

DownlinkS1 CDMA2000 Tunneling

DOWNLINK S1 CDMA2000 TUNNELING

Uplink S1 CDMA2000 Tunneling

UPLINK S1 CDMA2000 TUNNELING

UE Capability Info Indication

UE CAPABILITY INFO INDICATION

eNB Status Transfer

eNB STATUS TRANSFER

MME Status Transfer

MME STATUS TRANSFER

Deactivate Trace

DEACTIVATE TRACE

Trace Start

TRACE START

Trace Failure Indication

TRACE FAILURE INDICATION

Location Reporting Control

LOCATION REPORTING CONTROL

Location Reporting Failure Indication

LOCATION REPORTING FAILURE INDICATION

Location Report

LOCATION REPORT
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Diametertfi), EFSCTP, ERTAAA (81X, TNEFITE) RORAYAI—HERN A,
EAURMATSEER. HEEEMEEEEANH,

Diametertfi FFFPGW5SPCRFZ 8, FAF&EEAFEIQosHINILAR T EHIN,
Diametertii A FMMESHSSZ [BI5ers. %1, (UESELUNAFSIEEEEINRE, FEHEEE:

> ERGER,
>UBEINER,

SERBFEIEMEEE.
ICRAEHAFIERS.
>HSSKEEEERMMEFRIAFIER.
>HSSKEHEAIBN P SL95E.

>HSSEEEMBEMMERRIZRIPTAEE 2R FAF 4R,
>MMEBAIHS SRR B E P IELIEEREFIMM LT3,

:élﬁ_i):'ﬁz%“y’i{{ LR EE AP SRIAPN (RARS) BIP-GWIEREEE, MMERHSSKIE
MEKiEE.

Diameter

SCTP

IP

(W)

L1

S6a/Gx

Diameter

SCTP

IP

(W)

L1

moER 00000000000 WSSl |
Update-Location-Request  [ULR 16 |
Update-Location-Answer  |ULA B16 |
Cancel-location-Request ~ [CIR B17 |

Cancel-Location-Answer  [cLA B17 |
Authentication-Information-Request  JAIR [318 |
Authentication-Information-Answer  JAIA 318 |
Insert-Subscriber-Data-Request DR _[319 |
insert-Subscriber-Data-Answer ________[IDA_[319
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« EFhEILEITERGRHRSCEK (alTEr)
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* LTE Relay
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RA-lilNTI
Random Access Response

LeRiNi L

i
RRC Connection Request

2
RRC Connection Setup

* UE sends RRC connection request (with TMSI)

* C-RNTI used to filter out this specific request

* Find uplink transmission with the corresponding C-RNTI
* Match the C-RNTI and the TMSI
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¥

Original || Original |
DNS HTTP
Server Server

Original

destIP @ Manipulated
destIP
Malicious

Original

L %ﬁ@&}?qﬂ% —iminE B HUEEIINELY, —IRiEINETRM BT, MinZ e SithE

2. A AR Ih5eRk B AR AN R E SIS FIAE.
3. FNFIEILZ [EARBPEYERSE, EZUCERAES-CTRINER, FFINZSXEEETFZERAIXOR,

b UTEMRMNTHONSTIRIRS, (SEONSIRS SR RN, FIR R e R R
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Subframes

[o1]2]3]4]

Attacker

FREMNAREANIINEL,, SETACHIPC, (RISEIMERE, BRREHES

IRERZIMELL SUERBEERE, HERENZIRSHES, ENEEIFAIFI (Subframe)
EARGHESBERS TIMERIER T, A FIESEE (Signal Overwrite)
TS AT SEIUR SR

EREIN BT (BeEh) AU FIRFIINEE SRR T, AT AR THE AL
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i FISSEBE (Siglver) , IWHEMAIIZERS

Table 1: Comparison of the SigOver, FBS and MitM Attacker
Stealthiness Power efficiency Attack sustainability

* "Limited" means that the attack works in an limited environment

Table 2: Success rate of SigOver and FBS* attack
Relative Power (dB) 1 3 5 7 9
SigOver 38% 98% 100% 100% 98%
Relative Power (dB) 25 30 35 40 45
FBS attack 0% 0% 80% 100% 100%
* The FBS sets the same freq. band, PCI, MIB and SIB1 to the legitimate

cell. If the victim UE camps on the FBS within 10s after it operates, we
decided it as an attack success and we repeat 10 times for each power.
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« Sniffing: FoINZE/ZSER B UM /Z5ARESIM<
« F=:

« AEIAINDS: Femto Cell/Small Cell/{AELL

« REJAIEG: LTE Relay+ I HR S EB/EIA0
« FFR:

* SigOver: FINESEE
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* eNodeB
- TR
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« AT, CEANEREIERS
* HeNB
- TR
» E5\Jroot
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 EUER
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« AIRE AT
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= LICENSED SMALL CELLS

Indoor/outdoor Indoor or outdoor Qutdoor
41016 32 to 100 200 200 fo 1000+
Maximum output power | 20 to T00 mW 250 mwW 2t0 10W 40to 100 W

2x2 2x2 4x4 4x4
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* Small Cell = Pico Cell + Femto Cell ( }Eiﬁ%%}lﬁfﬁ )

2235k ( Macro Cells ) 12.6WLJ I 200K DL |
3tk ( Micro Cells ) 500mW-12.6W 50K-200k

Rz £k ( Pico Cells ) 100mW-500mW 2024-50K

kIt (Femto Cells )
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* GTP-U

-

~ Wypertext Transter Protocol
~ POST /eaph/crcc/Flow/
Expert In at

ncc/ flow/userinfo NTTP/1.1

Frame (606 bytes) Decrypted Data (540 bytes)
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* IMSI
EXJVolLTE

\ =
Ky FI: N MSISDN » Frame 168704: 1162 by[es on wire (8816 D1t<) 1102 bytes captured (8816 bi
UT = H= » Ethernet II, Src: WistronI_d3: EESEGEG—G—_—_—_—), 0 :
» Internet Protocol Version 4, Src: NSNS DSt: 192.168.3.31
» User Datagram Protocol, Src Port: 4500, Dst Port: 4508
. IM EI UDP Encapsulation of IPsec Packets

Encapsulating Security Payload

Internet Protocol Version 4, Src: 100.82.254 100.82.252.78
User Datagram Protocol, Src Port: 2152, Dst Port 2152

GPRS Tunneling Protocol

e Cell-ID

. 1P
- (UEER
SRERAYIMSI Catcher

Encapsulating Security Payload
User Datagram Protocol, Src Port: 9950, Dst Port: 31806
Session Initiation Protocol (200)
» Status-Line: SIP. 208 0K
age H
Via

>
>
3
»
>
>
>

[2409
Content- Length o

/UDP [24

00
002:6247
1806;bra
4pKYYfeh
Naaaaa;
116

i R NE NSRBIt A-AMAGEE

Destmatlon Protocol Length Info
1220:: GTP <SIP> 734 Reque c000.mcc460. 3gppnetwork.org (1 binding

(1 binding)

Unauthoriz
FECleER sip:ims

REGISTER sip:im

1 Unauthorized
: REGISTER sip:ims.mnc
200 0K (1 bin

1p:ds. mncoeo.

247:B753]: 31
on interface @

Internet Protocol Version 6, Src: 2409:8017:200:220::111, Dst: 2409:8138:0:252a:1:2:6247:b753

G4DKYYTCbrSKFqSKFINaaaaa; rpo

TEEFFEF-FRFFFfrr>
_,

;+g.3gpp.icsi-r %3Aurn-7%3A3gpp-service.ims.icsi.mmtel";video;+g.3gpp.smsip;+sip.instance="<urn:gsma:imei:86253 M
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Tuse bl sutode
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[cTg/eNodeB_Configeration.ctg
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“c tine sync_start --tine_sync_logglng -1

Ex)
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0g_flle /nat/tine_sync. txt
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Flle_stzens2e;
109

0g_nun._ ¢
a_son ese

0
Stze-ssizeen - log.num tilese1s

View Search Terminal Welp.
rontabsco1in8 nevatat.set-toots
Active nterner connections (iervers i esta
Proto fecy-q send-{ Local Addres:
wp o se. it
wp
wp
o
»
o

o oo
o oo
5 oo il
o snasssein 192168, 158.2:4693¢
o i

2

s

L-Node PLo/Progran nane
[8) 844 3137/leg_process
fhey  Smim  usiemc Ty sefesiserver

t ccann 1365 30e4/syslopd

state P10/Progran nave

LISTEN 2084/ rpe.nountd

usen -

UISTEN 2976 /metserver

usten -

USTEN  274sfpertnep

LsTER 2963/

LISTEN 3756/ Lte_senclt

LIsTEN telnetd

LISTEN. 3/

ISTEN  2996/rpc.statd

ESTABLISHED 12443/0

L1sTe 2975 etpd

LISTEN  2969/sshd.

LISTEN  ae/ohceed
3458/ autodetectd

EsTanl

vath
/10g_u
e

2954,
st
LISHED.
a7

InTrre_entity
ntod

26/ntod
e

it et
3n7rrc_entity
e entity

e ape eever_socket

1dev/log

rootgbcan
dov: stz

neds:

iroot  reat
N ]

LIsTENING

comEcTED
COMNECTED

1824 0ct
1624 0c
2000

13708 oet

1624 oct 26

w36 0ct

1024 0ct 20
139741 Sep 14
1792 oct

208 0ct
196255 Sep

320 oct 20 19:
396 oct 20 20:

3604/systogd
1093/ udewd

3naT{rre_enttty
135/ desnon

365/ LteLoyer2

3456/ \teLayer2

3081

13

368
pree

3
3156
3006k

Jdev/log
/0cg/hecnel futev/odevd
fase fbinjden_serv

fusejbinjden_serv

Juse fbinjdee_sere
Juse fbinjden_sere
Luse fbAn den_serv

tuse/biniden_serv
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 Terminal Help
...m...... -5 330 conbaR192. 168.197.241

Last Togin: Mom 1 15 22127523 2019 Prom 192.168.197.3
Conbagfento -1 su

Possnn

e
[rootgfento condalv unane

Linux fento 3., 1bron:
[rootefe
root:

£11_CPUM_2.21 #3 PREEMPT Fri Mor 10 16143120 CST 2017 ntps CNU/Liswx
J¢ cat /etc/passud
root: bin/bash

‘conba:x: 166 1681

s .
[rootafento conbal¥ cat fetc/shadow
OOt 82NYQYKQURTU: 10933099995

usen

Ara/4n-celivero]
tiblocks]

intdblock1]
ubi_batod]

233833838383

i

s v
o netstet

5)
u/u ns:(usl

othe.ptd - pt

108 /o] Sof tuare/ptpAL 1 JOMN/SoTtRare Bt <Tg - o1 - [dev/ptps &

umm and establshed)

Prote Reev:g Semdg Locor & sdares Agn Address state P10/Progran nane.
tep ) USTEX  1257/pre_ perview. o
tcp LISTEN. 20
tep LISTEN  1619/T0-LTE_oMn
tp
tp
tp
e 2 352 S 1973133798 5
e 152.168.197.241:60000
e o7 ek onman 195166 197,201 se0en
3
wdp
wdp
wdp 3:50088
iy 30010
ol 50012
odp o o098
odp . a9
odo e a0y
odo e asess y
wdp e 111 e10/To-ATE oM
o sz 1296/
i 121230 oot
vip 0. sa707 Totefro-A7e 0w
settve WX donatn sockets s (corvers .m.muc)
Proto fefcat Flags I-Node PID/Progran nane  Path
¥ 1153 n7L/pten Jvarrunfptpal

6 0] yslogd jdeviog
wix 3 (] 1 comnecren 171 uumm conta Tp.
wix 3 (] STREAR  CONNECTED 1
wix 2 (] ocRan To9 1353/ conbe p
wix 2 (] ocaan 1467 1322 wdhcpc
wix 2 ] ocRan 796 943/3udted
wix 2 (] ocRAn 747 923/K1099
[roatdfento consale 1 +1a /
s o e i 1312 Jan 1 1078 .
draxexex 18 rest  roet
drmxrn 3root oot
dracroxrex 2 rost  root
dnoroxrex 3 rost  root
dnoroxrx 5 rost  root
drroxeox 12 rost  root
domiroe-x 2 rest  reet

Jratfusert/connon/CALIS_FILES/LTE:
total 12

drvararx

Jrat[usert [connan/CALIS_FILES/LTE/data:
total 28

devar -

i
e

rotfuser fdata:
totat &

3
3
1
1
1
2 root

2 reot
3 root
1

20t

1
1
1

1970 .
204 .
2000

2000 BFIC_TE 100, ¢
08 100_TU_Confsz. tat

oce .
2016 Rataversion. tat
24p.

1570 appBooter
1578 defautt.xnl
2080

o
1978 verston. txt

008 .
“AarnRebootent. txt

2000 .,
2018 tnst.crgen
2000 1ns\ .cfg.en.BACK

“ManLtnkFat Rebootent. Ext
ALt _prLes

[rootgfento cowsa]s dresg
Lunux verston
(conan kermel versten: v1.1.

PRAND: PA~1000000,5126-09901000, enabled
SSeRANa: Pa-ireosnes,sin

1.13.2) ) 93 PRLORPT

L Rar 10 10:43:20 CST 2017

TN started. .

rumise o msTEl
Sootconsole [earlys) ens

aton ta: smm- trues rancy
(arerrined phyets
monory: 6ous0990

010020000 -> 0xd00:
ade 8 totaloages: 1biize
Free_area_tatt_node: nade

podat B8secids, node_nen nap 84000000
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 pages
Nornal s cesorved
tarmal tene: 18179 pages, LIF0 batch:y
Wighten

Si3nh pages: uw batch:1s
Lloc: 59 ro 432768 32768 olloca1+32768

toc:

BURLE'S seneliits tn Zone order, nobLiity grouptng co. Total pages: 95456

sarnat comnand Vne: irtss v
o=tty3, 115200 ml(:l pre_

10 hothtoute enteLast 322 forom

«m
12 coche parley protection

Rty 5the/ Tosonk svatLobte 4248k keroel code, 13330k reserved, 754k dats, 228k Lait, 327080k bighnen)
Preemptible et emteat By tmtcnamiat
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