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What is a Docker?
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VM vs Docker
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Dockerfile

. |FROMjrboys{hol2021:lastest |- A
+ ADD ROOT.tar /usr/local/tomcat/webapps

« ADD showcase.tar /usr/local/tomcat/webapps




What is kubernetes?

container-orchestration system for
automating application deployment,
scaling, and management  uiiped

kubernetes
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Docker VS Kubernetes
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Kubernetes for Central Management
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2021 Cyber Lab

Lab 1: Create your own container

Lab 2: Container hacking

Lab 3: Vulnerability protect

Lab 4: Admission control
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containers:
- name: mylab

Kubernetes i ZP&ER L imas: 0000000000/t

/— \ - containerPort: 8080
securityContext:
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privileged: true
Kernel OS

DockerHost Pull image
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Container Security




Trend Micro Cloud One™

Security Services Platform for Cloud Builders
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Container Security Ih&E
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Container Security Ih&E
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administrator

Dashboard
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Content Rules
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APl Documentation
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207 vulnerabilities
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imagelF 45

Layers

o |7 BASE_URL=https://dosnloads . apache.org GID=1888 MIRRDR_BASE URL=https://downlosds. spache.org NIFI_BINARY _PATH=/mifif1.12.1/mif1-1.12.1-bin.zip NIFI_TOOLKEIT_BIN_ v

o |7 BASE_URL=https://dosnloads.apache.org GID=1088 MIRROS_BASE_URL=https:f/downloads.apache.org NIFI_BINARY_PATH=/mifif1.12.1/nifi-1.12.1-bin.zip NIFI_ TOOLKIT BIN. +

o HUN set -eux; apt-get update; apt-get install -y --no-install-recommends bzip? unzip xz-utils ca-certificates pl1-kit fomtconfig libfrestyped : rm -rf fvarflibia_ v I

Layer I0: shaZ56:Mbal322 TTcB66Iab5SEMdeded 444665 50d 1 beBade 401 4016507 160 1626d
Created at:

2020-08-05 08:45

Created with:

RUM set -eux; apt-get update; spt-get install -y --no-imstall-recommends brip? unzip xr-utils ca-certificates p11-kit 'l'ﬁ'l'l-tﬂl‘ﬂiﬂ ll.brfﬂ'l.wlﬁ- :rm -rf fvarflibfaptilists/t
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A, Fix avaslabie i newer wersion

Package/Module Severity vulnerabilities
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Privileged container Control

Trend Micro Cloud One™ » Container Security ~
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Admission Policies
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[ T T Dieseripticom Created
admission_poc_policy 2020=12=13 1636
admissicn_policy. deny, root. contain 2020-12-17 1042

Mamea admigsion_policy_deny_root_containd
The palicy mame cannot be changed after the policy has been crested,

Description ter | icy descriptie
Policy action Block =

Rules Exception
Pod properties

E Containers that run as root (D)
Contairners that run in the host network namespace oy
Containers that run in the host IPC namespace (&)

Containers that run in the host PID namespace (0
Container properties
B Containers that ren as root D
E Privileged containers {0
Containers with privilege escalation righits {D

Containers that can write to the root filesystem L]

Ulpdated
2020=12=13 17:32

2020-12-17 10:42
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Control Aspect

Running of privileged containers
Usage of host namespaces

Usage of host networking and ports
Usage of volume types

Usage of the host filesystem

Allow specific FlexVolume drivers

Field Names

privileged

hostPID , hostIPC

hostNetwork , hostPorts

volumes

allowedHostPaths

allowedFlexVolumes
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Admission Control Event

Admission Events
OF Bl chichat i

Fiter by: Cluster m Agtion: Blogk v Last 7 days b

FAuction Tirmme Admistion Policy Cluster Mamespace Dperation Kind
| Eiock | 2020-12-17 0804 adrnssion_poc_polcy albbert_cluster? defautt Create Jak
| Biock | 2020-12-17 08:04 admission_poc_policy allbert_clusterd default Create lob
| Binci | 2020-12.17 08:04 adrnELaan_pod_poicy albert_custer? defautt Criate lab
| Block | 2020-12-17 0B:0d  admission_por_policy albert_cluster? default Create Job
- 2020:-12-17 08:04 admEsson_poc_poficy albert_clusterd default Create Job
| Biock | 20200-12-17 0803 adrmission_poc_policy albert_chuiten? defauit Create Jab
| Gk | 2020-12-17 0803 admission_pos_poicy albert_dusier? defautt Create Job
| Eioc | 2020-12-17 QB3 adretsian_pod_ pohcy albert dusterd default Create lab
/=3 2020-12-17 0803 admission_por_poley albert_cluster? default Create Job

e ———— e —
Tirme: -12-1 dmission Pellcy: admision_poc_pobcy E"
i e R

Operation: Create
Decislen: Deny Kind: Job
Cluster: albert dusterd

Hamespace: default
Policy violations

Object %E %E ﬁ Iﬂ

Images that are net scanned T
scan- 1608163200

Image Container Findings

deepsecuritytasks@shal56aliTib tasks
Tébe5 1T 46cB2B07 24db5 Tid5329
S7586a510TI00de588 136217 0ca
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Jenkins CI/CD &
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Pigeeline Changes

Branch:
Commit: Tel@bda

& dds

3 18 minutes ago

masler (2 Changes by jelf thonne

Pursh went Ao branch masters
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'home/ubuntu# kuhﬁ’tl apply -f bus
when 1g "busybox.yaml":
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violates rule privileged

root@ip-172-31-27-247:/
from server:
controller.default.svc"”

- containerSecurityContext

creatl
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Tests Arfiscis 0 f u E

Einf

ybox.yaml

sion webhook

container(s)
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Trend Micro Cloud One™

Security Services Platform for Cloud Builders

Application
Security

Cloud Migration
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